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Proposed Int. No. 374-A

By Council Members Garodnick, Barron, Brewer, Dickens, Gerson, Gonzalez, James, Katz, Koppell, Lappin,
Liu, Mark-Viverito, Nelson, Palma, Sanders Jr., Weprin, Avella, Vacca, Stewart, Felder, Arroyo, Baez, Clarke,
de Blasio, Foster, Mendez, Vann, Fidler, Mealy, Reyna, Gentile and Jackson

A Local Law to amend the administrative code of the city of New York, in relation to regulating the use of
electronic access systems for certain multiple dwellings and the dissemination and retention of information
obtained by such systems.

Be it enacted by the Council as follows:

Section 1. Title 27 of the administrative code of the city of New York is amended by adding a new
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chapter 2-A to read as follows:

CHAPTER 2-A

Regulation of Electronic Access Systems

§27-2201   Definitions.

§27-2202   Issuance of electronic access devices.

§27-2203   Retention and dissemination of information.

§27-2204  Notice of information collection and  dissemination.

§27-2205   Penalties.

§27-2201 Definitions.  For the purposes of this chapter the following terms shall have the following meanings:

a. “Dwelling” shall mean any building or structure, or any portion thereof, which is occupied in whole or in part as the

home, residence or sleeping place of one or more human beings.

b.  “Dwelling unit” shall mean any residential accommodation in a multiple dwelling.

c. “Electronic access device” shall mean a card, disk or other magnetically- and/or electronically-activated device used to

gain access to a multiple dwelling in which an electronic access system has been installed.

d. “Electronic access system” shall mean a magnetically- and/or electronically-activated system through which a lawful

occupant of a multiple dwelling gains access to such multiple dwelling using a magnetically- and/or electronically-activated card,

disk, or other device, in lieu of or to the exclusion of, keys or other non-magnetically- and/or electronically-activated device, and

which has the capability of collecting information related to when such magnetically- and/or electronically-activated device is used to

obtain access to such multiple dwelling.

e. “Multiple dwelling” shall mean a dwelling which is either rented, leased, let or hired out, to be occupied, or is occupied,

as the residence or home of six or more families living independently of each other.

f. “Owner” shall mean and include the owner or owners of the freehold of the premises or lesser estate therein, a mortgagee

or vendee in possession, assignee of rents, receiver, executor, trustee, lessee, agent, or any other person, firm or corporation, directly

or indirectly in control of a dwelling.

§27-2202 Issuance of electronic access devices. a. No owner of a multiple dwelling who intends to install an electronic

access system, or person acting on such owner’s behalf, shall require any lawful occupant of such multiple dwelling, a guest of such

lawful occupant, or an employee or independent contractor of such lawful occupant who requires access to the multiple dwelling to

perform his or her duties, to provide any personal information including, but not limited to, their date of birth, place of residence,

social security number, other identification number, or a photographic image or other likeness, except that each lawful occupant may

be required to establish his or her identity prior to the issuance of each electronic access device. An owner, or person acting on such
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be required to establish his or her identity prior to the issuance of each electronic access device. An owner, or person acting on such

owner's behalf, shall be required to issue to each lawful occupant an electronic access device and to each guest, employee or

independent contractor of such lawful occupant as such lawful occupant may from time to time request.

b. Where an electronic access system has been installed in a multiple dwelling as of the effective date of this section or is

installed subsequent to such effective date and any personal information has been or is at any time obtained through the operation of

such system about anyone to whom an electronic access device has been issued, except as provided in subdivision b of section 27-

2203 of this chapter, such personal information shall be purged from such system and from any records maintained by the owner or

anyone to whom such owner has disseminated such information within the later of thirty days of the effective date of this subdivision

or from when such information was obtained, and from every electronic access device. Such owner shall at least once each year

provide an affidavit or other sworn certification to the individual whose personal information is required to be purged that such

information has been purged in accordance with this subdivision and retain a duplicate original of such affidavit or certification for so

long as such person is entitled to be issued an electronic access device.

c. No electronic access device issued for a multiple dwelling after the effective date of this chapter shall contain any

photograph or other likeness of the person for whom such device is issued or any personal information of such person. Any electronic

access device that has been issued for a multiple dwelling on or before the effective date of this chapter which contains any

photograph or other likeness of the person for whom such device was issued or any personal information of such person shall be

replaced within thirty days of such effective date with an electronic access device which contains no such photograph, likeness or

personal information.

d. Where the person to whom an electronic access device was issued elects not to use such device during certain time

periods for reasons of religious observance, the owner shall provide an alternative access procedure so that such person shall have

access to such multiple dwelling equal to that of a person using an electronic access device.

§27-2203 Retention and dissemination of information. a. No information obtained through the operation of an electronic

access system shall be disseminated to anyone other than an employee or independent contractor of the owner whose responsibilities

include protecting the physical safety of persons having a lawful right to be present in a multiple dwelling and may be retained by the

owner of the multiple dwelling in which such system has been installed, or anyone to whom it has been disseminated, for no longer

than thirty days from the date upon which such information was obtained. No person to whom such information was disseminated

may further disseminate such information.

(b) Notwithstanding the provisions of subdivision a of this section, such information may be disseminated to additional

persons and may be retained for more than thirty days upon the written request of a law enforcement or prosecutorial agency actively

engaged in an investigation or a criminal prosecution, as may be directed by an order of any court or upon the written consent of the
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engaged in an investigation or a criminal prosecution, as may be directed by an order of any court or upon the written consent of the

individual whose information it is.

§27-2204 Notice of information collection and dissemination. a. An owner of a multiple dwelling who intends to install or

has installed an electronic access system in such multiple dwelling shall notify each person to whom an electronic access device has

been issued or is required to be issued what information is or will be collected by such system, to which individuals or organizations

information obtained by such system may be or has been disseminated and when such dissemination has occurred.

§27-2205 Penalties. a. Any individual, corporation, partnership, limited liability company or other entity which violates any

provision of this chapter shall be liable for a civil penalty of not less than one thousand dollars nor more than ten thousand dollars in a

proceeding before the environmental control board or in a civil action before any court of competent jurisdiction and such individual

or entity may also be subject to a proceeding for injunctive relief.

b. Each dissemination of information other than those permitted by the provisions of section 27-2203 of this chapter shall be

deemed a separate violation subject to a separate civil penalty for each such violation. Each day that any specific item of information

is retained beyond the time period authorized by such section shall be deemed a separate violation subject to a separate civil penalty.

§2. This local law shall take effect immediately.
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