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INT. NO. 1154-A:	By Council Members Koslowitz, Gjonaj, Holden and Kallos
	
	
TITLE: 	A Local Law to amend the administrative code of the city of New York, in relation to in relation to encrypting website exchanges or transfers.
	
ADMINISTRATIVE CODE:		Adds section 23-805



I. INTRODUCTION
On Tuesday, July 28, 2020, the Committee on Technology, chaired by Council Member Robert Holden, will hold a hearing to consider Int. No. 1154-A. The committee previously heard the original version of the bill, Int. No. 1154, on December 13, 2018. More information on Int. No. 1154-A and materials from the previous hearing can be accessed online at https://go.usa.gov/xfRfS.

II. BACKGROUND 
As cybersecurity becomes the new arms race between hacker and system, or illegitimate versus legitimate user, governments and private entities alike must develop resilient policies to address an insufficiency of laws and regulations.[footnoteRef:1] Cyber threats can result in data breaches and can significantly affect critical infrastructure.  [1:  John P. Dever, Captain James A. Dever, A Democracy of Users, 6 JL & CYBER WARFARE 8, 9 [2017].] 

Website encryption is one measure toward secured communications. Generally, encryption allows for secure communications between parties over the internet, which is important given the open structure of the internet.[footnoteRef:2] In the most basic sense, encryption is a method of taking readable data (called “plaintext”) and “scrambling” it into a text that is unreadable (generically known as ciphertext). Encryption requires a “key,” which effectively tells the encryption process how to “scramble” or “unscramble” the data.[footnoteRef:3]  [2:  Dustin Taylor Vandenberg, Encryption Served Three Ways: Disruptiveness As the Key to Exceptional Access, 32 Berkeley Tech LJ 531, 551-52 [2017].]  [3:  Id. at 532-33.] 

With respect to websites, “encryption — most easily represented with an ‘HTTPS’ rather than ‘HTTP’ in front of a site’s web address — is the practice of encoding data traveling between a website and its visitor so that any third parties who are able to peek into the data don’t know what’s happening.”[footnoteRef:4] With encryption, users can reasonably expect that their connection is private. Without it, bad actors can do things like steal information and change a web page’s content without the user realizing it.[footnoteRef:5] [4:  Ben Miller, More Government Websites Encrypt as Google Chrome Warns Users Non-HTTPS Sites Are 'Not Secure', GOVTECH, August 9, 2018, http://www.govtech.com/security/More-Government-Websites-Encrypt-as-Google-Chrome-Warns-Users-Non-HTTPS-Sites-are-Not-Secure.html. ]  [5:  See id. ] 

As some websites maintained by New York City agencies handle licensing and permitting, take credit card payments and may provide people with sensitive information, it is essential that all of the websites maintained by the City have enhanced security to help protect the privacy of City residents and other entities that do business with the City to ensure trust. 
Int. No. 1154-A would require the encryption of data transfers and the web content of websites maintained by or on behalf of the City through the HTTPS protocol adoption. It would ultimately ensure that transferring data between a web browser and a City web server would be subject to this protection.

III. ANALYSIS OF INT. NO. 1154-A
Int. No. 1154-A would amend the Administrative Code of the City of New York in relation to websites maintained by or on behalf of the City. This bill would require the encryption of exchanges or transfers of web content from websites maintained by or on behalf of the City. 
The bill would take effect 6 months after it becomes law.
Update
On Tuesday, July 28, 2020, the Committee adopted Int. No. 1154-A by a vote of five in the affirmative, zero in the negative, and zero abstentions.
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Int. No. 1154-A

By Council Members Koslowitz, Gjonaj, Holden, and Kallos

..Title
A Local Law to amend the administrative code of the city of New York, in relation to encrypting website exchanges or transfers
..Body

Be it enacted by the Council as follows:
	Section 1. Chapter 8 of title 23 of the administrative code of the city of New York is amended to add a new section 23-805, to read as follows:
§ 23-805 Website encryption. Every website maintained by or on behalf of the city or a city agency shall encrypt all exchanges and transfers between a web server, maintained by or on behalf of the city or a city agency, and a web browser: (i) of hypertext; or (ii) of electronic information, and require web browsers to request such encrypted exchange or transfer at all times for such websites, provided that such encryption shall not be required if such exchanges or transfers are conducted in a manner that provides at least an equivalent level of confidentiality, data integrity and authentication. 
	§ 2. This local law takes effect six months after it becomes law.
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