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PROPOSED

INTRODUCTORY BILL NO. 139-A:

By Council Members Reed, Boyland, Brewer, Gerson, Gioia, Jackson, James, Nelson, Quinn, Addabbo and Liu
TITLE:

A Local Law to amend the administrative code of the city of New York, in relation to identity theft.

PROPOSED

INTRODUCTORY BILL NO. 140-A:

By Council Members Reed, Brewer, Gerson, Gioia, James, Nelson, Quinn, Addabbo and Liu
TITLE:




A Local Law to amend the administrative code of the city of New York, in relation to requiring city agencies to notify consumers in the event of a security breach of personal identifying information.

PROPOSED

INTRODUCTORY BILL NO. 141-A:
By Council Members Reed, Brewer, Gentile, Gioia, Monserrate, Nelson, Moskowitz, Addabbo and Liu
TITLE:




A Local Law to amend the administrative code of the city of New York, in relation to requiring businesses to notify consumers in the event of a security breach of personal identifying information.


Introduction

On May 4, 2005, the Committee on Consumer Affairs will continue its consideration of three bills related to addressing the problem of identity theft: Proposed Introductory Bill Number 139-A (“Int. 139-A”) would amend the administrative code of the city of New York by increasing the license revocation and denial authority of the Department of Consumer Affairs (“DCA”) in relation to businesses that are convicted of identity theft.  Proposed Introductory Bill Number 140-A (“Int. 140-A”) would require that New York City agencies notify consumers of any security breach compromising their personal information.  Similarly, Proposed Introductory Bill Number 141-A (“Int.  141-A”) would require all business licensed by DCA, or licensed pursuant to state law enforced by DCA, to notify consumers of a security breach jeopardizing their personal information. 

Background

“Identity theft” or “identity fraud” is defined by the U.S. Department of Justice as a crime in which someone wrongfully obtains and uses another person's personal data in some way that involves fraud or deception, typically for economic gain.
  Identity theft has become the most common fraud related complaint filed with the federal government. The U.S. Federal Trade Commission (“FTC”) published that 214,905 people throughout the country filed identity theft complaints in 2003
 and reports of identity theft have increased drastically for three consecutive years.
 ChoicePoint Inc., a company that collects consumer data, recently notified 145,000 people nationally that their personal identification data may have been stolen.
 Additionally, the LexisNexis Group, a compiler of legal and consumer information, just announced that personal identifying information for approximately 30,000 people may have been stolen from its database.
  

  According to FTC statistics, there are few states in the nation where consumers have a greater likelihood of having their identities misappropriated than New York. In 2002, 12,698 New York State residents were reportedly victimized by identity theft; only California and Texas residents filed more complaints.
  Moreover, a substantial portion of identity theft crime may be found within the five boroughs of New York City.  In 2001, New York City residents reported the highest number of identity theft victims of any city in the country.  In 2003, there were almost three times as many reports of identity theft in New York City than in any other locality within New York State.
    

TYPES OF IDENTITY THEFT

Identity theft and identity fraud represent an ever-growing, increasingly sophisticated category of criminal activity and thieves are constantly developing new schemes to defraud consumers.  Armed with little more than a name, date of birth, and social security number, an identity thief is able to inflict severe financial damage.

Credit card fraud is the most common type of identity theft.  Identity thieves are known to invade computer systems storing sensitive information and misuse the contents to defraud innocent victims.  Others obtain personal information by stealing paper records or manipulating consumers into unknowingly surrendering personal data. Most recently, the practice of “skimming,” or swiping an Automated Teller Machine (“ATM”) or credit card through a device programmed to read the identification encoded in the card, has facilitated identity theft in small businesses throughout the City.  Skimming can be done with a hand-held device or through an instrument installed in a seemingly innocuous ATM.
 Another commonly reported type of identity theft involves using the victim’s personal information to open fake lines of consumer credit or commit bank fraud.
  

Finally, identity thieves frequently use their victims’ identities to fraudulently obtain employment and government benefits. 
  In response to the increasing number of identity theft and identity fraud related cases throughout the country, government officials have enacted new laws designed to protect consumers’ finances and credit files while simultaneously levying harsh penalties on the perpetrators of identity theft.

LEGISLATION TO COMBAT IDENTITY THEFT

On December 4, 2003, President Bush signed the Fair Credit and Accurate Credit Transactions Act of 2003 (“the Act”) into law.
  The Act is designed to protect consumers from identity theft by providing consumers, private companies, credit reporting agencies and regulators with new tools, some of which are as follows:

· A requirement that merchants and businesses omit from electronically produced store receipts all but five digits of a credit or debit card number.

· The creation of a national system of fraud detection to enhance the likelihood that identity thieves will be apprehended. Using this system, identity theft victims will be able, with just one telephone call, to initiate a nationwide fraud alert.
 

· The creation of a national system of fraud alerts for consumers to place on their credit files. Any consumer with a credit file so designated would be excluded, for five years, from any lists maintained by credit reporting agencies that are provided to third parties that offer consumer credit and insurance products.
  The fraud alert would remain on an identity theft victim’s credit file for seven years, unless the victim requests that the alert be removed.

· The Act permits active duty military personnel to place special alerts on their credit files.

· A requirement that federal regulators establish guidelines for use by financial institutions and creditors in detecting identity theft.

In October 2002, in response to the proliferation of identity theft and identity fraud in New York State, Governor George E. Pataki signed into law legislation making identity theft a crime. The law creates new penalties for identity theft
 and permits victims to institute civil actions for financial losses caused by the theft of their identities.

In July 2003, California established a law requiring any person or business that conducts business in California, and that owns or licenses computerized data that includes personal information, “must disclose a breach of its data system to any California resident whose personal information” was, or is reasonably believed to have been, acquired by an unauthorized person.
 A similar law was also created governing notification procedures required of California agencies.
 

In 2003, New York State passed additional legislation designed to protect consumers against the growing threat posed by identity theft. The new provision, which took effect on January 1, 2004, requires merchants and other businesses to remove the expiration date of credit and debit cards and to omit all but the last five digits of any credit or debit card account from electronically printed receipts.
 Several bills have recently been introduced in Congress to further address concerns about consumer privacy, including three in January 2005 by Senator Dianne Feinstein of California.

PROVISIONS OF PROPOSED INT. NO. 139-A


Proposed Int. 139-A would create a new subsection g to Section 20-104 of the administrative code, governing the power of the DCA commissioner to license businesses within the DCA’s jurisdiction.  Specifically, the commissioner of DCA would be empowered to deny, suspend, revoke or refuse to renew DCA issued licenses where: (a.) two or more judgments are rendered against an applicant or licensee for identity theft as defined by New York State law within a two year period,
 or (b.) a criminal conviction against an applicant or licensee for identity theft or unlawful possession of personal identification information as defined by New York State law, 
 or (c.) two or more criminal convictions are rendered against any employee or associate of an applicant or licensee for identity theft or unlawful possession of personal identification information as defined by New York State law,
 committed with the applicant’s or licensee’s resources, within a two year period. An applicant or licensee could assert, as an affirmative defense, that he or she did not have reasonable grounds to believe his or her resources were being used to commit acts of identity theft, or that the employee or associate convicted of committing acts of identity theft did so without utilizing the applicant’s or licensee’s resources.  Finally, Proposed Int. 139-A mandates that any business required to be licensed by DCA, or licensed pursuant to state law enforced by DCA, immediately inform the department upon notification of a potential breach of personal identifying information.   


PROVISIONS OF PROPOSED INTRO. NO. 140-A

Proposed Int. 140-A seeks to curtail identity thieves who hack into computer systems or otherwise violate data systems containing personal identifying information. The bill would require that identity theft victims be notified when their sensitive personal information is compromised, thereby minimizing the potential for continued fraud.  Swift notification leaves a victim in the best position to regain control of their finances and minimize the potentially devastating consequences to his or her credit file.   

Accordingly, Proposed Int. 140-A would require City agencies that own or lease data containing personal identifying information, and agencies that maintain, but do not own such data, to immediately notify the police department if any individual’s personal identifying information kept in their records is compromised.  After notifying the police department, any agency that maintains, but does not own the data, would be required to notify the individual whose personal information may have been stolen.  After notifying the police department, any city agency that maintains, but does not own the identifying information, would be required to notify the owner, lessor or licensor of the data that their information was compromised.  

Disclosure would be made by at least one of three prescribed means: (a.) written notice to the individual at his or her last known address, or (b.) verbal notification to the individual by telephone communication, or (c.) electronic notification to the individual at his or her last known e-mail address.  If disclosure pursuant to the three prescribed means is impracticable or inappropriate, disclosure could be made by a mechanism of the agency’s choosing, provided the method is reasonably targeted to the individual in a manner that does not further compromise the integrity of the personal information.  Finally, the proposal mandates that any city agency that discards any records of an individual’s personal identifying information do so in a manner intended to prevent retrieval of the information.  Intro 140-A would take effect 120 days after its enactment.


Provisions of PROPOSED int. no. 141-A

Similarly, Proposed Int. 141-A would require all business licensed by DCA, or licensed pursuant to state law enforced by DCA, to inform individuals whenever there has been a breach of personal identifying information.  Accordingly, Proposed Int. 141-A would require certain New York City businesses that own or lease data containing personal identifying information to immediately notify any person whose personal identifying information has been potentially compromised.  Any business licensed by DCA, or licensed pursuant to state law enforced by DCA, that maintains, but does not own such data, would be required to immediately notify the owner or licensee of the data of the existence of a possible security breach.  Disclosure would be made by at least one of the three means prescribed above.  However, should disclosure pursuant to the three prescribed means be impracticable or inappropriate, notification would be made by a mechanism of the licensee’s choosing, provided the mechanism is reasonably targeted to the individual in a manner that does not further compromise the integrity of the personal information disclosed and has been approved, or is in compliance with rules promulgated, by the Commissioner.  Moreover, the proposal instructs any person required to be licensed by DCA, or by provisions of state law enforced by the department, that discards any records of an individual’s personal identifying information to do so in a manner intended to prevent retrieval of the information.

Finally, any person who violates a provision of Proposed Int. 141-A would face a fine of up to five hundred dollars and a civil penalty of one hundred dollars for each violation.  The local law would take effect 120 days after its enactment.
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� See � HYPERLINK "http://www.usdoj.gov/criminal/fraud/idtheft.html" ��http://www.usdoj.gov/criminal/fraud/idtheft.html�.


� See U.S. Federal Trade Commission, “Identity Theft Victim Complaint Data: Figures and Trends, January 1-December 31, 2002.” These figures include people who filed complaints with the FTC.


� See � HYPERLINK "http://www.consumer.gov/sentinel/states03/3year_trends.pdf" ��http://www.consumer.gov/sentinel/states03/3year_trends.pdf�. 


� See The Associated Press, “Company Warns of Huge Data Theft” (February 18, 2005). 


� See Tom Zeller, Jr., “Another Data Broker Reports a Breach,” New York Times (March 10, 2005).


� See U.S. Federal Trade Commission, “Identity Theft Victim Complaint Data: Figures and Trends, January 1-December 31, 2002.”


� See � HYPERLINK "http://101-identitytheft.com/identity-theft-new-york.htm" ��http://101-identitytheft.com/identity-theft-new-york.htm�.


� See Karen Freifeld, “3 Indicted on Identity Theft Charges,” New York Newsday (December 2, 2003).


� See Kieran Crowley, “’Loan’ Wolf Thief,” New York Post (December 25, 2003).


� See Benjamin Weiser, “19 Charged in Identity Theft That Netted $7 Million in Tax Refunds,” The New York Times (February 5, 2003).


� See Public Law No. 108-159.


� See Public Law No. 108-159 § 113.


� See Public Law No. 108-159 § 112-a.


� See Public Law No. 108-159 § 112-b.


� Ibid.


� See Public Law No. 108-159 § 112-c.


� See Public Law No. 108-159 § 114.


� See NY Penal Law §§ 190.78 through 190.83.


� See NY Gen. Bus. § 380-l.


� See CA Civil Code § 1798.82.


� See CA Civil Code § 1798.29.


� See NY Gen. Bus. Law § 520-a. Credit and debit card machines put into service on or after January 1, 2004 must comply with this section. Credit and debit card machines in use before January 1, 2004 must comply with this section by January 1, 2007.


� See Tom Zeller, Jr., “Another Data Broker Reports a Breach,” New York Times (March 10, 2005).


� See NY Gen. Bus. Law § 380-s.


� See NY Penal Law § 190.


� Ibid.





PAGE  
2

