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INTRODUCTION


On November 15, 2017, the Committee on Immigration, chaired by Council Member Carlos Menchaca, will hold a second hearing on the following legislation:

· Proposed Int. No. 1588-A: A Local Law in relation to identifying information;
· Proposed Int. No. 1557-A: A Local Law in relation to establishing a chief privacy officer and policies and protocols relating to the handling of identifying information; and
· Proposed Int. No. 1579-A: A Local Law in relation to access to non-public areas of city property and property of human services contractors and subcontractors.
The first hearing on these bills was on April 26, 2017.
BACKGROUND
Proposed Int. No. 1588-A and Proposed Int. No. 1557-A

City employees, contractors, and subcontractors interact with tens of millions of residents and visitors each year. Just two common contact points with the City—311 and the Human Resources Agency (HRA)—resulted in contacts with approximately 39 million New Yorkers during 2016, while over 900,000 New Yorkers enrolled the IDNYC municipal identification program since June 2015.
 These interactions regularly result in the collection of data, and in cases where services are provided, the collection of personal information. Individuals provide sensitive information to the City with the expectation that it will be kept confidential and only used in their best interests. 

Proposed Int. No. 1588-A would require City employees and contractors to protect identifying information—such as contact information, sexual orientation, religion, and immigration status—by limiting its collection, disclosure, and retention. A newly-established privacy officer within each agency would review and approve the collection, disclosure, and retention of identifying information to ensure such actions further the purpose or mission of such agency and protect identifying information from unauthorized disclosure. 
Proposed Int. No. 1557-A requires every City agency to report on their current data collection, retention, and disclosure policies and practices. A newly established Chief Privacy Officer and interagency committee would review those reports and develop new, detailed protocols for minimizing the collection and disclosure of identifying information and protecting against the unauthorized disclosure.
Local Laws and Policies
The City has a number of policies and laws concerning impermissible access to personal information. In 2005, the Council enacted legislation requiring City agencies to inform individuals whenever there has been a breach of security with respect to sensitive personal information.
 Earlier this year, the Council enacted legislation that requires that any City agency disposing of electronic equipment that is capable of storing information while depowered to ensure, prior to such electronic equipment’s disposal, that all information therein has been erased.
 
The Citywide Information Security Policy, issued by the Department of Information Technology and Telecommunications (DOITT), establishes mandatory standards relating to personally identifiable information that must be followed by City employees, as well as agencies and contractors.
 The policy covers topics such as anti-piracy; the role of the chief information security officer; data classification; digital media re-use and disposal; encryption; identity management for public users of City systems; the screening, training, and supervision of personnel with access to responsibilities concerning access to information; user responsibilities; and vulnerability management.
 

Though neither the Citywide Policy nor existing local laws address policies on when personal information held by the City should be collected, retained, or disclosed, the Council and the Administration have taken steps to secure sensitive information with regard to the IDNYC program. The Council created IDNYC, a free identification card, in the spring of 2014 to provide every New York City resident the opportunity to obtain legitimate government-issued photo identification.
 Under the IDNYC program, all residents can obtain an IDNYC, regardless of race, color, creed, age, national origin, alienage or citizenship status, gender, sexual orientation, disability, marital status, partnership status, any lawful source of income, housing status, status as a victim of domestic violence or status as a victim of sex offenses or stalking, or conviction or arrest record.
 Eligibility can be established through the submission of a range of documents that prove identity and residency.
 The law required confidentiality of information collected and prohibited its disclosure without written authorization or a court order.
 Copies of records submitted by applicants must be destroyed at least once per quarter, unless their retention is required by law.

In addition, the Administration was required to determine the need to continue to retain documents and make appropriate modifications to their retention policies no later than December 31, 2016.
 If no such determination was made or if the Administration concluded that retention was no longer necessary, documents could no longer be retained for longer than the time needed to review the application.
 On December 7, 2016, HRA issued an order finding that there was no need to retain application materials used to prove identity or residency and from that date forward, copies of records would not be kept.

Proposed Int. No. 1579-A

Proposed Int. No. 1579-A addresses possible safety and privacy concerns that may deter New Yorkers from seeking city services by restricting access to non-public areas of City property, as well as locations where human services contractors provide services. Under the bill, non-local law enforcement will not be permitted to access non-public areas of city property or where human services contractors operate unless: (1) there is an agreement with the city, (2) access is required by law, (3) access furthers the purpose or mission of the agency, or (4) there are exigent circumstances.  

· ..Title

ANALYSIS 
Proposed Int. No. 1588-A
Section one of Proposed Int. No. 1588-A would add a new chapter 12 to title 23 of the Administrative Code regarding identifying information. Section 23-1201 would set forth the following definitions for the chapter:

· Chief Privacy Officer: the person designated by the mayor to act as the city’s Chief Privacy Officer, or their designee.

· Contracting agency: a city, county, borough, or other office, position, administration, department, division, bureau, board or commission, or a corporation, institution, or agency of government, the expenses of which are paid in whole or in part from the City treasury.

· Contractor: a party to a contract with a contracting agency to provide human services, or other services designated by the chief privacy officer.
· Employee: any officer or person who is paid from the City treasury.
· Human services: services provided to third parties, including social services such as day care, foster care, home care, homeless assistance, housing and shelter assistance, preventive services, youth services, and senior centers; health or medical services; legal services; employment assistance services, vocational and educational programs; and recreation programs.
· Identifying information: any information obtained by or on behalf of the city that may be used on its own or with other information to identify or locate an individual, including, but not limited to: name, sexual orientation, gender identity, race, marital or partnership status, status as a victim of domestic violence or sexual assault, status as a crime victim or witness, citizenship or immigration status, eligibility for or receipt of public assistance or City services, all information obtained from an individual’s income tax records, information obtained from any surveillance system operated by, for the benefit of, or at the direction of the Police Department, motor vehicle information or license plate number, biometrics such as fingerprints and photographs, languages spoken, religion, nationality, country of origin, place of birth, arrest record or criminal conviction, employment status, employer information, current and previous home and work addresses, contact information such as phone number and email address, information concerning social media accounts, date and/or time of release from the custody of the Administration for Children’s Services, the Department of Correction, or the Police Department (PD), any scheduled court appearances, or any scheduled appointments with any employee, contractor, or subcontractor. 
· Privacy officer: the person designated by the head of each City agency to act as such agency’s privacy officer. Where a disclosure of identifying information is in response to a request pursuant to the state Freedom of Information Law (FOIL), an agencies’ FOIL officers may perform the functions otherwise performed by the privacy officer with respect to such request.
· Routine collection or disclosure: the collection or disclosure of identifying information that is made during the normal course of City agency business and furthers their purpose or mission. “Routine collection or disclosure” also includes the collection or disclosure of identifying information that occurs between agencies when the privacy officers of the collecting agency and the disclosing agency agree that the collection or disclosure furthers the purpose or mission of their respective agencies.
· Subcontractor: a party to a contract with a contractor to provide human services, or other services designated by the chief privacy officer.
· Third party: any person other than: (i) personnel of the City, the Department of Education, or a local public benefit corporation or local public authority, or (ii) personnel of a contractor or subcontractor where such contractor or subcontractor is authorized to possess the relevant identifying information. 
Section 23-1202 would require City employees, contractors, and contractors to collect, retain, and disclose information only in accordance with the new chapter. 
Absent exigent circumstances, the collection of identifying information would prohibited without the written approval of the agency privacy officer and unless it: (1) furthers the purpose or mission of the agency, or (2) is required by law.
The agency privacy officer could pre-approve certain routine collections that further the purpose of mission of the agency. If an agency wishes to collect information that is in the best interest of the city, it must be approved by the Chief Privacy Officer. Pre-approval would not be required for collections by the PD in connection with a criminal investigation or where collection is in connection with an open City investigation of the welfare or a minor or individual who is not legally competent. 
Absent exigent circumstances, the disclosure of identifying information would prohibited without the written approval of the agency privacy officer and unless it:

1. has been authorized by the individual to whom such information pertains, or their guardian if the individual is a minor or not legally competent;
2. furthers the purpose of mission of the agency; or
3. is required by law or treaty;

The agency privacy officer could pre-approve certain routine disclosures that further the purpose of mission of the agency. If an agency wishes to make a disclosure that is in the best interest of the city, it must be approved by the Chief Privacy Officer. Pre-approval would not be required for disclosures to or by the PD in connection with a criminal investigation or where a disclosure is in connection with an open City investigation of the welfare or a minor or individual who is not legally competent. 
If an individual’s identifying information is disclosed in violation of this chapter, the relevant agency privacy officer must notify the chief privacy officer as soon as practicable. If the policies of the Chief Privacy Officer mandate notification, the agency must make reasonable efforts to notify such individual in writing of the identifying information disclosed and to whom it was disclosed as soon as practicable. Notification is not required where it would violate existing law, interfere with a law enforcement investigation, or compromise public safety. The Chief Privacy Officer would be required to submit a quarterly report containing an anonymized compilation or summary of such disclosures to the Council and shall make such report available online. 
If identifying information is collected or disclosed under exigent circumstances, information about such collection or request and disclosure, along with an explanation of why such exigent circumstances existed, must be sent to the chief privacy officer as soon as practicable. Notification is not required where:
1. the collection or disclosure is by or to PD in connection with an open investigation of criminal activity;  
2.  the collection or disclosure is in connection with an open investigation concerning the welfare of a minor or an individual who is not legally competent; or
3. the collection or disclosure is by or to an employee acting in furtherance of law enforcement or public health or safety powers of their agency under exigent circumstances and such collections or disclosures occur during the normal course of that agency’s business.
The Chief Privacy Officer must submit a quarterly report containing an anonymized compilation or summary of such disclosures to the Council and make such report available online.
A city agency must retain identifying information where required by law. In addition, a city agency may retain identifying information to further the purpose or mission of such agency, or when retention is in the interest of the city and is not contrary to the purpose or mission of the agency. Agencies would not be prohibited from retaining aggregate demographic information that is anonymized.
Each city agency, acting in accordance with the policies and protocols of the Chief Privacy Officer, may issue additional agency-specific guidance in furtherance of the new chapter.
Each city agency would require contractors that obtain identifying information, whether directly or through subcontractors, to apply the requirements of the new chapter relating to collection, disclosure, and retention, as well as any applicable policies and protocols. The duties of the agency privacy officer could be exercised by contractors and subcontractors by agency designation.
Nothing in the new chapter would be construed to create a private right of action to enforce any provision of the new chapter. Additionally, nothing would prohibit City officers and employees from performing their duties in accordance with federal, state, and local law. 

Proposed Int. No. 1588-A would take effect in 180 days. 
Proposed Int. No. 1577-A
Proposed Int. No. 1577-A would amend the Code and the City Charter in relation to a Chief Privacy Officer. The Mayor would to designate a Chief Privacy Officer. The Chief Privacy Officer would be tasked with:

1. promulgating policies and protocols regarding the collection, retention, and disclosure of identifying information;

2. proving guidance to the City on federal, state, and local laws and policies related to the collection, retention, and disclosure of identifying information and directing agencies to make any changes necessary to achieve or maintain compliance;

3. reviewing agency identifying information reports; and
4. specifying additional types of identifying information that must be subject to protection.
The Chief Privacy Officer would be required to develop policies and procedures:

 1. requiring that, to the extent possible, identifying information is anonymized;
2. require each agency privacy officer to issue guidance to employees, contractors, and subcontractors regarding the agency’s collection, retention, and disclosure of identifying information; 
3. require any agency making a non-routine disclosure of identifying information to a third party to enter into an agreement ensuring that the any anticipated use is consistent with the new chapter unless: (i) the disclosure is made under exigent circumstances, or (ii) the disclosure would not unduly compromise an important privacy interest.
4.  describe routine disclosures of identifying information to third parties for which, because of their nature, extent, or the relationship between the agency and third party, such disclosing agency is required to enter into an agreement with such third party requiring that any anticipated use of such information is consistent with the new chapter;
5. describe disclosures of identifying  information that are not to be treated as routine, as determined by the nature and extent of such disclosures, and require an additional level of review and approval by a privacy officer before such disclosures are made;
6. describe circumstances when disclosure of an individual’s identifying  information to third parties in violation of this chapter would, in light of the nature, extent, and foreseeable adverse consequences of such disclosure, require the disclosing city agency, contractor, or subcontractor to make reasonable efforts to notify the affected individual as soon as practicable;
7. establish standard contract provisions, or required elements, related to the protection of identifying information;
8. require each agency privacy officer to arrange for dissemination of information to employees, contractors, and subcontractors and develop a plan for compliance; and
9. establish a mechanism for accepting and investigating complaints for violations of the new chapter. 
The proposed local law would also establish an identifying information protection committee consisting of the following individuals, or their designees:
1. the Corporation Counsel;
2. the Director of the Mayor’s Office of Operations;
3. the Coordinator of Criminal Justice; 
4. any Deputy Mayors designated by the Mayor; and
5. the Commissioners of the following agencies:
(a) the Administration for Children’s Services;
(b) the Department of Social Services;
(c) the PD;
(d) the Department of Correction;
(e) the Department of Probation; 
(6) the Department of Health and Mental Hygiene; 
(7) the Department of Information Technology and Telecommunications;
(8) the Fire Department; and
(9) representatives of other agencies designated by the Mayor that have relevant duties or expertise with respect to laws and policies relating to protecting identifying information.
Unless the Mayor determines otherwise, the Director of the Mayor’s Office of Operations would chair the committee. The committee, in collaboration with the Chief Privacy Officer, would review city agency reports on their use of identifying information and recommend policies and procedures. No later than October 30, 2018, the committee would communicate its final recommendations, along with the city agency reports, to the applicable City agencies, the Mayor, the Council, and the Chief Privacy Officer. Beginning July 31, 2020 and every two years thereafter, the committee would review the agency reports and any policies and protocols adopted pursuant to the new chapter. Within 90 days of receiving any final recommendations of the committee, the Chief Privacy Officer must adopt policies and protocols as necessary or appropriate. The committee would not be required to report or disclose information in a manner that would violate any applicable provision of federal, state, or local law or that would interfere with a law enforcement investigation or other investigative activity by an agency or would compromise public safety.
No later than July 31, 2018, and every two years thereafter by July 31, each City agency would be required to provide a report regarding the collection, retention, and disclosure of identifying information by such agency and any contractors or subcontractors utilized by such agency. Each report would include:
1. information concerning identifying information collected, retained, and disclosed, including:
(a) the types of identifying information collected, retained, and disclosed, including, but not limited to, where practicable, those types enumerated in the definition of identifying information;
(b) the types of collections and disclosures classified as routine and any collections or disclosures approved by the chief privacy officer; 
(c) current policies regarding collection, retention, and disclosure, including:
(1) policies regarding requests for disclosures and proposals for disclosure involving other City agencies and third parties;
 (2) policies regarding the classification of disclosures as necessitated by the existence of exigent circumstances or as routine; and
(3) which divisions and categories of employees within an agency make disclosures; 
(d) use of agreements with third parties;
(e) types of entities requesting a disclosure or proposals for disclosures, the reasons why an agency discloses in response to requests or proposes the disclosure, and why any the disclosures furthers the purpose or mission of the agency; and
(f) the reasons why any collection and retention furthers the purposes or mission of the agency;
2.  the impact of any privacy policies and protocols issued by the chief privacy officer, any guidance issued by the privacy officer of such agency or the committee, the provisions of the new chapter, and other applicable law on the agency’s collection, retention, and disclosure;
3. consideration and implementation, where applicable, of alternative policies that minimize collection, retention, and disclosure to the greatest extent possible while furthering the purpose or mission of such agency; and
4. policies on access by employees, contractors, and subcontractors, including consideration of the necessity of access to such information for the performance of their duties and implementation of policies that minimize such access to the greatest extent possible while furthering the purpose or mission of an agency. 
Each city agency would submit the report to the Mayor, the Council, the Chief Privacy Officer, and the committee. Agencies would not be required to report or disclose information in a manner that would violate any applicable provision of federal, state, or local law or that would interfere with a law enforcement investigation or other investigative activity by an agency or would compromise public safety.
Proposed Int. No. 1577-A would take effect in 180 days.
Proposed Int. No. 1579-A


Proposed Int. No. 1579-A would add a new section 4-210 to the Code regarding access to City property. The following definitions would apply:

· City property: any real property leased or owned by the City serving a City governmental purpose and over which the City has operational control. 
· Human services: services provided to third parties, including social services such as day care, foster care, home care, homeless assistance, housing and shelter assistance, preventive services, youth services, and senior centers; health or medical services; legal services; employment assistance services, vocational and educational programs; and recreation programs.
· Judicial warrant: a warrant issued by a judge appointed pursuant to Article III of the United States Constitution or a federal magistrate judge, or by a court of New York State, that authorizes a law enforcement officer to take into custody the person who is the subject of such warrant or to conduct a search or otherwise enter the premises at issue in accordance with the terms of the warrant.

Non-local law enforcement would not be permitted to access non-public areas of city property unless:
· the City has entered into an agreement, contract, or cooperative agreement granting access;

· access is required by a judicial warrant or local, state, or federal law;

· access furthers the purpose or mission of a City agency; or

· exigent circumstances exist.

· ..Title

These access requirements would also apply to human services contractors, whether or not their services are provided on City property. Each agency would be required to provide free training to employees contracted for security services at covered City buildings. Finally, each agency would be required to establish and post online agency-specific guidelines or rules implementing the law. 

The proposed local law would take effect in 120 days.
Proposed Int. No. 1588-A

By Council Members Williams, The Speaker (Council Member Mark-Viverito), Espinal, Ferreras-Copeland, Barron, Levin, Kallos, Dromm, Menchaca, Chin, Gentile and Rosenthal 

A LOCAL LAW

To amend the administrative code of the city of New York, in relation to identifying information
Be it enacted by the Council as follows:

Section 1. Title 23 of the administrative code of the city of New York is amended by adding a new chapter 12 to read as follows:
CHAPTER 12

IDENTIFYING INFORMATION
§ 23-1201 Definitions. As used in this chapter, the following terms have the following meanings:

Chief privacy officer.  The term “chief privacy officer” means the person designated by the mayor pursuant to subdivision h of section 8 of the charter to act as the city’s chief privacy officer, or their designee.

Contracting agency. The term “contracting agency” means a city, county, borough, or other office, position, administration, department, division, bureau, board or commission, or a corporation, institution, or agency of government, the expenses of which are paid in whole or in part from the city treasury.

Contractor. The term "contractor" means a person who is a party to a contract with a contracting agency to provide human services, or other services designated in policies and protocols of the chief privacy officer.

Employee. The term "employee" means any officer or other person whose salary or wages are paid by a city agency.

Human services. The term “human services” has the meaning set forth in subdivision c of section 6-129.

Identifying information. The term "identifying information" means any information obtained by or on behalf of the city that may be used on its own or with other information to identify or locate an individual, including, but not limited to: name, sexual orientation, gender identity, race, marital or partnership status, status as a victim of domestic violence or sexual assault, status as a crime victim or witness, citizenship or immigration status, eligibility for or receipt of public assistance or city services, all information obtained from an individual’s income tax records, information obtained from any surveillance system operated by, for the benefit of, or at the direction of the police department, motor vehicle information or license plate number, biometrics such as fingerprints and photographs, languages spoken, religion, nationality, country of origin, place of birth, arrest record or criminal conviction, employment status, employer information, current and previous home and work addresses, contact information such as phone number and email address, information concerning social media accounts, date and/or time of release from the custody of the administration for children’s services, the department of correction, or the police department, any scheduled court appearances, or any scheduled appointments with any employee, contractor, or subcontractor.

Privacy officer. The term “privacy officer” means the person designated by the head of each city agency to act as such agency’s privacy officer. Where a disclosure of identifying information is in response to a request pursuant to the state freedom of information law, city agencies’ freedom of information law officers may perform the functions otherwise performed by the privacy officer with respect to such request.


Routine collection or disclosure. The term “routine collection or disclosure” means the collection or disclosure of identifying information that is made during the normal course of city agency business and furthers the purpose or mission of such agency. Routine collection or disclosure also includes the collection or disclosure of identifying information that occurs between agencies of the city when the privacy officers of the collecting agency and the disclosing agency agree that the collection or disclosure furthers the purpose or mission of their respective agencies.

Subcontractor. The term "subcontractor" means a person who is a party to a contract with a contractor to provide human services, or other services designated in policies and protocols of the chief privacy officer.

Third party. The term “third party” means any person other than: (i) personnel of the city, the department of education, or a local public benefit corporation or local public authority, or (ii) personnel of a contractor or subcontractor where such contractor or subcontractor is authorized to possess the relevant identifying information.  

§ 23-1202 Collection, retention and disclosure of identifying information. 

a. Employees, contractors, and subcontractors shall collect, retain, and disclose identifying information only in accordance with this chapter.

b. Collection. 1. Absent exigent circumstances, no employee shall collect identifying information without the written approval of the privacy officer of such employee’s agency. In addition, such collection shall not be allowed unless it:

(a) furthers the purpose or mission of such city agency; or

(b) is required by law or treaty.

2. Notwithstanding the provisions of paragraph 1 of this subdivision:

(a) the privacy officer of an employee's agency may approve in advance certain routine collections of identifying information; 

(b) the chief privacy officer may approve in advance a collection of identifying information not otherwise authorized by paragraph 1 of this subdivision upon the determination that such collection is in the best interests of the city; and

(c) the provisions of paragraph 1 of this subdivision do not apply: 

(1) to any collection of identifying information by or to the police department in connection with an investigation of a crime that has been committed or credible information about an attempted or impending crime, or 

(2) where the collection is in connection with an open investigation by a city agency concerning the welfare of a minor or an individual who is otherwise not legally competent.

Any such collections shall not require any additional approval by the privacy officer or chief privacy officer.

c. Disclosure. 1. Absent exigent circumstances, no employee shall disclose identifying information to any party outside such employee’s agency, including an employee of another city agency, without the written approval of the privacy officer of such agency. In addition, such disclosure shall not be allowed unless it:

(a) has been authorized in writing by the individual to whom such information pertains or, if such individual is a minor or is otherwise not legally competent, by such individual's parent, legal guardian, or other person with legal authority to consent on behalf of the individual;

(b) furthers the purpose or mission of such city agency; or

(c) is required by law or treaty.
2. Notwithstanding the provisions of this subdivision:

(a) the privacy officer of an employee's agency may approve in advance certain routine disclosures of identifying information;

(b) the chief privacy officer may approve in advance a disclosure to another city agency or agencies not otherwise authorized by paragraph 1 of this subdivision upon the determination that such disclosure is in the best interests of the city; and

(c) the provisions of paragraph 1 of this subdivision do not apply: 

(1) to any disclosure of identifying information by or to the police department in connection with an investigation of a crime that has been committed or credible information about an attempted or impending crime, or 

(2) where the disclosure is in connection with an open investigation by a city agency concerning the welfare of a minor or an individual who is otherwise not legally competent. 

Any such disclosure shall not require any additional approval by the privacy officer or chief privacy officer.

3. Any request for identifying information or a proposal for the unsolicited disclosure of identifying information by an employee that does not concern a routine disclosure shall be sent to the privacy officer of such employee's agency as soon as practicable.

4. If an individual’s identifying information is disclosed in violation of this chapter, the privacy officer of such employee's agency that becomes aware of such disclosure shall notify the chief privacy officer as soon as practicable and, if such disclosure is one described in policies and protocols issued pursuant to subdivision 6 of section 23-1203, the agency responsible for the disclosure shall make reasonable efforts to notify such individual in writing of the identifying information disclosed and to whom it was disclosed as soon as practicable; provided, however, that this paragraph shall not require any notification that would violate the provisions of subdivision e of section 23-1204. The chief privacy officer shall submit a quarterly report containing an anonymized compilation or summary of such disclosures to the speaker of the council and shall make such report available online. Such report may be combined with the report required by subdivision d of this section.  

d. Exigent circumstances. 1. In the event identifying information is collected or disclosed under exigent circumstances, information about such collection or request and disclosure, along with an explanation of why such exigent circumstances existed, shall be sent to the chief privacy officer as soon as practicable after such collection or disclosure. This subdivision shall not require any such notification where:

(a) the collection or disclosure  is by or to the police department in connection with an open investigation of criminal activity;  

(b) the collection or disclosure is in connection with an open investigation concerning the welfare of a minor or an individual who is otherwise not legally competent; or

(c) the collection or disclosure is by or to an employee acting in furtherance of law enforcement or public health or safety powers of such employee’s agency under exigent circumstances and such collections or disclosures occur during the normal course of such agency’s business.

2. The chief privacy officer shall submit a quarterly report containing an anonymized compilation or summary of such disclosures to the speaker of the council and make such report available online.

e. Retention. A city agency shall retain identifying information where required by law. In addition, a city agency may retain identifying information to further the purpose or mission of such city agency, or when retention is in the interest of the city and is not contrary to the purpose or mission of such agency. This subdivision shall not prohibit a city agency from retaining aggregate demographic information that is anonymized.

f. Agency policies and protocols. Each city agency, acting in accordance with the policies and protocols of the chief privacy officer, may issue additional agency-specific guidance in furtherance of this chapter, including the policies and protocols promulgated pursuant to section 23-1203.  

g. Contractors and subcontractors. Each city agency shall require contractors that obtain identifying information, whether directly or through subcontractors, to apply the requirements of subdivisions b, c, d, and e of this section and any applicable policies and protocols adopted pursuant to this chapter; provided, however, that the duties of the privacy officer may be exercised by such contractors and subcontractors by designation of the agency.

h. Private right of action. Nothing in this chapter shall be construed to create a private right of action to enforce any provision of such chapter.
i. Construction. Nothing in this chapter shall prohibit city officers and employees from performing their duties in accordance with federal, state, and local law.  

§ 2. This local law takes effect 180 days after it becomes law; provided that effective immediately, affected agencies may take all steps necessary for timely implementation. In addition, where the provisions of chapter 12 of title 23 of the administrative code of the city of New York, as added by section one of this local law, cannot be applied consistently with currently applicable contracts, such provisions shall only apply with respect to contracts entered into or renewed after the effective date of this local law.
11/8/17 10:03AM

LS 9603
Proposed Int. No. 1557-A

By The Speaker (Council Member Mark-Viverito) and Council Members Levin, Dromm, Menchaca, Chin, Gibson, Kallos and Rosenthal

A LOCAL LAW

To amend the New York city charter and the administrative code of the city of New York, in relation to establishing a chief privacy officer and policies and protocols relating to the handling of identifying information

Be it enacted by the Council as follows:

Section 1. Section 8 of the New York city charter is amended by adding a new subdivision h to read as follows:


h. The mayor shall designate the head of an office of the mayor, or of such other agency headed by a mayoral appointee as the mayor may determine, to act as the city’s chief privacy officer. For the purposes of this subdivision, identifying information has the same meaning as set forth in section 23-1201 of the administrative code. Consistent with the provisions of subdivision g of this section, such officer shall have the power and duty to:

1. promulgate, after receiving the recommendations of the committee established pursuant to section 23-1204 of the administrative code, policies, and protocols regarding the collection, retention, and disclosure of identifying information by agencies, contractors, and subcontractors, provided that particular policies and protocols may apply to all agencies, contractors, and subcontractors or to a subset thereof;

2. provide guidance and information to the city and every agency thereof on federal, state, and local laws, policies, and protocols related to the collection, retention, and disclosure of identifying information and direct agencies to make any changes necessary to achieve or maintain such compliance;

3. review, in collaboration with the committee established pursuant to section 23-1204 of the administrative code, agency identifying information reports submitted pursuant to section 23-1205 of the administrative code;

4. specify types of information, in addition to identifying information as defined in section 23-1201 of the administrative code, that shall be subject to protection by agencies, as required by such officer, based on the nature of such information and the circumstances of its collection or potential disclosure.

§ 2. Chapter 12 of title 23 of the administrative code of the city of New York is amended by adding new sections 23-1203, 23-1204, and 23-1205 to read as follows:

§ 23-1203 Policies and protocols of the chief privacy officer. The policies and protocols promulgated by the chief privacy officer pursuant to subdivision h of section 8 of the charter shall, at a minimum:

1. require that identifying information is anonymized where appropriate in accordance with the purpose or mission of a city agency;

2. require the privacy officer of each city agency to issue guidance to city agency employees, contractors and subcontractors regarding such agency’s collection, retention, and disclosure of identifying information; 

3. require any city agency disclosing identifying information to a third party when such a disclosure is not classified as routine pursuant to section 23-1202 to enter into an agreement ensuring that the anticipated use and any potential future use of such information by such third party occurs only in a manner consistent with this chapter unless: (i) such disclosure is made under exigent circumstances, or (ii) such an agreement would not further the purposes of this chapter due to the absence of circumstances in which such disclosure would unduly compromise an important privacy interest.

4.  describe disclosures of identifying information to third parties when such a disclosure is classified as routine pursuant to section 23-1202 for which, because of the nature or extent of such disclosures or because of the nature of the relationship between the city agency and third party, such disclosing agency is required to enter into an agreement with such third party requiring that the anticipated use and any potential future use of such information by such third party occurs only in a manner consistent with this chapter;

5. describe disclosures of identifying information that are not to be treated as routine pursuant to section 23-1202, as determined by the nature and extent of such disclosures, and require an additional level of review and approval by the privacy officer of such agency or the contractor or subcontractor before such disclosures are made;

6. describe circumstances when disclosure of an individual’s identifying information to third parties in violation of this chapter would, in light of the nature, extent, and foreseeable adverse consequences of such disclosure, require the disclosing city agency, contractor, or subcontractor to make reasonable efforts to notify the affected individual as soon as practicable;

7. establish standard contract provisions, or required elements of such provisions, related to the protection of identifying information;

8. require the privacy officer of each city agency to arrange for dissemination of information to agency employees, contractors, and subcontractors and develop a plan for compliance with this chapter and any policies and protocols developed under this chapter; and
9. establish a mechanism for accepting and investigating complaints for violations of this chapter. 
§ 23-1204 Committee. a. There is hereby established in the office of the mayor, or such other city agency headed by a mayoral appointee as the mayor may determine, an identifying information protection committee.

1. Such committee shall consist of:

(a) the corporation counsel or a designee of the corporation counsel;

(b) the director of the mayor’s office of operations or such director’s designee;

(c) the coordinator of criminal justice or such coordinator’s designee; 

(d) any deputy mayors who may be designated by the mayor to serve on such committee or their designees; and

(e) the commissioners of the following agencies or such commissioners’ designees:

(1) the administration for children’s services;

(2) the department of social services;

(3) the police department;

(4) the department of correction;

(5) the department of probation; 

(6) the department of health and mental hygiene; 

(7) the department of information technology and telecommunications;

(8) the fire department; and

(9) representatives of such other agencies as the mayor may designate having relevant duties or expertise with respect to federal, state, and local laws and policies relating to protecting identifying information.

2. Unless otherwise determined by the mayor, the chair of such committee shall be the director of the mayor’s office of operations or such director’s designee. Staff services for such committee shall be provided by the participating agencies.

b. The committee, in collaboration with the chief privacy officer, shall review city agency reports provided pursuant to section 23-1205 and recommend policies and procedures regarding the collection, retention and disclosure of identifying information while taking into consideration each city agency’s unique mission, subject matter expertise, and legal obligations.

c. No later than October 30, 2018, the committee shall communicate its final recommendations pursuant to subdivision b of this section along with the city agency reports required pursuant to section 23-1205 to the applicable city agencies, the mayor, the speaker of the council, and the chief privacy officer. Beginning July 31, 2020 and every two years thereafter, the committee shall review such agency reports and any policies and protocols adopted pursuant to this chapter.

d. Within 90 days of receiving any final recommendations of the committee, the chief privacy officer shall adopt policies and protocols, in accordance with sections 23-1202 and 23-1203, as necessary or appropriate in furtherance of this chapter.

e. No information that is otherwise required to be reported or disclosed pursuant to this section shall be reported or disclosed in a manner that would violate any applicable provision of federal, state, or local law relating to the privacy of information or that would interfere with a law enforcement investigation or other investigative activity by an agency or would compromise public safety.

§ 23-1205 City agency policies. a. No later than July 31, 2018, and every two years thereafter by July 31, each city agency shall provide a report regarding the collection, retention, and disclosure of identifying information by such agency and any contractors or subcontractors utilized by such agency. Each such report shall include:

1. information concerning identifying information collected, retained, and disclosed, including:

(a) the types of identifying information collected, retained, and disclosed, including, but not limited to, where practicable, those types enumerated in the definition of identifying information;

(b) the types of collections and disclosures classified as routine and any collections or disclosures approved by the chief privacy officer; 

(c) current policies regarding collection, retention, and disclosure, including:

(1) policies regarding requests for disclosures from other city agencies, local public authorities or local public benefit corporations, and third parties;

(2) policies regarding proposals for disclosures to other city agencies, local public authorities or local public benefit corporations, and third parties;

(3) policies regarding the classification of disclosures as necessitated by the existence of exigent circumstances or as routine; and

(4) which divisions and categories of employees within an agency make disclosures of identifying information following the approval of the privacy officer; 

(d) use of agreements regarding the anticipated use and any potential future use of identifying information disclosed;

(e) types of entities requesting the disclosure of identifying information or proposals for disclosures of identifying information, the reasons why an agency discloses identifying information in response to requests or proposes the disclosure of identifying information, and why any such disclosures furthers the purpose or mission of such agency; and

(f) the reasons why any collection and retention of identifying information furthers the purposes or mission of such agency;

2.  the impact of any privacy policies and protocols issued by the chief privacy officer, any guidance issued by the privacy officer of such agency or the committee, the provisions of this chapter, and other applicable law on the agency’s collection, retention, and disclosure of identifying information;

3. consideration and implementation, where applicable, of alternative policies that minimize the collection, retention, and disclosure of identifying information to the greatest extent possible while furthering the purpose or mission of such agency; and

4. policies on access to identifying information by employees, contractors, and subcontractors, including consideration of the necessity of access to such information for the performance of their duties and implementation of policies that minimize such access to the greatest extent possible while furthering the purpose or mission of an agency. 
b. Each city agency shall submit the report prepared pursuant to subdivision a of this section to the mayor, the speaker of the council, the chief privacy officer, and the committee. 

c. No information that is otherwise required to be reported or disclosed pursuant to this section shall be reported or disclosed in a manner that would violate any applicable provision of federal, state, or local law relating to the privacy of information or that would interfere with  a law enforcement investigation or other investigative activity by an agency or would compromise public safety.

§ 3. This local law takes effect on the same date and in the same manner that a local law for the year 2017 amending the administrative code of the city of New York relating to identifying information, as proposed in introduction number 1588-A, takes effect, provided that where the provisions of sections 23-1203, 23-1204, and 23-1205 of the administrative code of the city of New York, as added by section two of this local law, cannot be applied consistently with currently applicable contracts, such provisions shall only apply with respect to contracts entered into or renewed after the effective date of this local law.
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By Council Members Menchaca, Johnson, The Speaker (Council Member Mark-Viverito), Levin, Kallos, Dromm, Chin and Gibson
A LOCAL LAW

To amend the administrative code of the city of New York, in relation to access to non-public areas of city property and property of human services contractors and subcontractors    

Be it enacted by the Council as follows:
Section 1. Chapter 2 of title 4 of the administrative code of the city of New York is amended by adding a new section 4-210 to read as follows:


§ 4-210 Access to city property. a. Definitions. As used in this section, the following terms have the following meanings:


City property. The term “city property” means any real property leased or owned by the city that serves a city governmental purpose and over which the city has operational control.

 Human services. The term “human services” has the meaning as set forth in subdivision c of section 6-129.
Judicial warrant. The term “judicial warrant” means a warrant issued by a judge appointed pursuant to article III of the United States constitution or a federal magistrate judge appointed pursuant to section 631 of title 28 of the United States code, or any successor provision, or by a court of the state of New York, that authorizes a law enforcement officer to take into custody the person who is the subject of such warrant or to conduct a search or otherwise enter the premises at issue in accordance with the terms of the warrant.

b. Limited access to city property. The city shall not knowingly permit governmental personnel who are empowered to enforce civil or criminal laws, other than personnel of the city, the department of education, or a local public benefit corporation or local public authority, to have access to non-public areas of city property unless:

1. such personnel are authorized to have access pursuant to an agreement, contract, or subcontract; 

2. such personnel present a judicial warrant;

3. access is otherwise required by law;

4. such personnel are accessing such property as part of a cooperative arrangement involving city, state, or federal agencies; 
5. access furthers the purpose or mission of a city agency; or

6. exigent circumstances exist.
c. Human services contractors and subcontractors. Agencies shall require any contractor having regular contact with the public in the daily administration of human services to apply the requirements of subdivision b to any location, whether or not on city property, where such services are provided under a city contract, whether through such contractors or their subcontractors. 

d. Guidelines and rules. Any agency with jurisdiction over city property shall adopt guidelines or rules, as appropriate, to implement this section or, alternatively, the mayor or an office or agency designated by the mayor may adopt guidelines or rules applicable to multiple agencies, in furtherance of the efficient implementation of this section. Any guidelines or rules shall provide for designating an individual at each city agency who shall be responsible for the implementation of this local law and any such guidelines or rules.   

e. Posting on city website. The mayor, or an office or agency designated by the mayor, shall ensure that any generalized guidelines or rules, including agency-wide guidelines or rules, regarding limited access to city property are posted on a website maintained by or on behalf of the city. 

f. Training. All new or renewed city contracts for security services on city property at which there is regular contact with the public in the daily administration of human services by or on behalf of the city shall contain a provision requiring relevant employees of the security contractor or subcontractor be provided with training on the requirements of this section, at no cost to such employees. Any employees subject to this requirement shall be compensated at their regular rate of compensation for time spent participating in such training, where applicable.
§ 2. This local law takes effect 120 days after it becomes law, provided that effective immediately, affected agencies may take all steps necessary for timely implementation. In addition, where the provisions of subdivisions c and f of section 4-210 of the administrative code of the city of New York, as added by section one of this local law, cannot be applied consistent with currently applicable contracts, such subdivision shall only apply with respect to contracts entered into or renewed after the effective date of this local law. 
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