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COW TTEE ON GOVERNMENTAL OPERATI ONS & TECHNOLOGY 2

[ gavel ]

CHAI RPERSON BREVER: Good norning. |’'m
Gale Brewer. |I'mchair of governnental operations.
| apol ogi ze profusely. | had three breakfasts and
they just went |onger than | though. | started 6:30
this norning on breakfast. | just want to |et you
know. Listening to people trying to be supportive
and in one of themthere was a, a coffee shop which
we all go to on the West side. It’s at 90'" and
Broadway and you walk into it and everybody has an
i ssue fromthe waiter who needed housi ng probl ens
to everybody | was neeting with just so you know.
So anyway |I'’msorry to be |ate and | apol ogi ze
profusely and | know that ny col |l eague Counci
Menber Cabrera he’s head of the Technol ogy
Conmittee and he’s on a way, on his way. So today
we're holding a joint hearing on internet voting.
The potential benefits of internet voting are
nunerous i ncluding | ower adm nistrative costs,
easi er access, and better ball ot design. However,
and | enphasize this, the security and techni cal
ri sks are al so nunerous fromny perspective. The
first use of internet voting in the United States

in elections was in 2000 via a small pilot program
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COW TTEE ON GOVERNVENTAL OPERATI ONS & TECHNOLOGY 3
for absentee voters in which 84 people
participated. In 2004 the Departnment of Defense
attenpted to build another internet voting pil ot
for absentee voters this time with the intention of
surveying a hundred thousand voters. However, due
to a nunber of security concerns that it was
unabl e, unable to overcone including the programs
vul nerability to hacker attacks the potential for
voter, voter anmenity to be conprom sed and the
potential for ballot manipul ation the project was
cancel l ed. Concerns over simlar issues have caused
t he Net herl ands, neani ng Hol |l and, Finland, and UK
the United Kingdomto abandon their internet voting
prograns. Neverthel ess a nunber of countries do

of fer internet voting of some kind. And as the
technol ogy evolves it will becone increasingly
viable. This hearing seeks to understand where the
technol ogy stands today and whether it is an
options for New York. And of course there are lots
of other issues that could be enhanced voting w se
in terns of technology |ike the pole worker books
and other ways in which internet can play a ngjor
role. Youll to just know because | know a | ot of

us are interested in the, in the technol ogy W-Fi
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COW TTEE ON GOVERNVMENTAL OPERATI ONS & TECHNOLOGY 4
vote and the governnent operation votes wll happen
when we have a quorumand we will in the near
future. But | first thank all of you for waiting. I
appreciate it profusely. W'd like to call M chael,
M chael Ryan who is the Executive Director of the
New York City Board of Elections and Dawn Sandow
who is the Deputy Executive Director. | know they
don’t have testinony but they' re nore than willing
to answer questions. Thank you very nuch.

[ pause]

CHAlI RPERSON BREVER: And we’ ve been
joi ned by Council Menbers Weprin and Council| Menber
Koppel I . Go ri ght ahead.

M CHAEL RYAN: Good norning. |I’m M chae
Ryan I'’mthe Executive Director of the New York
City Board of Elections. Before we get to the
guestion and answer this issue came up at least in
an official way...

[ pause]

M CHAEL RYAN: Yes, that better? Yes,
I’'m M chael Ryan. |’mthe Executive Director of the
New York City Board of Elections and thank you for
havi ng us here. This issue cane up in an official

way via email fairly recently. So it’s safe to say
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COW TTEE ON GOVERNVMENTAL OPERATI ONS & TECHNOLOGY 5
that comng off the last election cycle we did not
have a full anmpount of tinme to adequately be briefed
on all of the concerns associated with, with
internet voting. And given the relatively
conpressed tinme frame there was no consensus
anongst our conmi ssioners to whether or not we're
going to take an official position pro or con but
certainly we can tal k about not only the prospect
of internet forumw th sonme of those other issues
that Chair Brewer raised with respect to technol ogy
enhanci ng the voter process. Wiether we go all the
way to the extrene of, of internet voting or using
sonme interimsteps that, that, that can be hel pful

| think you know it’s inportant to start the

di scussi on because if we don’'t start the discussion
not hi ng ever happens.

CHAI RPERSON BREVER: That’'s why we |ike
you M ke Ryan.

[l aught er]

CHAlI RPERSON BREVER: | nean | have a
coupl e of questions that are relevant to the tech
and then maybe ny col |l eagues have others too. But
I, I just want to understand even though we may not

be tal king specifically about internet itself
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COW TTEE ON GOVERNVMENTAL OPERATI ONS & TECHNOLOGY 6
voting what are sonme steps we could take in the
near future to tal k about using technology to
enhance the experience of the voter. Are there sone
speci fics that you have thought about, naybe not
brought to the board yet, etcetera?

M CHAEL RYAN: Well | think the one that
we thought about the nbst is it’s going to require
an expenditure and certainly we would have to cone
back ultimately to the city council for that is the
el ectronic poll book. You know getting rid of the
paper books does a lot, not just on the front end
at enhanci ng the voter experience but also on the
back end. Because after the election...Well first of
all alot of the delay at the table is based on the
i ndi vidual poll workers ability to navigate the
book and get to the right spot and then hand the
book over to the voter and have themsign in the
appropriate spot. If we had technol ogy to that
sorting that would happen rel atively
i nstant aneously and that would you know el i m nate
del ay. Now when, when you think about 15 seconds
bei ng saved it doesn’'t sound |like a | ot but when
you go to sone of the busy poll sights,

particularly you know in, in Manhattan or the other
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COW TTEE ON GOVERNMENTAL OPERATI ONS & TECHNOLOGY 7
vol ume boroughs where there’s nine you know EDs in
one poll site 15 seconds per voter, every voter,
over the course of the day and you know you're
literally saving hours at the end of the day.

CHAI RPERSON BREVER: Well | certainly
agree with you and | think before you started your
job there was a denp of using a | would call it a
laptop in a |l ever nmachi ne machine but |I’m sure
there’s a fancier term

DAVWN SANDOW Yes.

M CHAEL RYAN:. It was...[interpose

CHAI RPERSON BREVER: Yeah, and Dawn...

M CHAEL RYAN: .it was a ki osk.

CHAI RPERSON BREVER: Yeah, yeah a ki osk
But 1'’m and | would think that one of the issues
there was the concept was excellent in terns of
finding ways to incorporate all of the issues that
are relevant to using the technology. So |I wonder
if you could talk about that. | nust admit after
that hearing ny email was swanped with great idea
but we shoul d use | aptops. And | think Dawn Sandow
was concerned and ot her nenbers that the | aptops
could be stolen. This is kind, you know we have to

get down to the nuts and bolts of how do you nake
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COW TTEE ON GOVERNVENTAL OPERATI ONS & TECHNOLOGY 8
t hese things happen in using technol ogy but not
using | think perhaps that |arge device, for |ack
of a better word. So |I'’mjust wondering if there’'s
been nore thinking because the possibilities are
there for using the technology to acconplish what
you want. How do you, what is the actual instrunment
that does it is what the question m ght be and the
f undi ng?

M CHAEL RYAN:. There are various options
on the table | aptops being one of them The, the
ot her piece of the, the, the kiosk as it was
explained to ne and I, and I, it was kind of ...

[ nterpose]

CHAI RPERSON BREVER: |1t stood right
t here.

M CHAEL RYAN: Ri ght.

CHAI RPERSON BREVER: Just so you know.

M CHAEL RYAN: It was kind of a way of
repur posi ng the shell of the old voter nachines...
[i nterpose]

CHAI RPERSON BREVER: Yes.

M CHAEL RYAN: ..as well ...[interpose]

CHAI RPERSON BREWER: Yes we know.
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COW TTEE ON GOVERNMENTAL OPERATI ONS & TECHNOLOGY 9
M CHAEL RYAN: .to, to recapture that.

But the other side to it was there was a | ot of

t hought given to not only the security of the

equi prrent in terns of you know peopl e wal ki ng of f

with thembut also in the transportation since we

woul d be relying on it they want it to, the, the,

the effort was nmade to devel op sonething that would

stand the test of tinme in being bounced around in

trucks and deliveries and, and those ki nds of

t hi ngs.
UNKNOWN FEMALE: And the antenna on top.
M CHAEL RYAN: And, and the antenna. |
mean you know one of the challenges that we' Il have
to, we’'ll have to address is wireless accessibility

in all of our poll sites.

[ background conmmrent s]

M CHAEL RYAN: Now for the ones that we
control, the, the city owned properties of which
t hat nakes up you know the vast nmajority of the
poll sites we know that. That, that should not be
as much of an issue. But in the private sites
there, there is an issue and then it beconmes not
only an issue technically but then you know from a

fundi ng perspective as well. How do we, if we were
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COW TTEE ON GOVERNVENTAL OPERATI ONS & TECHNOLOGY 10
going to do a tech, tech upgrade you know how does
that get acconplished in a private site? But
getting back to the poll book for, for one quick
second. Wat that would also allow us to do is on
t he back end when we’'re giving voter history we
woul dn’t have to do all of that manual work at the
back end of the process. The voter history would be
in the systemalready. So it, it would provide two
benefits; one to the voter in speed of process and
two it would allow us for nore accurate record
keepi ng.

CHAlI RPERSON BREVER: So, so what are we
doing in ternms of thinking about all of these
i ssues? Qoviously if you talk about technol ogy
sonmebody m ght bring up internet voting up. | guess
|’ mnot going to focus on it as nuch although we’ ve
been joined by ny coll eague he can ask you nore
guestions about that issue. But what are we doing
just generally. Is it an advisory group perhaps
with sone private sector conpanies or is it
internal to think about how to take the next step
technol ogically and what it would cost.

M CHAEL RYAN: Well after the election

we had nyself and, and Dawn and sone ot her nenbers




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

COW TTEE ON GOVERNVMENTAL OPERATI ONS & TECHNOLOGY 11
of our, our staff had a roughly five hour neeting
with ESNS the vendor for the, you know for the
voting machines. And in all honesty I, |’ve been
joking about it but it’s true. It was a five hour
neeting that felt like a two hour neeting because
it really didn’t start to lag until about the | ast
15 or 20 mnutes. W, we really brainstorned, we
got ideas from fromthem about where they think
the future of, electronic voting is going. Clearly
there is a, you know a, a fine line there you know
in terns of new devel opnents and we were clear that
it was for informational purposes only that we were
no way engaging in any negotiation with respect to
machi nes but if we don’t know what’s out there and
we don’t know what’s on the m nds of the tech
conpanies it’s difficult for us to asses. And |
think often you know that public private
partnership is not exploited for the greater good
as well as it could be. W always think that from

t he governnment side that we have to be com ng up
with the ideas and we're getting the tech conpani es
to fit an idea. But if they re hal fway down the

road or three quarters of the way down the road
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COW TTEE ON GOVERNVMENTAL OPERATI ONS & TECHNOLOGY 12
sonmetimes it mght be better for us to, to junp on
what, what they’' re already doing.

CHAI RPERSON BREVER: | woul d just hope
that we’d go beyond ESSN, ESNS in terns of
t echnol ogy conpanies to think about this. | agree
with you but I would |ike to see a broader group
t hi nki ng about it.

M CHAEL RYAN: Well for the nonent
they’ re our vendor.

CHAI RPERSON BREVWER: | know but the
other folks mght...[interpose]

M CHAEL RYAN:. Absol utely.

CHAI RPERSON BREVER: Pr o- bono vol unt eer
their input in terms of New York City conpani es and
you know the, the startups and you know peopl e who
are very innovative about these things. |’ m not
tal ki ng necessarily about the voting specifically

but all these other issues that you're trying to

addr ess.

M CHAEL RYAN:. Ri ght.

CHAlI RPERSON BREVER: Ckay. Counci
Menber Val |l one has joined us and then we, |, ny

wonder ful col | eague Council Menber Fernando

Cabr er a.
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CHAI RPERSON CABRERA: Thank you for the
co-chair and | apologize for getting here |ate. But
a 35 mnute trip turned out to be over a 2 hour
trip getting over here. Do not take the Wst side
goi ng north-bound. You will be stuck there for at
| east an hour just at piece, part of the trip.
Thank you for comng. I'mvery interested in this
i dea of internet voting and have you, have you
| ooked at what other people are doing? | don’t know
if this question got asked but what other countries
are doing, other cities are doing to see if it’'s a
possibility that could becone a reality in New York
Cty?

M CHAEL RYAN. Well be, before you got
here and I will confess that if you were here on
time Council man you m ght have been al one because
we were very late too. So, so, but before, before
you got here | did indicate that we received this
notice you know in the fairly recent past and we
didn’t have an opportunity to fully explore you
know di fferent things. And, and because of the
timng of it there was not consensus anongst the
comm ssioners as to what our official position

should be. So | answer to that board of
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COW TTEE ON GOVERNVENTAL OPERATI ONS & TECHNOLOGY 14
comm ssioners and certainly | have to respect that.
But the short answer is there has been sone thought
internally with respect to what we could do with
internet voting. The, and I, | guess we al ways
focus on the problens because if, if we have an

i dea that sonething’ s going to work we don’t
necessarily have to discuss that all as nuch but |
think the issues that Council Menber Brewer, Chair
Brewer raised with respect to security. | think
that’s the, you know the overriding concern
absolutely. And the other issue is it, just to
point out, it would be a whol esal e change in the
way that | nean really, really whol esal e change in
the way business is done right down to the way
canmpaigns are run. |If you think about the, the way
canpai gns go and send out poll watchers to the
pol | s when people are, when people are voting. If
that now i nformati on was going to be nade avail abl e
online since it is public informati on how does t hat
change the dynamic of poll operations and all those
things? | nean so it, it goes well beyond j ust
what’ s going to happen you know within the Board of
El ections or what we need to do. It really is.

It’s, it’s inpactful on the entire process. So |let,
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COW TTEE ON GOVERNVENTAL OPERATI ONS & TECHNOLOGY 15
let me begin with the first issue that you brought
up which is | would inmagine the, the, the nost you
know, the nost controversial one would be that

i ssue of security. You know I, | was thinking about
this recently. W& do banking online, we renew
vehicle registration online. W fill out federa

and |local tax fornms online. We apply for student
online. W even shop online. And | think for good
or for bad people care nore about their noney than
voting and yet we see that as a reliable, a nostly
reliable way of going about doing things online and
sonme peopl e have said the encryption software is
nore secure than voting machines. And with that on
you know with that in hindsight right that, that

i dea that we do you know, | do, ny wife does. She
handl es all the noney, she gets all the noney.
That’ s why |’ve been married for 26 years. But

nean with all the stuff that we do online already
and it’s, it is secure well | don't, I'malittle
confused as to why would this be, why in this
particular issue would security be an issue versus
when we do everything else online and we find it to

be secure?
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M CHAEL RYAN: Well I, I, 1 think you
know security is, is always an issue no matter, no
matter what you’'re doing but again froma cultura
perspective we have gotten very used to voting in a
particul ar way.

CHAI RPERSON CABRERA: Tr ue.

M CHAEL RYAN. And, and so it may be
nore of the cultural dynam c than, than actually
the, the technology at, at the back end. Wen we
t hi nk about the highest |evels of our governnent
are operating and doing you know very sensitive
things and, and doing it in a secure environnent
but we would be really changing our society if, if
we do this in ny opinion. Voting is a private thing
but yet a very public thing. And, and the voter
participation, the gathering at the pole sights you
know on el ection day for, for those people that
vote |i ke other aspects of our life are very
ritualistic. And you know we, if we adopted this
across the board at sone point you know down the
road it would be a whol esal e change to the way our
society functions. And, and | think that to the
extent that we’'re going to get resistance in that

regard the resistance may be in the breaking down
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of the, of the cultural rituals nore so than in
the, in the technol ogy itself.

CHAlI RPERSON CABRERA: Do you, | nean do
you concei ve that you could have both where people
could go still to the poles and they still can do
their online? O, just to start with we could to
just mlitary personnel you know they are overseas
or in upstate. Just so people can start getting
accul tur at ed.

M CHAEL RYAN: Well in a sense we do
that already with paper. Mlitary voters and
absentee voters vote outside of the, the regular
way to vote already.

CHAI RPERSON CABRERA: So it wouldn’t be
a big junmp there?

M CHAEL RYAN: For the...[interpose]

[ background coment s]

M CHAEL RYAN: You know and, and the
mlitary ballots are already upl oaded so that they
can have access to get themand, and print them out
thensel ves at, at renote |ocations. So a part of
it’s kind of already happening but it’s not taking
that, that next step to, you know towards ful

i npl ement ati on.
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CHAI RPERSON CABRERA: You know | j ust
think about the long lines. I nean |, the |ast
presidential, and I went to different polls, |ast
presidential election | heard people waiting over
an hour. You know and peopl e get discouraged. So
we, we, what you know we found is that...[interpose]

DAVWN SANDOW We have to start giving
out i Phones when they cone in to vote.

[l aught er]

CHAI RPERSON BREVWER: Dawn you have to
identify yourself before you talk.

M CHAEL RYAN:. Don’t you shut it up.

[l aught er]

CHAI RPERSON BREVER: You know and |
think it would be, wouldn’t you say it would be
nore inexpensive to run an operation online, to
havi ng online voti ng.

M CHAEL RYAN: | think the intuitive
guess woul d be yes but honestly we haven’t done any
eval uation along those lines. You know it would,
like | said it will inpact our entire system It
woul d, it would inpact you know how we use pol
wor kers whether it will be reduction in pol

wor kers, storage, voting nmachines. Al of those
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t hi ngs woul d have to be added up and, and, and
dealt with so that we can cone up with a nunber and
then offset that agai nst you, you know keeping in
mnd that if it’s done the way it’s typically done
wi th governnent this would be a standal one secure
systemall by itself which would require a | evel
of , of devel opnent. And, and we al so know t hat
t echnol ogy devel opnent has a tendency to be costly.
Now when you’ re wei ghing the cost of whatever the
devel opnent is versus whatever the ongoi ng savi ngs
is whether it be consumabl es, |ess paper ballots,
or all of those things | nean that’'s where the
analysis is going to cone in.

CHAI RPERSON CABRERA: How much was the
| ast presidential election? How nmuch did it cost
us? How nany mllions? You say about a hundred
mllion dollars?

DAVWN SANDOW No.

CHAI RPERSON CABRERA: No?

[ crosstal k]

DAVWN SANDOW About 27.

M CHAEL RYAN:. About 20, 25.

CHAI RPERSON CABRERA: 20, 20 how nuch?

DAVWN SANDOW About 27 million.
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CHAI RPERSON CABRERA: 27 nillion?

DAVWN SANDOW Mm hnm

CHAI RPERSON CABRERA: How much, t hat
was, is that just for the primary or the general
el ecti on.

DAWN SANDOW General el ection.

CHAI RPERSON CABRERA: And how nmuch was
for the primary?

DAVWN SANDOW |t probably wouldn't be
that nuch less. It would probably be about the
sane.

CHAI RPERSON CABRERA: About the sane?

DAWN SANDOW Yeah. We woul d know nore
once you know...[i nt erpose]

CHAI RPERSON CABRERA: So you’re | ooking
about 50 mllion dollars just for those two
el ections right?

M CHAEL RYAN: Ri ght.

CHAI RPERSON CABRERA: And no runoffs or
you know. | think so, I, how nmuch you woul d
estimate it would cost to devel op you know

sof t war e?
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M CHAEL RYAN. We haven't | ooked at that
at all and I, but you know given the tinmng like I
said...[ I nterpose]

CHAI RPERSON CABRERA: Ri ght .

M CHAEL RYAN: ..is only, we only got the
notice two weeks ago so we...[i nterpose]

CHAI RPERSON CABRERA: Ckay.

M CHAEL RYAN: .it’'s only, we only got
the notice two weeks ago so it...[interpose]

CHAI RPERSON CABRERA: Ckay.

M CHAEL RYAN:. .it’s clearly you know a
bi g i ssue and, and not sonething that we’ve
devel oped just yet.

CHAI RPERSON CABRERA: You there’s a | ot
nore | could say here but I, | just think when
see how few people vote and the absentee ballots to
be honest with you, you know in many el ections
those, they're counted so late. W will have rea
time election. W don’t have to wait all those
hours and put you through all the pressure.
Everybody calling in for results. You know how it
goes on that night and the day after, as a matter
of fact weeks. And | think it will prepare us. Also

if we have runoffs. This year we had the situation
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the worries about are, were we going to be ready
two weeks later for runoff and we, we did have one.
What ki nd of machi nes you know we’re going to
require to, to, to have it all set up. I, | think
this would elimnate all of the above. | know that,
you know anything that you start off the transition
piece is, is difficult but I thinking the long run
and this is the way of the future really. And just
to see even other countries, a wholesale countries
that are adopting this approach and they're
reporting no problens. They're reporting nore
peopl e voting. But | know you didn’t have an
opportunity...[interpose]

M CHAEL RYAN:. Ri ght.

CHAI RPERSON CABRERA: .to check that out
SO...

M CHAEL RYAN:. But, but | will tell you
one of the things that we, we have had an
opportunity to, to look at is Council man you, you
touched on results at the end of the night. W are
taking a very critical hard | ook at how we do the
results at the end of the night. For those of you
that don’'t know there are two portabl e nenory

devices that, that go into the machi ne, the, the
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“backup stick” as they call it and the primary. The
way the systemis set up right nowis we run three
tapes and then pull out the primary stick. So
that’s the one that the results are ultimtely

upl oaded from So whether we transition to

upl oading the results right fromthe poll site or
if we continue to do it the way we do it now where
the police departnent takes, takes them and then
upl oads into the systemwe’'re still in the position
of having to wait for all of these tapes to print
out. Now in a conplicated election Iike we had
recently with a |ot of candidates on the ball ot

and, and six proposals those tapes take a long tine
to run. So one of the things that we’'re | ooking at
is, and we’'re working with the, the state board of
el ections and it, it’s going to be a tight

ti mefrane and hopefully we can acconplish it for
this com ng general but it requires state
certification. W re hoping to nove to a situation
where we wite the information to the primary
device and then wite the information to the backup
and then renove the primary and run the tapes off

t he backup. That will then allow the, the primary

sticks to get off into the stream of conmerce and,
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and get going where they need to go nuch nore
qui ckly.

CHAI RPERSON BREVWER: W | this be
possible in next year? Are we...[interpose]

M CHAEL RYAN: Well, well...[interpose]

DAWN SANDOW We're trying.

M CHAEL RYAN: .we’'re, we’ve asked. |
nmean it’s...[interpose]

CHAI RPERSON BREVWER: Who are you aski ng?

M CHAEL RYAN. We, | sent a letter to
the, to the State Board of Elections and we're
havi ng, the problemthat we have right now is ESNS
has to develop its firmvare protocol to present it
to the State Board of Elections ultimately for
their certification. It’s, you know given the

process |’ m hopeful that it could happen for this,

for this general. If it doesn’t happen for this
general I'm I|I’mcertain that it can be inpl enmented
in 2015.

CHAI RPERSON BREVWER: Ckay because |
think it’s great to have this discussion. | don't,
| love ny colleague but | don’t want internet
voting yet.

[l aught er]
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CHAI RPERSON BREVER: But | do want early
voting. That would help with the lines. And Counci
Assenbly Menber Kavanagh has a bill to that effect.
|’msure he'll talk about it in a few m nutes. But
you're right. The voting percentage is really | ow
And so the question is what are all the ways we can
thi nk about to increase it. | think we always have
to have it at the polls and I think we always have
to have early voting which we can’t get the state
| egislature to agree to. And then | think there are
SO many internet steps. W tal ked about the pol
books. | nmean it’s insane that we're sitting there
witing our names and waiting in line to do that.
And then we wait in line first of all to find our
ED and then we wait in line to get to the station
to sign the book. And then we wait in line to get
to the security booth so we can fill it out. |
never do that. | just, any box I can find, because
| don’t wait that, another tinme you know. And then
we wait for the scanner. [foreign | anguage] So
you' re right.

CHAI RPERSON CABRERA: |, | agree with
you. |, | think we, we need to | ook at what we’'re

doing now. But in the future. | don’t know what
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that future’s going to be the near or, or a |ong
termfuture. | just see all the, all sorts of
savings. | nean it’'s just mllions and mllions of
dollars that we spend every single year in all of
t hese election. And then we have to send it. Now we
have congress in June and then in Septenber and
t hen back. You know you just, we tal king about
mllions of dollars that we could be spending in
public schools is | would think conceivably be |ess
work for you, |ess pressure on you, |ess blanme on
you, you know fair blanme that | think a | ot of
ti mes conmes your way. But, you know sonething for
us to, to start having this | evel of conversation
M CHAEL RYAN: Absolutely and I think
before you stepped in that was one of the
observations that | made. If we don't start the
conversation nothing’s ever going to happen. But it
was a relatively subtle statenment that you j ust
made but I, | do not want it to pass w thout
expressing ny absol ute and utnost appreciation for
your observation that often, not to say that we
never do anything wong, but that often the Board

of Elections is un, un fairly criticized from
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people that sinply want to take pot shots and, and
maybe engage in sone self-pronotion

CHAI RPERSON CABRERA: | ndeed. Thank you
So rnuch.

CHAlI RPERSON BREVER: Thank you both very
much. We're going to go now to a quick vote on
Governnment Operations and then we’'ll hear fromthe
ot her people who are going to speak. W also |
think have to vote in technologies. It’s the end of
the year so we’'re trying to squeeze all of these
in. I want to thank Council Menbers Vall one and
Di ckens. | think Jackson was here for a few
m nutes. So now we’'re going to nove if it’s okay
with the Sargent to Governnment Operations. Are we...
[i nterpose]

M CHAEL RYAN:. Thank you very nuch

CHAl RPERSON BREVER: ..are we all set
sir? Sargent? Ckay. And today’'s votes for...

[i nterpose]

[ background comrent s]

CHAlI RPERSON BREVEER: Al right so we're
gaveling out of the joint Conmttee of Technol ogy
and Governnment COperati ons.

[ gavel ]
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CHAI RPERSON BREVWER: And we’re gaveling
in at Governnent QOperations.

[ gavel ]

CHAI RPERSON BREWER: So it’'s Gal e Brewer
again and I'’mhere to talk about two votes that
we're going to be taking; the override of the
mayor’'s veto of Intro nunmber 951-A by Counci
Menber Vacca and a vote on Proposed Resol ution 1988
air, A on |obbying which is sponsored by the
Speaker Quinn and nyself. 951-A is a piece of
| egislation that patches up a | oophole in the
city’s adm nistrative procedure act, as known as
CAPA for agencies that are boards and comm ssi ons
such as the taxi and |inousine conm ssion the
comm ssion or board nenbers typically need to vote
on any final rule. Despite this requirenent the
CAPA process is the sanme as per agencies at which a
comm ssioner is nmaking a decision. There' s no
noti ce requirenent for the nenbers of the board to
ensure that they have tine to see a rule before
they vote. So a rule that has been negoti ated
t hroughout the night and the next day the nenbers
of the conm ssion show up and are told that they

have to vote and they haven’t seen it and they
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haven't participated in a negotiation so it nakes
sense for the nmenbers of boards or conm ssions be
able to take sone tine to review the content of a
rule before they vote. And that’s what Intro 951
addresses. The second piece of legislation is a
resolution that would i npl enment one of their
recomendati ons of the joint mayoral counci
appoi nt ed | obbyi ng comm ssi on headed up by former
Counci | Menber Herby Berman. The commttee passed
many of these recomendations recently and it was
signed by the nmayor. This resol uti on however woul d
call on the state of New York to pass |egislation
requiring the state’s acceptance of city fillings
by | obbyists who only |l obby city officials. It
woul d elimnate duplicative paperwork for | obbyists
who | obby solely within the city and woul d not

af fect transparency because the information
included in city filings exceeds that of state
filings. So we were, we're going to ask the clerk
to call on these to voting to accept and file the
mayor’s nessage of disapproval and repass Intro
951- A notw t hstandi ng the objections of the mayor.

Pl ease call the roll
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WLLI AM MARTIN: WIliam Martin
Conmittee Clerk. Roll Call vote Committee on
Governnent al Operations. Council Menber Brewer.

CHAl RPERSON BREVER: | vote aye.

W LLI AM MARTI N: Val | one.

COUNCI L MEMBER VALLONE: | vote aye. And
we'll put on the record that ny father has a
consulting firmbut | don't believe that conflicts
me out of this. Thank you.

W LLI AM MARTI N: Di ckens.

COUNCI L MEMBER DI CKENS: Aye.

WLLIAM MARTIN: By a vote of three in
the affirmative, zero in the negative and no
abstentions itens have been adopted.

CHAI RPERSON BREVER: Thank you very
much. Now I’ m going to adjourn this Governnent al
Operations and we’' |l go back to technol ogy.

[ background coment s]

CHAI RPERSON BREVER: Right. So I’ m goi ng
to out of this one.

[ gavel ]

CHAI RPERSON CABRERA: Ckay we’re back on
and we’re going to...Good norni ng everyone and

wel come to this hearing and vote concerning
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proposed resol ution 1954 which calls on the port
authority on New York and New Jersey to amend its
contract with Boingo Wreless Inc. in order to
provide free internet access at its three major
airports. 15 of the 20's busiest airports in the
United State offers sone formof free W-Fi
connectivity; LaGuardia, JFK, and Newark. Three of
the five busiest airports in the nation w thout
free wireless internet access. Boingo offers
domestic free W-Fi services at Boston Logan’s

I nternational Airport, Denver International
Airport, Nashville International Airport, Raleigh-
Durham I nternational Airport thus it is evident

t hat Boi ngo’ s busi ness nodel can support a form of
free W-Fi being offered at, at airports. And
Counci| Menber Brewer | thank you for every tine
fly and I go to one of these airports, one of our
airports | sit there frustrated the fact that | go
to other cities and we’re, you know t he bi ggest
city in, in United States and, and it just
frustrates nme and | sit there and say what, what
are we saying to the rest of the world when they
cone here and we don’t have free W-Fi and ot her

airports do. So thank you so much for putting this
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forth and that’s why | had to co, sponsor with you
join you in this bill. And I’mgoing to turn it to
Counci| Menmber Brewer you have sonewhere to...

COUNCI L MEMBER BREVER: No, | just, |
appreciate it very nmuch and I |look forward to
trying to change port authority’ s mnd. W’ ve been
talking to themand they are aware of it. And |
think that the press and the interest has shown
great possibilities for having free W-Fi. Thank
you very very much. | want to think WIIl Col egrove
in particular frommy office who's been focused on
t his.

CHAI RPERSON CABRERA: W have sone
Wi t nesses before | nove forward. | don’'t know if
Counci | Menber Koppell and Weprin were recogni zed.
Thank you for joining us. W have Steven Signund,
Rebecca Lynch, Jordan |Isenstadt, and Katherin
Scopey[ phonetic]. Did | say that right? Please if
you could, if you could join us. Cone forward and I
ask if you could make your statenents brief. W
have a | ot of resolutions today, a | ot of voting
going on. And as soon as you' re ready you nay

begi n.
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CHAI RPERSON BREVER: St eve go ahead.
Start.

STEVEN SI GMUND: Al right thanks. My nane
is...[interpose]

CHAI RPERSON BREVER: Mve over to the
m ¢ t hough.

STEVEN SI GVUND: My nane’s Steven
Sigmund and |’ mthe Executive Director of the
G obal Gateway Alliance. GGA is a business |abor
academ a and governnent coalition whose mssion is
to advocate for nodernization of our airports and
related infrastructure. We’re here today in ful
support of resolution 1954. As the council nenber
not ed GGA conducted the survey that showed that 15
of the 20 busiest airports around the country
provide free W-Fi and three of the five that don’t
are, are here in New York. The 2012 travel and
| ei sure study which ranked New York area airports
the worst in the country specifically sited our
| ack of free W-Fi and the difficulty in finding a
W-Fi signal at all and even after paying for it.
And just as inportant free W-Fi has becone an
expected conveni ence t hroughout New York City

public spaces. Free public W-Fi is available in 20
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parks, five subway stations, public libraries, and
nmuseuns t hroughout the city, payphones,
restaurants, coffee shops, other |ocations, a
hundr ed bl ocks wet h[ phonetic] of Harlem soon and,
and in this building but not at our airports. And
as you can see on the chart behind nme there’'s free
W-Fi essentially everywhere in our region except
our airports. So GGA supports Council Menber
Brewer’s resolution whol eheartedly. W thank the
menbers of the conmttee for, for your support and
we urge it, its passage in the full council. W
joinin calling on Boingo to anmend its contract
with the port authority. It’s an archaic contract
by internet standards, 15 years old. And they
shoul d al |l ow passengers free W-Fi at the New York
ai rports. Thank you.

JORDAN | SENSTADT: Good norning. My
name i s Jordan Isenstadt. |I'’mthe Deputy Director
of the Association for a Better New York. ABNY is
one of New York’s |ongstanding civic organizations
advocating for the policy' s, prograns, and projects
that nmake New York a better place to live, work,
and visit. We represent a broad fabric of New

York’s econony and our rnenbership includes New
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York’s nost influential businesses, nonprofits,
arts and cul ture organi zations, educati onal
institutions, |abor unions, and entrepreneurs. |’'m
here this norning to offer ABNY' s support of
resolution 1954. | want to thank Council Menber
Brewer for introducing this resolution and Counci
Menmber Cabrera for calling for this hearing today.
For mllions of business of business travelers
airports are an extension of their office. In fact
50 percent, 55 percent of all business travelers
carry three to four smart devices at all tines.
Access to free and reliable W-Fi at airports is
just another part of keeping business running
snoothly and efficiently especially given the
increase in tine spent at the airport due to |ong
lines at security checkpoints and frequent del ays.
A vast mgjority of global airports say they now
offer travelers free W-Fi but the New York City
airports with its 110 mllion passengers and JFK
havi ng the nost international arrivals we're, we're
still wthout free W-Fi which just seens

i nconpr ehensi ble. Airports also account for 63
billion in regional economc activity and nearly

half a mllion jobs in the New York City area
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alone. It’s not a situation where we need to
reinvent the wheel it’s countless airports around
the world have instituted free W-Fi offerings and
nowit’s time for port authority to do the sane.
This resolution will make a difference to thousands
of travelers each day. ABNY wants to thank the New
York Gty council subcommittees here for
considering this inmportant issue. And thank you for
the opportunity to testify.

REBECCA LYNCH:. Hello, nmy nane is
Rebecca Lynch and |’mhere to testify on behal f of
George M randa and the Teansters Joint Council 16
representing 120 t housand wor ki ng nen and wonen in
the greater New York area. | just want to start by
t hanki ng Chai ress[ phonetic] Brewer and Cabrera and
al so Council Menbers Weprin, and Koppell, and
Val l one if he comes back. In addition by the way I
just, as a side not in addition to representing the
Teansters Joint Council 16 CGeorge Mranda s own
| ocal represents all the airports East of the
M ssi ssippi and within his |ocal anywhere we’l|l
di scuss in ny testinony. But anywhere fromflight
attendants and nechani cs. Thank you for giving ne

an opportunity to speak before your comrttee on
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resol ution 1954 which woul d give greater benefit to
mllions of New Yorkers and Visitors to our city.
As a board nenber of the d obal Gateway Alliance
the Teansters recogni ze the inportance of world
class airports as a union that represents pilots,
nmechani cs, cleaners, and truckers in the nation’'s
airports. W recogni ze the inportance of world
class airports for the great nunber of jobs they
create. The G obal Gateway Alliance study with the
partnership of New York Gty found that al nost half
a mllion jobs are created by our airports. Better
anenities and options such as the proposed w rel ess
internet access at our airports will lead to nore
am abl e travel for New York’s airport patrons and
that in turn translates to increased business

| eading to increased hiring fromour conmunities
and i ncreased revenue for New York City, the air
carriers, and nerchants in our airports. A 2012

ai rport survey conducted by the travel and |eisure
ranked LaCuardia Airport the worst airport in the
United States. JFK and Newark Airports didn't fare
much better. This is not the reputation we want. It
is not what New York City should have. Sonething as

sinmple as the proposed free Boingo W-Fi would nake
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a world of difference for travelers in our New York
City airports. They have set a precedent that has
been offering a free advertiser supported W-Fi
option since 2007. Since its inplenentation the
usage has doubled. Wreless internet has a huge
i npact out of airports in Boston with over 20
percent of passengers taking advantage of free W-
Fi and in San Francisco with over 30 percent. Qur
passengers deserve the sanme |evel of anenities that
t hey have cone to expect in parks, subways, coffee
shops, and airports around the world. On behal f of
the Teansters Joint Council 16 and the residents
and travelers of New York City |I want to thank you
for this resolution and urge Boingo to anend its
contract so we can begin planning the future of New
York City' s airports. Thank you very nuch.

CHAI RPERSON BREVER: | took a picture of
you for your nother too.

[l aught er]

CHAI RPERSON BREVER: It’s a private
j oke. W | ove her nother.

REBECCA LYNCH: Thank you.

CHAI RPERSON CABRERA: |s there anybody

el se who’s here to testify.
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[ background comrent s]

CHAI RPERSON CABRERA: Ckay.

[ background coment s]

CHAI RPERSON BREVER: You have to wait.
Thank you

CHAI RPERSON CABRERA: kay so now we
call for a vote

WLLIAM MARTIN: WIliam Martin
Commttee Clerk. Roll call vote Commttee on
Technol ogy resol ution 1954. Council| Menber Cabrera.

CHAI RPERSON CABRERA: Aye and encour age
everyone el se to vote aye.

W LLI AM MARTI N:  Brewer.

CHAI RPERSON BREVER: Yes. Thank you.

W LLI AM MARTI N:  Koppel |

CHAI RPERSON KOPPELL: Just that, | would

like to explain ny vote. | would just observe that
it’s an, | didn't realize that we didn’t have W-Fi
at our airports. | can hardly believe that this is

the case. And in fact one of the comm ssioners of
the port authorities, ny constituent and well known
to me l’mgoing to discuss | don’t care whether

t hey have the, whether they anmend the contract they

got to doit. And it, it’s absurd. Council Menber
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Brewer | am |’ msurprised that we haven’t done
this before. It, it’s just an outrage. O course

|’ mgoing to vote yes. Let ne close by thanking the
chair for his chairmanship of this conmttee and
want to al so go back and thank Council Menber

Brewer because she really created in a sense this
commttee and done such great work wi th technol ogy
over the years that we’ ve served together. So thank
you both and I withdraw ny request and | vote aye.

W LLI AM MARTI N:  Weprin.

COUNCI L MEMBER VEPRI N:  Aye.

WLLIAM MARTIN: By a vote of four in
the affirmative, zero in the negative, and no
abstentions item has been adopted. Menbers pl ease
sign the commttee report. Thank you.

[ gavel ]

CHAI RPERSON CABRERA: W' re cl ose?

[ gavel ]

CHAI RPERSON BREVER: W' re gavel i ng back
in the joint Commttee of Governnental Operations
and Technology. W'd like to Assenbly Menber Brian
Kavanagh.

BRI AN KAVANAGH: Thank you very nuch

I’d like to note as a prelimnary matter that | had
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only one breakfast so | got, a beat a few of you
here but though not by nuch. And I’'d also like to
note that I’msure ny nother would appreciate a
photo of, of nme while |I testify...

[l aught er]

BRI AN KAVANAGH: ..if, if that’s
possi bl e.

CHAI RPERSON BREVWER: | want to make sure
your nother’s not in the assenbly but I will make
sure that she gets a photo.

[l aught er]

BRI AN KAVANAGH: Ckay. So just thank you
for the opportunity to testify. |I’m Brian Kavanagh
| represent a district on the East side of
Manhattan and the State Assenmbly, the 74'" Assenbly
District. I'lIl try to snile while | say the next
sentence. |I'’ma nmenber of the Assenbly El ection
Committee and I chair the Comm ssion on Gover nment
Admi nistration and | chaired for many years the
subcomrittee on el ection operations and voting in
the assenbly. 1'd like to thank Chair Fernando
Cabrera | think this is the first tinme |’ve
testified before your commttee and al so Chair

Brewer and | think this may well be the very | ast
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time that Gale Brewer chairs the Governnent
Qperations Committee before noving on to another

j ob. But you know thank you for so much work on, on
el ection issues and so many ot her issues over the

| ast few years. So again thank you for having this
i nportant hearing. I’mgoing to focus ny testinony
on the, alittle bit on the feasibility of internet
voting and sone of the issues that you’ ve tal ked
about already on alternative tines and places we
can all ow people to vote that will serve sone of

t he purpose of internet voting and al so ways we can
make the, we can use the internet to nake it easier
for people to participate in the el ectoral process.
VWhile internet voting is an exciting frontier and
an election admnistration it's still from
perspective a |l ong way from bei ng secure enough to
use. The National Institutes for Standards and
Technol ogy was asked in 2011 by the Federal

El ection Assistance Conm ssion to research internet
voting as potential avenue for absentee voting by
mlitary and oversees citizens. And even in that
context that institute found that to be too many
technol ogy and security issues to nmake it feasible.

And it doesn’'t seemthat nmuch has changed in, in,
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in that regard since 2011. And the report concl uded
that internet voting systens are currently

vul nerable to internet threats |ike mal ware and
spyware and face difficulties in, in voter

aut hentication and auditability. Their
reconmendati on was that internet voting not be

i npl emented until subjected to further study. |
just want to nake, | just want to talk briefly
about the security issue here. The, the chair
nmentioned a | ot of transactions that many of us
consider at |least as inportant as voting that are
done routinely over the internet. The fundanent al

di fference between voting, instituting a voting
system by internet and all of these other things is
that the individual user is in a position to verify
the outcone. So if you use an ATMto deposit noney
into your account and the noney doesn’t go into
your account you, the person who deposited, are
able to notice that and question the bank and get
the thing repaired. And actually you know ATMs are
not perfect and they do nmake m stakes. The probl em
with voting is if you have a mllion people each
engaging in a transaction and the sumof all those

transactions is the way we determ ne who gets to
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run the city or run the state or, or you know serve
one of our local districts no individual person is
in a position to say well ny vote wasn’t, was
counted or was not counted. And there’'s sinply no,
there are currently we have a system where people
filled out a piece of paper, it gets scanned. It is
the scanner that’'s telling us how many but at the
sanme tinme we have a box of all the, the pieces of
paper and when el ection is closed we can open the
box and we can audit it and we’'ll look at it.
Internet voting if sonebody were, so if sonebody
were to tanper with the results of an existing

el ection, hack the machi nes, all these things we' ve
heard, our concerns sonetinmes with the scanner

machi nes and so far there has not been any evidence
that that’s been a problemw th these nachi nes. But
even if there were you do have a way of auditing
it. Wth people sitting in their hones on their own
computers voting it would be very hard. And that’s
the really, the, the biggest challenge froma
security perspective. There's just no way to know
if you actually have a security problem So just
briefly there’'re two, two quick points on

alternates to nake it easier. One is early voting.
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The assenbly has adopted a bill that would permt
early voting, would, would actually mandate early
voting throughout the state. It does solve a | ot of
the problens that internet voting is intended to
solve, it allows you potentially to vote at a
different | ocation than your normal place if it’s
nore convenient. It allows you to pick a tine over
the, you know t he precedi ng days where you can vote
and it would make it easier. It presunably would
reduce the lines at poll sites. The other big
alternative is an expanded ability to vote by mail.
| have a bill that would take out of the state
constitution sonme restrictions on absentee voting.
Currently you are required in order to get an
absentee ballot to be unavoi dably absent fromthe
county of your, in New York City’'s case, fromthe
Cty of New York on the day of election. It should
not be that you’re unavoi dably absent. There’'s

al so, the constitution currently mandates specific
excuses that allow you to get an absentee ballot. I
have a bill that would strip those out and just say
| egislatures like the Gty Council and the State
Assenbly can set the paraneters but nuch broader

It does require a constitutional anmendnent at this
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poi nt. W have noved that in the conmttee and the
assenbly in the past but it would take a, a big
push to do it. And that is also an option that

all ows people to vote in their home. Routinely

ot her states have done that to substantial success.
On, sol'd like, just briefly on, while security of
internet voting continues to be assed there are
many ot her ways we can use internet, the internet
to streamine the voting process. One you’ ve tal ked
about a |l ot already, poll books. That denonstration
of the kiosk. My understanding is those kiosks cost
about 15 thousand dollars to create which would be
quite an expensive proposition cityw de. Watever
benefits you get fromthe fact that it’'s really
hard to steal a thousand pound steel machine with a
tabl et enbedded in it it’s far sinpler to buy
tablets, distribute themover poll sites, you know
set themup so they can't easily be used for

somet hing el se. You know the security features that
you' d have to hack through. Tablets cost a few
hundred dol | ars api ece maybe. If you have |l ost a
few of them each el ection day that would not only
be cheaper than the capital cost of converting al

t hose ki osks. The storage costs of...I nean those
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machi nes cost currently about 750 thousand doll ars
a year to store. So you could buy a whole |ot of
tablets wth the kind of noney that it would take
to inplenment that kind of system | conplinent the
board on thinking about that. Electronic poll books
woul d, is probably the single easiest use of the
internet to dramatically inprove el ection

adm ni stration. And we should, we should do it. It
al so woul d have the benefit of being i medi ately,

if you're at the wong poll site imediately
sonmebody can | ook up and tell you where to go and
all that. So there’'s |lots of benefits of that and
we shoul d nove in that direction but not with
hul ki ng steel machi nes. The other great opportunity
comes in the possibility of creating online voter
registration which is a compnsense neasure. And it
has been i nplenented partly in the state of New
York through the DW and 1’1l talk about that again
in a second. But in addition to pronoting greater
access online voting can create substantial cost
savings. In Arizona where voters have been able to
regi ster online since 2002 the cost of paper
registration was 83 cents per registration. The

cost of online registration in Arizona presently,
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well this is according to a 2010 study is three
cents to process. So boards of elections that are
currently getting paper fornms hand witten and then
having to enter that data generally in big stacks
of paper by bleary eyed people right before the

el ection would, if, if the data could be, conme in
in an electronic format, be transferred in

el ectronic format and they add it to the rolls in
electronic format it would make el ection

regi stration cheaper and much nore effective. And
it would also dramatically reduce errors in the
books which is one of the reasons the lines get so
long. So far in New York as | nentioned we only
have that for current DW custoners. You need to
either be a license holder or a, a fee paying ID
hol der from DW. W should expand that initiative
by using it as a nodel for other agencies
particularly focusing on agencies that are
currently required to register voters under the
national voter registration act which is a variety
of social service agencies and ot her agencies that,
that people deal with routinely. It should be the
case that if you have interaction with a governnent

agency and there is a signature and an
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aut henti cation process required through that
interaction that also should be sufficient to allow
people to vote. Qur current system although the
DW is a great step forward, it does skew
potentially skew the election in favor of people
who have cars and registrations and drivers
licenses which is a, which is a problemthat the
nati onal voter registration act was intended to

of fset by using social service agencies about 50
years ago. But it’s, it’s went back now and in a
worl d where people with cars and drivers |icenses
are now advantaged in certain ways in getting into
the registration systemand that should be
addressed. | al so have just a broader bill called

t he voter enpowernent act of New York which woul d
provide for online voter registration and
streamine a variety of the other processes

Soneti nes people call it automatic registration. It
shoul dn’t necessarily be automatic. People in our
soci ety probably should have the right to stay
unregistered if they really insist upon it. But it
shoul d be the normthat people get registered. That
woul d, that woul d increase access. One of the nmajor

reasons people don’t have access nowis it’s very
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difficult to change your address and stay on the
voter rolls. And so a significant nunber who are
bei ng di senfranchi sed in that way, having a system
that’s reliable and on, on the internet to register
and stay in the systemis actually probably a
greater advantage to people than the actual right
to vote when election day rolls around because if
you' re not registered you can’'t vote anyway in our
state. And | know sone fol ks al so today wil|
probably al so tal k about same day registration

whi ch woul d be hel pful but needs constitutional
anmendnent is probably several years away at this
point. W also, also, in a simlar vein worked on
preregistration 16. Currently you can register to
vote, you can preregister to vote if you in the
year of the election if you will turn 18 by the
time that election happens. For presidential years
that nmeans you know if the presidential primaries
in February it means you got, and you're going to
turn 18 sonetinme after January one but before the
presidential election you m ght have a coupl e weeks
where you can preregister. It should be that 16 and
17 year olds when they' re still in school, when

they’ re engaged in civics classes, when they're
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showing up for the first time at DW in many cases
shoul d be able to preregister to vote, do all the

t hi ngs necessary to get registered except obviously
certify that they' re 18 because they’'re not and
upon their 18'™" birthday it becomes automatic. And
that way again would expand the rolls and nake it
easier for lots of people to vote and, and al so
make it easier to adm nister elections. You tal ked
about in addition to electronic poll books and
online registration the New York City Board of

El ections should use the internet to better inform
voters of election information including dates of

el ections and poll site |ocations and changes. |
conmpliment the board on sone of the work they’ ve
done to put sone material on the internet, to use
Twitter and other applications to get real tine
information on el ection day. But there's still a

|l ot nore work to do. W passed a bill that took
effect for the first tinme this Novenber that
requires results to be on the board, on the board’ s
websites on, on the internet. That's a step
forward. The board did a good job of inplenenting
that. But there’s a lot nore to do in terns of

using that to, to informvoters. It would
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particularly relevant in the event of a last mnute
poll, polling location changes |ike we saw in the
aftermath of super storm Sandy. The internet could
be used in those context to a quick and inexpensive
way of disseminating up to the mnute informtion
O course it’s, it’s necessary to have proper
contact information. The board has to its credit
added a space for enmil addresses and on
registration sites. But getting, getting reliable
systens to distribute information reliably through
smart phones and, and enail is also a, a major
opportunity that we should pursue. Again thank you
for the opportunity to testify today. |f anybody
does have any questions |I’m happy to entertain
t hem

CHAI RPERSON CABRERA: Wel | first | want
to thank you for all your efforts at the state
level and it seens that you covering all the bases
and I, if we could be of help fromthe city pl ease
| et us know be nore than glad to join your efforts.
I, 1"mcurious have, have you | ooked at Estonia’'s
smart electronic ID card systemthat they have over
t here because you know they have a nationalized

online voting system and woul d that satisfy the
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verifiable piece that | think is very very
important that’s why we hold the, these hearings to
see how we coul d, you know what's best.

BRI AN KAVANAGH: Ri ght.

CHAI RPERSON CABRERA: You know what’ s
t he best practi ce.

BRI AN KAVANAGH: |, | have not
personal |y | ooked at that system specifically. |
think that kind of systemwas reviewed in the
report | sited fromthe Voter Assistance
Conmi ssion. But the, like I, you, there are
security systens that woul d nmake internet voting
doabl e. You could create a system you know with
sonme people that its security to banking
transactions. There were, there were things where
you get a real tine nunber sent to you on a, on a
chip that allow you to access your bank accounts
and you type, have to type that in in real tine.
There are ways we could secure it in having sort of
sophi sticated ID systens and you know scranbling
the information as it’s transmtted and all that
stuff. There are two basic problens with that. One
is making, creating a citizenry where everybody has

to obtain that and in order to participate in the
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system creates sonme, sonme obstacles that are nmaybe
greater than the current obstacles to voting. There
woul d, you would end up being...A a really secure
system woul d have obstacles, it would have
passwords, it would have a certain kind of software
you need, it would have technol ogi cal requirenents
that sone people in our setting presunmably woul d be
able to participate in. Ohers may not be able to.
So one, we tal ked about cost before. It is very
likely that an internet voting system woul d be
cheaper to adm nister than a bricks and nortar you
know out there in the world voting system The
problemw th that anal ysis though is you d probably
need both for the foreseeable future. So you’' re not
going to say everybody needs to get this

sophi sticated smartcard ID thing in order to
partici pate and otherw se you' re out of |uck.

You’' re going to end up running conventional pol
sites and having conventional absentee ballots for
the foreseeable future. So you woul d be addi ng
that. It’'d be expensive. The other basic problemis
we still have enornous skeptici sm now havi ng

i npl ement ed paper and scanner systenms a nunber of

years ago. W're the last state to do it and even
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we’ ve had themfor a few years now. You still have
people that in their heart believe this is
vul nerabl e to hackers and creating an online system
where people really are, where the general public
as a whole, where there’s not a significant portion
of the public that does not believe that in fact
the outcone is correct would be an enornous |ift.
And | just, | think we’'re very far fromit even if
we got the best technological mnds in, into, to
think about it. It’s just like they ve done in
Est oni a.

CHAI RPERSON CABRERA: |, | definitely
appreciate you coments and we need to | ook at al
t hose variables. Indeed I, the, you know the
information | had got from Estonia has been that
voting has gone significantly up, that they have
not encounter security issues. Again this is, this
is smaller country United States but if we were
just tal king about New York Gty you know it would
be sonmething conpatible in ternms of popul ati on what
they have. And | understand the cultural piece is
different there than here. And what | nean the, the
whol e accul turation process of getting used to

trusting you know the whol e i nternet experience.
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But it, it, it will be interested to a...1, | be
nore interested in, in all of us, we |ooking at
what they’'re doing, see what’'s working, how we can
make it better. W’ re nore technol ogically advanced
than they are and how to i nprove what they already
have and you know just to look at possibility. I’'m
al ways into possibility thinking. And, but...

BRI AN KAVANAGH: And I, and | think this
is awrthy, this is as, as you said before this is
a worthy subject to | ook at toward the future.

CHAI RPERSON CABRERA: Ri ght .

BRI AN KAVANAGH: You know I, | agree it
is really a very exciting prospect. | think we're
not there yet. I would not that getting an

el ectroni c poll book system and el ectronic

regi stration are necessary and significant steps
toward a systemthat would be reliable enough to do
i nternet voting.

CHAI RPERSON CABRERA: Fair enough.

BRI AN KAVANAGH: |If you can, if you can...
| f sonebody at a poll site is able to clock in the
fact that you just voted right now that’s the kind
of real tinme information you are going to need to

have el ectronically. So getting used to those
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mechani sns woul d be a major step. Now it’s not just
valuable in its ow right. It also would be a major
step toward being able to rethink the technol ogy of
this long term

CHAlI RPERSON CABRERA: That’'s very
hel pful . Council Menber Brewer.

CHAI RPERSON BREVER: Thank you. |’ m
scared of Estonia. | don’t know. | think I mght...
[ nterpose]

[l aught er]

CHAlI RPERSON BREVER: | don’t want a card
| just love ny, ny colleague but no Estonia. I, |
just lost the Estonia vote |’ m sure.

[l aught er]

CHAI RPERSON BREWER: But | don’t know
about Estonia’s and | don’'t want it to be like
Estonia I'’mjust saying. And also that little card
it remnds ne, you' ve, you know we don’t want

people to have to have ID to go vote. That’'s an

issue that the civil liberties union is focused on
in many states. So | don't want I D and so | just
throw that out. | haven't been to Estonia.

[l aught er]
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CHAI RPERSON BREVER: But anyway |
appreciate, that |I’m hugely supportive of what M ke
Ryan is trying to do in terns of the end of the
day. |1’ve been at the police stations when we're
there with |ike two conmputers, backup drives,
counting at the table, oh gosh and waiting for the
yel | ow packets to cone. |, |’ve done it nyself.
That has to go and if we could figure out a way of
on the site having enough connectivity because
that’s also a problem the walls are thick in sone
of the buildings. There’s not always wireless in
the gymetcetera. And that’'s where | would like to
focus so that we’'re not doing the police station
thing. And secondly this poll book we need to have
not just ESNS but al so the other |arge conpanies
and sone startups as a tech support system No
noney, this would be pro-bono to the Board of
El ections stating this is what we need to do
together. So I would love to work with you Brian
Kavanagh on that and getting all of your wonderful
| egi sl ati on passed because | think that would
really help in terns of turnout. And | think you're
right this turnout is just pathetic. So all those

i ssues would work. And one question | had though I
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never understand with the DW how do we get around
or isit a problemis original signature. That’'s
what’' s al ways thrown up. So when you register to
vote you do sign sonething. How does the DW dea
wi th that because | have had ny license for so many
decades | don’'t pay attention to the DW?

BRI AN KAVANAGH: The, the D, the D, the,
t he, through an executive order and sone you know
some good work with the DW the, the state
determ nes that the signature on file through the
DW and their authentication process is sufficient
to create a registration

CHAlI RPERSON BREVER: Yeah because t hey
have it already on the signature of the |license.

BRI AN KAVANAGH Right and it al so hel ps
that the DW is actually mandated by federal and
state law to provide registration as a service. But
as | noted before and you know this Council Menber
Brewer the, a wi de range of agencies are also
mandated to provide registration directly and it...
Again | have a piece of legislation that would
mandat e that and systematize it but there probably
is an opportunity for government agencies at the

city and the state |level by executive action to
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create nore opportunities to register and we shoul d
push this like...[interpose]

CHAI RPERSON BREVER: Wl | we have, we
have you know...[ i nterpose]

BRI AN KAVANAGH Ri ght.

CHAlI RPERSON BREVER: .there is an
executive order fromat |east maybe Kochert [sp?]
or you know to do other agencies. A, it’s not
enf or ced.

BRI AN KAVANAGH: No, what |'’msaying is
that...[interpose]

CHAI RPERSON BREVER: But we need onli ne.

BRI AN KAVANAGH: Ri ght.

CHAI RPERSON BREVER: Go ahead.

BRI AN KAVANAGH: You know what |’ m
saying is the, the yes. The, the you know I, I, it
was a | ead researcher on a study nationw de of
every state and their conpliance with Nationa
Regi stration Act a few years back and very few
states actually conply with, especially in the
context of social service agencies. So there's a
conpliance with their current form in the current
process issue. What the current process basically

i nvol ves every custoner com ng in and bei ng handed,
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bei ng asked if they want a paper registration form
and if they don't get, a paper registration form

t hey’ re supposed to sign sonething called the
declination formand all those forns are supposed
to be like gathered up and sent off to A Board of

El ecti ons where they can be hand entered. It is
probably the case that what happened at the DW is
a good, they're, they' re technol ogical issues to be
wor ked out about how you nake internet voting
avai |l abl e through ot her agenci es but again the DW
and the governor’s council decided that they had
the capacity, the legal, and |l egislative authority
to i npl ement online registration through DW

W t hout statutory changes. And it is an, it’'s, it’s
sonmething that the city and the state should be
explore. And |’ve had governor’s office about this
but it’'s something the city and the state should be
expl oring; whether there are, there’'re agencies
where you can automate it. Because one of the
reasons it doesn’t happen nowis it’s very
cunbersone for the worker who's, you know they’'re
trying to sign sonebody up for food stanps and |ike
oh by the way I’ m supposed to do this whol e voting

thing with you and it’s conplicated and there’s
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paper and then the paper has to get to the right
place. It's, so creating a systemthat it’s easy.
It’s Iike you want to register to vote alright |I'm
going to check this box on ny screen, you' re going
you know.

CHAI RPERSON BREVER: Ri ght when you get
in the SNAP you get the online opportunity to
regi ster. That does not exist now.

BRI AN KAVANAGH: Ri ght. And that woul d,
and that woul d...[interpose]

CHAI RPERSON BREVER: So we have to
figure out what is the nechanismto nmake that
happen.

BRI AN KAVANAGH: Ri ght. And which
agenci es have the technol ogi cal, technol ogi cal
capacity to do it and this, there're, there're
technical issues but there nmay not be |egislative
and the legal issues. And the fact that, that, the,
the state has inplenmented DW registration system
and is, is very prom sing.

CHAI RPERSON BREVER: And there’s sone
apps now that were, been done by the Board of
El ections which | think you nentioned in passing as

well as by VAC, But | think they' re al so hel ping
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you know at |east |et people know what the process
is. It doesn’t help registration. It doesn't help
with early voting. So what are your possibilities
of your wonderful bill’s passing? Wiat can we do to
help with those?

BRI AN KAVANAGH: Agai n you know we have
one, one thing | haven’'t nentioned today which is
hi gh on our agenda which is the, the, the voter
friendly ballot act which | know this conmttee’s
al so been supportive in the past. And that, that’s
an effort again to make, to nake it easier when
sonebody actually shows up in person to do it. But
each of these, we need, we are going to need
bi parti san consensus to nove these things forward.
Again we did early voting |ast year. And, but
havi ng, having city officials that want to push for
this and say it’s a priority is, is really
val uable. And again early voting is, early voting
is not nmy bill in the assenbly but it’s sonething
you know I’'m |’ma prinme sponsor of and that, that
is | think one of the single biggest changes that
will make, that wll nmake things easier. But al
t hese things we, you know it’s an ongoing

conversation and we do need, we do need your
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support to help us convey the you know fol ks t hat
are skeptical that this is sonmething, these are
things we really need to nove on

CHAI RPERSON BREVER: Al ri ght. Thank you
for all of your amazing testinony over the years
and on this issue in particular you are the expert
and | deeply appreciate your waiting to testify
today. I don’t have any other questions or anything
el se. Thank you very much Brian Kavanagh. |I’mhis
bi ggest fan just so you know.

[l aught er]

BRI AN KAVANAGH: Thank you

CHAI RPERSON BREVWER: You shoul d run the

wor | d.

[l aught er]

BRI AN KAVANAGH: |t’ s rmut ual

[l aughter]

CHAI RPERSON BREVER: That’s what |
think. | really believe it.

BRI AN KAVANAGH: Okay. Thank you all.

CHAI RPERSON BREVWER: Qur, our next is
Eric Friedman, Canpai gn Fi nance Board.

ERI C FRI EDVMAN: Good norni ng, good

norning Chairs Cabrera and Brewer. My nane is Eric
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Friedman, Director of External Affairs for the New
York Gty Canpaign Finance Board. | extend

apol ogi es from our Executive Director Amy Loprest
who couldn’t be with us this norning. Pardon. And I
t hank you for the opportunity to testify today.
Fewer than 24 percent of registered denocrats voted
in the Septenber primary this year. In Novenber for
the fourth consecutive election voter turnout hit a
new all-time Iow for a general mayoral election in
New York City. Barely 25 percent of all registered
voters cast a ballot. To address this downward
trend our voting system nust be nodernized. In an

i deal world our voting system would all ow New
Yorkers to connect with governnment and participate
in the denocratic process with the sane ease and
conveni ence they’ve cone to expect in their
everyday |lives. A systemthat allows voters to cast
their ballot froma renote | ocation using any
device with an internet connection is sonetines

di scussed as a cure to |l ower voter turnout. Mke
voting easier and nore conveni ent the thinking goes
and nore people will do it. It could be a noney
saver as well. Holding elections via internet could

reduce or elimnate the cost of adm nistering pol
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sites as well as printed ballots. But serious
chal | enges remain to be addressed before any
reliable, broadly used system of internet based
voting is ready for adoption. In, in a conventiona
system a handful of ballots nmay be conprom sed

t hrough fraud but an online network voting system
may be vul nerable to nore wi de spread nmani pul ati on.
There are nmultiple entrance points for mschief.
Mal ware on the voter’s personal conputer could
sivert[phonetic] the voter’s intent w thout his or
her know edge. Ballots could be intercepted in
transit over the public internet. Servers or
backend systens controlled by el ection

adm ni strators could be conprom sed by renote
attacks. As nentioned in the commttee report the
District of Colunbia Board of Elections and Ethics
in 2010 conducted a test inviting hackers to find
vul nerabilities in a systemthey created as a pil ot
programfor mlitary and overseas voters. A team
fromthe University of Mchigan broke into the
systemw thin 36 hours. They found a docunent
containing every voters nane and password and
changed the voting results. It nay be nore

difficult to preserve the secrecy of ballots cast
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over the internet. You know our current system of
in person voting requires that we authenticate each
voter's eligibility to cast a ballot and guarantee
the voter’s privacy. In a systemof online voting

t hese inperatives may contradi ct each other. |

t hi nk Assenbl yman Kavanagh addressed this issue
pretty, pretty well during his testinony. In

Oct ober 2013 report on internet voting conm ssioned
by the province of British Colunbia notes that
unlike in person voting the connection between the
voter’'s identity and the content of the ballot cast
el ectronically is fundanentally and necessarily
Iinked for both technol ogi cal and policy reasons.
Lastly the lack of access to high speed internet in
many comunities still represents a real concern
Nati onwi de statistics show that | ower incone
communi ties do not have the same access to
broadband internet at hone as their better off

nei ghbors. And conputers and |ibraries or work
environnents may not be private. Even if the
security and privacy issues that | have tal ked
about are addressed certain New Yorkers may stil
sinmply not have equal access to the potentia

benefits of internet voting system Currently none
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of the 50 states provide internet based voting for
the general public. 32 states in the District of
Col unbia allow voters serving in the arned services
or living abroad’s return voted absentee ballots
electronically via email or through a web portal
under limted circunstances. For instance one
instance Mssouri allows only mlitary voters
serving in a quote “hostile fire” area to return
ballots via email or fax. In the wake of super
storm Sandy New Jersey all owed sonme voters to enai
in their ballots. An experinent that it, at |east
one official in New Jersey described it as a

cat astrophe due to the overwhel m ng demand. New
York State does not allow citizens currently
serving abroad to return their ballots

el ectronically. If we are to nove forward in this
area we shoul d consider changes to the | aw that
woul d al |l ow adm nistrators to explore internet
voting for the narrow, very narrow purpose of
hel pi ng nore New Yorkers abroad or serving in the
mlitary to cast valid tinely votes if and only if
t he chal l enges that we’ve descri bed above can be
addressed. There are several ways however that

avai |l abl e technol ogy can i nprove the in person
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voting experience in New York right nowin
significant and in nmeasurable ways. And we’ve heard
about a |l ot of those already. W agree

whol eheartedly that all New Yorkers should be able
to register to vote and update their voter
information online. The state has done a useful and
i nportant thing by establishing electronic voter
regi strations through the DW but as we’ve heard
only for New Yorkers who possess, who al ready
possess a state ID allowing all voters to register
and update their records online will help ensure

t he New Yorkers who change addresses for instance
receive the information they need to stay engaged.
W can also create smart |inked databases that
automatically, automatically share information

bet ween governnent agencies that will do a lot to
ensure the voter rolls stay up to date. The voter
enpower nent act nentioned earlier by sone Kavanagh
his testinmony woul d acconplish sone of the

i mportant objectives. W can continue maki ng voter
information avail able in nore conveni ent and
accessi bl e ways. The Board of El ections made pol
site locations and sanple ballots avail abl e through

their website and through a nobile app. Qur own New
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Yor k, NYC Votes app provided i nformation about
candi dates and poll site locations to thousands of
New Yorkers during this election season. Qur voter
guide in print, in video, and online gave every
regi stered voter access to conprehensive and
nonpartisan i nformati on about the candi dates and
about the voting process. W can nmake better use of
technol ogy to coll ect data about activity at the
poll sites and | earn nore about voter experiences.
Collecting better data across the entire system can
ensure problens that the poll sites are addressed
qui ckly and efficiently and help optim ze the

al l ocation of resources on election day. W w ||

al so be soliciting voter feedback about the past

el ection through our own online survey which we
hope will provide information that can prove the
voter experience. Alot of this can be achieved

t hrough the use of electronic poll books which

we’ ve heard a | ot about al so. Jurisdictions in at

| east 27 states do al ready use sone form of

el ectronic poll books according to the Brennan
Center for Justice. Electronic poll books can
absolutely streamine the check in at the pol

sites. If they’'re linked in alive way to the
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state, statew de voter registration database they
can be used to determine a voter’s correct address
and correct or update voter registration records at
the polls making affidavit ballots practically
obsol ete which I know are, are kind of a, an issue
for a lot of people. Al of these technol ogi cal
i nprovenents are avail able now. Each woul d neke
voting qui cker and easier, could save us noney, and
i nprove the health of our denocracy. For these
reasons and, and many others a state election |aw
nmust be overhaul ed to reflect the ways technol ogy
has evol ved since the bulk of the law was witten
in the 1970s. Thank you for the opportunity to
testify today and happy to answer any questions.
CHAI RPERSON CABRERA: Wl | thank you so

much for your comrents. |ndeed they are hel pful.

They are the variables that |, you know we keep
heari ng today and we need to look at. I, | wll
poi nt out that the Jersey experience I, | didn't

expect it to be anything less than that due to the
fact that it was, there was no preparation and it
was done very quickly and | understand was need was
huge and based on just having a hurricane com ng

t hrough. I’ m curious have you notice, have you seen
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any studies later than the 2010, earlier we heard
12, 2011, | was just conmenting to ny co-chair that
in technology is she knows better than I do you
know two years, three years is a lifetine. Have you
seen anything nore recent than that?

ERIC FRIEDMAN: |, | will say that just
in, in, in preparing for, to appear today you know
the, I, the report prepared by Elections BCin
Canada you know was very thorough. | explore the
issue frompretty nuch every angle and, and raise a
| ot of the same concerns about security at, at, at
mul tiple points of entry really. You know |, |
think Ii ke one of the real challenges when it cones
to security is, is, I mean you can do everything
you can and, and the best nmi nds have been on this
you know in a defense context, in a financia
context, still people are saying on the server side
it's, it'’s really difficult to secure, to secure
the el ection, you know the data collection servers
to a level of risk that’s acceptable. But you’ ve
al so got to secure every voter’s hone conputer
which is, which is a really kind of practically
i nsurmount abl e chal |l enge to guarantee the, the

authenticity of, of every voters vote you know and
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nost of the, a lot of the time you know when, when
you have nmal ware or spyware you know i nfecting
sonmeone’ s hone conputer they mi ght cast a vote and,
and it could be, could | ooked at, you know t hey
could end up with a, voting for sonebody different
they intended to they d never know.

CHAI RPERSON CABRERA: Ri ght .

ERI C FRI EDVMAN: You know they coul d be
directed to phishing sites that may be purporting
to cast their vote but it ends up di sappearing into
the ether. Yeah, so there, there’ s this...You know
all of it goes back to...[interpose]

CHAI RPERSON CABRERA: That woul d be a
pretty sophisticated operation wouldn’t you agree?

ERI C FRI EDVAN: Absol utely. And then,
there, there' |l people much nore sophisticated than
| who...[interpose]

CHAI RPERSON CABRERA: Ri ght .

ERI C FRI EDVAN: ..who, who play with this
stuff. So I, you know, these are the concerns that
are out there and so...[interpose]

CHAI RPERSON CABRERA: And they’'re real
| nmean they're, they’'re real concern and that’s why

we need to have this type of early discussion so we
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can start possibly begin to address them I, I, it
al ways baffles nme that we can put a man on the
noon, we did that decades ago, we could pretty nuch
every time we set our mind to do sonmething we could
get there. | pretty sure, | don't foresee this
woul d be an inmediate future but in the you know
not -so-far future hopefully soneone could conme up
with the type of software that would have this
| evel of protection and so I'm |’ m hopeful.
Counci | Menber, Chair.

CHAI RPERSON BREVER: Thank you very
much. | amstill going to the polls and formally
voting and definitely want the poll books to work
and what registration we can | ook at sone executive
orders on the city level | think that woul d be
terrific. That’'s as far as |’ve gotten. But | have
one question about the, just sonething that |
shoul d have asked the board but maybe through VAC,
| would like to see a |ot nore context as was
nmentioned earlier in terns of letting people know
about poll site changes etcetera. And the board has
got the website you can put your email in and so
on. But how do you, | think the idea of using the

information on the net to keep your own
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i nformati on updated is incredibly because peopl e
change address, phone nunbers, and emails often.
Has that worked, do you know? O maybe you haven’t
studied in other |ocations. Having a huge dat abase
nyself it’s not easy to keep this information up to
date. So do you know if that works el sewhere or
have you had any studies of that? Because it’s one
thing to say this is what we're going to do, it’s
another thing to actually nmake it happen.

ERIC FRIEDMAN: Right. On this
particular issue | don’t really have a, a good
sense of what’s happening in other places. | can
say that you know we’'re definitely taking steps in
that direction here you know. The voter
registration forns have started to, have added a
line for email. So that, that creates a nuch kind
of easier and instantaneous way to, to stay in
touch with, with voters. You know we’ve been
collecting email addresses for voters as well and
comuni cati ng i nformation about upcom ng deadl i nes
and, and, and things of that nature. W, the Board
of El ections has been great in, in comunicating
with us in ternms of when, when poll sites change so

that we’re naking sure that the correct information
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is getting out to people through, through our
channel s and, and hel ping to, helping to notify
peopl e when, when there are changes. | nean | think
that there, there, there is nmuch further we can go
in that direction and you know it’'s, it’s step by
step we're trying to get there.

CHAlI RPERSON BREVWER: The issue for ne is
that the culture has to change as the Counci
Menmber indicated in the sense that the ol der voter
is not plugged into using social nedia in order to
know what’ s goi ng on.

ERI C FRI EDVAN: Wel | ...[i nterpose]

CHAlI RPERSON BREVER: And so you know
maybe 10 years, 20 years it’'ll be different but
that’s what it is now And so all of these ideas
are great. W still have to use the sane old as you
say your voter guide etcetera so is the neans of
comuni cation. So there [crosstalk] isn't a lot. |
woul d just caution you on one, your excellent
testi nony about where it says we can create snmart
dat abases that automatically share information
bet ween governnent agencies. That w il nake voters

crazy. So you just have to really careful, maybe
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qualify that but | would be very careful in that

st at enment .
ERI C FRIEDVAN: Yeah |, it...[interpose]
CHAI RPERSON BREVER: |’ d throw that out.
ERI C FRIEDVAN: ..it could be phrased a
little better. | mean | think that Assenbl ynan

Kavanagh spoke a little bit about this. Just when
you interact with one governnent agency you know
that informati on can, can, can help keep the voter
rolls accurate and up to date. | nean...[interpose]

CHAI RPERSON BREVER: It does you just...
[ nterpose]

ERI C FRI EDVAN: ..one of the, one of the
thi ngs that we’ve found just fromresearching voter
behavior in New York City is that...l nean one of
the really strong factors in, in sort of depressing
voter turnout is nobility. Right? Wen you nove, |
think you alluded to this, to this sonetines you
can | ose touch.

CHAI RPERSON BREVER: O, or die. | get a
| ot of dead people return, deceased.

ERI C FRI EDVAN: Ri ght right but when
you, when you change your address there’s what

dozens of different fornms you need to fill out to
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make sure that you are, keep getting your nmail and
all your utilities and this is one thing that may
get kind of dropped off the list. Having that kept
up to date either automatically or, or having the
ability to change that online could go a really
|l ong way to naking sure that people who nove even
Wthin the city...[interpose]

CHAl RPERSON BREVWER: No, | agree. Have
to be careful with health information and ot her
ki nds of information doesn’t get shared.

ERI C FRI EDMAN:  Under st ood.

CHAI RPERSON BREWER: That's what |'m
saying. Alright thank you

ERI C FRI EDVAN: Thank you. Thank you

CHAI RPERSON BREVER: Thank you very
much. Now we’re going to gavel out of this for one
mnute the joint commttee gavel in...[interpose]

[ gavel ]

CHAlI RPERSON BREVER: ..to Gover nnent al
Qperations and ask the Council Menber Dilan and his
beautiful child to vote.

COUNCI L MEMBER DI LAN: Ch Lia you want
to vote? Yes?

LI A DI LAN: [whispers] Yes.
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COUNCI L MEMBER DI LAN: Thank you
Chairman Brewer and Cabrera and | just want to say
to the chair before | vote. It’s been a pleasure to
serve here with you twelve years. | understand this
may be your final hearing as Gov. OQps. Chair. |
al so understand that you' re onto sone about bigger
and better things and | wish you well in, in those
endeavors and | know you wll be great. And with
that Lia how do we vote? Do we vote yes?

LI A DI LAN: Yes.

COUNCI L MEMBER DI LAN: W vote yes on
yes on both right? Say it. Say you say aye.

LI A DI LAN: Aye.

COUNCI L MEMBER DI LAN: Ckay. [l aughter]
Thank you Madam Chair.

CHAI RPERSON BREVER: Thank you very
much. That’'s a wonderful fitting end to our 12 year
relationship. Congratulations on all of your work
on housi ng and thank you very nuch. Thank you Lia
for voting today. Thank you. So we’re gavel ed out
of ...[ i nterpose]

[ background coment s]

CHAI RPERSON BREVER: Ckay. Gavel ...
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W LLI AM MARTI N: Vot e now on...

[i nterpose]

CHAI RPERSON BREWER: Cal | the vote.

W LLI AM MARTI N: Vote now stands at four
in the affirmative, zero in the negative, and no
abst enti ons.

CHAI RPERSON BREVER: Ckay now? Ckay. So
now we’re gavel ed out of Governnental Operations...
[ nterpose]

[ gavel ]

CHAI RPERSON BREVER: ..and back into the
joint conmttee and thank you very much Counci
Menber Dil an.

[ background coment s]

CHAI RPERSON BREVWER: Doug Kell ner is the
next presenter, New York State Board of Elections
and the go to person on elections in the state of
New York and United States.

DOUG KELLNER: Thank you Chai r man

Brewer. | appreciate the opportunity to speak with
you. | have witten remarks which I will submt
this afternoon by email. There are four topics |

t hought that | should address in summary fashion. |

hope 1’ m duplicating too nuch of what has gone
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before. The first is to discuss internet voting
itself. Second is to talk about what we’ve been
doing with mlitary voting and the restrictions on
that. The third is to tal k about CGovernor Cuono’s
successful programin allow ng voter registration
transactions over the internet through the
Departnment of Mdtor Vehicle' s Database. And finally
di scussions that we still hear fromtime to tine
about New York City possibly having the scanning
machi nes thensel ves transmitting the results over
the internet which is worth just a mnute of

di scussion. So on internet voting itself there is a
short piece which I’"’mgoing to submt with ny
witten testinony witten by David Jefferson who is
a conmputer expert at the Lawence Livernore

Nati onal Laboratory called; ‘If | Can Shop and Bank
Online Wy Can’t | Vote Online? . Certainly there
are a |l ot of people who are not famliar with the
uni que issues of voting technol ogy that ask that
guestion all the time including | hear our mayor
say it fromtine to tine. But the answer is is that
voting transactions are very different fromthe
financial transactions that we're now able to do

online. The biggest difference is that voting has
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to be secret so that you are unable to determ ne
how a voter actually voted while still counting the
voter’s vote. And that requirenent for secrecy
neans the transaction is essentially un-auditable.
And, and therefore not verifiable and subject to
hacki ng. Wien banks do financial transactions the
fact is, is they suffer losses all the tine. And

t he nunbers are in the hundreds of billions of
dollars. These are | osses that the banks are
willing to absorb as a price of doing business. And
the main difference here is that when there is a
bank transaction with a |l oss the noney is m ssing.
So there have been many el aborate schenes that have
a, hacked into bank financial transaction systens
but the bottomline is that eventually soneone

di scovers that the noney is m ssing. But when you
steal a vote and flip a vote fromone candidate to
anot her candi date you can’'t prove that the vote is
m ssi ng because the vote was cast secretly. And so
that’s the short summary expl anati on of why you
can’t vote online. There are many expert reports in
this area and no one has successfully shown that
there is a fool proof systemout there. \Wen there

is we should enbrace it but at this point in tine
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it’s just not in the books. New York state | aw has
a provision as part of the election nodernization
and reformact of 2005 that’s very explicit on the
subject. Election Law 7-202 subdivision T provides
that the voting machi ne may not include any device
or functionality capable of externally transmtting
or receiving data via the internet or via radio
waves or via other wireless neans. And that’s a, is
a legal requirenment in New York Law that basically
t he voting nachi nes have to be insulated from any
out si de sources that could hack or conpromn se the
integrity of the process so that we are able to
assure accurate, verifiable, and transparent

el ection processes even though we use a machine. |If
you don’t have an audit trail that is verified by
the voter itself which we have in the formof the
ball ot that the voter puts in the scan it, scanner,
in effect you have what they call black box voting
where you have del egated the function of counting
the ballots to the conputer progranmers who have
progranmmed the voting machine. And | renenber that
two decades ago there was great criticismfor, in
the United States of the Mexican systemfor

counting their ballots. Mexican voters would vote
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on paper ballots. The ball ot boxes would be | ocked
up and shipped to a central counting sight where
only the election officials could control the

bal  ots and count the ballots and then the election
of ficials would announce the results. And that was
not a transparent process and it was not a
verifiable process. And it was subject to great
criticism | mght add that Mexico has since
reformed and now has adopted verifiable voting
procedures and interestingly when they adopted

t hose verifiable voting procedures politica

parties other than the party in power started

W nni ng el ections. So...Alright and ny other quick
points on mlitary voting. Pursuant to federal |aw
the states are required to allow mlitary and
voters residing overseas to download their ballots
or to ask that their ballots be delivered to them
by email. And New York is in full conpliance with
that system and our system has been working very
wel | . Sonme states have gone a step further and have
allowed mlitary and overseas voters to return
those ballots by fax or email. New York has
reviewed and studied this option and we have

rejected it for the sane reasons that, you wll,
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either the voter has to conpletely surrender voter
privacy and basically say this is ny ballot and
then be able to confirmthat the ballot received by
the Board of Elections is the sane as the ball ot
the voter has sent. O there is the very rea
possibility that transm ssions can be intercepted
and ballots can be forged or substituted. As a

nati onwi de issue it nmay not be a, a, a big problem
because the nunber of voters is relatively smal

and nobody is pointed to an el ection that where the
outcone is actually turned on the mlitary ballots.
But New York takes the viewis that we're, we make
it as easy as possible for the voter to receive the
bal I ot but the voter has to downl oad the ball ot,
print it out, fill it out, and then return it to so
that either by mail or sonme other physical means so
that the actual ballot with the voter’s signature
is received by the Board of Elections. An exanple
of where we fully enbraced internet technology is
Gover nor Cuonp’s program which he instituted as one
of the very first things when he took office four
years ago was to allow voters to update their voter
registration status or indeed to fill out a voter

registration transaction through the Departnent of
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Mot or Vehicle's conmputer interface on the internet.
And there are very substantial and robust security
safeguards in that but the bottomline is that
voter registration transactions are public
transactions, they' re not secret sot that they' re
audi table. And so far hundreds of thousands of
persons have avail ed thensel ves of that opportunity
to register to vote online through the DW website.
And it’s been very successful and |’ m unaware of
any significant problens and no problens at al

with respect to fraud in the use of that internet
web procedure. And | thank Governor Cuono for
breaking that log jamand bringing that very
substantial upgrade to the voter registration
process in New York. Final issue reporting results.
W’ ve spent a lot of time this committee in
particul ar has been very proactive in terns of
urging the New York City board to inprove and
upgrade its election night reporting system And in
the last two years the city board has been very
responsive to that and now has in place an el ection
night reporting systemthat is very accurate and is
fairly quick but it’s a significantly nore accurate

than the old system The current process is to
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bring the nenory sticks fromthe voting scanners to
t he police precinct and upl oad them at the police
precinct. Many of us have suggested and, and the
board has been actively working on elimnating that
step of having to go to the police precinct. And
the, the ideal procedure in ny viewis for the
board to have a conputer at each poll site, a

| apt op or sone ot her nethod of taking the nenory
stick fromthe voting machines, inputting the data
into the conputer at the poll site and then having
that conputer upload the results to the board of

el ections without having to go through the delivery
to the police precinct. And that would save a step
and in the long run would be | ess expensive than
the current process. Sone have said well let’s go a
step forward why don’t we just put that device
right on the voting nmachi ne and have the scanner
itself upload those results? And the answer is that
if you could prove to us that the transmt, that
the output would only go in one direction and that
the voting machine itself could not receive any
comruni cation fromthe outside that could trigger a
programthat woul d change the results in the voting

machine 1'd be all for it. But the fact is is that
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there’s no such thing as one way comuni cation with
el ectroni c data because in order to set up the
communi cation there has to be a handshake where the
person receiving the data says okay | got your
information we’ll use this channel and this format
for transm ssion the data, go ahead, do you read
me? And they have to go back and forth to set up

t hat hookup. And it’'s that process of going back
and forth what they call the handshake where the
outside entity could then trigger sonething in the
machi ne that would insert a programor data that,
in, in essence could hack the results that are in
the voting machine itself. And so as far as |I'm
concerned that particular procedure is not
acceptable until you can prove to ne that it’s

i npossible to receive an outside signal that could
trigger a Trojan horse that’s been buried into the
scanner. But | certainly do urge the city board to
nove ahead with their project to take the nmenory
sticks fromthe machine and | oad themonsite into a
| aptop for the transm ssion of the election night
results. So those are a quick summary of the four

issues that | think are relevant to the hearing
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that you ve raised today and | hope that that’s
hel pful .

CHAI RPERSON BREVER: As usual thank you
very nmuch Doug Kellner. | have a coupl e questions
pi cking up on what you nentioned and so did Brian
Kavanagh which is regarding the DW | understand
t hat between the executive order and the fact that
you al ready have a signhature on your |icense that
i ssue of the signature is not a, a problem when you
register to vote because you have it on the license
and we are as a society agreeing that it’s the sane
signature on the registration form But what we
want to do is how do we take that legally to the
next step. In other words for the social service
agenci es etcetera where right now between the city
and the state we have this not nonitored system of
signing up with the paper. So when you go to get
food stanps you want to be able to also sign up to
register to vote. Ri ght now you get a piece of
paper, | know that doesn’t happen, and that paper
goes, if it exists at all, God knows where. So |
guess ny question is what's the |legal step to try

to duplicate DW w th other agencies.
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DOUG KELLNER Well we have to actually
do it. As | say the governor did the DW program by
executive order and through the executive
departnent and he had the National Voter
Regi stration Act, the so-called notor voter |aw
that explicitly authorized notor vehicle
transactions. W have simlar statutes al ready on
the books in New York that apply to nost other
gover nnent agencies where citizens interact. So if
the powers that be are willing to fund the process
and say yeah we're going to do it that can happen.
We al so have in New York, since the year 2000 the
state technol ogy | aw has adopted the uniform
el ectronic signhatures act and basically that lawis
extrenely broad and underused and says t hat
el ectronic signatures are good for all transactions
with the state governnent unless explicitly
prohibited by law. So it switches the presunption
So as | say very few people have used this. One of
the issues that we’ve thrown around at the state
board of elections is can you, do you have the
right to apply for an absentee ballot by an
el ectronic signature. And nmy answer is yes. The

law, there’s no explicit requirenent for an inked
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signature on an absentee ballot. The, the sane is
true that there’s no explicit requirenent for an

i nked signature on a voter registration form So,
so we believe that legally electronic signatures
are already in place and can be used for election
transactions. So it’s just a question of funding
it. Now the governor used about three quarters of a
mllion dollars in state funds that canme fromthe
DW budget in order to put that into place. The
state Board of Elections is a small agency with a
very small|l budget and coul d not possibly absorb
that kind of charge w thout sonebody appropriating
t he funds.

CHAlI RPERSON BREVER: And t he noney then
woul d be for doing the software, hardware
conversion essentially.

DOUG KELLNER: Correct. The |i nk.

CHAlI RPERSON BREVER: (Ckay. The ot her
guestion | have is in terns of the night of, So if
you, |, | totally agree that taking a, | call it a
flash drive nenory stick fromthe scanner to a
| aptop. So | guess one of the questions is we need
in nmy opinion to have a nore, a broader discussion

about how to do that because in sone situations you
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have | ack of wireless or even just |ack of whatever
it is that would prevent that |aptop from working
at that site. You know | know these schools and
there’s a whol e bunch of issues. So is that
sonething that the board is looking at or is it, is
it not a problemthat I..[interpose]

DOUG KELLNER: Wel | ...[interpose]

CHAlI RPERSON BREVEER: ..may not be
sonmebody that you’ ve | ooked at...[interpose,
crosst al k]

DOUG KELLNER: The city board...

[ nterpose]

CHAI RPERSON BREVER: It’s very nmuch in
t he | ease.

DOUG KELLNER: ..is looking at it. The
state board is not working on that, that aspect.
The city board is looking at it. |I’mnot sure just
how far al ong they are but you know one of the,
and, and you're right that the internet hookup for
t hat conmuni cation is one of the issues because...
You know is it going to be done?

CHAI RPERSON BREVER: You have thick

wal I s. You have many different issues.
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DOUG KELLNER Right. One of the, the
things that 1’ve heard fromESNS is that for about
$40 they could develop a plug in device that woul d,
that would take the nenory stick and hook it up to
any nobil e phone and then you could transmt the
results by nobile phone.

CHAI RPERSON BREVER: ©h okay.

DOUG KELLNER: So that’s anot her way of
doing it.

CHAI RPERSON BREVER: Unbel i evabl e.

DOUG KELLNER: But again are you, are we
going to give every site a nobile phone or are we
goi ng rei nburse people for using their own phones?
You know there are logistic issues. So it, it is
somet hing that people at the city board | know have
been thi nking about. And hopefully they’' ||l have
sonme progress report on that soon.

CHAlI RPERSON BREVER: Ckay. Thank you
very nmuch for your always concise testinony over
the years. Council Menber Cabrera nay have a
question but Doug | can’t thank you enough for so
many years of support. This is our |ast hearing on
this topic Governnental QOperations from ny

chairship. And | just want to thank you for always
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being there and I look forward to continuing to
work with you.

DOUG KELLNER: Thank you.

CHAI RPERSON BREVER: Thank you.

CHAI RPERSON CABRERA: Just one qui ck
guestion, brief question. In case, God forbid we
were to have another Sandy or sonething bigger and
the, the hit in New York would be sonething very
simlar to what happened in Jersey because you know
they had it worse than we did. Wuld, wuld the use
of online or online technology will be sonething
that would be, would you am cable to the idea that
if, you know and just in case of energencies
sonething like that could be used or is that out of
the, still out of this fear of consideration?

DOUG KELLNER: I, I, I, | thought it was
a bad idea when Jersey did it. My evaluation of
what happened afterwards is it was close to a
di saster because it, it actually had the effect of,
of disenfranchising literally tens of thousands of
voters who thought they would be able to
comruni cate that way instead of the extra effort of
going to a poll site or getting the absentee ball ot

procedure. | thought the procedure that Governor
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Cuonpb used was nuch better. And, and Governor Cuono
| ooked at it also and, and Governor Cuono’s
procedure of allowing the ballot to be cast at any
poll site on an energency basis had the effect of
enfranchi si ng about, between three and four hundred
t housand additional voters. And | thought that that
was very good and very well thought out. The Jersey
pl an was a di saster because the county boards did
not have any of the resources so that email servers
were not avail able. They couldn’t handl e the vol une
that was comng in. And then there was no way to
verify in the end and, and peopl e pointed out that
New Jersey law required still a verification and,
and t herefore anyone who did not subsequently print
out their ballot and mail it in had their vote,
their vote was not counted and, and that was in the
tens of thousands of people who fell into that
category. To use an electronic transm ssion system
it really needs to be worked out in advance. If you
can, the security needs to be worked out in advance
but you al so need the hardware and the, and the,
and enough resources to do it and, and of course if
you work it out in advance then you al so give

warning to the hackers in advance who can al so
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devel op their nethods to conprom se the systemin

advance.

[l aughter]

CHAI RPERSON CABRERA: Exactly. Thank you
so rnuch.

DOUG KELLNER: Thank you.

CHAI RPERSON CABRERA: That was really
very hel pful.

CHAlI RPERSON BREVER: Thank you very nuch
Doug. Susan Lerner, Kate Doran, and Susan
G eenhal gh.

[ pause]

CHAlI RPERSON BREVER: Yeah cone on if you
al ready signed in go ahead. Wonever would like to
begi n go ahead.

SUSAN LERNER: Ckay so thank you very
much. |’ m Susan Lerner, Executive Director of
Common Cause New York. |I'’mgoing to skip our
i ntroductory information about our organization and
get right to the point. And that is that in recent
years national cyber security experts have sounded
increasingly urgent warnings that the internet is
hi ghly i nsecure, inpossible to safeguard

absolutely, rich with possible avenues of attack,
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and rife with potential attackers. Wth al arm ng
frequency networks with the nost robust security
protocols are being penetrated by attackers.
According to National Intelligence Director Janes
Cl apper[ phonetic] cyber attracts have surpassed
terrorismas the top threat to US nati onal

security. Attackers have successfully penetrated

t he nost hardened and secured networks including
the CI A, FBI, Google, Sony, and the Departnent of
Def ense. And | brought sonething which | copied
fromthe internet which was on CNN yesterday which
is, it was discovered that Chinese hackers hacked
into the Federal Election Conmm ssion website during
the time when the governnment was shut down. Just to
illustrate sonme of the challenges that we face.
It’s naive to presune that a system designed for
voting over the internet can resist attacks nore
successfully than the nation’s nost fortified
networks. Allowi ng ballots to be cast by enail

eFax, or through internet portals at least with the
current security tools is an invitation to partisan
operatives and nation states to tanper with the
integrity of our elections. And it was interesting

to nme Council Menber Cabrera that you pointed to




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

COW TTEE ON GOVERNVENTAL OPERATI ONS & TECHNOLOGY 98
Estoni a which has had a famous tick for tack
hacki ng exchange with the forner soviet union wth
the Russian Federation. So |I’m not sure they're
necessarily the best exanple. The problemis
particularly partitions because it is unlikely that
such attacks will be discovered as both Assenbly
Menmber Kavanagh and Conmmi ssi oner Kavanagh pointed
out, Kellner rather, sorry. Because we vote by
secret ballot it would be difficult if not

i npossible to detect a cyber-attack on an online

el ection. As the federal agency responsible for
setting voting system standards and resear ching
internet voting the National Institute of Standards
and Technol ogy, NI ST determ ne that too many of the
security challenges inherent with internet voting
cannot be resolved or adequately mtigated with the
conputer security tools currently available. N ST
concl uded that secure internet voting is not yet
feasi ble and nore research is needed. Any clai mby
a vendor that it has devel oped a secure internet
voting systemis in direct contradiction to NIST' s
best assessnent after years of research and

anal ysis. Likew se the federal voting assistance

program at the Department of Defense doesn’t
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advocate for online voting for the mlitary because
of the security risks. And basically 1'd like to
just read the conclusion of that, that’s a project
of the Departnment of Defense reached and that is
that electronic delivery of a blank ballot when
conbi ned with the postal return of the voted ball ot
remai ns the nost responsi ble nethod for noving
forward until such a tinme as applicable federa
security guidelines are adopted by the EAC. W
shoul d heed the cautions of our national and
conmputer security experts and recogni ze that
internet voting is just too dangerous in our
denocracy too precarious to risk putting our

el ections online. You know perhaps at sonme tine in
the future as you’ ve suggested these problens will
be solved but right now we really woul d be
tremendously at risk. 1'd also |like to address sone
of the other topics that cane up today that
obviously aren’t in ny witten testinony. W are at
Conmon Cause strong supporters of the various
refornms which both Comm ssioner Kellner and
Assenbly Menmber Kavanagh nentioned. |, | didn't
bring with me, because | didn't realize we would

get into it, a report which Conmon Cause issued
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just two weeks ago on early voting where we
interviewed the el ection adm nistrators of
different counties where we thought that Common
Cause that the counties had sonme anal ogies to
situations we have here in New York with our voting
to see what their experience was with early voti ng.
And to hear directly fromel ection adm nistrators
who run early voting systens, how it works, and
what the challenges are. And |'d be happy to
provi de both of your offices with copies of that
report because we think that’Il, early voting would
address many of the concerns which you' ve raised
and certainly the concerns around super storm Sandy
and emergency situations. The people we spoke to in
Maryl and pointed out that in Maryland there was a
surge in early voting very early in their early
voting cycle which was unusual and the el ection
adm ni strator said that she went out into the early
voting centers and said you know why did you deci de
to vote now as opposed to closer to the election
time. And she said that virtually everybody said to
her |1’ ve been watching the weather reports. There’'s
going to be a hurricane and I want to be sure that

| get to vote, it mght interrupt voting on
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el ection day. So early voting is an excell ent
response. If we had had el ectronic poll books and
if we had had no fault absentee voting we would
have been able to do nmuch nore with people who were
di spl aced with the super storm Sandy. W were
prepared at Conmon Cause to, to hire vans and to
nove people fromthe evacuation shelters to the
Board of El ections headquarters in order to file
absentee ballots. But we were stopped by the fact
that we woul d have had to ask themto lie that they
were outside of New York City on Election Day and
therefore we were unable to do that. If there were
no-fault absentee voting then there would be much
greater flexibility and I think many nore people
woul d take advantage of that. And as to the
guestion of the full automation of voter
registration and tying it into nore databases
Counci| Menber Brewer that has been a topic of

di scussion that the New York State Voter Coalition
has been tal king about for a year or two and it
actually within the last year | had asked one of
our interns to do sone research to determne if we,
out si de of governnent, could identify which

agenci es m ght mai ntai n databases that had digital
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signatures. It was very very difficult for us
out si de of governnment to be able to identify and to
get cooperation fromthe city agencies to tell us
what was actually in their database. | think that
this is sonmething which either the mayor’s office
or one of the committees here at the council could
request this kind of information fromthe soci al
service agencies. To allow us to identify agencies
Iike the, the SNAP program where they’ re already
mai nt ai ni ng a database that has a digital signature
because we have been very concerned about the fact
that the DW hookup which is very effective and
very useful disadvantages New York City residents
where you only have 50 percent of the residents who
have driver’s licenses. And certainly what we have
seen in our registration drives is that the vast
majority of people that we find we help register
are peopl e who have noved and that the best coment
we have found, when people pass by the registration
table, the way to get themto pay attention is we
say to themare you regi stered at your current
address? And a | arge percentage of people stop and
say oh ny goodness you know I’ m not. Gee, thank you

so nmuch. So we end up spending a lot of tinme and
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energy, which is great, hel ping people who have
noved say; oh I’ve nmeant to | haven’t had a chance
you' ve nmade it convenient and I, |’ve done so. But
if they were able to do that with a change of
address at the DW, which I think they can at the
DW, but at other agencies or through the postal
service this would save a trenmendous anmount of tine
and noney and facilitate registration if we're
going to keep this cunbersone voter suppression
style of registration. Because frankly,
historically voter registration has been a
suppression tool and we should be noving towards
some form of universal registration or opt in
automatic registration rather than continuing the
vestiges of a systemthat was designed to prevent

the i nm grant popul ation of New York City from

vot i ng.

CHAlI RPERSON BREVER: Ckay.

SUSEN LERNER: Okay?

[l aught er]

KATE DORAN. Good afternoon. My nane is
Kate Doran. | serve on the board of the League of

Wman Voters of the City of New York and |I’'m

delighted to be here today. Thank you very much for
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hol di ng this hearing, giving us a chance to
comment. W believe that internet voting nay be an
i deal to which we could aspire because of

conveni ence and because of nuch of how we interface
wi th governnent is trending paperless. But we are
not confident that at this tinme there is an
internet system secure enough to nerit extensive
and expensive appropriation of city funds and ot her
resources. What we now have is a voting system

whi ch when well adm nistered is accurate, reliable,
and secure. W believe that the city’ s resources
shoul d be concentrated on inproving the

adm ni stration of our paper ballot optical scan
system whi ch others have noted is relatively newto
voters. So there’'s plenty of chances to, to nake,
hel p voters becone nore confortable with it. Now we
believe that the New York City Board of Elections
shoul d be nore proactive in seeking out

t echnol ogi es that could support the system we
currently use. | sit in on the conm ssioner’s

nmeeti ngs every week and regularly nore frequently
actually I hear themsay that they are mnisteri al
that they adm nister and we believe that they

shoul d be proactive. One exanple | don’t think
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ot hers have tal ked to nuch about this today but one
exanple that we would like to see is we would like
to see the city board investigate printing ballots
on demand. It’s tangentially internet based but
voters are unified in their desire for a clear,
nore legible ballot. Tiny fonts are necessary says
the board because they nust print a single ballot
style in all covered | anguages. Ballots on demand
woul d sol ve the problem Sone have suggested

t hi nk i ncludi ng Comm ssioner Kellner that the board
print a two | anguage ball ot but the board contends
that a two | anguage ballot would be difficult for
poll workers to nmanage. Wth ballots on demand pol
wor kers woul d need to, only to know each voter’s

| anguage preference. Printing ballots on denand
woul d al so nean that necessary changes to ballots
owng to | awsuits and people, could happen, that

t hose changes coul d happen nuch closer to the day
of an election event. So we urge the council to be
proactive here and to ask the board to give you a
report conparing the costs and the relative

advant ages of printing ballots in advance which
they currently do. The printing, the trucking, the

what ever versus purchasing the technol ogy which we
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know is out there. DSNS, DS 2, 200 nmachine is we
under st and capabl e of handling rank choice or
instant runoff voting. Here is another exanple of a
pl ace where we believe the city Board of Elections
shoul d be taking the initiative and we hope that
the council will nudge themalong. I’"mgoing to
quote now from our esteened Doug Kell ner. He
recently made a presentation to the New York City
board in which he said; The New York City Board of
El ecti ons can adm nister rank choice voting. W use
t he ESNS DS200 optical scanners to count ballots
and cast themat poll sites. The DS 200 machi nes
use the unity 5.0.0.2 software, both the hardware
and the software are capable of formatting and
recording ballots that use rank choice voting. The
New York City Board of Elections would only need to
devel op a programto apply the statutory al gorithm
to determne the final results not a particularly
difficult or expensive process. So we urge you in
the council to encourage the city Board of

El ections to devel op such a program to work with
the state, and to offer, and to offer whatever

assi stance that is available and that you have the

authority to, to do. W are not ready to support
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internet voting. We do however strongly support
online voter registration for all the reasons that
you' ve heard today. Paperless registration is nore
accurate, nore secure, and cheaper and we're

pl eased about what the DW has done. W al so

| earned recently that the New York state of Health
Mar ket Exchange is allowing voters to register on
their website. Now | don’'t know if they capture a
signature but they certainly will capture people
who are disenfranchised by the DW as, as Susan
Lerner mentioned because everybody’s supposed to
get health insurance. And they have sensitive
information | don’t know if they ask for a wet
signature. W suggest noreover that you ask the New
York City Board of Elections to report to you about
its goals and strategies for achieving greater
nunbers of online registrations. Now our, our New
York State League supports early voting. We in the
city are on the fence a little bit. And we
understand that before the New York City Board of
El ections early voting would inpose significant
addi ti onal burdens in jurisdictions where election
adm ni stration is already quite conplex and

chal | engi ng. W believe however that for early
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voting to succeed we nust have el ectronic pol

books. And you, | know you’ ve heard a | ot about

that today. Ideally electronic poll books provide
real time information as to when and where a voter
has cast a ballot. But |eaving aside early voting

el ectroni c poll books could be the next evol ution
in poll site registration |ists. Since the board
started to photocopy voter signatures. | asked sone
of the ol der nenbers of our |eague anong there are
quite a few and none of them could even renenber
those cards. | think the board actually used to
bring an actual card to the poll site and conpare
the signature. Now the signatures are photocopi ed
into those registration books. Now sonme of you know
that | serve as a poll site coordinator so I'm [|I’'m
very famliar with these books. And in nmy witten
testinony | said that they frequently print
incorrect signature. | think that’'s a coarse
description. | really, what | neant was, people
come in, wonen who've been married and they’' re not
happy that their signature reflects a previous
identity and perhaps el ectronic poll books could
update that information nore quickly. Sometines

nore often than we ever like to see there is no




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

COW TTEE ON GOVERNMENTAL OPERATI ONS & TECHNOLOGY 109
signature at all. Nowthat’s entirely the fault

our fault. 1’1l call nyself a Board of Elections
wor ker for that day and that’s our fault and those
voters are very upset because we have to insist
that they vote by affidavit ballot or they could go
and get a court order. W have no way of, of
know ng who they are w thout conparing a signature.
And if it’s not there and that, all of these things
create longer lines too. Every tinme we have to
interact with a voter whose signature is a problem
we have to have a conversation about it, we have to
cal mthem down and that creates |ong, nuch | onger
lines on election day. Now redesigning poll worker
trai ning and changing the depl oynent of poll site
staf f must acconpany technol ogi cal changes to

el ection adm nistration. And |I’m sure you saw
Conmi ssi oner Kellner’s excellent discussion of

that. We have testified, this League has, several
times in the past about on the topic of training
and we’ve put forth a nodel that woul d produce
better outcones and could be internet based in so
far as the printing manual could be online and it’s
a very public docunment. Poll workers would identify

t hensel ves. People would, voters would identify
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t hensel ves as people who want to be...[crosstalk,
i nt er pose]

CHAI RPERSON BREVWER: So it’'s not online
now to the best of your know edge?

KATE DORAN: It may be.

CHAI RPERSON BREVER: Ckay.

KATE DORAN: |t may...

CHAI RPERSON BRWER: It is. It’s online
NOW.

KATE DORAN: It is. It is but it’s no,
no, no prospective poll worker is encouraged to
take it, look at it, and then prepare thenselves to
see if they want to be a poll worker. Enmi
comruni cation can play a very inportant role as a
| ess expensive way to deliver inportant and | ast
m nute notice to voters. So we congratul ate the
state and city Boards of Election for agreeing and
deciding to include a field for voter’s enmi
address on the paper registration form And we hope
that the board will use this information
efficiently but we certainly don’t think that they
should stop there. Wth political will and
dedi cation New York City can be a | eader in a node

in technol ogi cal advances in an el ection
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adm ni stration while still keeping our paper based
system So we thank you very very nmuch and to neet
the technol ogy conmttee before and since Gale
chaired it and we especially thank Chair Brewer who
with her unique skillset and persistence has nmade a
real difference. | can personally say that the
Board of Elections is a changed and better place
ow ng to her oversight and attention. Thank you
very much. Good, good |uck to you

CHAI RPERSON BREVER: Thank you very
much. | appreciate that. | think it’s your
attention to the details as a policy wonk and an
actual poll worker. You re kind of unique.

Congratul ations really.

KATE DORAN: Thank you

CHAI RPERSON BREVWER: Go ahead.

SUSAN GREENHALGH: Thank you. 1°d Iike
to thank the conmttees and chairs Brewer and
Cabrera for the opportunity to testify today. My
nane i s Susan Greenhalgh and I'mfromthe Verified
Voting Foundation. Verified voting is a national
not-for-profit advocacy organi zation commtted to
saf equardi ng denocracy in the digital age. W are

fortunate enough to have on our Board of Directors
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and our Board of, Board of Advisors some of the
nost esteened and prestigi ous conputer scientists
and security experts. And we receive gui dance on
voting technol ogy issues fromthese people which
we're very happy to, to be able to resource. CQur
boards include Doctors, Doctor David Jefferson,
Doctor Barbara Sinons, and Doctor Aubrey Reuben.

Al'l three of these scientists were asked by the
Departnent of Defense to review an internet voting
systemfor the DOD in 2004 which is referenced in
the report. The, these scientists wote a report
war ni ng that the systemwas insecure. It led to the
cancel ation of the project by then Deputy Secretary
of Defense Paul Wl fowitz and citing the concern
that this was, was a national security issue and
that the legitimcy of the votes could not be
guaranteed. And in their report these scientists
basically said that the problemwas not the system
that was being considered but it was the nature of
the internet itself. That the internet, the way it,
the architecture of the internet has devel oped over
the years as it’s grown up it has so many different
vectors of attack or opportunities for

vul nerabilities that it is, it becones al npst
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i mpossible to truly safeguard any type of internet
voting systemw th the security tools that we have
avai |l abl e today. Since 2004 they say at the end of
this there is really no good way to build a voting
system wi t hout a radi cal change in overal
architecture of the internet and the PC or sone

unf oreseen security breakthrough. And since then we
haven’t had that unforeseen security breakthrough
or radical change in the architecture of the
internet. Instead we’ve had an increase in attacks,
an increase in organi zed cybercrinme the organized
groups in, in, many in Eastern Europe that are for
hire to attack systens. And state sponsored cyber-
attacks as well nmeking the internet a nuch nore
dangerous place while at the sanme tine we haven’t
been able to catch up with the security tools. The
National Intelligence Director Mke MConnel
recently said the USis losing the cyber war. So
going to Chair Cabrera’s comments earlier about
banki ng online and shopping online |I believe
Conmm ssi oner Kell ner and, and Assenbly Menber
Kavanagh al so addressed that issue regarding the
inability to verify the voter’s choice because we

don’t, we vote by secret ballot and there’s no
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mechanismto verify it on the other end w thout
conprom sing voter secrecy. But there’s another
point of that that 1'd like to, to bring up in that
banking online is not truly safe and billions are

| ost every year and billions with a B in online
banking fraud. If | just googled before |I got up
here cyber bank fraud and nunerous stories conme up.
Three nore maj or banks reported possible cyber-
attacks, Barkly Bank Theft Ei ght Arrested for

Al | eged Hacki ng. JP Morgan Warns 465,000 Card Users
on Data Loss after Cyber Attack. This is constant.
It’s happening all the tine. On banks are able to
just factor that cost into the cost of doing

busi ness. They take out insurance, they wite it

of f and they pay, charge you nore on your fees to
pay for the cost. W can’t do that with the voting.
We can’t calculate a certain anount of votes that
we're going to | ose to tanpering or fraud or

del etion and just accept it. W can’'t, we can’t
really tolerate any |level of fraud. So we can’t use
that nodel as a way of, of saying that we should be
able to, to bank, to vote online. I also want to
address the, the argunent we hear a lot in that 30

plus states are allow ng people to vote over the
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internet or to transmt their voted ballots over
the internet and they’ re not having any problens or
t hey haven’'t been hacked and they haven't been
conprom sed and, or, Estonia hasn’'t been hacked and
hasn’t been conprom sed. And the problemis we
don’t really know because we can’t ever go back and
ask each person did they vote this way and that
their ballot was not conpronm sed. These states, or
many of these states put these bills in place way
before the, the cyber threat grew up as | expl ai ned
earlier that it, it’s just continued to increase.
And now we’'re real ly understandi ng the depth and
breadth of this problemand it’s not a place for
our elections to be at this point until we can have
those security tools that will make it, it, it

safe. And there are, it’s the conputer security
experts that are working on it. They' re estimating
between ten and 20 years we nmay have a secure
system But we’'re not there yet. There are vendors
that are out there that our selling their systens
because they want to nake noney and they' re telling
us that their systens are absolutely or

i npenetrably secure. And there’s no way of, of, of

knowi ng that. The only systemthat actually was
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subject to a white hat attack was also in, in your
report was the Washi ng DC system and hackers were
able to get inside within 36 hours. The ot her
systens that are on the narket now have not been
subject to that type of publically reviewable
security test or penetration test or what we call a
white hat attack or red test, penetration test to
find out what the vulnerabilities are and what
their securities are, security level is. So we
don’t really know. All we have is the vendor’s
assurance that they' re secure but there’s nobody

el se verifying that or, or sone other way. There’'s
no federal certification process or security
testing on these systens because as peopl e have,
have nmentioned earlier the National Institute of

St andards and Technol ogy has said we can’'t do it
securely yet. So they haven’'t set up a, a testing
or, or a standard system because they don’t say we,
they say we can’t do it yet. And just to, to speak
about Estonia briefly. The common, the cards that
you' d spoke about, the smart, smart cards; we're
not expecting the US would permt those type of
identity cards here yet. They may help with voter

aut hentication but they’ re not going to actually
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allow the vote to be verified in a neaningful way.
But separately two of our board nenbers did travel
to Estonia at the invitation of one of the parties
that was involved in the election. Then they
reviewed the systemand did find vulnerabilities in
the security and, and possible avenues of, of
attack. They were not able to determ ne whether the
system had been conprom sed or not. They could find
the holes but they couldn’t say whet her anyone went
in or went out because any skilled hacker is going
to erase all their tracks which is another problem
with discovering if sonething has been hacked. It’s
been estimated that nost hacks are not discovered
for at least nine to 14 nonths after the attack
happens and that’s if it’s discovered at all. The
Chanber of Commerce was attacked and the Chinese
were exfiltrating data for it, fromit for over 13
nont hs before they discovered it just to give you
an exanple. So for that reason also the idea of
transmitting el ection results over the internet is,
is not advisable in our opinion or the, the opinion
of our security experts and with that 1", 111
close and | deviated fromny witten testinony

gquite a bit so...
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[l aught er]

CHAlI RPERSON BREVER: That was fabul ous.
Thank you very very nuch. Yes, why don’t you just
pull up a chair there. W have your testinony from
before. You gave it out.

[ pause]

KATHERI NE SCOBOCK: Good afternoon. My
name i s Kat herine Scobock[ phonetic] and |’ m
testifying on behalf of Theresa Hummel who was
unable to be here today. And I will be reading
excerpts fromher three page testinony. And | want
to thank Gal e Brewer and Fernando Cabrera and
menbers of the conmttee council. And Theresa
especially wanted nme to congratul ate you Gal e
Brewer on winning the election and I do as well.
Thank you for allowing nme to present testinony at
this inmportant hearing. The New York City Counci
has provi ded | eadership in the past to ensure that
citizens could participate in and observe our
el ection procedures and could participate in the
sel ection of the voting equi pnent we now use.
Resol uti on 228-A of 2006 urged the New York City
Board of Elections to conduct public testing of al

voting equi prent before purchase. Introduced by
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Robert Jackson it passed unani nously on August 16'"
of 2006. Resol ution 130-A of 2007 urged the New
York City Board of Elections to sel ect paper
bal |l ots and optical scanners as our city’ s new
voting technol ogy rather than un-auditable

t ouchscreen voting machi nes. Introduced by Charles
Barron it passed unani mously on March 14'" of 2007.

| urge you now to reject the idea of internet
voting because it is vulnerable to undetectable
fraud as you' ve just so beautifully heard and
because it prevent oversight of election procedures
by election adm nistrators as well as citizens. |
urge you now to reject the idea that Denobcracy is
strengt hened by conveni ence rather than by citizen
participation in oversight of our governnment and
find ways to strengthen civic education in our city
to increase both citizen participation and
oversight in voter turnout, representative
government, and the roll of we the people. In a
representative denocracy the governnent needs to do
its work in public and the people need to show up
and observe and gi ve gui dance. Governnent behind

cl osed doors is easily corrupted. Qur governnent

needs to not only be honest but to do its work in
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public so that people can fulfill their work of
oversight. No conputer connected to the internet is
secure. And | repeat as we’'ve heard this afternoon
no conputer connected to the internet is secure.
The FBI conputer crime survey of 2005 reported that
87 percent of organizations were aware that they
had security incidents in one year with 20 percent
havi ng 20 or nore incidents. 64 percent of

organi zati ons | ost noney showi ng that the incidents
were serious not trivial. 44 percent had incidents
perpetrated by their own insiders. So this FB
survey showed that our nost know edgeabl e
corporations can’'t achi eve secure conputers.
Conmputers are inappropriate for use in elections
because they introduce unnanageabl e ri sks and
vulnerabilities. It is an oversight of vote
handl i ng and el ection procedures is inpossible with
internet voting. Qur election adm nistrators cannot
run secure elections with conputers w thout a voter
mar ked paper ballot and proper audits after each

el ection. The New York City council can take action
to revitalize our denocracy. | urge the New York
City council to take action in the foll ow ng areas

to inprove participation of our people in all forns
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of invol vement with our governnent and in our
el ections. A require all our schools to teach age
appropriate civics starting in kindergarten so that
our peopl e understand our governnental
infrastructure and the citizen’ s roll in oversight.
B, require all our schools to teach the skills for
lifelong sustained involvenent so that individuals
are know edgeabl e and feel confortable about
staying informed, getting involved, show ng up, and
speaking in the offices and hearing roons of our
government. C, require our media to provide
inpartial, unbiased, and full reporting of the news
relating to our governnmental policies and actions.
So in conclusion | strongly recomrend the rejection
of conputer voting. Thank you.

CHAI RPERSON CABRERA: Thank you [ adi es,
very informative. Ms. Geenhalgh I, | really
enj oyed your testinony. You nentioned that you had
the scientists, the researchers, | don't know the,
| don’t renmenber specific which of the two terns in
2004. Have you reengaged them since then to get an
update of their perspective? |’mvery curious.

SUSAN GREENHALGH: Yes, those, those

scientists are, are, are on, on our, on our boards




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

COW TTEE ON GOVERNVENTAL OPERATI ONS & TECHNOLOGY 122
so we, you know we work with themregularly. They
are constantly review ng what’s bei ng published
about these systens. Sonme of our nenbers of our
board have been able to have the privilege to | ook
at sone of these systens in Estonia. There is a
systemin the US that, that one of the board
menbers was able to ook at. He had to sign a
nondi scl osure agreenent so that he couldn’t really
publ i sh anyt hi ng about what he seen. Yes, but
they’'re, they' re regularly involved in this issue
up until today.

CHAI RPERSON CABRERA: Why, why did they
say, why did they recomrend that, or why did they
forecast that it would be 10 years? |Is it because...
and | like the, the little phrase here of the
overall architecture of the internet. Is, is it
because of the architecture of the internet? D d
they foresee that ten years fromnowit will be a
maj or overhaul or because we're going to do better
what we have right now?

SUSAN GREENHALGH: Wl | that’s an, an
i nteresting question because there is a project
bei ng worked out right now at the, DARPA which is,

[’msorry | don’t know the accurate, DARPA' s part
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of the Departnment of Defense. It’s being | ed by
Doct or Peter Kooi man who is al so on our board which
is to develop a newinternet. If you google it he,
he, there was a big story in the New York Tines

Sci ence section oh probably less than a, in, in the
past year that he's leading this, this project to
develop a new internet that’s secure because it,
the internet grew up so quickly it was, it grew up
wi thout the idea of security in it and that’ s why
it, it has inherently and fundanentally so

insecure. So that, that is one possible avenue. How
fast that’'ll develop well we don’t know but | ook
how fast the internet devel oped this way.

CHAI RPERSON CABRERA: Ri ght .

SUSAN GREENHALGH: But separately
there's, there are people working on end to end
verifiable, verifiably encrypted systens where the
voter woul d have an opportunity to have their vote
encrypted and then find out on the other end that
it was voted, that it was received correctly and
then tabul ated separately. And these systens there
are, there are people researching them and worKking
on them But the ones that are working on that are

estimating 10 to 20 years.
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CHAI RPERSON CABRERA: Wow that’s cutting
edge information and I, | will really appreciate it
if you could keep ne inforned as it gets devel oped
or if it gets devel oped.

SUSAN GREENHALGH: Yeah sure.

CHAI RPERSON CABRERA: |f, if they end up
at their end gane because really that’s the kind of
information that | was | ooking for at this hearing.
l|’mstill hopeful and if it takes 10 years it’s 10
years and | think it’s inportant to have this |evel
of discussion. |, | think about ny co-chair’s open
data bill that, howlong it took you to get, five
years and five years ago | know there were the
doubters who didn't think it could be done, howis
it going to be done and nowit’'s areality and it’s
monunental . | nmean it’s historical in the
technology field to have such a bill go through. So
I’m |I'’mlooking forward for you know the experts
in, in organizations |like yours to keep ne updated
such as common cause you know all of you really.
Because that, that’s is of our nobst inportance |
think to, to work with what we have right now |
t hi nk your suggestions and, and those who were nade

by the state were brilliant and we need to work in
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t hose because the voter turnout is, it’'s, when
see what other countries are doing in, in terns...
Wien | see the amount of people that go vote and
when | see what we have here and we’re supposed to
be the basket of denocracy, you know t he epicenter
of denocracy. It just, it’s, it’s dishearten that
it’s such a small group of the popul ati on of New
York City get to it like their elected officials.
And that m ght work for encunbrance to be honest
with you. But I, you know |’ mreally about seeing
that they' re truly the base, you know nmajority of
peopl e get to choose.

SUSAN GREENHALGH: And, and, and your
i npetuous is one that we whol eheartedly support but
| have to share with you our experience worKking
with our nmenbers with an app that we develop to do
what’ s call ed crowdsourcing conditions at the
polls. W thought that it would help us in
noni tori ng what was going on and assisting the city
board. If we had sonme way in which people could use
their smartphones to tell us if there were problens
at the polls or to report that everything was okay.
And what we found to our surprise is that a snmaller

percentage of voters actually have smart phones and
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know how to use their full capabilities than we
expect ed.

CHAI RPERSON BREWER: Because they’'re al
ol d.

SUSAN GREENHALGH: Yeah wel | that’s...So,
which tells us that technol ogy may not be the
sol ution here but sonme of the basic, we have to go
back to sone of the basics in terns of, and, and |
agree with Theresa, civics and nore encour agenent
from governnent. The nodalities of comunication
which the city has have not been fully exploited to
| et people know when the el ections are especially
if the craziness if we have three different
primaries again. That’d be madness. O two
primaries next year. So |, it’s very enticing to
| ook at technology as the solution and | think
there are things that technol ogy can do but | think
that our problemin terns of voter engagenent is
nore basic than just a technol ogical fix
unfortunately.

[l aught er]

SUSAN GREENHALGH: And we’re | ooking
forward to comng up with nore creative sol utions

and to...And one thing that | think the city has not
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done is fully engage the extraordinary brain trust
that is the, the tech neet up and the sort of
energy and pro-bono w llingness that the technol ogy
comrunity here has to help is sonething that I
think the city could very profitably explore.

CHAI RPERSON CABRERA: |’ m just thinking
about the next generation young people.

SUSAN GREENHALGH: Yeah.

CHAI RPERSON CABRERA: | have ny four or
five year old grandchildren already playing with...
[i nterpose]

SUSAN GREENHALGH: On the i Phone.

CHAI RPERSON CABRERA: Yeah with the
i Phones...[i nterpose]

[l aught er]

CHAI RPERSON CABRERA: .with the iPads
and | think they're the, going to be the generation
that it’s going to be nore appealing to go ahead
and vote and it just nmakes it a |ot easier. But |
hear what you’re saying.

CHAlI RPERSON BREVER: Thank you very
much. Susan | have a question just to keep updated
with this original signature.

SUSAN GREENHALGH: Mm hmm
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CHAI RPERSON BREVER: Doug Kel | ner had
some suggestions but | think we need to | ook at
that really carefully and figure out which
agenci es...[i nterpose]

SUSAN GREENHALGH: Yes.

CHAI RPERSON BREVER: ..can in fact use it
etcetera and can it be done on the city |level or
only on the state level. The notor voters kind of
di vided. You know there are sone...[interpose]

SUSAN GREENHALCH: Wl |l the city...

[i nterpose]

CHAlI RPERSON BREVER: ..nptor voter city
agenci es...[i nterpose]

SUSAN GREENHALGH: Ri ght .

CHAI RPERSON BREVER: ..and then obvi ously
there are the state agencies...[interpose]

SUSAN GREENHALGH: But there is a state,
there is a city...[Interpose]

CHAI RPERSON BREVER: No, no | know.

SUSAN GREENHALGH: Yeah.

CHAI RPERSON BREVER: |’ m aware of all of
that...[int erpose]

SUSAN GREENHALGH: | know you are.
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CHAI RPERSON BREVEER: ..havi ng
unfortunately been through it all...[interpose]

SUSAN GREENHALGH: Yeah.

CHAI RPERSON BREVER: ..about to go
through it again today. But |I’mjust saying we need
to figure out what we can do legally with each. And
we’' re bot h.

SUSAN GREENHALGH: Ri ght .

CHAI RPERSON BREVER: And | just think
that sonething it’s the Devil’s in the details.

SUSAN GREENHALGH: Yeah | agree but 1, |
think the, we’'re mssing the basic information. As
| said we tried, we tried to put it together and
fromoutside or without hel p perhaps...[interpose]

CHAI RPERSON BREWER: W can do it.

SUSAN GREENHALGH: .fromthis comittee
or others. W couldn't get the agencies to give us
the information.

CHAI RPERSON BREVER: W& will, we will
figure that out. And the other, and the other
question | had is how, do any of you think that
the, how soon can we work on this poll site
transition so that we can nove the scanners to get

the information nore quickly and also just a pol
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book being el ectronic? Wiat, what do you think in
terns of tine? Either so can’t cause you got the
on. You know the, the, the actual experience being
on the ground etcetera.

SUSAN GREENHALGH: One of the things
that we founded in our early voting report is that
several of the counties said that they found the
el ectronic poll books to be one of the npst
i nportant technol ogy inprovenents which they had.
And that they found that was key, even nore than
bal | ot on denand. But the two together they found
were nost effectively, that they tal ked very
practically about needing |ead tine and needing the
ability to set up the systens well. Even with the
el ectronic systens it’s not instantaneous.

KATE DORAN: Ri ght. Anecdotally I
suspect that if we had a nore technol ogically 21°
century poll site we nay be able to encourage
younger people to want to be poll workers and that
woul d be, that’s sonething we absolutely need. |
mean it, | really, I"'mreally very interested in
hearing the board do sone, seeing the board do sone
research on the printing ballots on denand.

CHAI RPERSON BREVER: Ckay.
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KATE DORAN: And | coul d hope that you
coul d...[i nterpose]

CHAlI RPERSON BREVER: Yeah 1, | think
this hearing | want to thank my col | eague because
this hearing has turned into a really good
di scussi on about all the opportunities. And so it’s
really helpful on the national perspective,
international and | ocal and figuring out what our
can dos and what need to get done. So it’s very
exciting to hear these possibilities.

| just wanted to briefly add that
before or until we do get online registration books
as one who has been involved in the voting process,
you nentioned Gale waiting in line at the various
pl aces identifying your ED, then getting your
regi stration book signed, if at each EDAD in the
tabl e when people line up to sign the book if there
is a problemlet the problem person nove to a
speci al person at that table to...[interpose]

CHAI RPERSON BREVER: Ckay.

..handl e problens so that the rest of
the line can...[interpose]

CHAI RPERSON BREWER: That's t he weeds.
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That’s, yes that’s a very sinple thing
t hat coul d be done.
CHAI RPERSON BREVWER: Ckay |, | don't
know if | can do that.
[l aught er]
Ckay.
CHAI RPERSON BREVER: |'m j ust sayi ng.
That would be in the training process.
CHAI RPERSON BREVER: [mic static] weeds.
That’s totally in the weeds because
with the...[interpose]
CHAI RPERSON BREVER: The weeds.
..bal l ots have stub nunbers on them..
[ nterpose]
CHAI RPERSON BREVER: Pl ease | ...
[i nterpose]
..and what are we going to do? | nean I ...
[ nterpose]
CHAI RPERSON BREVWER: One day | took over
a poll siteillegally and just started doing it you
know during the Gbhama. | used a four letter word, |
screaned it out and there were 800 people in |ine

and | just, nowl, you know | did it four hours.
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| had a volunteer who did that this
past el ection.
CHAI RPERSON BREVER: Yeah it’s pretty,
[ crosstal k] good one.
But on, I, | also wuld like to say
Madam Chair that it has been quite our delight and
pl easure to testify and to work with you and your
office. And | know whoever replaces you wl|l

certainly be very capable but we’'re going to m ss

you...

CHAI RPERSON BREVER: Thank you very
much.

..as the chair of this conmttee.

CHAI RPERSON BREVER: Wl |l | do want to
t hank everybody. | certainly want to thank Dave

Seitzer, Tim Madisol[phonetic], WII Col egrove from
our office, Rob Newran ny col |l eague, and everybody
who' s been part of this comrittee. W done?

CHAI RPERSON CABRERA: What | want to say
t hank you.

[l aught er]

CHAI RPERSON CABRERA: Truly you know
fromthe technol ogy conmttee on behalf of, of al

the, ny coll eagues we want to thank you. You got
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this conmttee started, you were the chair, and you
stayed on. And truly you’ ve been a nmentor to Dan,
nysel f and, and, and those in the conmttee. |
truly wish you the best as the borough president of
Manhattan and | believe with your know edge and
wi sdom and work ethic | don’t know any counci
menber that works harder than you. This is
lifestyle for you. This is nore than a lifestyle,
this is an obsession for you. [laughter] And |I want
to thank you. Thank you for all the hard work and
the last stated neeting there’'ll be nore words to
be said.

CHAI RPERSON BREVER: Thank you very nuch
and congratul ati ons everybody...[interpose]

[ appl ause]

CHAI RPERSON BREVER: ..and it’s all great
staff. Thank you very nuch. This is concl uded.

[ appl ause]

[ gavel ]
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