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1.  Introduction
On Wednesday, December 18, 2013, the Committee on Technology, chaired by Council Member Fernando Cabrera, and the Committee on Government Operations, chaired by Council Member Gale Brewer, will hold a joint oversight hearing concerning the promises and perils of internet voting.  
2. Background
Internet voting is a type of electronic voting which allows a voter to cast his or her ballot via the internet.  Internet voting allows a person to vote from any computer with internet access in any location.  The votes are then stored on a central server which tallies the votes.  Internet voting can take place from such varied places as a home computer, a voting kiosk, an internet cafe, or even a smartphone.  
3. Internet Voting in the United States
The first use of internet voting in U.S. elections was in 2000 via a pilot program for absentee voters.  The federal Voting Over the Internet (VOI) program contained a very small number of volunteers
 – 84 people in 21 states and 11 countries – who chose to use the program to cast their federal, state and local votes for the November 2000 elections.
  As a failsafe measure, the Federal Voting Assistance Program (FVAP) allowed the VOI participants to submit paper absentee ballots as a backup in the event of a problem.

The primary concerns of FVAP were preserving the integrity of the electoral process and preventing election fraud.
  These concerns were addressed through a digital certification program overseen by the Department of Defense (DOD) to authenticate voter identity.  Each voter received a CD-ROM containing a browser plug-in that they could install on their home computers.
  The plug-in encrypted the votes and transmitted them directly to FVAP servers.
 Once the voter transmitted a ballot through the plug-in, the DOD would deactivate the voter’s certification to prevent a duplicate vote.

The VOI program was generally heralded as a success, and FVAP concluded that “within a small-scale, tightly controlled demonstration, the risks introduced by the technology can be sufficiently mitigated to maintain the integrity of the process for remote registration and voting.”

After the early success of VOI, the DOD began designing the Secure Electronic Registration and Voting Experiment (SERVE) program to meet congressional demands for internet voting.
  The DOD estimated that 100,000 citizens would participate in SERVE to cast their ballot for the primary and general elections in 2004.  If successful, DOD anticipated that internet voting would be offered as an alternative to the traditional absentee ballot for all U.S. voters.
    

Unfortunately, the DOD faced substantial security issues during its design of SERVE, and it cancelled the program in early 2004, citing the program’s vulnerability to hacker attacks compromising voter anonymity and/or manipulating ballots.
 
4. Internet Voting in Overseas Elections
Internet voting has faced similar fits and starts overseas.  The Netherlands adopted internet voting procedures in 2004 but later decided to discontinue them.
  The rationale was that the internet voting system was not secure enough to protect voter anonymity, which made it vulnerable to election fraud.
  Similarly, Finland
 and the United Kingdom
 both attempted internet voting pilot programs and determined that the risks outweighed the benefits of traditional a traditional ballot system.

On the other hand, other countries have adopted nationwide internet voting regimes that are applicable to all members of the electorate.  Estonia has touted the benefits of its nationwide internet voting regime since 2005,
 and the United Arab Emirates adopted internet voting as part of its federal elections beginning in 2011.
  In both of these cases, voters have advanced biometric smart e-ID cards that verify voter identities in order to preserve the integrity of the elections and reduce voter fraud.
   

In the case of Estonia, the Digital Signature Act (DSA) of 2000 opened the country to using “approved digital signatures” as an authentication method for internet transactions.  The DSA governs all digital transactions in Estonia – including purchases, banking, and voting.  The manner in which authentication occurs is via the aforementioned biometric smart e-ID cards, which individuals swipe at inexpensive smart-card readers for each transaction or vote.
  These smart-card readers are ubiquitous throughout Estonia, and generate layers of secured authentication when coupled with a secret PIN number.
  The national government in Estonia has embraced user-directed internet security for all transactions under the DSA, and the smart-chip ID cards make it possible to reduce the potential for fraud in all internet transactions. 

There have also been scattered successes internationally in offering internet voting to specific groups or particular regions or municipalities. Canada,
 Mexico,
 Australia,
 France
 and Switzerland
 all have some form of regional or absentee internet voting regimes in place.  

However, these regional systems are not without their flaws.  For example, the elections agency in British Columbia concluded in October 2013 that while local elections may support internet voting, further work needs to be done towards “eliminating security risks” before internet voting can be done on the provincial level.
  
5. Potential for NYC Municipal Elections
While these international examples provide some background and a glimpse into the reception of internet voting methods overseas, the current difficulties of implementing internet voting in New York City may be difficult to overcome.

There are two primary hurdles to internet voting in New York City.  First, New York City’s municipal elections nearly always coincide with statewide elections, and voters in New York City cast their ballots for both local and state elections at the same time.  To establish online voting for the municipal elections would still require voters to go to the polls in order to cast their ballots for state elections.  Thus, as a practical matter, this would amount to forcing the internet voters to vote twice – once online, and once in person – thereby defeating the purpose of “convenient” online voting unless the State Board of Elections allowed internet voting for statewide offices.  

At present, there is significant opposition to internet voting from the State Board of Elections.  The Board Co-chair has expressed concern about “inviting serious potential for fraud on a scale that’s never been experienced in election administration before.”
  Given this stance, it appears unlikely that statewide support and adoption of internet voting is forthcoming in the near future.  
Second, these same security issues have curtailed support for internet voting, despite attempts at resurrecting a program since the DOD’s SERVE was halted.  In one such example, the City of Washington, D.C. developed an internet voting pilot program for its general election in an attempt to switch to internet voting in 2010.  The ballot server was subjected to attacks from so-called “white hat” hackers who exposed the security flaws inherent in the program.
  The hacker team – led by a computer scientist at the University of Michigan – was able to “successfully change every vote and reveal almost every secret ballot.”
  The election officials were unaware of the hacking until two days after the team left a “prominent clue” for them to discover – The University of Michigan fight song playing on the “thank you” page.
  The ease with which these hackers demonstrated how to compromise the voting system has raised serious doubts about any future potential implementation of internet voting in the United States.  One law professor has even suggested that these security risks may cause internet voting of any kind to run afoul of the Fourteenth Amendment, due to the uncertainty and potential for fraud in internet voting regimes.

Without support at the state or federal level, it appears that it would be very difficult for New York City to roll out an internet voting regime that is secure against voter fraud, and which protects the integrity of the election process.  While smart ID cards like those used in Estonia may be one possible solution, the relatively small population of Estonia (roughly 1.3 million) simplifies the process when compared to the population of New York State (roughly 19.5 million). For New York City, such smart ID programs would – at the very least – require the adoption of statewide smart ID cards which would involve significant investment into a new state ID program. 

6. Conclusion

The Committees look forward to hearing more about the positives and negatives of internet voting, particularly how to overcome redundancies in the voting process during elections shared with the state and how protect voters from security risks that could threaten the integrity of the election process.
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