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COMW TTEE ON EDUCATI ON 4

FEMALE VO CE: We're askin' everyone to
pl ease turn off the cell phone; no conversations
durin' the hearing; if you have any conversati on,
take it in the hallway. Thank you.

CHAI RPERSON JACKSON:  Good norni ng and
wel come to today's Education Commttee hearing to
consi der proposed Resol uti on Nunber 1768-A co-
sponsored by Gale Brewer, nyself and Brad Lander.
Proposed Resol ution 1768-A calls on the New York
State Legislature to pass and the Governor to sign
bills A 6059-A and S.5932, |egislation that woul d
protect student privacy by prohibiting the rel ease of
personal |y identifiable student information w thout
consent .

| just wanna take a...nmake a few opening
remarks and then 1'Il turn to nmy coll eagues that are
co-sponsors. But let ne introduce ny coll eagues that
are present this norning. Al the way over to ny

left is Margaret Chin of Manhattan and ny col | eague

Jessi ca Lappin of Manhattan; we will be joined by
ot her coll eagues; | apologize for bein' late this
norning; | was over at Gty Hall, part of the Zoning

and Franchi se Subcomm ttee and we needed a quorumto

begin and | had to stay there for that particular
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COW TTEE ON EDUCATI ON 5
quorum so you'll be seein' nenbers cone in and out
of this particular neeting.

But according to the information on the
DCE's website, currently New York City educators and
fam|lies access student data through the New York
City Departnment of Education's Achi evenent Reporting
and I nnovation System commonly known as ARIS. As
part of its Race to the Top grant, the State
Educati on Departnent is building a simlar tool
call ed the EngageNY Portal. Unlike ARIS, which pulls
data fromits own uni que database, the EngageNY New
York Portal will pull data frominBloom a non-profit
organi zation that is producing data infrastructure
according to a set of data standards.

When EngageNY Portal tools are ready over
t he next year or so, the New York State Education
Departnent will make them avail able to educators and
famlies in place of ARIS. I'mtold that the ARIS
data system which cost in excess of $80 mllion, was
paid for with capital funds so the City is going to
have to be paying off the debt for those for nany
years to cone; sone say 30 years.

We are going to hear nore details about

the student data systemfroma representative of the
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COVM TTEE ON EDUCATI ON 6

New York State Education Departnent in a few m nutes.
I'"d like to point out that we did invite the
Depart ment of Education to testify, but they
declined, citing their policy on not comrenting on
resol uti ons.

W also invited inBloomto testify, but
they declined too. And in essence, dealing wth
i nformati on that parents are concerned with, both
i nBl oom and the Departnent of Education, for whatever
reason, is not willing to cone and give testinony.

As | stated, this resolution supports
State legislation that woul d protect student privacy
by prohibiting the release of personally identifiable
student information wthout the consent of parents or
of students thenselves if they are over 18 years of
age.

This is a huge concern to parents in New
York Gty and throughout the State who are worried
that sensitive and private data about students and
their famlies will be |oaded into a database, stored
in a cloud hosted by Amazon.com and owned by a
private entity, inBloom Inc. to be shared wth other

out si de vendors.
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COW TTEE ON EDUCATI ON 7

Parents are concerned that in this day
and age of conmputer hackers, when the news is full of
stories of sensitive data |eaks; that their
children's data could wind up in the wong hands,
potentially endangering them and danaging their
future prospects.

And New York parents are not al one;
followi ng public outcry five out of nine states that
were originally slated to participate in the inBl oom
data col |l ecti on system have w t hdrawn conpl etely,
whi | e ot hers, except New York, have scal ed back pl ans
to participate or will allow sone type of parent opt-
out .

What kind of data is included in this new
systenf? According to the Departnent of Education and
the State Education Departnent, the infornmation that
I's included in inBl oom database includes student
denogr aphi c information, parent contact information,
necessary for data security and authorization
pur poses, student enrollnment, program participation,
dates of absences of the students, out-of-schoo
suspensi ons, and of course, outcone, necessary for
early warning determ nations and State assessnent

Scor es.
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COW TTEE ON EDUCATI ON 8

A look at the State's data dictionary
shows that data will also be collected on students
disabilities and characteristics, which are descri bed
as inportant characteristics of the student's hone
situation, such as displaced honmermaker, inm grant,
mgratory, mlitant parent, pregnant teen, single
nmom unacconpani ed youth, etc.

Information will al so be collected about
parents, including their hone address, telephone
nunber and hone and work e-mail addresses. | for one
woul d |i ke to know what all this information is
needed for; howw !l it be used; howit wll be
saf equarded and why the State will not consider
parent consent or opt out for this sensitive student
data as other states are willing to do.

And today we would like to get feedback
on proposed Resolution 1768-A. The Commttee usually
hears testinony fromthe Departnment of Education at
t he begi nning of each hearing, but as | nentioned
earlier, they're not comng, so will go directly to
testinmony frominvited witnesses and nenbers of the
public. Everyone who wi shes to testify today nust
fill out a witness slip, which is |ocated at the desk

of the Sergeant at Arns near the entrance to the
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COW TTEE ON EDUCATI ON 9
room Please indicate on the wi tness slip whether
you're here to testify in favor or in opposition to
the resolution. And please note that all w tnesses
will be sworn in before testifying. | want to point
out that we will not be voting on this resolution
today, as this is just the first hearing. To allow
as many people as possible to testify we will be
limted to three mnutes per person, so if you have
witten testinony, please do not read the testinony,
just sunmarize the contents.

And now I'd like to turn the floor over
to my coll eague, co-sponsor, Gale Brewer for her
remar ks regardi ng proposed Resol ution 1768-A...

[ nterpose]

COUNCI L MEMBER BREVER: Thank...

CHAI RPERSON JACKSON:  Counci | Menber
Br ewer .

COUNCI L MEMBER BREWER: Thank you very
much Chair Jackson. | am Gale Brewer; |'mone of the
prime sponsors of the resolution and | certainly
wanna t hank Education Chair Jackson for this hearing
and all of the speaker staff.

| think...as you' ve heard, the New York

State Education Departnent has partnered with
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COW TTEE ON EDUCATI ON 10
inBloom Inc., as Robert indicated; it's a conpany
that allows states and public school districts to
i ntegrate student data with third-party applications.
And as you know, this resolution is in support of
sonme bills in Al bany sponsored by Assenbly Menber
Danny O Donnell and sponsored by State Senator Joseph
Robach.

There have been...as...| think we know just
even before inBl oomthere have been serious privacy
concerns raised about inBloonis plans as the data
they collect my be sold to third parties for
commerci al purposes and it contains sensitive
personal information, as the Chair indicated.

The | egislation would prohibit the
rel ease of personally identifiable student
i nformati on wi thout parent consent or the consent of
a student who's 18 or older unless certain exenptions
apply, and I'msure we'll hear about them

Wil e inBloom and the State Departnent of
Educati on may have the best intentions of pursuing
I nnovative ways to help our children learn, and |
have friends who work in conpanies that feel that
there's a reason for this data so they can do genera

analysis. | strongly disagree in the sense that we
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COW TTEE ON EDUCATI ON 11
cannot and shoul d not give students' persona
information to commercial entities w thout parental
consent .

| have |l ong been, as | think sone of you
know, an advocate for technol ogi cal innovation,
including in the educational field. However,

I nnovati on and privacy are not nutually excl usive;
parents have a right to choose whether their
children's information is sold to a third-party and
the State Departnent of Education needs to present a
clear plan for how that data will be protected before
any personal information is given out.

Nati onwi de, as the Chair indicated, there
has been significant opposition to partnerships with
inBloom N ne states originally signed up to
participate in the program but five have w t hdrawn;
Loui si ana, Kentucky, Del aware, CGeorgia and North
Carolina. And according to reports, New York is
currently the only state upl oadi ng student data from
the entire state, regardl ess of parental know edge.

Numer ous parent groups, and | wanna thank
them are opposed to this plan as well as many
educati onal organizations, including Cass Size

Matters, The Learning Disability Association of New
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COW TTEE ON EDUCATI ON 12
York, AQE, Alliance for Quality Education, The New
York State Allies for Education, The Coalition for
Educational Justice, Ctizens for Public Schools, and
|'m sure there are many nore.

So we continue to have serious questions
about this sharing of information; at the very | east,
all school parents in New York deserve the right to
deci de for thensel ves whether or not to participate
in the programand | just wanna add that for anybody
who thinks that this information is good in terns of
i nproving the | earning of young peopl e, think of
anot her way that doesn't include private information.
Thank you very nuch

CHAI RPERSON JACKSON:  Thank you Counci
Menber Brewer. W' ve al so been joined by our
col | eague, Council Menber Debi Rose of Staten |sland.
And with that we'd like to call the first w tnesses,
representatives fromthe New York State Education
Depart nent, Ken Wagner and Nicolas Storelli-Castro.

Pl ease cone forward and if you have any testinony...
Sergeant of Arns, could you please...You'll be doin' a
Power Poi nt presentation? No? Ckay; very good, thank
you. 'Kay. So before we begin, can you please

identify yourself, your name and your title with the
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St ate Educati on Departnment New York State Education
Departnent, both of you, and then we'll adm nister
the oath of office with regards to being w tnessed.
' Kay.

Ken, can you do ne a favor; just press
the button; | think it may be on the back of the
base. See it there...do you see it there? Sergeant
of Arnms, can you help him please? There you go,
it's on now Yeah.

KEN WAGNER: M nane i s Ken WAagner and
"' m Deputy Conm ssioner for Curricul um Assessnent and
Educati onal Technol ogy at the New York State
Educati on Depart nment.

CHAlI RPERSON JACKSON: Ckay. Down near
the base of...there you go, it's on now, nove it...

[ crosstal K]

NI COLAS STORELLI - CASTRG N col as
Storelli-Castro, Director of Governnmental Relations.

CHAI RPERSON JACKSON:  Gover nnent a
Rel ations. Ckay. 'Kay. Wuld you both please raise
your right hand, if you don't mnd? Do you swear or
affirmto tell the truth, the whole truth and not hing

but the truth in your testinony before this Commttee
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COW TTEE ON EDUCATI ON 14
and to respond honestly to Council Menbers questions
t her eabout ?

KEN WAGNER: | do.

NIl COLAS STORELLI - CASTRO:  Yes.

CHAI RPERSON JACKSON:  Thank you.

KEN WAGNER:  Good norni ng and thank you
Chai rman Jackson and Council Menbers for this
opportunity to talk with you and with nenbers of the
publ i c about the EngageNY New York Portal project.

These are extrenely inportant questions
that have been raised in the opening statenents, as
wel | as have been raised by various advocacy groups
over the past couple of nonths and we wel cone the
opportunity to hel p peopl e understand what this
project is about, what it's not about and why we
think it is inportant.

One of the ways that we start these kinds
of conversations is to put it into context in terns
of what we across the State are trying to acconplish
wi th education right now. And one of the ways that
we tal k about that is the notion of a college
graduat e and whet her or not our graduates are
graduating from hi gh school ready for college and

their careers. And when we | ook at New York State
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COW TTEE ON EDUCATI ON 15
data, what we find is that there is a big difference
bet ween the percentage of students who graduate high
school and the percentage of students who graduate
hi gh school ready for their college and careers.

CHAI RPERSON JACKSON: Do you m nd hol di ng
on one second? So do we have enough copies to
distribute to menbers of the public of this
Power Point? |f not...[interpose]

KEN WAGNER: | brought ...l brought 20
copi es.

CHAI RPERSON JACKSON: Okay. Can...staff,
can you take it across 16th floor and nake anot her 30
copi es so that menbers of the public will have that
to follow al ong...[ I nterpose]

KEN WAGNER:  Woul d you prefer...1 could
put it up on a Power Point?

CHAI RPERSON JACKSON:  Yeah, put it up on
a PowerPoint, if you don't m nd. Thank you; I
appreciate it very nmuch. | just wanna make sure that
everyone is followi ng the presentation. |s that
okay? Good. So let's take...pause for a mnute and
Ken wll set it up. Thank you, Ken.

[ pause]
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COW TTEE ON EDUCATI ON 16

CHAI RPERSON JACKSON: (Ckay. Okay, so now
we have it up where nenbers of the public can view it
and sone of you nmay have the actual hard copy, so
it's easier for everyone to follow the presentation.
And | thank you very nuch, M. Wagner for putting his
up and now you can continue pl ease.

KEN WAGNER:  So0...SO as...as we were
saying, there is a big difference between the
per cent age of students who graduate high schoo
versus the percentage of students who graduate high
school ready for college and careers and this is
sonet hi ng we have been tal king about in public space
for a very long period of tine and there's
consequences of that. As students have education...as
t hey have nore education the inpact on earnings and
t he i mpact on unenpl oynent changes dramatically. And
there's also an inpact for students, students who are
not ready for college and their careers, when they
enroll in college, huge percentage of students have
to pay for renediation in college; these are services
that shoul d' ve been provided to them for free when
they were in high school and the Board of Regents has
a conprehensi ve approach to address these issues, and

thisis listed on this slide here; this is slide
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COW TTEE ON EDUCATI ON 17
nunber five, which includes the inplenentation of
nore rigorous coll ege and career-ready standards as
well as things like instructional data systens to
hel p put the right information in the hands of
educators, parents and students to help not only
personal i ze | earning opportunities for students, but
al so to help teachers have access to integrated
i nformati on so they can spend fewer tine doing road
aggregation tasks and nore tine focusing on teaching.

We have worked through a site called
engageny.org for the past two years; that site
| aunched in August 2011, and since August 2011 we
have had over 29 nmillion page views of that site and
that site currently includes curriculum and
i nstructional resources, things like | essons, things
i ke the standards; things |ike practice assessnent
activities, and then also, equally inportant,
resources for parents, to help them understand sone
of these initiative that are underway. They al so
i ncl ude vi deos, short video...resources that teachers
or parents can log into...can access through the
website and hel p them understand what this initiative
is about. And then finally, there's infornation

that's specifically intended to be hel pful for a
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COW TTEE ON EDUCATI ON 18
parent or people in school districts that are trying
to engage with parents through this work. So things
like a toolkit for parents or how to set up a hel pful
parent night so parents can understand what the
standards are about and what they're not about, what
t he assessnents are and what they're not and
simlarly for the instructional data system

Educational technology is just a portion
of this approach; we do not pretend that you can
suddenly put a piece of software in soneone's hands
or a conputer device in sonmeone's hands and suddenly,
poof, you will have good instruction. But we do
bel i eve that educational technology is a portion of
our strategy and if teachers and students and parents
are going to do this incredibly difficult work, they
need to have all of the tools at their disposal and
the best of tools at their disposal. And in this era
of scarce fiscal resources, we need to put systens in
pl ace to nake those tools available at the | owest
possi bl e cost.

One of the things that |'ve learned in
wor ki ng through this initiative is there is just a
dramatic | evel of m sunderstandi ng about the way

things work currently in school districts not only
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COW TTEE ON EDUCATI ON 19
across New York, but school districts across the
country and this has to do with the Federal FERPA
Fam |y Education Ri ghts and Privacy Act.

The idea is that if you have systens or
operations or activities that are central to your
core purpose, providing high quality educationa
services or keeping the schools open and running,
FERPA has a certain set of notification requirenents
versus if you have nore tangential operations that
are not part of your core mssion, FERPA has a
different set of notification requirenents.

New Yor k has been operating a statew de
student database since 2004 that includes the
provi ding of confidential student data to third-party
for-profit vendors conpletely consistent with FERPA
New Yor k has been doing that since 2004, so close to
a decade. Simlarly, in New York State and al
across the State virtually every school district in
this state has been doing simlar things, providing
confidential student data to for-profit third-party
vendors, consistent with FERPA, for the purposes of
doing either their core school district operations or

to help inprove student instruction.
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So on this slide | list sone activities.
For exanpl e, you cannot open your school unless you
have systens that capture student enroll nent and
student attendance and school schedules. Virtually
all of those systens that are in place across the
State are systenms that are run by for-profit third-
party organi zations. School districts literally need
to have those systens in place in order to open
schools. Simlarly, special education service
coordi nati ons, those systens exi st and those systens
are run by for-profit third-party organi zations, your
school lunch and transportati on systens, your report
card transcript systens; any online | earning systens
that are in place and nore recently school districts
have started to inplenment energency parent contact
systens. Again, virtually all of those systens in
pl ace across 700 school districts around the State
are run by for-profit, third-party vendors.

But when school districts do this right
now, and conpletely consistent with FERPA and
consistent with legally executed contracts, but when
they do this right now, there's a nunber of negative
things that are happening and that's what we're

trying to address.
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The first is that they're paying too nmuch
for those services, because they're paying for two
things. The first thing they're paying for is the
product, whether it be the scheduling systemor the
speci al education systemor the school |unch system
they' re paying for the product, but because this
product has nost |ikely been produced for a nationa
audi ence or a statew de audi ence, they're also paying
for the overhead to make sure that that product works
with their | ocal system

| was a school principal, | was a school
assi stant principal and | al so coordi nated technol ogy
in a local district and |I've been through these
procurenent processes where you nake an agreenent
with a vendor to provide a mission-critical system
and you have to get the vendor's product to work with
your | ocal data.

Because of that dynam c of paying that
over head, and anecdotally we' ve gotten feedback that
t hat overhead can be anywhere between 10 to 40
percent of an increase in the cost of the product in
order to neet those overhead requirenents. Because
of that teachers, students and parents have access to

fewer tools than they need to inplenent this
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COW TTEE ON EDUCATI ON 22
conplicated work that we're asking everybody to
grapple with and they' re al so payi hg nore noney for
t hose servi ces.

Equal |y i nportant, when they want to work
wi th student data, teachers for exanple are working
across nultiple different systens; they're working
across curriculum systens, |earning managenent
systens, online |earning systens, assessnment systens,
student enroll nent systenms. So they're spending nore
time integrating data, which neans that they have
| ess tine teaching.

And then finally, when this happens in
695 school districts across the State, each
superintendent, or in New York City's case,
chancellor, they're all doing their best to inplenent
data security and privacy requirenents in a
consi stent way, but because they're all doing it in
their own way it's that nuch nore challenging to
i npl enent these rigorous data security and privacy
controls that we all believe are necessary.

The biggest risks to data security and
privacy are occurring in schools across the State
every day, including today and they have nothing to

do wth the EngageNY Portal project. They have to do
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wi th student paper records |eft unattended,
wor kstations | eft unattended, people using weak
passwords, the sanme password for all other sites or
they're posting their password on a Post-it note on a
computer, lists of passwords that are |eft
unatt ended, student information exchanged through
unencrypted e-mail and then finally, conputers
connected to the internet without the | atest patches.
Those truly are the biggest risks to data security
and privacy right now, today, tonorrow, yesterday in
schools all across the State.

Wen we proceed with a project like this,
we have |l egally executed contracts that have state of
the art data security and privacy protections as
guarantees as part of those contracts and nost of the
protections that are listed in the bill under
consideration are actually included in our project as
well, for as data security and privacy is a primary
goal. Data will only be shared with third parties
when it's for a legitimte educational purpose and
consistent with all state and federal privacy
protections, including FERPA. Data can only be used
for contract purposes, which nmeans they cannot be

used for other purposes, which neans they cannot be
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sold and they cannot be used for other comrercia
pur poses, such as marketing services. Third parties
must maintain rigorous and continuous data security
and privacy protections; again, part of our executed
contracts, and data nust be destroyed upon
term nation of the contract.

The data el enents that were nentioned
bef ore are posted on EngageNY, as was nenti oned
bef ore, the basic information; biographic,
enrol | ment, program service, which does include
educati onal records around whet her or not students
are receiving special education services, attendance
and suspension information. Al of that is posted on
our website; that is different than the broader data
di ctionary that was referenced before, what's called
the Student Infornmation Repository, or SIRS manual;
that's a broader docunent that includes things |ike
honel ess status and so on that have no business being
included in a classroom based systemlike the
EngageNY Portal, but rather those additional data
el emrents that don't seemto nake sense; you're
absolutely correct, they do not make sense for this
project; they're not included in this project, but

rat her we have Federal requirenents to collect those
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i nformati on for Federal reporting purposes. Schools
may el ect to provide additional data and the State
does not and wll not collect Social Security Nunber.

There's been sone questions about opting
out and whet her or not parents should have the
ability to opt out of the system and agai n, FERPA has
di fferent rules around parental notification,
dependi ng on whether a systemis determned to be
part of a core educational m ssion, such as inproving
prograns and inproving instruction or whether or not
a systemis not part of a core educational m ssion.
And school districts are required to have
notification requirenents in place for things that
are not core and we see those things all of the tine.
For exanpl e, when vendors want data about schoo
rings or about yearbooks or so on, obviously those
things are not part of core m ssion systens and
school districts have to have annual notification
processes in place for those kinds of systens.

There's two reasons that | |ist here why
we need a statew de database and why parents opting
out woul d underm ne that statew de purpose.

The first that I list is, one of the

things that we know school districts want and need is
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they need to be able to conpare their achi evenent
results to other people's results. For exanple, if
I"ma principal, when | was a principal, it's not
enough to know that x percentage of ny students are
proficient on a certain assessnent; | need to know
how students are doing in other schools within ny
di strict, how students are doing in other districts
and ot her schools in ny cormmunity, at the regiona
| evel, at the county level and at the statew de
| evel . That kind of conparison which is critical for
educators to gauge their progress in relation to
their colleagues and piers can only be had with the
access to statew de data.

The second is, a significant nunber of
our students nove from school to school every single
year and the receiving school, when a student noves
fromschool A to school B, the receiving school,
school B, has a legitimte educational interest to
that student's records. And |I've worked as a schoo
psychol ogi st, an assistant principal; a principal,
and |1've seen that students have enrolled in ny
school and | know that they need services, whether
t hey need extra help services or special education

services or just general instructional services or
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Engl i sh | anguage | earner services and those students
literally sit for days, weeks or |onger until those
paper records transfer.

What has to happen is school B has to
submt a request, school A has to process the request
and it has to be sent back to school B. One of the
things that we're trying to do with this project is
to enable the electronic transfer of those records to
people with legitimte educational needs. If a
student has been opted out of the systemin either
school A or school B it would underm ne one of those
key goal s of the system

Finally, if districts elect to provide
suppl enental data to the systemthey would need to do
that consistent with their own |ocal policies that
are in place.

So what are we trying to do? W're
trying to nmake sone strategic investnents in the
systemto address sonme of the concerns that |
mentioned before. The first is this notion of
standards, and |I'm gonna start tal king about inBl oom
now, because inBloomis our current provider to help

us neet these chall enges.
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So the first is the notion of systens; |
nmenti oned before, anywhere between a 10 and a 40
percent overhead to nake a vendor product work in a
| ocal context. W can address that problem by having
tools be built to a set of open, transparent, non-
propriety standards, so each vendor doesn't kind of
build their own secret sauce, their own little system
that needs a big integration effort and costs a | ot
of noney, but rather the vendors can build their
systens to an open standard and then when schoo
districts, if school districts elect to spend their
scarce fixed fiscal resources on these kinds of
tools, every dollar will count for the value of the
tool and not the overhead to nmake the took work.

We hope that this systemw Il help
school s have nore options and teachers and parents as
well, as well as integrated access, again, so
teachers have nore tinme to teach and they don't have
to spend as nmuch tine integrating data fromnultiple
syst ens.

Finally, we do not have statew de
security protocols and processes in place. |
nmenti oned the individual school superintendents that

are each navigating these waters on their own and in
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their own school district, interpreting what FERPA
requires or does not require and executing that in
terns of their own |ocal contracting process. This
systemw || help to standardi ze those data security
and privacy protocols so school district
superintendents have their own additional supports to
meet their needs.

| nBl oom..i nBl oom as was nentioned, a
non-profit organi zation that provides standardi zed
services. Nobody owns these services; inBloomis
just a provider; if inBloomdoes a bad job but we
think that it was the right task, then we could go
for another provider to provide a simlar service,
just another provider; those providers could be non-
profits, it could be a consortium of states that
coul d provide these services. Right now inBloomis
the provider that's providing these services, but
because the standards are open, anybody coul d provi de
t hese servi ces.

| nBl oom provides two | evel s of
protection; they provide, and as was nentioned in the
bill under consideration, they provide intrusion
protection, which is basically a firewall to keep the

bad guys out. Everybody has to have firewalls, which
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IS intrusion protection or hackers. The second |evel
of protection which was nentioned in the bill and
nost districts do not have in place is data
encryption, data to be encrypted both at rest and in
noti on, which neans even if the data are hacked, even
if the bad guys get through the firewall, the data
are usel ess because they're encrypted. And that
means that if sonebody got the data they would not be
able to do anything with it unless they al so hacked
to a different place and got the de-encryption key.
I do not know of a single school district in the
State right now that has that |evel of protection in
pl ace.

| nBl oom did not create the sharing of
data with private for-profit third-party vendors. As
| nentioned earlier, that has been happening in New
York and all over the country for at |east a decade.
So anyone who says that we are suddenly creating and
sending data to third-party vendors is just not
under st andi ng the way things have been happeni ng for
the past 10 years and | wanna hel p peopl e under st and
t hat .

| nBl oom agai n, provides non-proprietary

services to help districts have nore security, have
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nore tools at a | ower cost when they're doing what
they're already doing; they're already electing to
buy these products; we wanna help themdo it better
and as | nentioned, inBloomcould be replaced in the
future with any third-party that could neet inBlooms
open standards.

I f we do not have a service |ike inBloom
or a simlar service; again, it does not have to be
this particular party; what that would nean is
security protocols and policies will continue to
vary, schools will continue to pay nore for ed-tech
services and schools will continue to have fewer
options, including parents; parents have very, very
few options right nowin terns of integrated
educati onal technology tools and we know that this is
sonmet hing that could help with that home-schoo
col l aboration. And simlarly, wthout a service |ike
I nBl oom s teachers will | ose even nore crucia
instructional tinme as they try to integrate
information frommultiple systens.

There's been questions about cloud
storage. All cloud storage neans is that data is
stored on a conputer that's connected to the internet

and specifically with clouds you have nultiple
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conmputers that are coordinated with each ot her
Cloud storage is no different than a school district
storing data on a server that's connected to the
internet, cloud storage is no different than a
teacher at hone or at work having data on a conputer
that's connected to the internet; it all relies on
the firewall, so as long as you're connected to the
internet you're vulnerable, even if you' re not
connected to the internet you' re vulnerable. As |ong
as you're connected to the internet you're
vul nerabl e; you need to have firewalls in place and
you need to have the state of the art protections in
pl ace.

It's an arguabl e case that when schoo
districts are pressed in these tight fiscal tines,
where do they make cuts; they often nmade cuts in the
areas of technol ogy, so maintaining state of the art
data security and privacy protections in these tight
fiscal tinmes is even nore difficult for schoo
districts right now, so things Iike cloud storage can
actual ly inprove data security and privacy.

Al'l of our EngageNY Portal requirenments
are built around a federal standard, which is called

FedRAMP, which is based on national standards around
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cl oud security and privacy and protection and all of
our vendors, as part of the EngageNY Portal project
have to neet those FedRAMP st andards.

Wth cloud storage, districts and
school s, basically whoever sent the data retains al
ownership over the data and there is no nergi ng of
data; all of the local data are kept separate and al
of the State data are kept separate.

So to bring us back to the questions;
what are we trying to acconplish? W have to ask
oursel ves sone questi ons.

The first question is; do we believe that
educational technology is part of hel ping to inprove
student |earning and instruction? Now we can
di sagree on the answer to that question, we can say
that conputers and the internet and personalized
| ear ni ng opportunities have nothing to do with
I nproving instruction. | personally believe they're
not the be-all end-all, but they're part of our
tool kit and we need to have access to them

The second is; if we do agree that
educati onal technology tools are inportant to inprove

i nstruction, can we nake sone strategic investnents
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to make that process easier, nore cost-effective and
nore secure?

And then finally; how can we invest in a
systemwhere it's easier for other people to inprove
the systen? There was nmention of the New York City
ARl S system and one of the things that AR S was
criticized for is it didn't do enough and peopl e
want ed to suppl enment what ARI' S provi ded and peopl e
went to their own tools, locally around the City and
they got their own tools for a | ower cost and they
said see, we can do better for less. W |earned from
t hat experience and we designed this systemso it can
be i nmproved by | ocal school districts. |[If people do
not like the tools that the State provided in the
system because of these open and secure standards
school districts can add new tool s according to those
standards to inprove it so people don't feel that the
system does not go far enough.

Finally, the EngageNY Portal project is
an extension of the EngageNY website right now where
people will be able to log in and then they'll have
access to extra stuff; the people being educators and
students and parents, they' Il have access to

initially data tools, so things |ike data dashboards,
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whi ch are classroom based tools to hel p peopl e have
easi er access to educational data, they'll al so have
access to additional curriculumand instructiona
resources and then access to...teachers will have
access to online comunities for collaboration
purposes. And then finally, as | nentioned, the
systemis being built so that if people don't think
the State did a good job or the State did not go far
enough, that they could inprove the system noving
f or war d.

To bring this back to the begi nning, we
do not pretend that data systens are a panacea for
i mproving instruction or student |earning, we have
our eyes open; we do not know that that is a
solution, but we do believe that this is part of the
solution and we know that school districts wthout
the State being involved are spendi ng resources on
ed-tech tools right now, so we just wanna hel p
support those efforts.

Thank you again for your time and |I'd be
happy to take questions.

CHAI RPERSON JACKSON: Wl | thank you,
Deputy Commi ssi on; we appreciate your explanation and

t he Power Poi nt; we've been joined by additiona
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col | eagues of ours; over to ny left is Steve Levin of
Br ookl yn and our coll eague Danny Dromm of Queens and
in front, Aiver Koppell of the Bronx and al so we
were joined earlier by Jimy Vacca of the Bronx.
Yeah, I...1 know, | indicated that nenbers would be
com ng in and out.

So |'m gonna ask one or two questions;
then I'mgonna turn it over to ny coll eague Gal e
Brewer and then additional coll eagues, yeah.

So I'"'mjust curious as to, if this is so...
such a good program why has five of nine states or
other nmunicipalities withdrawn fromit and others
have cut back on the access and only New York seens
to be noving forward with all...full speed ahead and
adopting everything that's out there? 1'm asking
"cause | don't know, | wanna hear fromyou, as
soneone that's been involved with that and especially
as a deputy chancellor for curriculum and
i nstruction.

KEN WAGNER: Sir, thank you for the
guestion. This question has gotten nore conplicated
because i nBl oom has changed the way that they
descri be states and districts that are participating.

When this project started two-plus years ago there
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was a distinction that was nade between Phase |
states and Phase Il states and inBl oom has taken that
off of their website, which in nmy opinion has nmade it
nore conplicated to try to explain. Pha...[interpose]

CHAI RPERSON JACKSON: Ckay, but can you...
can you just...for our purposes...[interpose]

KEN WAGNER:  Yeah.

CHAI RPERSON JACKSON: just...if you can
briefly describe Phase | and Phase Il ...[interpose]

KEN WAGNER:  Yeah.

CHAI RPERSON JACKSON: so we can fol | ow
you, if you don't m nd?

KEN WAGNER: So the initial Phase |
states were New York, North Carolina, Mssachusetts,
[I'linois and Col orado. The initial Phase Il states
wer e Del aware, Kentucky, Louisiana and Georgia...
Ceorgia; I'msorry, CGeorgia was...yeah. So I'Il...1"]
say those again if anyone's taking notes. The

initial Phase | were New York, North Carolina,

Massachusetts, |llinois and Col orado. The initial
Phase Il were Del aware, Kentucky, Louisiana and
Georgi a.

CHAI RPERSON JACKSON: That nmakes up the

ni ne.




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

COW TTEE ON EDUCATI ON 38

KEN WAGNER: That makes up the nine. And
the way it started was that there was an
understanding that we're in what's called the pil ot
phase, which |lasts through Decenber 2014 and the
comm tment was that Phase | states would do sonet hi ng
with inBl oomduring that pilot phase, which is
through the end of Decenber 2014. The initia
comm tnent was that the Phase ||l states would not
commt to doing anything with inBl oomthrough
Decenber 2014, but they would sit at the table and
they would help us learn fromtheir experience and
they woul d be part of calls and neetings and those
ki nds of things.

So there was never the understandi ng that
Del awar e, Kentucky, Louisiana or Georgia would do
anything with i nBloomprior to Decenber 2014. Now
Loui siana got a little confusing because they were a
Phase Il state, but then they had a change in
| eadership. Their new | eader had sonme experience in
New York, so he went down to Louisiana and I|...1 don't
know, but it seened |ike he decided that he wanted to
be part...he wanted to escalate his invol venent and
becone a Phase | state, or he wanted to do sonet hing

with i nBloom sooner rather than | ater, when Loui Si ana
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was never conmmtted to that. You' d have to talk to
Loui siana, but it seens that he got a bit ahead of
hi msel f; we've been tal king about this in public
space for over two years now, but it seens |ike he
got a little bit ahead of hinself, so Louisiana
actually went back to their former Phase |l status.

O the Phase | states, the five that had
commtted to doing sonething with inBl oomthrough
Decenber 2014, New York renmains commtted and you're
absol utely correct, New York's participation is nore
advanced than other districts; we've been planning
for this type of work for quite sonme tine. But
[1linois and Col orado both plan on using inBl oom
services for both data services and content services.

| nBl oom of fers services both on the data
side and on the curriculumand instructional resource
side. Colorado and Illinois plan on using both data
and content services, although not as w despread as
New York is planning on doing. Massachusetts, ny
understanding is they still plan on using inBl oom
services, but on the content side, not on the data
side. And then North Carolina, nmy understanding is
just recently they decided that they' re putting a

pause, so you're right.
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So to ny know edge, the only Phase |
state that previously had a commtnent to do
something with inBl oomprior to Decenber 2014 that is
now no | onger conmmtting to doing sonmething with
inBloomis North Carolina.

CHAI RPERSON JACKSON:  You tal ked about
the content or curriculumpart versus the data and
the data, | nmake the assunption and |I'm asking you
for clarification, the date you're referring to is
like the...that as | indicated in ny opening
statenment, you know, |ooking at the data dictionary
so that data will also be collected on |ike student
di sability characteristics, inmgration, mgratory,
mlitary parent, pregnant teen, single parent,
unacconpani ed youth and other data Iike that?

KEN WAGNER: So all those ones at the
end, where you started saying mlitary and teen pre...
[ nterpose]

CHAI RPERSON JACKSON:  Yeah.

KEN WAGNER: None of those are part of
this project. W do collect that information...

[ nterpose]

CHAI RPERSON JACKSON:  Ckay.
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KEN WAGNER:  but in...we collect that
i nformati on not as part of EngageNY Portal project,
but rather as part of our Federal requirenments to
report accountability data. And we receive what's
called Title Services, Title I, I'l, Il1l, X ..

CHAI RPERSON JACKSON:  Ri ght.

KEN WAGNER: and we have to nake reports
of sone of the data el enents that you nentioned for
Federal purposes. |In the EngageNY Portal project
we're only including things that we believe are
educationally relevant to classroomteachers. \Were
we typically get the nost disagreenent is around, do
teachers need to see things |ike student with
disability status, for exanple; that was one that you
menti oned. And actually, the way the Federal |aw and
the State aws work is that anyone who works with a
student with a disability has to have know edge of
that student's needs to hel p support that student and
that includes people who sit with them on the buses,
students who are in the halls and so on. So student
with disability information is included, as was
menti oned, attendance and suspension information is
i ncluded as part of what's called early warning

i ndicators to hel p peopl e understand when a student
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m ght be at risk of dropping out, and then the things
that seem nore routine, |ike what school are they
enrol led in.

One of the things that was nenti oned
previously is; inBloomhas a nuch wider |ist of data
el enents than we intend to use and there's a couple
of reasons for that. InBloomwas trying not to
i nvent these things fromscratch, so they took
advant age of some existing projects. For exanple,
the Federal Governnent has a project called Common
Educati on Data Standards, or CEDS, C E D S, and
that's been a Federal project that's been going on
for the past six or seven years to define comon data
el ements. So inBloomdid not start from scratch,;
they started fromthe Federal definition, CE D S,
which has a | ot of things that we don't need.
Simlarly there's been sone other states |ike Texas
t hat have worked with an initiative called Ed-Fi,
whi ch has been done with some work fromthe M chael
and Susan Dell Foundation; it's a different type of
project, but it also has data elenents that we don't
need.

CHAI RPERSON JACKSON: So you were saying

that sonme information is required under Federa
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Governnent that New York State nust collect in order
to provide that information based on the grants and
Title I, 111, 1V, Vthat you' re receiving, but is al
that information going to inBloon? So for exanple,
the i ssue of whether or not soneone is a displaced
honenmaker, soneone is an inm grant, soneone is a
mlitary parent or pregnant teen or a single nom do
you collect all that data?

KEN WAGNER: Again, we collect that, but
that's not included in what's going to inBloom W
have posted on our website and...[interpose]

CHAI RPERSON JACKSON:  Ckay.

KEN WAGNER: there's a link that lists
exactly what we have in our broader data systemfor
Federal purposes versus what's going to inBl oomfor
EngageNY Portal .

CHAlI RPERSON JACKSON: Ckay. So now | et
me ask a question, and I"'msorry; | don't have the
dept h of know edge |ike many people here, so | may be
aski ng sone questions which seemlike elenentary and
| should know, but where do you get the information
that soneone is a displaced honenaker or soneone is a

single parent; where are you ascertaining that; are
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you asking a parent or guardi ans about that
i nformati on or how are you obtaining that?

KEN WAGNER: So any data that we need to
collect, for exanple, for Federal purposes, we put
out docunentati on about what school districts need to
report and school districts collect those data a
| ocal level. Interestingly, when school districts
coll ect those data at a | ocal |level, they use third-
party for-profit vendor systens to collect those
data...[i nterpose]

CHAI RPERSON JACKSON:  Yeah.

KEN WAGNER: So even though the State is
not sendi ng sone of the data elenents that you
mentioned to i nBloom those data are already being
stored at a local level in for-profit third-party
vendor systens.

CHAI RPERSON JACKSON:  So from sonewhere...
[ nterpose]

KEN WAGNER:  Fr om sonewher e.

CHAI RPERSON JACKSON: they're gathered
from various sources?

KEN WAGNER: Conpl et el y i ndependent of

this...[crosstal K]
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CHAI RPERSON JACKSON:  And sone of it may
be incorrect too, right, sone of it?

KEN WAGNER: But all of it...and to be
fair to school districts, they're doing it consistent
with FERPA and they're doing it consistent with | egal
contracts with data security and privacy protections...
[ nterpose]

CHAI RPERSON JACKSON: ' Kay.

KEN WAGNER: but inBloomis not creating
that dynam c; these data are already being stored in
| ocal systens that are virtually always being run by
third-party systens. Now uh...third-party vendors.
Now New York City is a bit different; New York City
has a | ot of |egacy systens that are honegrown
systens; | don't have as nmuch know edge about New
York City systenms as | do the other 695 schoo
districts.

CHAI RPERSON JACKSON:  So ny
under st andi ng, and correct ne if |I'mwong, the
State...t he Federal Education Departnment changed sone
standards a year or two or three years ago about
confidentiality or sonmethin' |ike that; can you...can
you... huh?

KEN WAGNER:  FERPA.
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CHAI RPERSON JACKSON: The FERPA law. Can
you explain what the change was, if you don't m nd,
and why...how does that inpact the current situation
that we're addressing?

KEN WAGNER:  So | ...1 will respond to that
question with the caveat that |I'm not an attorney,
but 1'Il explain...[interpose]

CHAI RPERSON JACKSON:  Sure, sure; wthout
a doubt .

KEN WAGNER: So in 2011 the Feds, through
Adm ni strative Regul ati on, changed FERPA to be nore
consistent with the requirenents that they were
maki ng of states around what's call ed Longitudi nal
Dat a Systens and specifically what they changed is
they made it easier for states to neet what they were
bei ng asked to do, which is to provide...prior to 2011
you were allowed to provide data forward, which is if
a student noved from an el enentary school to a mddle
school, the mddle school had a right to those
educational records 'cause they had the educationa
history. And a student in a mddle school to a high
school, the high school had a right to those records.

In 2011 the Feds changed the rules to

allow for data to be pushed backwards, because what
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was happening is...and I'll just give an exanpl e... high
school principals had their students going to
coll ege, but they didn't have a good understandi ng of
whi ch students were going to college, what percentage
of their cohort was going to college, so they m ght
think...and again, | worked in school districts...we
t hought that 80 percent of our kids were going to
college, but inreality it was only about 40 percent
of our kids.

Simlarly you have lots of early
chi | dhood providers that are trying very hard to
provide rich [ earning opportunities for kids early in
their school career and then they go onto el enentary
school and those early chil dhood providers have no
i dea how their kids are doing. So the Feds nodified
FERPA to allow for data to be shared backwards to
| egiti mate educati onal providers so they could see
how their students did after they left those
progranms. So in a way they relaxed the rules to
all ow data to be pushed backwards; in another way
they also tightened the nonitoring requirenents and
the penalties for failure to follow the rules.

That' s my under st andi ng how FERPA changed in 2011
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CHAI RPERSON JACKSON: One nore questi on;
then 1" mgonna turn to ny col l eague, Gale Brewer. |Is
the State Education Departnent in favor or in
opposition to the proposed | egislation at the State
| evel regarding the issue of privacy, and if so, why?
And | know that you gave your explanations about, you
know, protection of information, so forth and so on,
but | wanna know whet her or not the State Education
Departnent is in favor in supporting the |egislation
that's pending in the State Assenbly and the State
Senat e.

NI COLAS STORELLI - CASTRO  Chairman, 1'I1
take that question.

CHAI RPERSON JACKSON: Just identify
your sel f agai n.

NI COLAS STORELLI - CASTRO  Ni col as
Storelli-Castro, Director of CGovernnmental Relations.

CHAI RPERSON JACKSON:  Okay.

NI COLAS STORELLI - CASTRO W don't
believe legislation in this area is necessary;
believe that certain aspects of the |egislation would
be devastating to sone of the work that Ken descri bed

earlier, so we would be happy to work with the
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sponsors, but we don't believe that legislating is
necessary in this arena.

KEN WAGNER:  Specifically, even separate
fromthis project that |I'mdescribing, there are
concerns that all of those current practices that I
menti oned before that school districts are engaged in
to keep the schools open and running could be
negatively affected by the pending | egislation.

CHAI RPERSON JACKSON:  So you know, while
you were giving your presentation, Deputy
Comm ssioner, | was wonderi ng... Conm ssi oner ... Deputy
Comm ssioner, right; is that correct?

KEN WAGNER:  Yes, correct.

CHAI RPERSON JACKSON: 'Kay. | was
wondering while you were giving your presentation, so
I was saying New York City could ve done all of this
t hensel ves without going into the State and ot her
things like that. | nmean we have an expense budge in
education of $24 billion and | would think that we
could build our own system | think they did build
ARI'S, but you know, was not totally neeting the needs
of the educators and ot hers.

KEN WAGNER: Yes. So absolutely, New

York City or any school district could engage in a
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problemsimlar to what we're trying to do. New York
City is only about 30 to 35 percent of the State; so
of course, | represent the interests of the rest of
the State.

And then al so, one of the things about
standards, if you want to have tools be built to
standards you need as w de an audi ence using those
standards as possible; if New York Gty went on its
own, down a certain road, they're a big entity, so of
course they would have...they woul d conmand attenti on,
but not as nuch attention as if all of New York State
partici pates or the other four Phase | states or
what not .

CHAI RPERSON JACKSON:  Now New York City
has 1.1 mllion students in its district; what's the
total nunber of students in the State's total
di stricts?

KEN WAGNER:  Yeah. So it depends on what
nunber, but we have roughly...dependi ng on whet her you
i ncl uded non-public students and public students...we
have roughly 2.7 mllion students; New York City,
dependi ng on the count, has either 900,000 or 1.1

mllion.
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CHAI RPERSON JACKSON: Okay. So takin
the New York Gty public school system i ncluding
charter schools, including parochial schools and
private schools; is all that data with all of these
private schools or parochial schools, charter
schools, public schools; is all that data gonna be in
the State Education Departnent, inBloom cloud?

KEN WAGNER: So as far as inBloom it
woul d only include public schools, which is public
school s and charter schools; it does not include non-
public schools; it does not include hone-school ed
students.

CHAI RPERSON JACKSON:  So | guess they
wi Il analyze their own information for whatever
pur poses that they need be; is that correct?

KEN WAGNER: That woul d be an open
guestion whether or not...if...if...,and | don't want...
there was nention before ARIS and anytinme you build
new t echnol ogy tools you wanna...in my opinion you
wanna stay very hunbl e about what you're trying to
acconplish, because there's a lot of things that you
could build it to and sonebody's gonna say that's not
useful. So if people find these tools useful, then

we coul d have that non-public schools, for exanple,
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say they want to start using this. But given that
this was funded through Race to the Top, we had a
commtnent to use this for public schools, charter
school s and ot her public schools.

CHAI RPERSON JACKSON: So if | was a
parent of children that were in private school and
all of a sudden I no |longer can afford to send them
to private school and they're in the 7th and 10th
grade and one entering the 3rd grade and they cone
into the system would you try to backdate the data
and put it in the systemor how would you... how woul d
the systemthen get their information so that it
coul d be accessible for the needs of curricul um and
other things that the children may need, services and
the |ike?

KEN WAGNER: Yeah. So upon enrol | ment
into a public school, the students would be added to
the system

CHAI RPERSON JACKSON:  How woul d you get
all of that back information though, as far as...

[ nterpose]
KEN WAGNER: | ...
CHAI RPERSON JACKSON: you know, because

you tal ked about that the Federal |aw..[interpose]
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KEN WAGNER:  Yeah.

CHAI RPERSON JACKSON: al |l owed you to go
back to ascertain information?

KEN WVAGNER: | don't believe...with the
exception of State Assessnent scores...

CHAI RPERSON JACKSON:  Uh- huh.

KEN WAGNER: where, for exanple, if a
student is in 7th grade they have grade 3, 4 and 5
and 6; with the exception of assessnment scores, nost
of our collection is an annual collection, so we
woul d not go back, for exanple, for a new incom ng
student to their 2nd grade records, other than as I
nmenti oned, assessnent scores.

CHAI RPERSON JACKSON: 'Kay. So let ne
turn to ny coll eague Gale Brewer; then we'll hear
fromour coll eague Danny Dronm but we've been joi ned
by additional colleagues, Fernando Cabrera of the
Bronx and also to nmy left, Lew Fidler of Brooklyn.
Col | eague Gal e Brewer, followed by Danny Dromm

COUNCI L MEMBER BREVWER: Thank you. You
know a |l ot of stuff, | have to...l think you re nore
honest maybe than others tal king about this topic, so
| appreciate it, but | just have...l have a | ot of

guestions. First of all, have you ever had any
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heari ngs or engaged parents to figure out what they
want to do with this information and how t hey fee
about this data and the sane question about our
teachers union or the principals union, and then just
foll owi ng along those lines... knowthis is not...|I
mean coul d you not put sonething online that
i ndicates if parents or districts want to opt out?
You know, in other words, could you do sonething that
woul d be nore engagi ng? Because | think parents
really don't know this is happening, to be honest
with you; ny parents don't know, and | wanna know,
you know, is there sone social nmedia way in which
peopl e coul d have questions and they coul d...
obviously, in our dreamworld we would |ike people to
be able to opt out, but how are you doing all of
t hese parental involvenent opportunities, if at all?

KEN WAGNER. So the npbst honest thing to
say is we obviously have not done as good a job as we
coul d and should or we woul d have nore dial ogues at
this private...[interpose]

COUNCI L MEMBER BREWER:  You woul dn't have
al |l upset people.

KEN WAGNER: prior to this hearing. So

we have not done as good a job as we need to do.
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di d have the opportunity to engage with a group of
parents in Queens about six nonths ago; we have a
series of parent forums schedul ed over the next nonth
around the State where this will be one of the topics
that we will be tal king about; we have a dial ogue
wi th our New York-w de parent-teacher organizations
that we're talking with as well, so we're trying to
catch up to do a better job with parent outreach and
| take responsibility for not having done a good
enough job up to this point.

We have been tal king with...when | say
teachers union | probably nean a different
organi zation...[ i nterpose]

COUNCI L MEMBER BREWER: | know, but we
have one here...[interpose]

KEN WAGNER:  Yeah.

COUNCI L MEMBER BREWER: and you have one
upst at e.

KEN WAGNER: Yeah, we have one statew de.
So we have been talking with teachers unions for a
period of tinme now..[interpose]

COUNCI L MEMBER BREWER: Wat do they say?

KEN WAGNER:  You' d have to ask the

teachers union, but I think that we can all |ikely




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

COW TTEE ON EDUCATI ON 56
agree that the desire to put nore tools in the hands
of teachers is sonmething that we all share, but |
woul d not feel confortable answering on behalf of the
t eachers uni on.

We have al so been speaking with statew de
groups of superintendents and principals and so on.
W' ve done our | east anmount of engagenent exactly
around this issue, which is around parents.

COUNCI L MEMBER BREVER:  (Ckay, but what
have you done to create sone way for users or other
schools or districts to ask parents for consent or
are you so opposed to it that you' re not even gonna
consi der using social nedia for sonething like that?

KEN WAGNER: It's not that we're opposed
to parents understandi ng how their students' data are
bei ng used; | would actually say it's the opposite.
The first step to protecting confidential student
data is for a parent to understand what on earth we
have. So unless we build a system where parents can
access their student data, they have no idea what we
have, 'cause we have data in this |ongitudinal data
systemthat goes back a ways. So | would say that
it's actually in a parent's interest to be able to

access and see their student's data and to request
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clarification or corrections if the data are in
error. But FERPA was witten in a very different
way, which is that if you' ve got these core needs,
it's not just about opt out of the inBl oomsystem
school districts literally could not run their
schools if parents could opt out of all of the
different systens that | nentioned before; it has
nothing to do with the EngageNY system

COUNCI L MEMBER BREWER: But the third
party is of concern; | think that's where the problem
is. And let tell you; | know people who have al
this data from New York in their iPhone, okay. |
have friends who work in educational for-profit and
they have it now. So they have it aggregated, |
understand that; they don't have Gale Brewer, three
kids and so on, but they have it all aggregated. And
this is...and then so | wanna...who's inBloom we all
t hi nk, just so you know, it's Murdoch, Wreless
Generation and Joel Klein; can you describe who they
are?

KEN WAGNER:  Sure. So i nBl oom was
started about two years ago with initial funding from
t he Gates Foundati on and Carnegi e Corporation; it

canme out of an initiative through the Council of
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Chief State School Oficers, CCSSO to try to address
some of the challenges that | nentioned before;
primarily putting tools in the hands of teachers.

Since then inBl oom has established itself
as an i ndependent 503(c)(3), | believe, a non-profit
organi zation with its own board of directors; its own
chief executive and it's operating that way. All of
the vendors, and inBl oom has had rel ati onships to
build its systens with a nunber of different vendors,
Wrel ess Generation was one of them | don't believe
they currently have a contract with Wrel ess
Generation; | believe that their work was done, but
any of the vendors that did work for inBloomdid work
as part of a contract, work-for-hire, non-
proprietary, so they produced their deliverables and
they wal ked away fromit; nobody has ownership stake
on any of the inBloomresources other than inBl oom as
a non-profit.

COUNCI L MEMBER BREVWER:  Ckay, you
mentioned that inBloom..if another contractor cane
al ong they would be able to get the contract; inBl oom
is not the only non-profit in town; you sort of

i ndi cated that.
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KEN WVAGNER: Currently they're the only
provi der of services...[interpose]

COUNCI L MEMBER BREWER: | wunderstand, but
you said if sonmebo...this is what |I'm concerned about ...
with all due respect, | used to chair the Technol ogy
Committee; | spent hours and hours and hours in the
tech world and City governnent, we just to hire, as
an exanple, and the Chairman of Technol ogy now knows
that, sitting right here, Chairman Cabrera, that we
just had to hire 20 people at our technol ogy agency
to nonitor our own technology efforts and | think
they're doin' a good job; without themit was running
amuck. So my question is; cutbacks state, cutbacks
national, cutbacks locally, enpty desk, etc.; who
nmonitors all this? |nBloomgoes away, ny friend who
has this third-party info...I"mgetting e-mail from
himright now, so | know exactly what he has; he's in
California; he...how..who's gonna nonitor; inBl oom
goes away, you are under-staffed; who nonitors al
t hi s?

KEN WAGNER:  So...[i nt er pose]

COUNCI L MEMBER BREWER: | just don't

trust governnment to be able to nonitor.
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KEN WAGNER:  Understood. So in the bil
that was nentioned, they make a distinction between
out sourcing and the conditions under which you can
out source versus redi sclosure of date and | want...| ...
sonething I didn't nention up until this point; those
two things are different, so because we provide data
to athird party, for exanple the student managenent
system at a school district level or inBloom that's
not the sanme as redisclosing after that initia
providing to the third party. Redisclosure is
controlled...in this project is controlled by the
| ocal school district.

COUNCI L MEMBER BREWER: So t he Depart nent
of Education has to nonitor the redisclosure?

KEN WAGNER: No...so when we provide the
data...[i nt erpose]

COUNCI L MEMBER BREVER: Who's the
noni t or ?

KEN WVAGNER: to inBloom before...in our
project we have three vendors who can potentially
provi de data dashboard services. There's a vendor
eSchol ar, there's a vendor, Connect EDU DataCati on and

then there's Pearson School net.
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COUNCI L MEMBER BREVEER: Oh God, | hate
Pear son

KEN WAGNER: Before any of those vendors
can access any of the data a school district person
has to give authorization for that redisclosure, so
that's just sonmething...so it's not that the data's in
I nBl oom and anybody can access it, including your
friend in California; the data can only be accessed
with school district authorization and that's called
redi scl osure. |If inBloomgoes away, the contract
termnates, all of the data have to be destroyed if
i nBl oom goes away.

COUNCI L MEMBER BREVER: And who...who's
gonna nonitor all that?

KEN WAGNER: It's part of our contract
that they have to provide evidence that the data's
been destroyed.

COUNCI L MEMBER BREWER: | don't nean to
be difficult, but we...like I just said, we just had
to hire 20 people to nonitor the contracts that we
currently have in the Cty of New York because they
weren't being nonitored, so those 20 people hopefully
will do that. | just..the technology world, to the...

you may know it...but the technology world to
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governnment is changing so fast government cannot keep
up with it. | just think that...l mean you have been
phenonenal |y articul ate about what you're discussing,
| just don't think that this huge data opportunity to
hopefully inprove learning is gonna be able to be
nonitored and making sure that it's secure; | don't
care how many firewalls you have. Wat do the
parents get out of it in Brookline and nmaybe upst at e;
nmy brother goes to the Brookline public schoo
system he's got five kids, he knows exactly what
homewor k they did, what they had for |unch, blah,
bl ah, bl ah; what do the parents get out of this; when
are we gonna get this in New York City; does this
hel p us do that?

KEN WAGNER: So the first...[interpose]

COUNCI L MEMBER BREVER: W' ve all been
waiting; it's like waiting for the dough.

KEN WAGNER:  Yeah. And those are exactly
the kinds of expectations that | try to be very
careful about because we know that in about 45
percent of our districts statew de; they already have
a parent portal ...

COUNCI L MEMBER BREVER: W don't.
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KEN WAGNER: Ckay. But when they have
parent portals outside of New York City what happens
i's, they have a student nanagenent systemwhich is
required for storing their data and then the vendors
of the student managenent systens, they keep buil ding
nore features and nore features and nore features and
parent portals and student portals becone features of
t hat underlyi ng student managenent system so they
end up having sonething that wasn't what they
originally signed up for. Now they may | ove their
parent portal and their student portal and their
student managenent system all bundl ed toget her; what
we're trying to do is unbundl e those products so they
stay with each of those functionalities, not because
it's too painful to switch, but rather because they
like it the nost. So I do not wanna pretend that our
parent dashboard will be better than other parent
portals that are out there; it may be...l hope it is,
but it may not be. But one of the things that our
systemw || be able to do that nobody el se can do is,
as | nentioned before, there is not a single system
out there that if you have a parent who has noved
fromdistrict to district, there's not a single

systemout there that will help that parent see what
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exists in the State system So at a mninmum at a
mnimumthis systemw || help parents see what the
State has.

COUNCI L MEMBER BREVER  Ckay, but | nean
| ask...as an exanple, when one goes to the Island
Acadeny 'cause one's at Rikers, it is possible nowto
get those records after...only took us 20 years, but
it is possible to get those records to your |oca
hi gh school; that's done locally, so | don't know why
you need inBloomto help you do that, right; | nean...
["mjust saying, you are very articulate; it's
really...it's frightening for us because |I don't trust
the nonitoring; 1've had a | ot of experience with
technology and | don't trust that these data...this
data is gonna stay |ocked up and I think parents
aren't getting anything out of it, even if it is
| ocked up. So | just think you' re not seeing it from
the parental. | understand the need for the sharing,
| got that, we...it did take us 20 years to get the
i nformati on fromlsland Acadeny to the DOE; we got it
finally, you can...but so | don't think the sharing of
dat a... honel ess ki ds nove around; you need to have the
data nove around with them | do believe that goes on

now, the part that |I'm concerned about is this third
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party; | don't trust them You |eave...you finish...
graduate, you go to coll ege; what happens to that
data for the student; does that stay in the systenf

KEN WAGNER: The i nBl oom systemis just a
K-12 system it's not a higher ed system

COUNCI L MEMBER BREVER: | know, but when
you |l eave...l don't want it to be a higher ed system
I don't want Pearson anywhere near it. But what do
you do...does the system..does that student...do data
get destroyed when you graduate? |'mjust saying;
where does all that data go?

KEN WAGNER: So if students are no | onger
bei ng served by the system..[interpose]

COUNCI L MEMBER BREWER:  Correct.

KEN WAGNER: they woul d be...those data
woul d be destroyed.

COUNCI L MEMBER BREWER: How does it get
destroyed though, just out of curiosity, how...
[interpose]

KEN WAGNER: Wl | there's...there's
processes in place that you' d go through, for

exanpl e...[i nt er pose]




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

COW TTEE ON EDUCATI ON 66

COUNCI L MEMBER BREWER: So that's part of
the FERPA that you have to do it or it's just part of
t he contract?

KEN WVAGNER: My under st andi ng of FERPA...
I"mnot sure if...if...the destroying of data, |I'mjust
not sure if it's part of FERPA or part of our
contract; | just don't recall

COUNCI L MEMBER BREWER: (Okay. Ckay. |
mean |'m..l1 just think that...all | can say is, | have
tremendous concerns; | think other states are
thi nking about it and | think that in a perfect
systemthe data needs to stay internally and you need
it for nmuch nore...it doesn't have enough controls, in
nmy opinion, to be able to warrant this |arge
opportunity and I think the risks outweigh the
assets; that would be nmy feeling. But | do think
t hat having sone of those third-part...are those
third-party people, conpanies nmentioned on your
website so the public knows that those are the three
conmpani es that you're working with?

KEN WAGNER: The partners in this
project, yes are posted...[interpose]

COUNCI L MEMBER BREVER: Yes? Ckay.

Ckay. And why did inBloomno wanna testify today;
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did you tell themnot to or did they nake that
deci sion on their own?

KEN WAGNER: There were two things; one
Is, as is typical for our third-party partner
rel ati onshi ps, whether it be any of our vendor
partners, if someone had question about our project
we woul d ask the vendor to refer themto us for those
questions. | did ask inBl oom whether they were able
to tal k about their services in general, not the New
York project; | would be the person to ask about the
New York project...[interpose]

COUNCI L MEMBER BREVER:  Ckay.

KEN WAGNER: but their services in
general, but | believe they had scheduling issues.

COUNCI L MEMBER BREWER: That is not true,
but that's okay; that's called sonething else. Thank
you very, very much

COUNCI L MEMBER DROWM  Ckay, thank you
and wel |, Chairman Jackson's out; he did give ne
perm ssion to proceed with ny questions. [|'m Dani el
Dromm | am a nenber of the Council from Jackson
Hei ghts in Queens and I'mthe Chairperson of the

Imm gration Cormittee at the City Council as well and
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| was a teacher for 25 years before being elected to
t he Council .

So I'"mcurious to know and | wanted to
followup a little bit on what Chair Jackson had
t ouched upon; the categories for which you're
collecting information; in particular, the category
about immgrant and mgrant..mgratory information.
What information exactly is it that you' re collecting
regardi ng i nmgrants?

KEN WAGNER: Ckay. Again, this is not
part of inBloom but I can answer the question about
the Federal ...[i nterpose]

COUNCI L MEMBER DROVWM  That's... you're
doing it on a State |evel though, right?

KEN WAGNER:  Yes.

COUNCI L MEMBER DROWM  Yeah.

KEN WAGNER:  Yes, because of the...

[ crosstal k]

COUNCI L MEMBER DROWM | ncl udi ng
i mm grants?

KEN WAGNER:  because of the Federal
requirenent.

COUNCI L MEMBER DROWM ' Kay.
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KEN WAGNER: And |' m gonna be doing this
fromthe top of nmy head, so it may not be precise,
but our rules are posted online. But for inmm grant
status we have a Federal requirenent to coll ect
i nformati on about when their date of first entry is,
so are they newy arrived, and then how many years
they' ve been in the country and the purpose is to
eval uate the efficacy of services for students; are
t hey maki ng achi evenent advances quickly, as you'd
hope, or have they been in the country for nmany years
and they're still receiving, for exanple, English
| anguage | earner services. So that's for imm grant
dat a cat egori es.

For mgrant services there's a separate
Federal requirenent to collect information about who
are your...there's a very precise definition of what a
m grant student is and who are your mgrant students,
and the sane purpose is to track whether or not
they're getting the services they' re supposed to get
and whet her or not...well for mgrants, whether or not
they're getting the services.

We have different programoffices within

the State Education Departnent that addresses
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concerns for inmmgrants and m grant students; that's
not my area of expertise.

COUNCI L MEMBER DROVWM  So the information
that you' re getting on the State level fromthe |oca
le...it"s coming fromthe |local |evel, the collecting;
that's a local |evel...[crosstalk]

KEN WAGNER: Correct. Any data that we
get is reported to us fromthe [ ocal school districts
and they have their own systens to manage those dat a.

COUNCI L MEMBER DROWM |s there a
standard across the State in terns of the information
that they're collecting about the imm grant
conmuni ti es?

KEN WAGNER: We post public docunentation
about what they need to report to us and how. So
yes, there are definitions that are standard and they
conme from..[crosstal K]

COUNCI L MEMBER DROW  So are those the
same things that you told ne before, the category
that you' re collecting, the standards...what are those
standards that they need to neet to report to you,
what are the things that they...[interpose]

KEN WAGNER: Ch you nean like quality

stan...[interpose]
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COUNCI L MEMBER DROW Wl | 1'm..what |'m
trying to get at is; are you collecting data about
the country of origin, nunber one; nunber two, about
their legal status; are they here legally or not?
And I"'mwondering if that is across the board a
standard or...and then I'Il follow up with questions...
[ nterpose]

KEN WAGNER:  Yeah...

COUNCI L MEMBER DROW  about that as
wel | .

KEN WVAGNER: So ny recol lection is we do
have to collect country of origin and we are
prohibited fromcollecting | egal status or not, to ny
recol l ection...[interpose]

COUNCI L MEMBER DROMWM ' Kay. Now
regardl ess of whether or not you're prohibited from
collecting that |egal status information; is any of
the information you' re collecting shared with the
Depart nent of Honel and Security?

KEN WAGNER:  Uh...[ crosst al K]

COUNCI L MEMBER DROW O is there a
guarantee that it's not shared wth the Departnent of

Honel and Security?
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KEN WVAGNER: My understanding is we
provi de aggregate counts to the U S. Education
Departnent; we don't provide anything to the
Departnment of Honel and Security.

COUNCI L MEMBER DROW  So there's no
guarantee that this information will never be shared
wi th anot her Federal agency outside of the Departnent
of Education?

KEN WAGNER: | ...I"mnot trying to be
evasive; this is just outside of ny area. M...| have
no know edge of us providing any data to the
Depart nent of Honel and Security...[interpose]

COUNCI L MEMBER DROWM  Ckay; it's an
I ssue of major concern to us in the inmm grant
communities in particul ar because of the secure
community situation that we find ourselves in, where
we have, you know, correction systens and ot her
systens feeding into that and as Council Menber
Brewer alluded to as well, there's already m strust
anongst many about how this information's being
collected; what it's being used for, but | would
I magi ne even greater mstrust of governnment from
i mm grant communities as well and wi thout any

guarantee that this information will never be shared
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with the Federal Governnent's...Honel and Security, for
exanpl e, or other agencies, actually, I think it puts
immgrants in a |lot of danger and that is a very deep
concern that we have here in the New York City area;
actually I would think that many peopl e would share
that concern with me. So is there anything we can do
noving forward to guarantee that?

KEN WAGNER:  Yeah, so if you just send a
followup inquiry I'Il get it to the right people and
we'll get you a very precise and accurate response.

COUNCI L MEMBER BREWER: Okay. So then in
anot her category here you have di spl aced honenaker;
how do you quality that?

KEN WAGNER: Again, I'mnot trying to be
evasive; | don't have recollection of that data
elenment, so | can't...| just can't res...| don't know
what that data elenent refers to; the others are
famliar to ne.

COUNCI L MEMBER DROW  And t hat
information's being collected by the New York City
Depart ment of Education now, displaced honeowners?

KEN WAGNER:  Agai n, displ aced honenaker
is not famliar to me, so |I'd have to check ny

records to see if we even collect that and i f we
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collect it, then school districts are expected to
report it, but I don't have a recollection of that
dat a...[ crosstal k]

COUNCI L MEMBER DROWM  What about
pregnant teen?

KEN WAGNER: Pregnant teens is a data
el ement that is required by the Federal Governnent
and yes, it is sonething that all school districts
have to report for Federal purposes; not this
proj ect...[interpose]

COUNCI L MEMBER DROVWM  So when you ask
about pregnant teen; what is it that you' re | ooking
for?

KEN WAGNER: | believe it has to do wth...
it's a funding source that we have to justify...we get
funds for...as one of the Title services, we get funds
for various categories of students who have specific
needs and we have to justify the funds wth aggregate
counts. But again, there's a separate program office
that could respond nore specifically.

COUNCI L MEMBER DROMM  So t he purpose of
collecting information on pregnant teens is to use it

for what?
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KEN WAGNER: Again, it's required for
Federal purposes that |...1'mnot the person who can
answer this...[crosstal k]

NI COLAS STORELLI - CASTRO  Counci | Menber ...
and if | could just interject...Ken's not trying to be
evasive; we're not trying to evasive; this hearing is
specific to inBloom we're prepared to answer any
questi ons you have about inBloomand the data fields
about that, but sone of these data fields, as Ken
nmentioned, are sinply not relevant to i nBl oom so.

COUNCI L MEMBER DROVWM Wl |l as you can
see, you know, this is a nmjor concern across the
board with all of this data collection, whether it's
specific to inBloomor not and | find the categories
that I'mtal king about here to be offensive actually...
[ crosstal K]

NI COLAS STORELLI - CASTRO Wl |l and...

COUNCI L MEMBER DROWM that they're
i ncluded in any data collection and you know...

[ crosstal K]
NI COLAS STORELLI - CASTRG  And...and

that's...[crosstal K]
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COUNCI L MEMBER DROVWM we do appreciate
that you' ve conme out here and I do and I...1 concur
wi th...[ crosstal k]

NI COLAS STORELLI - CASTRO No...and that's

fair and I ...1...1...1...[interpose]
COUNCI L MEMBER DROW | concur with
Counci| Menber Brewer as well, but...you know and I ...

and I...and | really wish that New York State
Educati on Departnment had conme in and I...and | was
surprised not to see themhere, but | figured let ne
just try to get as nmuch information as | can on this
because, you know, especially inmgrant status is of
deep concern to ne.

Nl COLAS STORELLI - CASTRO. We...we...|
think...it...it...we share sone of those concerns; |
just wanna you know clarify that...that some of these
guestions are better directed to the Federa
Governnent that requires this data collection and
we're a state educational agency that relates nostly
to our Federal education counterpart, so |I'mjust
tryin' to..l"mjust saying that there's sone of these
questions that we just don't have the answers for

because they're not our jurisdiction, frankly.
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COUNCI L MEMBER DROVWM Ckay. So let ne
go to ny coll eague then, Margaret Chin.

NI COLAS STORELLI - CASTRO. ' Kay.

COUNCI L MEMBER CHIN:  Thank you. Deputy
Comm ssion, in your presentation |I have not heard
about the costs; how nmuch is this costing the
taxpayer? | mean we've heard that inBloomplans to
start charging their service in 2015, an anpunt
bet ween $2-5 per student and | just wanna find out
what are...is that true and what's the [ong-term
mai nt enance and operation costs of the system and
will school districts be required to pay for thenf

KEN WAGNER: Gotcha. So if you were to
ask a school district right now what it's spending
for its student managenent system you woul d get
answers that would vary between $10-15 a student per
year forever. In that context if the inBl oomservice
works the way we intend it to work, which is that it
makes it nore efficient for nore tools at a | ower
cost, that would nmake the nost sense to a schoo
district if it participates in nore than one data
tool within the system So the $2-5 nunber that you
mentioned is our current estimate for when inBloonis

fundi ng goes away beginning in January of 2015; if a
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school district wished to continue to use the inBl oom
service, which it would be under no requirenent to
do; if a school district wished to continue to use
that service the best estimate right nowis $2-5 per
student. Those nunbers could be lower if nore states
and districts participated in inBloom but that's the
current estimate. That would likely not be cost-
effective if the school district only used one or two
data tools using the inBl oomsystem But if they
start to use three or nore data tools, and we have
lots of information that school districts use upwards
of five, six or seven tools, so three is about at the
break even point; if they use three or nore data
tools, things that they woul d use anyway; it's got
nothing to do with...we're not asking people to spend
nore noney, but if they use these three tools, then
that $2-5 is at about the break even point and if
they use nore than three tools, then you're actually
saving funds. So that $2-5 is the best estimate
right now, it could get lower if nore states and
districts participate and whether or not that's a
good val ue depends on how many data tools schoo

di stricts are using.
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COUNCI L MEMBER CHIN: Can you j ust
identify sone of the data tools that you' re talking
about ?

KEN WVAGNER: Sure. So when | had
mentioned in the category of systens that people are
using right now, so they're using data tools to
capture student enrollnments, to build student
schedul es, to manage all of those things; | think it
was |i ke four or five, online learning is a big thing
that school districts are starting to participate in,
offering virtual |earning opportunities to students
that can be nore convenient, for exanple for ol der
students. Also another thing is personalized
i nstruction, so a student who's struggling in math
and can benefit tremendously fromindividua
attention fromthe teacher, but could al so benefit
fromsone suppl enental practice exercises and so, soO
personal i zed | earni ng opportunities are things that
school districts are doing; things to organize
curriculumand instructional resources, 'cause
i nBloomis not just about data, it's al so about
curriculumand instruction. So there's at |east
seven or eight categories of tools that people are

currently using and spendi ng noney on and if you go
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to any individual school district I"'mvirtually
certain that you'll find that school districts can
name at |least three to five of those categories. So
that's what we're trying to do; given that these
funds are being spent on these categories of tools
m ght this underlying system..right nowit's inBl oom
It doesn't have to be inBloomin the future; m ght
this underlying systemhelp to make those existing
practices nore secure and nore efficient.

COUNCI L MEMBER CHIN: So right now the
schools that are...are any of the schools in the State
usi ng the systemright now?

KEN WAGNER: The EngageNY Portal systenf

COUNCI L MEMBER CHI N:  Yeah.

KEN WAGNER:  No; it has not been rolled
out yet.

COUNCI L MEMBER CHIN: So what's the
upfront cost for the inBloomto be devel oping the
system what's the cost right nowto the State?

KEN WAGNER: Yeah. So there's no cost to
school districts right now, we have...the State,

t hrough Race to the Top funding, has funds for two
nore years, the 13-14 school year, and assum ng t hat

we get a Race to the Top anendnent, which we
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anticipate getting, the 14-15 school year. So we
have funds to pay all of the costs for this year and
next year, then in our vendor contracts, with those
t hree data dashboards, we negotiated three additiona
years of Statew de pricing and those prices are about
$1-3 per student; two of the vendors is about $1 a
student; one of the vendors is about $3 a student.

So if school districts |ike the Statew de systemthey
could elect to continue to purchase those services by
| everaging the State contracts; if they don't |ike
the Statew de systemthey can stop using it
conpletely or if they like the Statew de system but
they don't like the State's vendors they could use
their own vendors and authorize those vendors to
access the data.

COUNCI L MEMBER CHIN:  So right now
nothing is being used, so this is just a...[interpose]

KEN WVAGNER: R ght now we' re doi ng...

COUNCIL MEMBER CHIN: a systemthat's
being built...[interpose]

KEN WAGNER. we're...we're in the phase
where we're doing testing; we have been using

anonyni zed student data so far for testing and we
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plan to |launch the systemthis comng fall into
W nter.

COUNCI L MEMBER CHIN: But there is sone
upfront cost, isn't there?

KEN WAGNER:  Yes, but State...[interpose]

COUNCI L MEMBER CHIN:  What ...what is that
cost ?

KEN WAGNER: State dollars...So our...\\e
have two...we have three sets of contracts to support
this work; one is called what we call content
managenent and systens services, so it's building the
underlying system including the supports to connect
with inBl oomand that vendor is a conpany call ed
Public Consulting Goup or PCG and that is a $30
mllion contract. Then we have contracts with three
di fferent data dashboard providers, as was nentioned,
eSchol ar, Connect EDU Dat aCati on and Pearson
School net; those contracts conbined total about $20
mllion;, the State had received about $60 million in
Race to the Top funds for this purpose.

Then we have a third category of contract
wi th an i ndependent party who's charged with
provi ding what's call ed | ndependent Verification and

Val i dati on Services, which is kind of |like a
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wat chdog, so to speak, to nonitor the project on
behal f of the State to make sure everything is going
the way it's supposed to be going and that's a third
category of contract; | believe that contract, it's
with a conpany, a non-profit called N ce Tech and I
bel i eve that contract is about $3 mllion.

COUNCI L MEMBER CHIN: Ckay. So in New
York Gty we have the ARI'S system so what happens if
New York City opts into use the inBloom let's say
for exanple; does that nean the ARI S system it's not
gonna be in use anynore?

KEN WAGNER: So that woul d be a deci sion
for New York City; the key question | would think for
New York City is whether or not the State's systemis
good enough for New York City use and if they
determine that it is good enough, then they could
make a decision...l...1 don't know..to start to phase
in the State systemin replacenent for sonme of the
features of the AR S system

We are not requiring New York City to
stop using ARIS, no nore than we required themto
start using ARIS; that would be New York City's

deci si on.
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COUNCI L MEMBER CHIN: Ckay. Thank you,
Chai r.

CHAI RPERSON JACKSON: Thank you Counci
Menber. Deputy Comm ssioner and Director of
Governnent Affairs, we're gonna take a pause for a
few m nutes, for about seven mnutes; we've had...our
City Conptroller, John Liu has been waiting for about
20 minutes to 25 minutes to give his short testinony,
so we'd |ike to pause for five; seven mnutes and
then conme back to you; is that okay? Thank you very
much; appreciate it. You could sit here or you can
go outside or go to the restroom whatever you wanna
do; make a phone call, it's up to you, okay?

NI COLAS STORELLI - CASTRO  Thank you,
Chai r man.

CHAI RPERSON JACKSON: Thank you very
much. You can | eave the PowerPoint there and what
have you, okay? Thank you.

So we'd like to now call our City
Conmptroller, John Liu to give testinony. You're
wel cone. You're wel cone.

|"msorry; |'ve been corrected, the
Comptroller said he's been here since 10:45, not 20...

[ nterpose]
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[ background comrents and | aughter]

CHAI RPERSON JACKSON: It's...I know he's
been here a while, but...

So M. Conptroller; are you or other of
your col | eagues gonna give testinony; if so, we swear
in all witnesses coming in front of us? So if..who's
gonna give testinony, | ask you to pl ease raise your
right hand. And do you swear or affirmto tell the
truth, the whole truth and nothing but the truth in
your testinony before this Conmttee and to respond
honestly to Council Menbers questions?

JOHN LI'U:  Yes.

CHAI RPERSON JACKSON: Thank you. And you
may begin your testinony.

JOHN LIU: Alright. Well first let ne
t hank our State coll eagues for their indul gence in
this and | appreciate you wanting nme to present this
testinmony in person; | thank you Chairman Jackson and
al so nenbers of the Education Commttee for hol ding
this inportant hearing on protecting the privacy of
New York City public school students. | submt this
testinony in strong support of proposed New York

State Legislation A 6059-A and S.5932 and also in
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strong support of City Council Resol ution Number
1768-2013.

A growi ng nunber of New Yorkers are
deeply concerned about the New York State Education
Departnent’'s and also the City Departnent of
Education's decision to rel ease personally
I dentifiable student and teacher data w thout
parental consent to inBloom Inc., a corporation
funded by the Bill and Melinda Gates Foundati on.
share these concerns as both a New York City public
school parent and as Conptroller.

The initial service agreenment between
i nBl oom and the State Education Departnent involve no
fee for service or any costs at all and therefore
bypass State and City Conptroller review and
regi stration, though now we have been tol d that
starting in 2015 the State and/or the City wll have
to pay a per student fee for inBloomservices. The
troubling lack of transparency with regard to what
seens to be an unprecedented di scl osure of personally
identifiable information rai ses grave concerns about
the risks, safeguards, liability and the |ong-term

fi nanci al planning associated with this agreenent.
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Last May | submitted a letter to State
Educati on Departnment Commi ssioner King and the Board
of Regents urging themto wthdraw New York State
fromthis project; however, the State is noving ahead
with the plan, so it seens, as one of nine states to
participate in the inBloomproject. New York State
students are guinea pigs for an operation that is
driven as nmuch by profit potential as it is for any
educati onal benefit.

Loui si ana, Kentucky, Georgia, North
Carol i na and Del aware have all since wthdrawn from
the project due to privacy concerns and there are
strong indications that others will follow suit.

Just | ast week Jefferson County in
Col orado, that state's one pilot district, agreed to
all ow parents the right to opt out of having their
children's data shared with i nBl oom

While it appears that the State Education
Depart nent and i nBl oom have satisfied the bear
m ni mum | egal standard of the Fam |y Education Rights
and Privacy Act, |'m deeply disappointed that the
St ate Educati on Departnment has not chosen to adhere
to a higher standard of protection for the personally

identifiable information of the people it is neant to
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serve. By inBlooms own admi ssion it cannot
guarantee the security of the information stored in
i nBloomor that the information wll not be
intercepted while it's transmtted.

Additionally, save for an immterial $1
mllion to $5million that inBloomw Il set aside, the
State and City have accepted near total liability.
In the agreenent inBloomand its third-party
partners, whoever they may be, reject just about any
liability. Despite the fact that the goal of this
project is for inBloomto create a data store where
third-party providers will use student data to
devel op products, the New York State Education
Departnent and i nBl oom officials have stated that
there is no necessity for parental consent; in fact,
the State has al ready uploaded or is in the process
of upl oadi ng personal data fromall the public schoo
students in the State, even though hundreds of
parents have al ready asked to opt out.

The State Education Departnent is also
requiring that nearly every school district,
including New York City's, sign up with one of three
conpani es that will produce data dashboards that w |

be popul ated with personal data fromthe i nBl oom
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cloud. A few districts that refused Race to the Top
funds are exenpted from signing contracts with these
conpani es, but their student data is being shared
with inBl oomanyway. Wy nust districts that do not
want to participate still be required to upload the
dat a?

Mor eover, starting in 2015 districts wll
have to pay fees for the use of these dashboards in
addition to the fees charged by inBloom The State
Educati on Departnent is al so encouraging districts to
share even nore personal student information and sign
up for even nore software tools fromvendors who wl |
be provided with this data through the inBl oom cl oud,
all w thout parental consent.

| ndeed, the State Educati on Depart nent
has told districts that there's no necessity to opt
out or seek consent before student data is shared
wi th any vendor, but they have not absolutely barred
di stricts from doi ng so.

Now sadly, the City's Departnent of
Educati on has chosen not to all ow either parental
opt-out or consent; all this is being done despite
the fact that the so-called educational benefits of

t hese dashboards and the ot her software tools that
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i nBloomis supposed to facilitate are entirely
theoretical; we've seen this before.

I n 2007 the DOE announced that the data
managenent portal, ARI'S, would revolutionize the
system but a 2012 audit by ny office denonstrated
that the systemis rarely if ever used and appears on
the brink of becom ng obsolete. And Council Menber
Chin's questions just a few m nutes ago seemto
suggest that there are nany, many questi ons.

As for inBloom even with the potenti al
of educational benefits, the data store would have
nore i medi ate commerci al benefits for third-party
for-profit providers.

O hers concerned with this plan have
adroitly pointed out that in light of the heavily
commerci al el enents of the agreenent inBloomand the
New York State Education Departnent have failed to
conformto child protection standards for personally
identifiable information set forth by the Federa
Trade Conmi ssion; this is worthy of a deeper | ook.

All of this is to say that the State
Educati on Departnent's | egal argunent could put the
State and the City in risk of substantial liability.

Al so disconcerting is the fact that the service
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agreenent clearly states that inBl oom cannot
guarantee the security of information stored in
i nBloomor that the information wll not be
Intercepted when it is transmtted.

The agreenent further states that inBl oom
will take all reasonable and appropriate neasures to
protect the data. This is hardly reassuring
| anguage, especially when breaches of security and
| oss of privacy happen with increasing regularity,
even in the nost secure domains.

Currently inBloomis a | ean operation and
has subcontracted with Wrel ess Generati on, now
called Anmplify, to help with the managenent and
protection of the data. Wreless CGeneration/Anplify
will or currently has access to student and teacher
personal ly identifiable information without having to
obtain infornmed consent. Wreless
Generation/ Anplify's parent conpany, the News
Corporation, is in the mdst of several high-profile
crimnal trials in the United Kingdom for egregious
privacy violations and seens |ikely to undergo a
full-scale United States Senate investigation once

those trials in the UK are finished. This raises
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further questions about the integrity of this inBl oom
agr eenent .

Additionally, settlenents and liability
clains for data breach are on the rise. A recent
report about data security threats in the health
sector finds that settlenments have the potential to
reach $7 billion annually. Many data breaches are
not typically malicious or crimnal in nature and are
often accidental; |ost conputers, enployee error,
etc.

The sinply reality is that technol ogies
that prom se greater productivity and conveni ence,
especially through the file-sharing applications and
cl oud- based services are extrenely difficult to
secure. As you know, these are the exact services
that inBloomand its third-party affiliates are
prom sing to New York.

Anot her concern has to do with the | ong-
termfinancial plan for inBloom As stated, inBloom
intends to be financially independent fromthe Gates
Foundation by 2016. Right nowit seens that the
Gates in premature is the glue that holds this
agreenent together, but what happens when Gates is no

| onger involved; how does inBl oom guarantee that it
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wi |l be sustainable and financial solvent, especially
as nost of the states that originally planned to
partici pate have now pul |l ed out of any data sharing
agr eenment .

Peopl e ought to have the confidence in
the State and City's ability to effectively safeguard
personal information, yet there is a troubling |ack
of transparency in what seens to be an unprecedented
di scl osure of personally identifiable informtion.

| would i ke to reiterate what | asked
the State Education Departnent and the Regents to do
| ast may.

Nunber one, hold public hearings
t hroughout the State to explain why this agreenent
shoul d be pursued, answer questions and obtain
i nformed conment; engage public reaction.

Nunmber two, notify all parents of the
data di sclosure and provide themw th a right to
consent .

Nunber three, define what right famlies
or individuals wll have to obtain relief if harnmed
by breach, inproper use or release of their private

i nformation, including how clains can be made.
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And four, ensure that the privacy
i nterests of public school children and their
famlies are put above the commercial interests of
i nBl oom Wreless Generation and all other third-
party affiliates.

|'"d like to add to this list nmy support

for the | egislation being considered by the State,
A. 6059- A/ S. 5932; that would bl ock redisclosures with
any third parties wthout parental consent and woul d
require vendors to indemmify the Cty and the State
for any breaches of data.

Finally, in today's technol ogi cal age
peopl e regul arly broadcast personal information on
social networking sites and provide information to
i nternet vendors, but they do so willingly; no one
wants to learn that their personal informtion
especially informati on about their children, has been
handed over to an anonynous marketplace w thout their
prior consent or even know edge. Thanks very nuch
and |1'd be happy to answer any questions you m ght
have.

CHAI RPERSON JACKSON: Wl | thank you,
Conmptroller Liu; we appreciate you comng in and

personal ly giving your testinony in this inportant, |
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guess...we've agreed to pause in the testinony of the
St ate Education Departnment officials to your
testi nony, which then raises sone, | guess sone
questions that we have been asking and maybe sone
addi ti onal issues and concerns that we have and
hopefully when we all |eave here today we will get a
better understandi ng about the systens and even hear
from parents and advocates why they are requesting
consent and/or opt-out provisions in the |egislation.

So | wanna thank you for comng in and |
appreciate it very nmuch. And nowthis is officially
upon the record and we will be in contact with you in
the future.

JOHN LIU. M. Chairman, thanks for the
opportunity to share our thoughts; | do wanna poi nt
out that Tomas Hunt and Chris Oaens fromny office
are here wwth ne and though I cannot stay for the
rest of the testinony by the State Education
col | eagues, Tomas and Chris will be here and to the
extent that we may hear nore information fromthem
that m ght address sone of the questions that we' ve
raised in the testinony, we certainly will be in
touch with you as well as with themin the upcom ng

days. Thank you very nuch...[ crosstal K]
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CHAI RPERSON JACKSON: Thank you so mnuch.
Thank you.

JOHN LI'U: Thank you.

CHAI RPERSON JACKSON:  So now we are goi ng
to resune back to the State Educati on Depart nent
officials, the Deputy Commi ssioner, Ken Wagner and
Ni colas Storelli-Castro, the Director of Covernnent
Affairs. W have been joined by additional
col | eagues; to ny right, Council Menber Al Vann of
Br ookl yn and Council Menber Ruben WIlls to ny left
from Queens.

And | believe next was Council Menber
WIlls; you' re up for questioning regarding the
testi nony of the Deputy Conm ssioner and Director of
Governnent Affairs.

COUNCIL MEMBER WLLS: I'msorry; |I'm
gonna yield ny tinme; | thought...l nean do we...Cl ass
Size Matters is going to testify also? Are they on
the list to testify?

CHAI RPERSON JACKSON: Leoni e Hai nson will
testify on behalf of Cass Size Mtters.

COUNCI L MEMBER W LLS: ©Oh; |..1 yield ny
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CHAI RPERSON JACKSON: Okay, good. So...So
| guess one of the questions that people have that if
di stricts do not sign on to i nBloomafter 2015,
' cause 2015 is when, you know the...l guess the...the
pilot project ends; is that correct?

KEN WAGNER: It's when the period of
initial funding for...[interpose]

CHAI RPERSON JACKSON: I nitial funding.
So if they do not sign on where the districts have to
pay for services, is the student data destroyed or
pul l ed out or what happens, if you know, based on
what ever agreenents have been di scussed?

KEN WAGNER: So there would be two parts
to that. |[|f the school district had el ected one of
t he three dashboard vendors at redisclosure, at the
point that the district elects to no | onger
participate, then the data fromthat dashboard vendor
woul d have to be destroyed. So if they had el ected
to provide data to eSchol ar or Connect EDU or Pearson,
when they are done that dashboard vendor has to
destroy those data.

The data woul d remain however in the
underlying i nBl oom system as | ong as New York is

participating in that underlying system but it would
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not be redi sclosed to anyone unless the schoo
district elects to redisclose it to soneone.

CHAI RPERSON JACKSON: So the three
contractors that have been agreed to by the State
Educati on Departnent, and you indicated their nanes,
so if..for exanple, if the Cty was using one of
those and the City decided not to participate in 15
or 16 or whatever, then that data with that has to be
destroyed; is that correct?

KEN WVAGNER: W th that dashboard vendor.

CHAI RPERSON JACKSON: That dashboard

vendor .
KEN WAGNER:  Correct.
CHAI RPERSON JACKSON: But not with
i nBl oom because inBloomstill has a contract or an

agreenent with the State Education Departnent.

KEN WVAGNER:  Now if the State Education
Departnent termnated its agreenent with i nBl oom
then all of the data woul d be destroyed.

CHAI RPERSON JACKSON: 'Kay. So |'ve
heard and |1've read in preparation for this
particul ar hearing that inBl oomcannot guarantee that
in the transmission it may not be grabbed by soneone,

in essence, and |I'musing these words, grabbed,
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because that's basically what they're doin'; they're
basically stealing the information. How |ong, for
exanpl e, does it take tinme-wi se, as a |ayperson, |I'm
not a technician, the information about New York
Cty's 1.1 mllion students; how | ong woul d that take
to transmt electronically through the...you know,
through the cloud to get to New York City or to a
private vendor; would it take one minute; would it
take an hour; would it take two days, considering
that we have so nuch information?

KEN WAGNER:  So when we nobve data we try
wher ever possible to work only with changes to the
i nformati on, so you don't resend everything every
time, you just send the changes, but with an
organi zation as large as New York City you're | ooking
at a mininumof a few hours.

CHAI RPERSON JACKSON: A few hours.

KEN WAGNER:  Now any i ndi vi dual data
point is noving in a second...[interpose]

CHAI RPERSON JACKSON: Ri ght.

KEN WAGNER:  but the whol e process w |

take...[ i nterpose]
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CHAI RPERSON JACKSON: And that's what |
was tal kin'" about, the whole process. | was just
curious, you know.

KEN WAGNER:  Yeah.

CHAI RPERSON JACKSON: Okay. Because you
did say that all of the information is encrypted and
so even if soneone grabbed the information, it's
encrypted; unless they have the code or key to
deci pher it it's no good; is that correct?

KEN WAGNER:  For i nBlooms portion of the
project it's encrypted at both rest and in notion, so
yes, if it were intercepted and it's un...l know t hat
the | ack of a guarantee keeps getting mentioned,
woul d say much nore rel evant than a guarantee,
because we all know, is the protections that you're
putting into place. So in this case, with the
encryption, yes, that is a feature of inBl oom
services, so even if sonething were intercepted it
woul d be encrypt ed.

CHAI RPERSON JACKSON:  Now, did you
respond to a question, Deputy Comm ssioner that; has
the personal data of New York City students already

been upl oaded to i nBloomcloud and if so, when and by
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whom whether it was SED or DOE; has that information
al ready part of the pilot been upl oaded al ready?

KEN WVAGNER:  So | had nenti oned
previously that we're in what's called a test phase
and we have...yes, we have sent Statew de what we cal
de-identify data, so the nanes are not attached,
'cause we don't need nanes right now, but yes, we
have sone Statew de dat a.

CHAI RPERSON JACKSON:  So in essence the
names wll be put later, so for exanple, when schools
or the teacher needs to | ook at data or to anal yze
the type of assistance a child my need froma
curricul um point of view or froma social services
point of view or sonmething |like that, that will be
added | ater?

KEN WAGNER: One of the questions that
came up in Queens, for exanple, was; couldn't you
build the system so you don't need nanes? And our
response to that would be that it's not...we're trying
to provide information that's useful, so if a teacher
Is looking at a list of nunbers and then he or she
has to go and cross-reference the nunbers, that's
just not going to be very useful. So for that reason

we do need to include nanes, but we don't yet need to
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include themuntil we get to a | ater phase of testing
and then once we | aunch.

CHAI RPERSON JACKSON:  And in preparation
for this hearing | read one of those questions and
the response, | guess from SED, either in sone
response, the question may have been asked and | just
t hought in ny head, you know, |ike for exanple,
soneti mes when you buy raffle tickets, right, the
first five nunbers are the same nunbers that everyone
has, but the last three nunbers are really the
nunbers, |ike you know, 345, after you said four
nunbers al ready, 'cause people are |ookin'" at those
| ast few nunbers; couldn't you for exanple have
i dentifying nunber let's say of the school, let's say
27 would be for AB s to |ower school 15 and then a
cl ass maybe let's say five and then list, for exanple
If there's 23 students in that class, have one, two,
three, four, five within all of those categories as
far as school, you know, | nean, you know school,
class and then identify the students by one, two,
three, four, five within each class and so...and |
knowit's a little bit nore difficult, but it's not
i ke goin' through the whole thing; if | have a key

here and | have 23 students and | know that I'min ny
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code of ny school and nmy class in one to 23, it's
just a sinple match-up.

KEN WAGNER:  Yeah, so that question had
come up at the Queens forum..[interpose]

CHAI RPERSON JACKSON:  Ckay.

KEN WAGNER: coul dn't you excl ude the
student nanes, because have unique identifiers, so we
know who the student is independent of the nanme, so
couldn't you exclude it and then add the nane back at
the local |evel so the nanme doesn't have to be stored
for exanple through the service provider, just gets
added back?

|"'mnot aware of a single systemthat
works that way; it's logically possible what you're
descri bi ng, but what that would require is for each
of our 695 school districts; we have 4500 schoo
bui l dings, to set up a server locally that woul d work
with the State system and add the names back in; it
woul d have to be a | ocal process, which...things don't
work that way because it would be a cunbersone
process that would put an additional burden on the
| ocal school districts.

CHAI RPERSON JACKSON: ' Kay. So you know,

|'"ve read | believe in your response to, | think our
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Speaker, Christine Quinn...when | say your response |
nmean State Edu...not necessarily your response
directly, but State Ed's Departnment on behal f...|
think it was penned by Comm ssioner King, about...
that's there's no regul ation or process in place at
the State level for a parent to opt out or opt out of
the system why isn't that the ca...l think you
expl ai ned that overall, in your opinion and State
Ed' s opinion why the infornmation is necessary because
of A, B, C but why can...why do you not agree to
allow a parent to opt out if they don't want their
child' s confidential, identifiable information in the
systen? | mean the...ny understanding is that the
bills that are currently pending will give the
parents that option; is that correct?

KEN WAGNER: That's not ny under st andi ng
of the bill that's pending...[interpose]

CHAI RPERSON JACKSON:  The bill ...

KEN WAGNER: The bill that's pendi ng has
an outsourcing provision, which in my opinion is
consistent with this project.

CHAI RPERSON JACKSON: Ckay; can you just ...

for ne as a | ayperson, you're saying that your
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under standi ng that the opt-out provision is not in
t here, but what about the consent?

KEN WAGNER:  No; it is...it is in the
bill, but it has an exception...[interpose]

CHAI RPERSON JACKSON: Go ahead.

KEN WAGNER: it has an outsourcing
exception and it says that you may...in the bill it's
referred to as outsourcing...you may outsource under
these conditions, as long as you neet these
conditions and | believe that this EngageNY Port al
project is pretty close to what the bill envisions;
I"'mnot a |lawer, so |I’mnot close enough...

[ crosstal K]

CHAI RPERSON JACKSON: Right. Right.
Ri ght .

KEN WAGNER: but even the bill under
consi deration does allow for outsourcing to for-
profit third-party vendors, according to ny
under st andi ng, w thout parental consent, because
that's the way these systens work; if you did not
allow that, |I'm not exaggerating, schools would not
be able to run their operations or offer their

servi ces.
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CHAI RPERSON JACKSON: So |'ve heard that
nore than a 100, maybe a coupl e 100 parents have
al ready requested in witing, or by e-mail or
ot herwi se, that they do not consent to their
children's information being uploaded; I"mcalling it
upl oaded, okay. How have you...you, when | say this;
how has the State Education Departnent responded to
those parents in witing as to their request not to
have their child' s information, they do not consent
to have their child' s information or their children's
information in the systen? And | don't know, Nicolas
or...or...[interpose]

NI COLAS STORELLI-CASTRO We...and |'I1
| et Ken...[Interpose]

CHAI RPERSON JACKSON: Go ahead.

NI COLAS STORELLI - CASTRO. answer as wel |,
but | do...the Comm ssioner received an e-nai
canpai gn and he provided a response to peopl e who
wote e-mails to his Conm ssioner e-nmail address...
[interpose]

CHAlI RPERSON JACKSON:  Ckay.

NI COLAS STORELLI-CASTRO | can provide

you a copy of that response if that woul d be hel pful.
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CHAI RPERSON JACKSON:  And that...1 would
appreciate it. Can you, M. Storelli-Castro, the
Deputy for Governnent Affairs, can you tell ne
basically what the Conm ssioner's response has been
to parents who have requested not to have their
children's data entered into the systenf

NIl COLAS STORELLI-CASTRO  And |11
paraphrase it; | don't have the response...[interpose]

CHAI RPERSON JACKSON:  Yeah, paraphrase
it, of course.

NI COLAS STORELLI-CASTRO. | think
general |y speaking the response was that, we
appreci ate the concerns; we...student privacy is as
inportant to us as it is to the parents; we have many
parents who work at the State Education Depart nent
and we value the privacy of our children the sane
way, you know, our constituents do and we expl ai ned
sonme of the privacy protections, | believe, but Ken
can sort of go into detail about how the services we
are providing are nore safe than what districts
t hroughout the State have because it's a patchwork
right now And finally, we explained that for
m ssion-critical activities...the activities that are

critical to running a school district on a day-to-day
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basis and providing for the educational services
whi ch requires instructional data systens, that
consent is not required consistent w th FERPA

| will provide M. Chairman with a copy
of the response for your records.

CHAI RPERSON JACKSON:  Sure, sure; |...
kay, so basically, even though you basically
summari zed the Commi ssioner's response and the letter
will detail it nore specifically...[interpose]

NI COLAS STORELLI - CASTRO.  Absol utely.

CHAI RPERSON JACKSON: what |'m hearing is
that the bottomline is, concerning parents' request
not to consent to the information being upl oaded,
basically no, no to their...[interpose]

NI COLAS STORELLI - CASTRG  Ri ght.

CHAI RPERSON JACKSON: to their request;
is that correct...[interpose]

NI COLAS STORELLI-CASTRO Basically the
Federa...the Fam |y Education Rights and Privacy Act
all ows school districts to performthese functions
wi t hout parental consent ...

CHAI RPERSON JACKSON: ' Kay.

NI COLAS STORELLI - CASTRO and that's what

school districts are able to do and as Ken has
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expl ai ned, without this ability they wouldn't be able
to function.

CHAI RPERSON JACKSON:  And, either one of
you, do you know whether or not any parents, by
copyi ng the Conm ssioner or have filed an appeal of
that determ nation to any higher authority, be it the
Federal Education Departnent or anyone el se? Because
t he Conmi ssioner reports to the Board; is that
correct?

NI COLAS STORELLI - CASTRO  Yes, the Board
of Regents; correct.

CHAI RPERSON JACKSON: Do you know whet her
or not any parents have filed an appeal with the
State Board of Regents regarding the Conm ssioner's
deci si on?

NI COLAS STORELLI-CASTRO Not that I'm
awar e of.

CHAlI RPERSON JACKSON:  Ckay. And | think...
[interpose]

NI COLAS STORELLI - CASTRO  And...and M.
Chairman, |...1'"msorry...[interpose]

CHAI RPERSON JACKSON:  Go...go ahead.

NI COLAS STORELLI-CASTRO if | could just

clarify.
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CHAI RPERSON JACKSON:  Sure; go ahead.

NI COLAS STORELLI - CASTRO  There wasn't ...
you know, it wasn't |ike a Conm ssioner's
determ nation; the Conm ssioner basically responded...
[ crosstal K]

CHAI RPERSON JACKSON: Responded.

NI COLAS STORELLI - CASTRO  Yeah, it
wasn't, you know a directive; it was a statenent of
fact that the Commi ssioner made...[i nterpose]

CHAlI RPERSON JACKSON:  Ckay. So...kay.
So in...and in essence, whenever a determ nation by...
made by the Comm ssioner...because basically he said
to parents, under the |law, Federal |aw...[interpose]

NI COLAS STORELLI - CASTRO  Correct.

CHAI RPERSON JACKSON: we have a right to
give this information...I'mjust summari zi ng now...

NI COLAS STORELLI - CASTRO  Unm hm

CHAI RPERSON JACKSON: and that in
response to their letters to him he's basically
saying that; no, we're not gonna allow you to consent
to have your child out of the system

KEN WVAGNER: But if |...'cause this has
been one of the...the nost hard...this has been one of

the hardest things for ne; that there's such a
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di sconnect between what we think that we're trying to
do to help and parents' reactions. And I acknow edge
t hat di sconnect and that's been hard, but one of the
things that's just so confusing is the only reason
why we have the data in the first place to send to
i nBloomis because it was reported to us through
third-party vendor relationships. So there's not a
thing that we have that didn't cone to us by way of a
school district sending it to us through a third-
party rel ationship.

CHAI RPERSON JACKSON:  And the third
party...nost of you, what you indicated...[interpose]

KEN WAGNER: At the | ocal ...[crosstal k]

CHAI RPERSON JACKSON:  |I'm sorry, you fin...
[ crosstal K]

KEN WAGNER:  |''m sorry.

CHAI RPERSON JACKSON: CGo ahead; no,
finish your...[interpose]

KEN WAGNER: At the local schoo
district..data got reported to us by route of a
third-party. So what this has surfaced for ne is
that there is a, just a |l ack of understandi ng about
what' s been happening for the past decade with

student information. And in sone ways, whether you
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agree with this project or not, this project has done
a good thing, which is it has surfaced things that
peopl e did not real ...apparently did not realize were
happeni ng anyway. But again, we don't have anything
that wasn't reported to us by a school district and
the vast majority of school districts reported to us
by way of third-party products.

What this has also surfaced is a | arger
i ssue...and we've spent a lot of time with sone people
who have cone back to us and said you know what, we
still disagree with what you're doing, but we realize
that our disagreenent is really not with you per se,
but we don't agree with the underlying Federal | aw,
so that's a valid place of departure.

CHAI RPERSON JACKSON: | appreciate...so
for exanple, New York City, since it had devel oped
its owmn system ARI'S, but you said earlier in your
testinony that many of the third-party vendors are
private, for-profit contractors; is that correct?

KEN WAGNER: That's correct.

CHAlI RPERSON JACKSON: Ckay. But did...so
New York City, for exanple, had devel oped its own

system | would assume now i nformati on cones directly
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fromNew York City, the ARIS systemto the State
Educati on Departnent; aml right in that assunption?

KEN WAGNER:  Yes. New York City is doing
their own data integration and then they use ARIS to
di splay the information.

CHAI RPERSON JACKSON: Ckay. Alright. |
think that Conptroller John Liu has indicated sonme, |
guess reiterations of what he had submtted to the
Comm ssioner and |'mgonna ask it in another...have
you, neaning the State Education Departnent, held any
heari ngs or engaged parents in any way regardi ng your
pl ans for the sharing and use of this data? | know
you indicated, and I think that the Deputy for...the
Director for Governnent Affairs indicated sone Queens
nmeetings; is that correct?

KEN WAGNER: It was just a single neeting
i n Queens...[interpose]

CHAI RPERSON JACKSON:  Okay.

KEN WAGNER: we have di scussed this in
public session with our State Board on several
occasi ons over the past two years and as | nentioned,
we have Statew de neetings that are schedul ed over

t he next few weeks throughout the State and I
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antici pate that data security and privacy will be one
of the topics of discussion.

CHAI RPERSON JACKSON: So you're gonna
have neetings around the State engagi ng...who are the
neetings with, with parents; are they open neetings
or what ?

KEN WAGNER: This is...these are organi zed
through the State PTA and...

CHAlI RPERSON JACKSON: St ate PTA?

KEN WAGNER: State PTA, | believe there's
like six or so..[interpose]

NI COLAS STORELLI - CASTRO  Yeah, they're
regional; they're still in devel opment, but yes.

CHAI RPERSON JACKSON:  Ckay. | would
assune that one is gonna be in New York City...
[interpose]

NI COLAS STORELLI - CASTRO.  Absol utely.

CHAI RPERSON JACKSON:  Yeah...[i nt er pose]

[ backgr ound coment ]

CHAI RPERSON JACKSON: |'m sorry; please
no yelling out. | assunme one is gonna be in New York

City...[interpose]
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NI COLAS STORELLI-CASTRG  They will be
regional. | don't have the schedule in front'a ne,
but ...[i nterpose]

CHAI RPERSON JACKSON: ' Kay.

NI COLAS STORELLI - CASTRO  but they will
be...[ crosstal k]

CHAI RPERSON JACKSON:  And...and...and...

NI COLAS STORELLI - CASTRG:  t hroughout the
regions of the State.

CHAlI RPERSON JACKSON: and who is...who is...
who i s heading these regional neetings? So for
exanple, is the State Educati on Departnent gonna hol d
t hese regional neetings or is it gonna be the State
Parents Associ ation of New York State? Who is gonna
hol d these regi onal neetings?

KEN WAGNER: These are bei ng organi zed by
the New York State PTA; | don't know whet her New York
State PTA is affiliated wth New York City or they
have their own separate organi zation...[interpose]

CHAI RPERSON JACKSON: (Okay. Okay. No, |
hear you and | appreciate that. So since this is
such an inportant issue, does the State Education
Depart nent plan on hosting these neetings around the

State? And as you indicated, the State PTA, if New
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York Gty parents or Parent Teachers Association is
not a nmenber, they may not even hold one in New York
City; they could hold one in Long Island and
realistically...it's not realistic for people in New
York City to go to Long Island to hear what's being
said and | don't even know if there's gonna be
testi nony; do you know what | nean?

NI COLAS STORELLI-CASTRG Right. No and...
and these...these events are under devel opnent; |I...
like I said, we don't have the schedule in front of
us, but they're...you know we...we have a...since we're
a State agency we have a certain separation fromthe
| ocal | evel and we depend on organizations |like the
PTA to hel p connect us to parents; we...So these are
under devel opnent and what | can tell you is that
they'll be in the various regions of the State and I
wi Il share the schedule when it's finalized.

CHAI RPERSON JACKSON:  So...but I'm sort of
hearing that the State Educati on Departnent does not
pl an on hol ding or engagi ng parents thenselves in
this process...[crosstal k]

NIl COLAS STORELLI-CASTRO. Well this is a...
this is an opportunity to engage parents; we...you

know, we don't...you know, we don't have this...the
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opportunity to hold a hearing |like you have, but we
do have an opportunity to go to regions and |listen
and we depend on organi zations |ike the Parent
Teacher Associations to help connect us with parents,
they help do that; we don't have as great a presence
on the local level as we can; we have regi ona
of fices, obviously; we're based in Al bany, but
organi zations |i ke the Parent Teacher Association
hel p connect us.

CHAI RPERSON JACKSON:  So for exanpl e,
this could be taken as one of the hearings in New
York City, since we are a body that can hold
heari ngs, we're hearing fromyou, we heard fromthe
Cty Conptroller, we're gonna hear from advocates and
parents; | just...it just...it sort of like baffles ne
that the Comm ssioner cannot hold hearings, regiona
hearings around the State on a very inportant matter.

I f you know, does the State Education
Departnent feel that this is a very inportant issue
that has wi despread interest from parents around the
State or is it mniscule as far as the nunber of
people that are raising this issue and it's only
regi onal, for exanple, maybe New York Gty and maybe

Long Island, if you have an opinion on that?
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NI COLAS STORELLI-CASTRO | think we
understand that there's unnecessary...we believe
there's unnecessary fears about this issue, we hear
them believe me, we got an e-nmil canpaign; we
received letters fromthe Conptroller, we have
received letters fromyour coll eagues; obviously
there's legislation; we're not blind to that. |
think what we're here to do is to allay sone of those
unnecessary fears; | think there's been nany factua
I naccuraci es that have been stated about what we are
doing and i nBloom and we're here to allay those
fears.

CHAI RPERSON JACKSON: | know t hat sone
peopl e rai sed the i ssue and Conptroller John Liu
i ndicated that...[interpose]

[ backgr ound coment ]

CHAI RPERSON JACKSON: Sorry...Sergeant; is
t here other neetings taking place in here? Ckay.

[ backgr ound coment ]

CHAI RPERSON JACKSON:  So, |...the issue of
breach of security |'ve heard rai sed about possible
litigation and with possible |lawsuits; who wll be
responsible legally and financially if the data | eaks

out of the storage or during the transmssion, if
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t hat has been discussed with inBloom since we're
still in the, | guess stage of the trial ar...tria
st age?

KEN WAGNER: So each of our contracts,
contracts with the vendors that | described before,
as well as our contract with inBloom talks about
data security and privacy protections and then what
happens if there is a breach. FERPA also has
provi sions for what happens if these things happen,
if data security and privacy is not protected
adequately, which includes both actions that have to
be taken to correct the breach and to nove forward
fromthat point, as well as potential for punitive...
as well as the potential for punitive actions.

CHAI RPERSON JACKSON: ' Kay, we're gonna
turn to ny coll eague, Ruben WIlls and |...l et nme thank
you for your cooperation and communicating to the
extent you can in responding to our questions and
concerns about this very inportant matter. Counci
Menmber WIIs.

COUNCI L MEMBER W LLS: Thank you; | just
have a few questions. The first question; you just
testified that you believe that these fears are

unnecessary, but then you also said that there is
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| egislation to deal with the issue of letters from
el ectives...testinony fromthe Conptroller John Liu,
as well as the e-mail canpai gn?

NI COLAS STORELLI - CASTRO  Yeah.

COUNCI L MEMBER W LLS: Conptroller John
Liu testified that Louisiana, Kentucky, Ceorgia,
North Carolina; Delaware have all since w thdrawn
fromthe project due to privacy concerns; do you
di spute that?

NI COLAS STORELLI - CASTRO  Ken can... he
addressed that at the beginning of the hearing and...
[interpose]

COUNCI L MEMBER WLLS: But is that true?

NI COLAS STORELLI - CASTRO  Ken woul d...

[ backgr ound coment |

COUNCI L MEMBER WLLS: It's either yes or
no. Is it true?

KEN WAGNER:  It's not an accurate
portrayal of the situation.

COUNCI L MEMBER WLLS: So they have not
wi t hdr awn?

KEN WAGNER:  As | expl ained, four out of
the five states were only sitting at the table

t hrough the end of Decenber 2014; of the five states
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that were commtted to doi ng sonething through
Decenber 2014, to ny know edge, only one of those
five is currently on pass.

COUNCI L MEMBER W LLS: So the other four
have not done anythi ng, whether they w thdrew or they
just decided not to go forward, they' re not involved
anynore; is that correct...[interpose]

KEN WAGNER: The ot her ...t he Loui si ana,
the Georgia, the Del aware and t he Kentucky?

COUNCI L MEMBER W LLS:  Yes.

KEN WAGNER: They were never expected to
do anyt hing through Decenber 2014.

COUNCI L MEMBER W LLS: Jefferson County
in Colorado agreed to allow parents the right to opt
out; is that correct?

KEN WAGNER: You're...you're telling ne
it's correct.

COUNCI L MEMBER WLLS: No, |I'm asking you
is it correct?

KEN WAGNER: | don't...I do not know if
that's correct.

COUNCI L MEMBER W LLS: Ckay. By
i nBl oom s own adm ssion it cannot guarantee...

[ crosst al k]
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CHAI RPERSON JACKSON:  And...and...one
second pl ease. Ken...One second please. So Ken...|
hope you don't mind if | call you Ken...

KEN WAGNER: Pl ease.

CHAI RPERSON JACKSON:  Ken, so...| would
think that you woul d have sone know edge about that;
you have heard that they opted out; you may not can
guarantee for a fact they have; is that correct,
when...or you have no know edge what soever?

KEN WAGNER. My know edge of ...[i nt erpose]

CHAI RPERSON JACKSON:  You know what |
mean and...

KEN WAGNER:  Col orado...[i nt er pose]

CHAI RPERSON JACKSON:  Yes; go ahead.

KEN WAGNER: is that they have been
participating in this project fromthe beginning;
there's a particular school district, Jefferson
County, that's been a very enthusiastic participant;
the last | saw in Colorado is | believe the President
of their Teacher's Union wote a public letter
endorsing the project, but the assenbly...the Counci
Menber is nmentioning that they may have all owed an

opt-out; | don't know if that's sonething that
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happened recently, but |I'm being genuine, | don't
know i f that's correct.

CHAlI RPERSON JACKSON: Ckay. GCkay, that's
fine and that's...that's what | wanna know. [l augh]

COUNCI L MEMBER W LLS: By inBlooms own
adm ssi on they cannot guarantee the security of the
information stored in inBloomor that information
woul d not be intercepted with it being transmtted;
is that true?

KEN WAGNER: That's...it's not an
adm ssion; it is a statenment of...[interpose]

COUNCI L MEMBER WLLS: O fact.

KEN WAGNER: fact that no...[interpose]

COUNCI L MEMBER W LLS: By inBl oon?

KEN WAGNER: No, by any vendor who
provi des data security and privacy protections...

[ crosst al k]

COUNCI L MEMBER W LLS: |'m not asking...
just wanna know i f inBl oom nade that statenent of
fact, not any other vendor, we're tal ki ng about
i nBl oom did they nake the statenent of fact?

KEN WAGNER: Did they nake which

statenent of fact?
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COUNCI L MEMBER W LLS: The statenent of
fact that they cannot guarantee the security of
i nformati on stored?

KEN WAGNER: | believe that text is
posted on their website.

COUNCI L MEMBER W LLS: GCkay. Wreless
Generation/ Anplify's parent conpany, News Corporation
is in the mdst of several high-profile crimna
trials in the UK for egregious privacy violations and
seens likely to undergo...wel |l egregi ous privacy
violations; is that true?

KEN WAGNER: |'s what true?

COUNCI L MEMBER W LLS: The statenent |
just made; is that true?

KEN WAGNER: Coul d you pl ease...
[interpose]

COUNCI L MEMBER WLLS: fromthe
testinony... Conpt ...

KEN WAGNER: Coul d you pl ease repeat the
questi on?

COUNCI L MEMBER W LLS: Conptroller John
Liu's testinony stated that Wrel ess
Generation/ Anplify's parent conpany, News Corporation

is in the mdst of several high-profile crimna
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trials in the United Kingdom for egregi ous privacy
vi ol ati ons.

KEN WAGNER:  So |'m aware of a voi cemi
hacki ng i ncident fromover a decade ago; that's what
' m awar e of.

COUNCI L MEMBER W LLS: GCkay, so then if
that...if any of those things are true...A recent
report...al so he said the data security threats in the
health sector finds that settlenents have the
potential to reach $7 billion annually. [If any of
these are true, even one out of the seven things I
stated, then how can you say that these fears are
unnecessary...t hese things are unnecessarily believed
to be fears?

NI COLAS STORELLI - CASTRG  Wel |l Counci |
Menber, we can provide sonme of the testinony that we
opened the hearing with, which...where we descri bed
that...[i nterpose]

COUNCI L MEMBER WLLS: And | do
apol ogi ze for being late; |...[crosstalKk]

NIl COLAS STORELLI - CASTRO.  Yes, |...1...1
understand, | understand. But | think that woul d' ve
hel ped to allay sone of your fears about the system

Ri ght now Ken can speak about this nore el oquently
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than | can; 1'Il try to sunmarize. W have a
pat chwor k of 700, you know, districts in the State
that use data systens; what we're trying to do
t hrough the EngageNY Portal is to provide an
efficient tool that has top of the line security for
school districts throughout the State; right now
those security issues are handled locally; we'd Iike
to...what we can do at the State level is provide a
uni form encrypted data systemthat can hel p i nprove
instruction for college and career readiness; |I...
[ nterpose]

COUNCI L MEMBER WLLS: But | don't
understand how the State woul d presune that they can
provi de such a database for all the |ocal schoo
districts, includin' New York City when you just
testified that you weren't going to be able to or you
may not be able to guarantee there will be hearings
in every one of those |ocal school districts.

Shoul dn't those | ocal school districts have a stake
in what you're doing and have participation in it?

KEN WAGNER:  School districts have been

part of this process since the beginning...[ crosstal k]
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COUNCI L MEMBER W LLS: No, but I'm asking
about the hearings that the Chairman just asked about
| ess than 10 m nutes...[crosstal k]

KEN WAGNER:  So... so...

COUNCI L MEMBER W LLS: Do not...do not ...

[ crosstal K]

CHAI RPERSON JACKSON:  And hol d on one
second pl ease. Audi ence, hold your comments to
yourself; if you' re gonna speak at a hearing you can...
you can express your disagreenent; do not yell out in
t he hearing pl ease.

KEN WAGNER: So the suggestion that there
be nore | ocal engagenent is well taken and noted.
Thank you.

COUNCI L MEMBER W LLS: GCkay. inBloom
you testified that the infornmation would be destroyed
if a school district opted out of it fromthat
particul ar vendor, the dashboard vendor; am|
under st andi ng that correctly?

KEN WAGNER:  No...[ crosst al K]

COUNCI L MEMBER W LLS: No...

KEN WVAGNER: So there's two different...

there's two different places where the data could be
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stored; one is in the underlying i nBl oom system and
the other is...[interpose]

COUNCI L MEMBER WLLS: Oh...

KEN WVAGNER: in the underlying inBl oom
system and the other would be for the vendor that the
school district gave authorization to display those
data. |If a school district elected to no | onger
continue the services of the data dashboard vendor
for display purposes, that data dashboard vendor
woul d need to destroy the information. |f the schoo
district sent...and this didn't come up before...if the
school district sent supplenental data, beyond what
the State provided to the underlying inBl oom system
consistent wwth their own | ocal policies, then at the
time that they withdraw fromthe inBl oom system
t hose data woul d need to be destroyed. The only tine
the underlying data provided by the State woul d be
destroyed is if the State termnated is relationship
wi th inBloom

COUNCI L MEMBER W LLS: But in the
meantinme, if inBloomsold that data to a private...

[ crosstal K]
KEN WAGNER: inBloomis not permtted to

sell the data or use it...[crosstalK]
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COUNCI L MEMBER W LLS: Who sells...

KEN WAGNER: for any ot her commerci al
pur poses.

COUNCI L MEMBER W LLS: How do...who gets...
how does the data get to the private conmpani es that
may wanna use the products...[crosstal k]

KEN WAGNER:  Yeah, so consistent with
| ocal school district processes now, where |oca
school districts engage in individual contractua
relationships with for-profit vendors for the purpose
of displaying data, simlarly the State engaged in a
procurenent process where we've awarded contracts to
vendors for these purposes and these purposes only.

COUNCI L MEMBER WLLS: So the information
that's gathered by inBloom would that information
then later be sold to for-profit conpanies that have
contracts through procurenent for the State?

KEN WAGNER: Data can only be used for
its contract purposes. So...[interpose]

COUNCI L MEMBER W LLS: But the
i nformati on coul d...woul d be sold...[crosstal k]

KEN WAGNER: Data o...
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COUNCI L MEMBER WLLS: I|I'msorry; |I'm
just tryin' to get ny question out while you're
answering it.

KEN WAGNER:  Sur e.

COUNCI L MEMBER WLLS: So ny question is;
will there be any other place besides inBloom and
I"'mcalling it the cloud; correct nme if I"mwong, in
their cloud that this information would exist?
Because what |'m not understanding is; if the
i nformati on goes out to sonmeone who is a for-profit
conmpany and the State discontinues its contract with
inBloom is there ever going to be an instance where
that information is now with anot her conpany because...
[ nterpose]

KEN WAGNER:  CGot cha.

COUNCI L MEMBER W LLS: they purchased it
and if that's true, how do you tell the conpany that
purchased the information that they have to now
destroy it?

KEN WAGNER: So conpani es do not purchase
t he student data. School districts are not all owed
to sell their data to conpanies. Wat happens is,

conmpani es contract with school districts for contract
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services which may involve storing and di spl ayi ng
dat a.

The only way that a data would go to
anot her provider outside of the State's contracts
woul d be if a school district used inBloomas a
provi der to contract wi th another vendor for display
pur poses.

So for exanple, we're not providing an
extra help math software tool. Maybe a schoo
district wanted to contact with a vendor for an extra
help math tool and as part of that contract they
provi ded data to that vendor so the vendor could
provi de their services. That woul d happen as part of
a local contract and that |ocal contract should
i ncl ude provisions that when that contract is over
those data need to be destroyed as well. So no data
are sold, but rather data are exchanged if they're
consistent with contracts by which data will be
di spl ayed for contract purposes. |If the contract is
correct, then it would have a provision for those
data to be destroyed upon term nation.

COUNCI L MEMBER WLLS: So...

CHAI RPERSON JACKSON: ' Kay.
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COUNCI L MEMBER W LLS: are there any
addi tional pieces of information that are not given
now as part of the AR S system or any other system
that the State has that will be now extracted or
data-nmined to go in with this new i nBl oom procedure?
Like let's say single nothers, things that we've
read, information on single nothers, information on
the child' s behavior or their behavior records and
things like that; are there anything el se that has
not been typically given that will now be extracted
or data-mned for this new project...new project?

CHAI RPERSON JACKSON:  Thi s project does
not involve data mning, this project involves the
contractual transfer of data for specific contracted
pur poses; none of our contracted purposes are for
data mining services. So if the question is whether
or not as part of this project data will be exchanged
outsi de of any legally executed contract, then the
answer to that question is no.

COUNCI L MEMBER W LLS: So the information
that we received that they' |l be getting information
on immgrant and migratory...where did [crosstal K]

NI COLAS STORELLI - CASTRO  Counci | Member ...

[ crosst al k]
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CHAI RPERSON JACKSON: Al ri ght ...

NI COLAS STORELLI - CASTRO. this is another
question that | addressed earlier...[crosstalk]

CHAI RPERSON JACKSON: ' Kay, Counci l
Menber, uh...

NI COLAS STORELLI - CASTRO  which was that ...
["msorry...[ i nterpose]

CHAI RPERSON JACKSON:  Counci | Menber ...
Counci | Menber, nany of these questions have been
asked and answered already and | apol ogi ze to you,
but pressure's bein'..[crosstalk]

COUNCI L MEMBER W LLS: Alright, | yield
nmy tinme; no problem

CHAlI RPERSON JACKSON: put on because of
our tine restraints.

COUNCI L MEMBER W LLS: Ckay.

CHAI RPERSON JACKSON:  Thank you,
Councilman. So we'd like to thank you for comn' in
and responding to our questions and concerns; let ne
just express to you; this is a very inportant issue
for us overall in the Gty Council of New York
understanding this is the | argest school systemin

the State of New York and we | ook forward to worKking
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with you in attenpting to resolve the issues and
concerns that have been expressed here today.

KEN WAGNER:  Thank you.

NI COLAS STORELLI - CASTRO  Thank you
Chai r man.

CHAI RPERSON JACKSON: Thank you. Thank
you.

FEMALE VO CE: Can you by chance
requestion...[interpose]

CHAlI RPERSON JACKSON:  Sure.

FEMALE VO CE: to be held or town hall be
hel d...[i nt er pose]

CHAlI RPERSON JACKSON:  So...

FEMALE VO CE: this what you probably
m ssed... [ i nt er pose]

CHAI RPERSON JACKSON: we can...yeah, we...
of course we can

NI COLAS STORELLI - CASTRO.  You can wite
me any letter. Yes.

CHAI RPERSON JACKSON:  Qur next panel ...and
we're scheduled to be into this hearing roomtil
1: 00 and |I've been asked what our tinmefrane is and
| ookin" at the witness list hopefully we'll be able

to finish within hal f-an-hour.
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Leoni e Hai nson, Class Size Mtters,

Cat heri ne McVay Hughes, CB 1...thank you...t hank you...
Karen Sprowal, PS 75, District 3. Please cone
forward.

'Kay, so the three of you, would you
pl ease rai se your right hand? And do you swear or
affirmto tell the truth, the whole truth and not hing
but the truth in your testinony before this Commttee
and to respond honestly to Council Menbers questions?

LEONI E HAI MSON: W do.

CATHERI NE MCVAY HUGHES: | do.

CHAI RPERSON JACKSON:  Okay, good. You
may begin; just state your nane and your position and
you may begi n.

LEONIE HAIMSON:  Well 1'd like to start;
I've been asked to do a quick PowerPoint and |I'm
going to do that, but I wanna start to respond to
sone of the clainms that the State Education
Depart nent has nade.

First of all, they have stonewal | ed any
requests for information about this fromparents from
t he begi nning; we asked for hearings a year ago and
they told us it was unnecessary 'cause all this

information was in the public record. W went and
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spoke to staff at this Conmttee, we spoke to the
Publ i c Advocate's O fice, we spoke to the Gty
Counci | Speaker, we spoke to the City Conptroller;
there was not one public official in New York Cty
who knew anyt hi ng. And speaking with parents around
the country there was no parent in any of the inBl oom
districts or states that knew anything about this.

Since then we have reached out to other
superintendents in New York State, principals in New
York State, elected school board nenbers in New York
State, data specialists in New York State, none of
whom had been told that their information was going
to be shared; we're shocked and di stmayed and oppose
this vociferously. A couple weeks ago Dr. Tom
Rogers, who's head of BOCES for Nassau County, who is
the top New York State Education Departnent appointee
said he was really opposed to i nBloom he thought
this was conpl etely unnecessary; he couldn't get his
questions answered by the State Educati on Departnent;
this is a very top | evel appointee and the entire
gover nance and oversight of the use of this data is
conpletely different fromanything that is done
currently and it needs nore public oversight because

inBloomis a private corporation with a private
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board. And he al so...one thing we've | earned from
speaki ng to superintendents and principals and data
specialists around the State is they do not do this
currently, they do have contracts with specific
vendors to provide sone of the sane data dashboard
tools that are being used now, however, they input
the data, the data dashboard conpany provides the
software and it is very rare and very unusual for the
dat a dashboard conpany to ever get access to the
actual personalized data and when it happens it's
because there's a software glitch or a virus, they
are given a tenporary password to go in and fix and
t hen they | eave.

So | have yet to find and speak to a
single district adm nistrator or principal around the
State who is in agreenent with this; |I've spoken to
districts where they say that even though they're
being required by the State to sign up for these data
dashboards they are going to refuse to do it, because
they are so unalterably opposed to this.

By the way, they say the need for al
this data is to conpare outconme data across districts
or to transfer the data from school to school when a

student transfers. None of this requires giving over
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any data to inBloom they can do their own
conpari sons of outconme data, as they do now, they can
transfer the data across school districts when
students go across.

By...[chime] the...l just wanna finish...the
di spl aced honenaker, pregnant, imrgrant data, it's
not required to be uploaded into inBloom but it is
optional, according to the State's own data
di ctionary, so they are actually recomendi ng t hat
school districts do upload that and that information,
ny under standi ng, when it's provided to the Feds now
for funding, there are no nanes attached. Al this
i s having names attached. None of the names attached
I's necessary for anything that the State says they
want to do and the schedul es have been al ready nade
for the New York State PTA neetings and New York City
is not represented anong those hearings; they were
schedul ed and announced | ast week.

So now |I'm gonna go to...[interpose]

CHAI RPERSON JACKSON:  No...none of those
schedul ed neetings are in New York City?

LEONI E HAI MSON:  Not as of yet. | have
recommended that CPAC invite themand the District 2

CEC invite them but so far there is no schedul ed
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meeting. And as | said, we ask..we've been asking
for the State to hold hearings for the | ast year...

[ crosstal K]

CHAI RPERSON JACKSON:  And how have you
asked; you' ve asked...have you asked in witing and
have you gotten...[interpose]

LEONI E HAI MSON:  Yes, our attorneys asked
inwiting, we asked for witing, parents e-nailed,
asked for witing; we invited themto cone to our
town hall neeting in Brooklyn |ast spring; they cane,
but they refused to answer questions, inBloomrefused
to cone at all; the only one answering questi ons was
DCE and they told us stuff by the way which is
contrary to what the State Education Departnent says
now, so | don't actually even know what's true, but
it's been a huge struggle to get information out from
them and they have actually stonewal |l ed anyt hing that
we have wanted in terns of information

So now |I'm having trouble with my Next
and |' mwondering if soneone can help ne with the
Power Point. All | can see is...is there any person
here who can help nme with this? | can't...] can't go

to the Next. Alright, here it is.
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So what is inBloom sonme of this you
already know, it's a $100 mllion conpany funded by
the Gates Foundation, the State has said districts
have to sign up for these data dashboards fromthree
conpani es that is going to be populated with data
fromthe inBl oom cloud...[interpose]

CHAI RPERSON JACKSON:  Sur e.

LEONIE HAIMSON: Al this data is going
to be shared with vendors to help them narket their
| ear ni ng products and the major contractor for the
inBloomcloud is Wreless Generation that | believe
got $40 million to create the system

This a little bit clunsy because | have
to point to each one; there's no slide show, so I'm
sorry about this.

CHAI RPERSON JACKSON: Ckay. Just uh go
to...[interpose]

LEONIE HAIMSON:  Alright. So the highly
sensitive data; we've been asking for that for over a
year; they did post their data dictionary in August
finally; we know the mandatory el enments include
student nanes, addresses, phone nunbers, e-nmails,
grades, test scores and proficiency |evels,

ethnicity, disability status, attendance and




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

COW TTEE ON EDUCATI ON 141
di sciplinary records. The information will include
records for students fromthe day they enroll in

public school through high school; that neans up to
12 years of data and Tom Rogers, who's the BOCES guy
said one of the questions he couldn't get answered
is; will the data be destroyed when a student
graduates? And I think we can tell fromthe
testinmony today that the data will never be
destroyed, no matter what unless the State ends their
contract with inBloomand the districts wll have no
ri ght over that data.

As | said, the State Educati on Depart nent
is urging districts to share even nore detail ed
i nformati on, including health, 504, pregnancy
i nformati on, econom c status, famly structure and
i mm gration records...[interpose]

CHAI RPERSON JACKSON:  What about their
race?

LEONI E HAI MSON:  Yes, their race. Here
it goes...[interpose]

CHAI RPERSON JACKSON:  And econom ¢
status, so like the famly earnings...[interpose]

LEONI E HAI MSON:  The race is one of the...

first they said it was going to be required, now they
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say it's recomended. | also got a call froma
school district on Long Island on Friday; | couldn't

talk to the guy, but the guy |left a nessage, said
they're asking for parole status for students; that
is not verified, but that's what the data guy out on
Long Island said, who..froma district that
absolutely is up in arns about this data collection
and shari ng.

If this information is |eaked or is used
i nappropriately could harma student's future for
their entire |ives.

Now of course inBl oom says and the State
says it's gonna create this vibrant market in
personal i zed | earni ng tools; Ken Wagner, who you saw
here this norning was quoted as saying it's going to
provide a magi c m x that hasn't cone together before.
O course we've heard the sanme clainms from AR S and
it was a boondoggle, as the State Conptroller says;

t he dashboards are al so gonna include warning flags
and behavioral incidents. Here's a sanple dashboard
fromthe inBloomvideo up on the screen; you can see
how character strengths and other personality issues
supposedl y are gonna be on these data dashboards.

Ei ghty-si x percent of technol ogy experts say they do
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not trust clouds to hold their organization's nore
sensitive data. The security policy of inBloom says
they wll not be responsible if the information | eaks
out in storage or transmssion. In April the
personal information of 50 mllion custoners of
Li vi ngSoci al was hacked into; it was stored on an
Amazon. com cl oud, just like this one; the conpany was
partly owned by Amazon.comand all this is being done
wi t hout parental consent or even notification.

Now FERPA was rewitten twce to
encourage and allow for sharing with contractors and
aut hori zed agents w thout parental consent; they said
today that this is a critical issue, a core issue
that they need to share with this; then why are we
the only state in the country that's sharing all this
data with inBloomif it's really a core instructiona
I ssue?

The U. S. Departnent of Education has been
sued in Federal Court for rewiting FERPA in ways
that violate the original intent of the law, if the
sanme exact data was stored in your child' s health
care files, health care records or was obtai ned
t hrough online usage it would be illegal to share

with any third parties wthout parental consent,
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according to the H PAA | aw and the COPPA | aw t hat
were recently passed. COPPA was...the regs were
recently witten, H PAA was passed a nunber of years
ago and we know the history and the record of News
Corp is totally scandal ous.

So | wanted to talk briefly about issues
wi th the dashboards, even if there are no breaches,
because | think this is an area which has not been
significantly expl ored.

M nor incidents are going to be put in a
kid's permanent record and nade easily accessible to
teachers now t hrough the dashboards. There is a huge
amount of research that shows that teachers know
negati ve things about their students, either
academ cally or in ternms of behavior; before they've
nmet themthey tend to stereotype those students and
those issues becone self-fulfilling prophecy and if
you tell a teach beforehand that a student is a | ow
achi ever or who's tested |low on a test...they've done
t hese random exerci ses, experinents; those kids wll
end up doing worse on tests and worse on grades
because the teacher has it inits mnd that that

child is a low performer. And so these expectations




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

COW TTEE ON EDUCATI ON 145
tend to becone reality, so even the dashboards in
t hensel ves is a very dicey issue.

Fi ve out of nine original inBloomstates
have pul |l ed out; say they are not gonna share any
data; what their original agreenents were with
i nBl oom we don't know, but on the inBloomwebsite
they did say over and over that these data sharing
agreenents were nade with nine states.

Jefferson County did announce | ast week
or the week before that they...because of protests
they' re gonna all ow parents to opt out, not just out
of the dashboards, but opt out of the entire inBl oom
system Massachusetts has told parents that they do
not plan to share the data any tine soon with its one
smal | pilot district, ever and it was never planning
to do this statewide. Illinois does say it's going
to expand, but in ny reading of the contract they're
allowing districts to deci de whet her they wanna
participate in this or not. And as you've heard,
they are not allow...the State is not allow ng
districts to decide, they are not even allow ng the
information to be pulled out, even if they do not
sign with any dashboard conpani es, which makes no

sense to ne what soever.
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And so we're the only state in the
country that's doing this statewide for all public
school students whether parents like it or not and
whet her districts like it or not.

i nBl oom does say it's gonna start
charging for its services, $2 to $5 per year in 2015,
an additional $1 to $3 per year for the data
dashboard tools, additional fees are going to be
charged if districts sign up for these interoperable
software tools which is supposed to be the whol e
point of this project. And then the liability for
the state or district if there are breaches is huge.

And now for the issue of selling student
data, because | have never said that they are selling
student data; however, they recently announced,
i nBl oom that they are exploring charging vendors
access to the data. So if that's not selling data
it's sonething very simlar, it's like renting it
out; they desperately | ooking for funds to becone
sel f-sustainable in 2015. Mre and nore states, as
|'ve said, are pulling out; right now they are
| ooki ng to charge vendors for access to the data; in
nmy mnd that is very simlar to selling or renting

out our children's data for profit.
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So here's just a sanple of the racial ...
this is fromthe i nBloom website; you can see what
they're collecting, racial categories and econom c
di sadvant aged, foster care, student characteristics,
limted English proficiency; this is some of the
disability information and nedical infornmation that
they're collecting, devel opnental delay, what
athletics [chine], mlitary, nedical condition, even
| earni ng styles.

And two bills were passed unani nously by
the State Assenbly | ast session, they are slightly
different, they are slightly conplicated; one would
bar redi scl osures of personal student data w thout
consent, the other would bar any sharing with vendors
wi t hout allow ng parental opt-out; the sane bills
have been introduced in the Senate; we hope that they
wi Il pass and we hope for the New York City Council's
support in pushing these bills forward. Thank you
very much for hol ding these hearings.

CHAI RPERSON JACKSON:  You identified
yoursel f when you gave [crosstal k]

LEONI E HAI MSON:  Yeah, sorry; |I'm Leonie
Hai mrson from Cl ass Size Matters. | always forget to

do that.
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CHAI RPERSON JACKSON: Okay. Next pl ease.

CHAI RPERSON JACKSON:  Good afternoon
Chai r person Jackson, Council Menber Brewer and
Counci| Menber WIls. M nanme is Catherine MVay
Hughes; 1'm Chair of Manhattan Comrunity Board 1. W
thank you for the opportunity to coment on this very
I mportant topic involving the protection of student
privacy.

At our Comrunity Board neeting on Apri
23rd, 2013 CB 1 passed unani nously a resolution
expressing our very strong concerns about the
agreenent of the New York State and New York Gty
Depart nent of Education to share confidential student
and teacher data with a corporation funded by the
Gat es Foundation called inBloom Inc.

Qur understanding is that this
confidential data would include children's persona
i nformati on, some of which is very sensitive. W!'re
particularly concerned that the data store is being
built by Wrel ess Generation, a subsidiary of Rupert
Mur doch' s News Corporation, which has been found to
have illegally violated privacy in Geat Britain and

the United States.
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In addition we're al so concerned that it
cannot guarantee the security of the information
stored or that the information wll not be
intercepted when it is being transmtted.

Al of this is happening w thout parental
notification or consent; we therefore express support
in our resolution for A 6059/S, now 5932. CQur
resolution also called for the New York State
Educati on Departnment, New York Cty Departnent of
Education to imedi ately, 1. notify parent of these
I mpendi ng di scl osures and provide themw th the right
to consent before their children's information is
shared, 2. hold public hearings to explain the point
of these disclosures and hear the concerns that
parents and privacy experts about how this plan risks
children's privacy, security and safety, 3. pledge
the privacy rights of public school children and
their famlies will be represented of the interests
of the Gates Foundation, inBloom New Corporation or
any ot her conpany or organi zations and 4. renove al
heal th, disability and personal information,

i ncl udi ng nane, gender, social security nunber and

age fromthe database.
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We hope the nenbers of this Gty Counci
Education Committee and all nenbers of the Counci
w || pass Resolution 1768-2013. Thank you very nuch.

CHAI RPERSON JACKSON: Thank you. Next
pl ease.

KAREN SPROWAL: Yeah. Hi, ny nanme is
Karen Sprowal and | know you asked that we sunmarize
and not read, but this is such an enotionally charged
subject for ne that 1'mgonna read so | won't be al
over the place and again, thank you so nmuch for
hol ding this hearing and allow ng actual parents to
speak and testify in testinony.

My name is Karen Sprowal ; |I'm speaking
Wi th you today as a public school parent who's
absol utely outraged about this backroom data dea
with the State Education Departnment nmade with inBl oom
to share ny son's confidential student records with
private vendors.

In this deal our children's identifiable
school records have been given to private corporation
funded by the Gates Foundation, as you heard earlier
today. M son Matthew has special needs and requires
a high level of support in and outside of his school.

It is inperative that | and his doctors partner




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

COW TTEE ON EDUCATI ON 151

closely with his teachers, the school nurse,
princi pal, guidance counsel or and ot her school staff
in order to ensure that he thrives.

Much of the information that | share with
t he school requires signed nedical rel eases under the
nmedi cal protection |aws of H PAA. Like nost young
devel oping children there's a great deal of sensitive
data in his school record dating all the way back
fromwhen he was in kindergarten to 5th grade that if
the information was m sused in any way or nade public
coul d cause serious harmfor ny son

The New York State Education Depart nment
has al ready upl oaded these records, stored themin a
dat abank built by Wrel ess Generation, run by the
former School Chancellor, Joel Klein. Hi's
identifiable records can now be shared with third
parties and for-profit conpanies w thout parental
consent; any notification of wwth whomthey are
sharing this information with. | can tell you this
wi |l profoundly change the information that | share
with his school .

| am his | egal guardian; no one but ne is
supposed to decide what is shared about my child and

whomit's shared with; as his nother, | amthe one
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who shoul d be accessing the risks and deci de what's
necessary to disclose to whom and for what purposes;
t hese personalized | earning technol ogies are only
experinmented with public school education children,
there are no private schools that are signing up for
this crap and so one needs to seriously ask why.

My son's school has net the criteriato
qualify for Title I funding for years now, however,
due to parent's mstrust of the DOE many qualifying
parents refuse to conpl ete these annual |unch forns.
Me and a group of PTA parents were able to manage to
persuade themto fill out the forns only after a huge
outreach initiative led by the PTA. W reassured
themthat their sensitive financial information would
only be used for the school's Title | assessnent;
that is nowa lie. The data will be now on a data
cloud that's run by Amazon.comwho's also in this
deal. This year wll be our school's first year of
qual i fying for the nmuch needed Title |I funds and as
nore parents beconme aware of this inBl oomdeal they

wi Il not cone forth and disclose this personal

information. This wll '"cause nmany of the needi est
school districts like mne mllions |ost in Federa
f unds.
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The sane problem applies to Medicaid
funding; the Gty has |lost hundreds of mllions of
dollars in recent years because they haven't gotten
rei mbursenents for special education services through
Medi cai d, now parents will also be far nore rel uctant
to sign these forns; | have one in ny bag right now
that I haven't filled out, [chinme] know ng that the
information will be shared wi dely...1" m al nost
finished; 1'mabout to wap up; bear with ne...perhaps
know ng that the information could be w dely shared
and per haps breached.

The New York State Education Depart nment
has conpl etely once again nmargi nalized the roll of
parent and has tranpled on the rights of our children
with this deal. There has been no prior parental
opt-out provisions, notifications, consent forms or
no public hearings held. Conm ssioner King's
response to ny letter has been that there's no need
for parental consent; it's not...and this is not
acceptable. Recent FERPA | aws has changed, have
changed... has created | oopholes used to hatch this
schene, hopefully, not for the intent to sell our

ki ds' confidential infornmation or records to for-
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profit corporations, because our children's records
are not a commodity and they're not for sale.

" m not gonna go into the States that
have pulled out, but New York State is the only state
still nmoving forward and sharing all of the data
despite parent outrage and the serious security risks
involved in the data cloud. | urge you to pass this
resolution and urge legislation to pass the bills
that are currently on about redisclosure and parents
right to opt out.

There have been identical versions of the
bills that have been introduced in the State Senate;
this is an awful deal that has nothing to do with
personal i zed education, but yet another very
| ucrative payday for-profit conpanies that woul d
benefit people Iike Joel Klein, the Gates Foundati on,
Mur doch and nmany ot her conpanies. Thank you very
much.

CHAI RPERSON JACKSON:  Thank you and we
thank all three of you for coming in. So what |
gather fromthe testinony is that, that there's a
| ot'a opposition fromthis particular matter, privacy
i nformati on bei ng shared, unnecessary information

bei n' upl oaded and that you haven't really gotten
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appropriate answers fromthe Departnent of Education,
the State Education Departnent, inBlooms refusal to
attend any type of neetings or hearings to shed |ight
on it so that, for exanple, to answer your questions
or concerns and naybe you may say oh, | now
under st and, but they have not even been willing to
conme to a neeting; is that ny...[interpose]

KAREN SPROML: No.

CHAI RPERSON JACKSON: am | right, a
heari ng?

LEONI E HAI MSON:  So...yeah. So | ast
Cct ober we held a press conference and we then asked
for hearings and they said no, it was in the public
record; then we generated over 3,000 signatures to
the Governor in two weeks; we net with the Governor's
guy after a lot of prod and he said he would get us a
neeting with the State Educati on Departnent; then he
cane back and he said, "I'I|l get you a neeting wth

the State Education Departnent if you prom se not to

bring your attorney," | said, fine. He said, "They
won't neet with you, but they'll answer your
questions within five business days.”" | said, fine;

| sent themthe questions; they said...he cane back;
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he said, "John King's not gonna answer your
guestions.”

CHAI RPERSON JACKSON: I n ny opi nion
that's totally unacceptable to not only you, but to
me as a Chair of the Education Conmttee and | woul d
assume to every nenber of the City Council. | think
that legitimte questions deserve appropriate
answers, especially when they're storing all of our
children's information into a systemthat they say is
only gonna be shared with the...the school ... St at e of
New York through the State Educati on Departnent and
t hrough one of the three vendors for the dashboard.

But as you indicated, Mss Hainson, that
inBloomis |ooking at trying to either sell or give
part of that information to outside vendors and we
don't even know who, when, where; how nuch they're
gonna charge and it's basically our kids' information
that has been given to themby the State Education
Depart nment .

LEONI E HAI MSON:  So t he whol e purpose of
I nBloomwas to commercialize this data and to create
a market in software tools that...from conpani es who
woul d get access to the nost personalized information

and that they would be interoperable with the




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

COW TTEE ON EDUCATI ON 157
dashboard. So far we've only heard about the
dashboards, we haven't heard about all the other
software tools that are supposed to be signed onto
and will be developed with noney fromthe Gates
Foundation and i nBloom by for-profit vendors.

And | just wanted to make...just...
sonmet hing just slipped through my mind | was gonna
say about all this; they...we...you know we tried to
get information fromthe State; we ended up crashing
an i nBl oom | earni ng canp, which was then called the
Shared Learni ng Col | aborative...[interpose]

CHAI RPERSON JACKSON:  And...

LEONI E HAI MSON:  and they kept on...we got
nore information fromthe Gates Foundation; they were
running it at the tinme, and the worman who i s now the
Chi ef Operator Oficer for inBloom Inc. worked for
DOE and ran the ARI'S project; her nane is Sharon
Bates and she lives in Brooklyn.

So | was explaining to...first she said,
"You don't have to worry, because the custoner's
gonna nmake all the decisions about who gets the
data." And we said, "Well who's the custoners?" And
she said, "The District." And we said, "W is the

District?" And she said, "The Chancellor." And so
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we said to her, well you know, parents don't
necessarily trust the Chancellor to make these
deci si ons about the use of our children's nost
private data and we don't think he really has the
right to nake those decisions. And then I expl ai ned
to her at great |ength how many of the sane prom ses
were made for this $100 nmillion AR S project, which
has turned out to be a conpl ete boondoggle, so we
don't really believe in the benefits of these
dashboards and all these interoperable |earning
tools. And she shook her head like this, you know,
and lit...and | thought she really wasn't aware of New
York City at all and what our...you know, very
difficult relationship has been with the Depart nent
of Education and the Chancellor and the |ack of trust
and the lack of respect that's given to parents
rights under this Adm nistration. And then when
went back and | ooked up her nanme, | realized that she
wor ked for DOE for years and actually ran the ARI'S
project, but over and over they say two things in the
materials of SED and al so inBloom which is this is
conpliant with FERPA...[interpose]

CHAI RPERSON JACKSON:  Uhm hm
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LEONI E HAI MSON:  whi ch for nost people

makes you think that there are real privacy
protections and parental consent, which there isn't,
and then they say, oh well, the vendors are not gonna
do anything that the custonmers don't allow. And then
they are very inprecise about who the custoners are.
And the point is that parents are conpletely witten
out of this equation. And what's even nore
interesting, in other parts of the State where they
have el ected school boards and parents actually think
that they have rights to determ ne these things,
they're gonna find out now that all their kids' data
is being shared with inBl oomas well whether or not
their data is signed up for the dashboards or not and
they have no rights either. And | can tell you that
it's a huge statewide issue; it is an issue for both
parties, Denocrats and Republicans; since we've
started tal king about it the Tea Party has taken it
on and actually there's a platformin the Republican
Nat i onal Conmittee saying that student data shoul d
not be shared w thout parental consent. So it's
real ly inmportant that progressive people fromthe
| eft, when no matter what your political stripe is,

no matter what your political opinions are, this is a
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horrifying prospect to parents; inBloomis only the
tip of the iceberg; it is the worst exanple and the
truth is, there's a lot'a data sharing that's going
on w thout parental consent that is very dangerous;

i nBl oom happens to be the worse exanple of this.

CATHERI NE MCVAY HUGHES: Can | al so just
add is, what is an...[interpose]

CHAI RPERSON JACKSON: Pl ease say your
nane agai n.

CATHERI NE MCVAY HUGHES: Oh, Catherine
McVay Hughes, Chair of Manhattan Community Board 1.

VWhat is in place if sonme of the data is
even i naccurate about your child? How can that get
corrected? Because tinme and tinme again it takes
forever in other big databases to correct
i nformati on.

KAREN SPROWAL: Karen Sprowal, public
school parent. | just wanted to add that over this
sumer CNN...ny son and | were the focus of an inBl oom
interview that was aired on CNN during the sumer and
the initial interview was supposed to be an interview
that included Bill Gates and we were supposed to be
opposite of that and sonehow or another that didn't

happen and it wound up just being a separate




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

COW TTEE ON EDUCATI ON 161
interviewwth Bill Gates and then an interview with
my son and I. And in it they...once again, it was a

spin, just as | saw here today, that parents don't
understand; if they understood the benefits of it
they would get that this is a good thing, and I'm
telling you, | followed this very closely for...since
we becane aware of it and | do get it and | do
understand and I still say, | want my child opted
out; I don't want any part of this, because |like...you
know, the nore and nore and nore that we have read
about this and discovered research facts that are on
the inBloomsite itself, it's not worth the benefits
that they claimthat we're supposed to be getting.
Thank you.

CHAI RPERSON JACKSON: |'ve asked a
question for the State representatives and | ask you
the question, if you...if any one of you know the
answer; does the Assenbly and Senate Bill have a
provision to either opt out or to...or you nust have
consent of the parent before the infornmation goes in,
one or the other?

LEONI E HAI MSON:  Yeah, one of the bills,
the bill that is nentioned in the resolution allows

for parental consent before any redisclosures, as
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i nBl oomintends to do and full indemification for
breaches and we believe that this would stop inBl oom
inits tracks.

The other bill requires parental opt-out
with...before this personalized data is shared with
any vendor. Both bills, in nmy mnd, would stop this;
they both have positive and negative aspects, but |
think that either bill would stop this deal and would
be very, very inportant to pass.

CHAI RPERSON JACKSON:  And you i ndi cat ed
that one bill has redisclosure, so neaning...
[interpose]

LEONI E HAI MSON:  Ri ght .

CHAI RPERSON JACKSON: that information
that's al ready been given, that they subsequently, as
far as...cannot after it's already given give anynore?

LEONI E HAI MSON:  So i nBl oom was desi gned
to redisclose to vendors fromthe inBl oomcloud and
so we worked with some privacy experts around the
country who thought it mght be too difficult to
outl aw any di scl osures, because sone of these schoo
districts do have contracts and so the bill was
witten to block any redi sclosures, as inBl oom does

W t hout parental consent, so the disclosures of the
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information fromthe inBloomcloud to the data
dashboards or any other private conpani es woul d
require full parental consent and they woul d have to
indemmify for any liability of breaches or abuse of
data. So both those things together we thing would
stop i nBl oom

CHAI RPERSON JACKSON: Let ne thank al
three of you for comng in and this is a conti nuing,
ongoi ng, seens to be, battle.

LEONI E HAI MSON:  Thank you very much

CATHERI NE MCVAY HUGHES: Thank you.

CHAI RPERSON JACKSON:  Thank you. CQur
next, Santos Crespo, Jr...Santos; | didn't even know
you were here, ny brother. Huh?

SANTCS CRESPO, JR. : At the beam..

CHAI RPERSON JACKSON: | ' m sorry;

Presi dent of Local 372, New York City Board of
Education of DC 37, Lisa Shore; what's this say, a
parent of an | EP student, Enrique Lopez on behal f of
Senat or Brad Hoyl man, Enrique; are you here? And
El l en McHugh, for parent advocate. Excuse ne; |'m..
allergy is kicking ny butt this norning; |'msorry.

M. President, please you nmay introduce

yoursel f...first of all, all three of, would you
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pl ease rai se your right hand to be sworn in? Do you
swear or affirmto tell the truth, the whole truth
and nothing but the truth in your testinony before
this Commttee and to respond honestly to Counci
Menbers questions?

SANTOS CRESPO, JR : | do.

CHAI RPERSON JACKSON: ' Kay.

SANTOS CRESPO, JR : Well, thank you
Chai rman Jackson and the Education Committee; nmy nane
is Santos Crespo, Jr. and | amthe President of Loca
372 of District Council 37 and | do represent over
25, 000, support...nmenbers in the support service for
t he Board of Educati on.

Before | do summarize ny coment, | just...
I found this very interesting and | just kinda like
wanna do this quote by one of the nost brilliant
m nds of our time, Al bert Einstein, who said, "I feel
that the day we surpass human interaction with
technol ogy the world will produce idiots.” And I
start there only because of what so far has
transpired in terns of testinony; how this can
possi bly even, you know, have a life.

My menbers, who are entrusted to protect

our children and have dedicated their lives to doing
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so wll not stand by idly and permt New York State
Educati on Departnment to partner with an outside
vendor to create a student data and third-party
application that conprom ses their privacy and in
fact has the possibility, the potential of
i rreparabl e damage down the road, as some of the
menbers of the prior speakers alluded to.

Now...and given the fact that we are, you
know, and this so-called technol ogy and everyday the
Federal Governnent has agents out there in roons
simlar to this trying to track down hackers because
they're going into our private information, to the
poi nt that people have to...you know, on a regul ar
basis check to make sure that their identity remains
intact and yet we will consider exposing our children
and their famly to such events and frankly, you know
our State and |ocal governnents do not have the best
track records you know when it cones to contracts
with third-party vendors. Exanples of that was the
issue with the City Tines fiasco, all the way up to
t he Sudusko [ phonetic] siphoning of cash from ki ds
and selling itenms to taxpayer on scrupul ous vendors;

I nmean we can go on and on and on.
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But al so, Local 372 supports the
resolution that urges the | egislators and gover nnent
to act and prevent the continuation of even going
into this avenue. You do have ny...this is just ny
sumary; you do have the...ny comments or ny testinony
and 1'Il be nore than happy to [chinme] answer
questi ons.

CHAI RPERSON JACKSON: Wl | thank you; |
didn't even see you sitting there, so did you hear
any of the State Education Departnent officials'
testi nony?

SANTOS CRESPO, JR : Unfortunately not; |
was at a prior neeting before | did get here; | don't
even wanna guess as to what their responses woul d be...
[interpose]

CHAI RPERSON JACKSON: But you heard
Leoni e Hai nson?

SANTOS CRESPO, JR : Oh absolutely and
you know what ...[i nterpose]

CHAI RPERSON JACKSON:  Ckay.

SANTOS CRESPO, JR : and | think she's
right on, you know, right on target. There are
parents you know that are...have called us wanting to

know where we're standing on this issue and
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obviously, | as a parent, who had children that went
through the system |'m appalled that they woul d even
think to do that with private vendors. As it is,
|'ve got nenbers that get...the data gets, you know,
caught up in the cyberspace and you know t hey buy
cars; they don't even know t hey bought a car, right,
‘cause their identities have been stol en or
i nformati on has been given out, so | think, you know,
when it cones to children, | nmean we need to really,
really backtrack very, very quickly and to us this is
agai n anot her noney-nmaeki ng, you know, corporate
initiative that has no concern for human life in
terms of their privacy; it's again about the so-
called mghty dollar.

CHAI RPERSON JACKSON: ' Kay. Lisa Shore,
parent of an | EP student who...[interpose]

LI SA SHORE: Hello Council...yes, I'ma
parent of four children in District 3 and District 6.
Shane on John King and the DCE for selling out al
the students of New York; snmaller classes wll
support children, not the data m ning and dashboards.
As a parent of four students |I'm overwhel ned with
di sgust that the DOE is giving away ny children's

private, personal information w thout nmy consent to
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be hosted on Amazon cloud to be shared with any
vendor .

It is a parent's intuition to protect
their children fromthe unspeakable, which is
i nBloom  Why shoul d everything a school knows about
my child be on a cloud, then sold to conpani es who
will profit off the data by marketing materials to
school s and probably parents. It clains to be safe,
but is anything safe on a cloud anynore? In fact
i nBl oom deni es any responsi bility whatsoever.
Private and essentially sensitive information that
could specifically identify and prove potentially
injurious to ny children should not be disclosed
Wi t hout ny consent. Despite the weakening of privacy
laws, this is in fact crimnal. Do parents have to
change their children's names and Social Security
Nunbers to escape the long claws of inBloomdicing up
achild s life into 400 data points for the prying
eyes of any vendor? You're creating schools of
enem es who gather and enter the data, so ny famly
refuses to conplete or sign any school forns that;
that includes the school lunch. | have e-nuailed
Chancel | or Wl cott, Bloonberg; | have told themthat

| deny ny signature; | resend it for all Medicaid for
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rel ated services for ny children. | do not fill out
school forns for personal or private information; ny
chil dren al so deny anythi ng personal or private,
whether it's storytelling, whether it's witing in
t he school .

Why should a child's IEP classification
followthemto their career when many children can
grow out of disabilities or classifications. Al so,
there is no checks and bal ances to confirmthe data
is correct by parents in inBloom Unchecked private
i nformation, especially which could unfairly
prej udi ce educational institutions and potentia
enpl oyers agai nst a student is unethical. |'m
worried for children who have Inps or who are in
foster care, English |anguage | earners and ot hers;
who are speaking for those children? Parents are
frustrated by the non-consensual use of their
students' data. Redisclosure of data to unlimted
parti es bypasses parental rights; these are ny
children, not the ward of the State or the Federa
Governnent. Small class sizes wll increase
students' know edge, not expensive data m ning that

will line the pockets of Gates, Murdoch or Pearson.
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| just wanna know, where is the parent's
viewin all of this? | have e-mailed and have
contacted everybody, from Ken Wagner, who basically
never replied to me over and over, [chine] Wlcott,
Bl oonberg, ACLU, the Federal Departnent of Educati on;
telling themthat | decline consent for ny children
to be in this and I have never received answers to ny
question; |'ve been to the CEC s three neetings
asking them questions, | went to the town hal
neeting with Wal cott and | asked him personally; he
had no answer for ne. So they're stonewalling and
not giving parents any input. | asked Wil cott, "Wy
haven't you backpacked honme a letter to parents,
telling them about all this personal information

that's gonna be hosted in a cloud?" and he refused to

answer mne.
So I'"'mvery frustrated, | cannot sleep at

night; |I'mdesperately trying to find a private

school to avoid the data mning; |I'm]looking at

pulling my children out of New York City, out of New
York State and thinking about continuing education
even overseas, because | wanna avoid classifying ny
children by their IEPs when they're 4 or 6 or 7 years

old and this information, as Wagner said, once it is
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in inBloomand with the Federal Governnment, it wll
never be taken back. So it's frightening to nme and
ot her parents.

CHAI RPERSON JACKSON: Thank you. Next
pl ease.

ENRI QUE LOPEZ: Good afternoon, ny nane
I's Enrique Lopez and I'l|l be reading testinony on
behal f of State Senator Brad Hoyl man.

"Thank you, Chair Jackson, Council Menber
WIlls of the Commttee on Education; | represent New
York State's 27th Senate District, which includes the
nei ghbor hoods of Cinton, Hell's Kitchen, Chel sea,
Greenwich Village, the Upper West Side, M dtown, East
M dtown, the East Village and Lower East Side, as
wel |l as 21 public elenmentary schools, five public
m ddl e schools and 39 public high schools. | greatly
appreci ate your holding this hearing on student
privacy, an issue extrenely inportant to ne and the
famlies in my District. 1'd also |like to thank ny
coll eagues in the State Legislature, Assenbly Menber
O Donnel | and Senator Grisanti for introducing State
Legi sl ati on of which I am a co-sponsor that woul d

generally prohibit the rel ease of students
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personal ly identifiable information to third parties
wi t hout parental consent.

| share the serious concerns | have heard
fromconstituents who were very disturbed to | earn
earlier this year that the New York State Education
Depart nent planned to share confidential student data
with the non-profit corporation, inBloom Inc., with
which State Ed. Contracted to provided a K-12 student
dat abase. New reports suggested that for-profit
conpani es and ot her commercial vendors coul d have
access to this data and that inBl oom cannot guarantee
the security of the informati on stored.

This risk with inBl oomor any other
outside entity is unacceptable. | recognize the
potential benefits of integrating technology in
education; that said, | strongly believe that our
state nust not proceed with any initiatives, however
wel | -intentioned, that could conprom se the privacy
of our public school students w thout giving parents
an opportunity to nake informed decisions about their
children's participation. |In fact, five of nine
states that originally planned to participate in the

student information sharing plan with i nBl oom have
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officially withdrawn the proposals am d privacy
concerns; New York should do the sane.

Frankly, as a father of a young child who
will soon enter the public school systemin the
com ng years, | do not believe that any educati ona
val ue derived fromthe sharing of students'
personal ly identifiable information is worth the risk
of its potential msuse or |eakage.

Further, | believe there are ways school
systens can harness technol ogy for curricul um
tracki ng, overall student progress assessnent and for
the application or qualification for Federal funds
wi t hout the disclosure of students' personally
i dentifying information.

In order to adequately protect students'
privacy rights | believe it is vital that the State
Legi sl ature and the Governor pass Assenbly Bill 6059,
Senate Bill 4284; | am proud to be a co-sponsor of
this inportant bill and thank the Council for
considering this resolution. Thank you for allow ng
nme to present testinony and for your consideration of
ny remarks."

CHAI RPERSON JACKSON: | wanna thank al

three of you for comng in and I know many of you
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have listened to all of the information and I
appreci ate that and obviously this is a serious issue
that is being considered by the State Assenbly and
State Senate and now in front of a hearing in front
of the City Council and thank you all for comng in
and giving testinony. Thank you.

Qur final hearing panel is Goria
Corsino, | think, CD, School District 75 Council and
Joseph Mugi van, a teacher and kids. |Is there anybody
el se who wi shes to testify this afternoon? Ckay.
For the record, we received testinony from Dean
Parker, a CEC nenber fromDistrict 10. For the
record, we received testinony fromMss Mchelle
Li pki n, Co-Chair of the Chancellor's Parent Advisory
Council. For the record, we received testinony from
President of District 75, Conmunity Education
Counci |l ; she did not nention her nanme; is that
Goria...is that...is that oria's testinony? Yeah.
It's Goria; is that correct? Yeah, that's Goria
Corsino. Janelle...Jan, what's her |ast nane? 'Kay.
So that was her testinony. Excuse ne; we have that
part of the record.

Joe, last but not least. M pleasure.

Do you swear to...affirmto tell the truth, the whole
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truth and nothing but the truth in your testinony
before this Comrittee and to respond honestly to
Counci | Menbers questions?

JOSEPH MUG VAN: | do, Chairman Jackson
it's so nice to see you again...[interpose]

CHAI RPERSON JACKSON:  Thank you; ny
pl easur e.

JOSEPH MUG VAN:  It's been a long tine
since |I've testified. | was an advocate schoo
i ndoor quality for about 10 years and | worked with a
lot of City Council Menbers on concerns they had
where their schools were and whet her the ground was
safe underneath them | served on the Mayor's
Comm ssion in opposition to Intro 0650, when they
wanted to limt the ability to do air quality testing
in schools and I was a signator to a letter to the
EPA Director, Lisa Jackson, which eventually | abel ed
TCE as a carcinogen and | was one of the signators on
t hat .

| amtotally in support of the privacy
for children; as a forner teacher | appreciate that.
| did wanna cone from anot her direction, which was
that 1'mconcerned that your issue about student

information nay be just a little too broad and that
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the issues relating to children's health record,
particularly in schools be excluded fromthat and
just to be | abel ed under the H PAA Law.

Now t he HI PAA Law we all know guar ant ees
our protection, but also there are exceptions to the
Hl PAA Law which allow us to go in for...to do research
or for police action, where we can go in and get
those children's records wi thout their perm ssion so
in case there's an event in a school, such as a virus
or a vapor intrusion froma toxic site, we can go in
t here...because | know from personal experience in ny
school ; | had becone sick and | had nedical records
fromchildren who | believe were sick too and | told
t he Departnment of Education | would not go back in
that school until there was an air quality test done
and the school inmediately spent $8 million to change
all of the ventilation systemthere and they seal ed
up the basenent so no vapors would cone in and
subsequently | learned that there was a vapor
i ntrusi on systemunder the school and it had been
turned off without any testing being done there.

So Bill de Blasio, he was furious when he
heard I was fired for awaiting an air quality test

and he wote a letter calling for an investigation,
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which Mss Quinn i medi ately responded to and sent to
the City, but there were sone |egal actions there, so
that may have been del ayed for that reason.

But in any event, |'mcom ng back and
it's been a long | egacy of work |I've done and | fee
that com ng back here today and focusing on this
I ssue that we don't overstate what we want protected.
We want all our children's records protected, but
their health records, particularly in the schools, we
want the HI PAA Law to apply to them and be specific
about that so we can go in...and when we had the HLINL
virus, the synptons of that virus were exactly the

same synptoms of toxic exposure to children and it

was a very unusual virus; | thought...l had ny own
questions about it. But in any event, | really...l
feel good being here today and seeing you; | renenber

seeing you at the Irish Festival for Mss Quinn and
you gave nme a warm handshake and it was so great to
see you again, but in any event [chine], keep that in
m nd and don't go overboard about what records you
wanna protect; children's health we can put under

H PAA and then all the others we can ask the Governor

to sign off on.
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CHAI RPERSON JACKSON: Thank you Joe, it's
al ways good to see you...[interpose]

JOSEPH MJUG VAN:  Thank you.

CHAI RPERSON JACKSON: and obviously this
is a very inportant issue and obviously, for nyself,
listening to the testinony of the State Education
Departnent officials, but nore specifically and nore
i mportantly, fromthe advocates in the field and
parents that have basically educated and enli ghtened
nmysel f and ot her nenbers of the Gty Council and
obviously this is an issue that is not over, it's
just beginning and only being united will we win as
parent activists in trying to ensure the privacy of
our children's information. And as Leoni e Hai nson
sai d, when many teachers, nost of them they will see
that a child has difficulty in |earning and has
achieved lowin their scores, then they take the
position that their |ow achievenent is a nornal
factor instead of expecting high results from
children and then working so hard in order to nake
sure that they achieve their potential.

So thank you for comng in and | thank
everyone for coming to this hearing this afternoon

and we have a lot nore to follow up on collectively.
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But overall, proposed Resol ution Nunber 1768-A has
had a flushing out of the hearing today in asking and
calling upon the State Legislature to pass and the
Governor to sign into |law Assenbly Bill 6059-A and
Senate Bill 5932; | believe Senate Bill 5930 is also
up there also. So hopefully we will be voting on
this wthin the near future, sending a nessage |oud
and clear that this body, the Gty Council of New
York, wants these bills to be passed into | aw.

So | thank you, Joe and thank everyone
who testified for comng in; it is now..[interpose]

JOSEPH MJUG VAN  Thank you.

CHAI RPERSON JACKSON: 1:30 p.m and this
hearing is hereby adjourned.

[ gavel ]
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