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TITLE:	A Local Law to amend the administrative code of the city of New York, in relation to a prohibition on sharing location data with third parties
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I. INTRODUCTION

On June 10, 2024, the Committee on Technology (the “Committee”), chaired by Council Member Jennifer Gutiérrez, will hold a hearing on the cybersecurity of New York City (“NYC” or the “City”) agencies. The Committee will hear Int. No. 217, sponsored by Council Member Hanif, in relation to prohibiting places or providers of public accommodation from using biometric recognition technology and protecting any biometric identifier information collected; Int. No. 425, sponsored by Council Member Rivera, in relation to limiting the use of facial recognition technology in residential buildings; and Int. No. 539, sponsored by Council Member Brannan, in relation to a prohibition on sharing location data with third parties.
The Committee anticipates testimony from the Office of Technology and Innovation (“OTI”), New York City Cyber Command (“NYC3” or “Cyber Command”) and interested members of the public.


II. BACKGROUND 
Up to 2019, the world’s modern economies were already conducting much of their activities online, but the COVID-19 pandemic forced a drastic and rapid transition to move many non-digital aspects of life online for many governments, businesses, and people.[footnoteRef:2] Cybersecurity, according to the U.S. Cybersecurity & Infrastructure Security Agency, entails the protection of networks, devices, and data from unauthorized access or criminal use, as well as the practice of ensuring availability, integrity, and confidentiality of information.[footnoteRef:3] Cybersecurity was important before the pandemic, but gained a new dimension of urgency and relevance as seemingly everyone participating in the modern economy now had some level of required online interaction.[footnoteRef:4] This was because bad actors now had an entirely new environment in which to conduct cyberattacks, defined by the United States’ National Institute of Standards and Technology (“NIST”) as “any kind of malicious activity that attempts to collect, disrupt, deny, degrade, or destroy information system resources or the information itself.”[footnoteRef:5] This new environment arose due to a rushed transition to online spaces, which brought many entities to the digital world with plenty of inadequately secured digital assets and infrastructure.[footnoteRef:6] In fact, soon following the United States’ March 2020 Emergency Declaration of the COVID-19 Pandemic, the FBI’s Internet Crime Complaint Center (“IC3”) reported it was receiving 3,000 to 4,000 cybersecurity complaints each day, compared to 1,000 daily complaints prior to the pandemic announcement.[footnoteRef:7] The IC3 also found that the number of complaints and yearly amount of money lost to internet scams jumped after 2020, with the highest number of complaints and amount of losses coming in 2023, at 880,418 and $12.5 billion, respectively.[footnoteRef:8] The same report found that by far, phishing attacks were the most common cyberattack perpetrated from 2019 to 2023.[footnoteRef:9] Further, the New York State Comptroller released an October 2023 report which found that in the first six months of 2023, attacks on critical infrastructure in New York had nearly doubled from 48 in all of 2022 to 83 in the first half of 2023.[footnoteRef:10]  [2:  The Importance of Cyber Security in the Post COVID-19 World, KPMG, May 28, 2024, https://kpmg.com/mt/en/home/insights/2021/07/the-importance-of-cyber-security-in-the-post-covid19-world.html; Tom Kellermann and Rick McElroy, COVID-19 Continues to Create a Larger Surface Area for Cyberattacks, VMWARE, Aug. 2020, https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/docs/vmwcb-report-covid-19-continues-to-create-a-larger-surface-area-for-cyberattacks.pdf. ]  [3:  What is Cybersecurity?, CYBERSECURITY & INFRASTRUCTURE SECURITY AGENCY, Feb. 1, 2021, https://www.cisa.gov/news-events/news/what-cybersecurity. ]  [4:  The Importance of Cyber Security in the Post COVID-19 World, KPMG, https://kpmg.com/mt/en/home/insights/2021/07/the-importance-of-cyber-security-in-the-post-covid19-world.html; Tom Kellermann and Rick McElroy, COVID-19 Continues to Create a Larger Surface Area for Cyberattacks, VMWARE, Aug. 2020, https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/docs/vmwcb-report-covid-19-continues-to-create-a-larger-surface-area-for-cyberattacks.pdf. ]  [5:  Cyber Attack, NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY, https://csrc.nist.gov/glossary/term/cyber_attack. ]  [6:  Cedric Nabe, Impact of COVID-19 on Cybersecurity, DELOITTE, https://www2.deloitte.com/ch/en/pages/risk/articles/impact-covid-cybersecurity.html; Tom Kellermann and Rick McElroy, COVID-19 Continues to Create a Larger Surface Area for Cyberattacks, VMWARE, Aug. 2020, https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/docs/vmwcb-report-covid-19-continues-to-create-a-larger-surface-area-for-cyberattacks.pdf.  ]  [7:  Maggie Miller, FBI Sees Spike In Cyber Crime Reports During Coronavirus Pandemic, THE HILL, Apr. 16, 2020, https://thehill.com/policy/cybersecurity/493198-fbi-sees-spike-in-cyber-crime-reports-during-coronavirus-pandemic/. ]  [8:  Internet Crime Complaint Center, Internet Crime Report 2023, FEDERAL BUREAU OF INVESTIGATION, https://www.ic3.gov/Media/PDF/AnnualReport/2023_IC3Report.pdf. ]  [9:  Id. ]  [10: ] 

A. Cybersecurity Incidents at New York City Agencies
New York City has long been considered a prime target for cyberattacks, and its agencies are no exception, in part due to the vast number of people depending on their services as well as their management of critical infrastructure, making them highly attractive to malicious actors.[footnoteRef:11] Additionally, many of these agencies operate on outdated legacy systems, which increases their vulnerability to cyber threats.[footnoteRef:12] At multiple Council hearings, agency leaders and advocates have highlighted the urgent need for costly upgrades to these technology platforms to safeguard against potential security breaches,[footnoteRef:13] and several reports from private cybersecurity firms as well as government agencies have noted a rising trend in cyberattacks on local governments and public infrastructure.[footnoteRef:14] In fact, in 2023, the Chief Information Security Officer at NYC Cyber Command said that the agency receives as many as 90 billion warnings every week from across all city agencies, leading to about 50 investigations per week.[footnoteRef:15] New York City agencies have made headlines due to cybersecurity incidents, resulting from issues within city systems or systems provided by third-party vendors, or from improper conduct by agency employees. Recent examples include incidents involving the New York City Police Department (“NYPD”), the Law Department, the NYC Health and Hospitals Corporation (“NYC Health + Hospitals” or “HHC”), the Department of Finance, the Department of Citywide Administrative Services (“DCAS”), and the Department of Education (“DOE”).   [11:  Richard Forno, Local governments are attractive targets for hackers and are ill-prepared, THE CENTER FOR INTERNET AND SOCIETY AT STANFORD LAW SCHOOL, Mar. 28, 2022, https://cyberlaw.stanford.edu/blog/2022/03/local-governments-are-attractive-targets-hackers-and-are-ill-prepared; Paul Liotta, N.Y. Governor, NYC Mayor Unveil Joint Cybersecurity Plan, STATEN ISLAND ADVANCE, Feb. 23, 2022, https://www.govtech.com/security/n-y-governor-nyc-mayor-unveil-joint-cybersecurity-plan; Carrie Pallardy, Why Cultural Institutions Are Rich Targets for Cyberattackers, INFORMATION WEEK, Apr. 3, 2024, https://www.informationweek.com/cyber-resilience/why-cultural-institutions-are-rich-targets-for-cyberattackers;  ]  [12:  Mayor’s Office for Economic Opportunity, Information Sharing and System Modernization in New York City: A report to the New York City Council in response to Local Law 75 (2018), THE CITY OF NEW YORK, last accessed Jun. 4, 2024, https://www.nyc.gov/assets/opportunity/pdf/specialinitiatives/local-law/LL75-info-sharing-final.pdf. ]  [13:  See “Hearing Testimony” and “Hearing Transcript” from: Committee on Technology, Oversight – Failures of NYCs Technological Response Under Critical Demand, THE NEW YORK CITY COUNCIL, Aug. 10, 2022, https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=5743134&GUID=DB469E6A-6977-49DD-8F21-D7C0A3878AC6&Options=&Search=; Committee on Technology, Oversight – Open Data Compliance, THE NEW YORK CITY COUNCIL, Feb. 27, 2024, https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=6507799&GUID=6D457150-61B5-4DA6-A2EB-009A7CECE697&Options=&Search=; Committee on Technology, Oversight – 311, THE NEW YORK CITY COUNCIL, Apr. 25, 2024, https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=6634082&GUID=634DD267-8DEB-46DF-B7A5-79E671D96214&Options=&Search=. ]  [14:  New York State Cybersecurity Strategy, THE STATE OF NEW YORK, Aug. 2023, https://www.governor.ny.gov/sites/default/files/2023-08/2023-NewYork-CybersecurityStrategy.pdf; Office of Intelligence and Analysis, Homeland Threat Assessment: 2024, THE U.S. DEPARTMENT OF HOMELAND SECURITY, last accessed Jun. 3, 2024, https://www.dhs.gov/sites/default/files/2023-09/23_0913_ia_23-333-ia_u_homeland-threat-assessment-2024_508C_V6_13Sep23.pdf; State of Security: The Race to Harness AI, SPLUNK, 2024, https://archive.is/B8dHP; Jule Pattison-Gordon, Report Predicts Top Cybersecurity Threats for 2024, GOVERNMENTTECHNOLOGY, Mar. 21, 2024, https://www.govtech.com/security/report-predicts-top-cybersecurity-threats-for-2024; Aleksandr Yampolskiy, What does 2024 have in store for the world of cybersecurity?, WORLD ECONOMIC FORUM, Feb. 15,2024, https://www.weforum.org/agenda/2024/02/what-does-2024-have-in-store-for-the-world-of-cybersecurity/; Gartner Identifies the Top Cybersecurity Trends for 2024, GARTNER, Feb. 22, 2024, https://www.gartner.com/en/newsroom/press-releases/2024-02-22-gartner-identifies-top-cybersecurity-trends-for-2024. ]  [15:  Dan Bowens, NYC cybersecurity: How are we Protected? A Look Inside an Operations Center, FOX 5 NEW YORK, Apr. 6, 2023, https://www.fox5ny.com/news/new-york-city-cyber-security-operations-center. ] 

In 2018, the NYPD temporarily shut down their LiveScan fingerprint database to prevent the spread of a computer virus that was brought in by a contractor unaware that their mini-computer had been infected with a virus.[footnoteRef:16] In 2021, the Law Department saw their network shut down by a hacker using an employee’s stolen email password, causing widespread disruptions to the Law Department’s work, which included court proceedings and the Department’s own legal affairs.[footnoteRef:17] In 2022, NYC Health + Hospitals released a “Notification of Possible Compromised PHI [Protected Health Information]” stemming from the discovery of a missing defective hard drive at one of HHC’s hospitals.[footnoteRef:18] In 2023, a mishandled test of the Department of Finance’s emergency notification system resulted in the agency unintentionally emailing a roster of its staff—including home addresses, cell numbers, and personal email addresses—to all of the agency’s roughly 1,800 employees.[footnoteRef:19] Most recently, in the first quarter of 2024, the New York City Automated Personnel System, Employee Self Service (“NYCAPS/ESS”), the payroll website for around 300,000 full-time city employees, which is run by DCAS, was taken partially offline in response to an attempted phishing campaign seeking to obtain the personal information of NYCAPS/ESS users.[footnoteRef:20] [16:  Ben Feuerherd, Craig McCarthy, Jorge Fitz-Gibbon, How the NYPD’s fingerprint database got shut down by a computer virus, THE NEW YORK POST, Nov. 25, 2019,  https://nypost.com/2019/11/24/how-the-nypds-fingerprint-database-got-shut-down-by-a-computer-virus/. ]  [17:  Ashley Southall, Benjamin Weiser, Dana Rubinstein, This Agency’s Computers Hold Secrets. Hackers Got In With One Password., THE NEW YORK TIMES, updated Jul. 9, 2021, https://www.nytimes.com/2021/06/18/nyregion/nyc-law-department-hack.html. ]  [18:  Notification of Possible Compromised PHI, NYC HEALTH + HOSPITALS, Nov. 29, 2022, https://www.nychealthandhospitals.org/pressrelease/notification-of-possible-compromised-phi/. ]  [19:  Yoav Gonen, Finance Department Sent Every Employee Their Colleagues’ Personal Info, THE CITY, Aug. 16, 2023, https://www.thecity.nyc/2023/08/16/department-finance-personal-info/. ]  [20:  Jeff Coltin, New York City payroll website has been down for a week, following phishing attack, POLITICO, Apr. 2, 2024, https://www.politico.com/news/2024/04/02/new-york-city-payroll-system-has-been-down-for-a-week-following-phishing-attack-00150198. ] 

In addition, DOE has a dedicated webpage for its known data breaches as a means to keep impacted parents and students up to date. As of May 2024, the incidents listed are Illuminate Education, Personnel Eligibility Tracking System (“PETS”), and MOVEit.[footnoteRef:21] Illuminate Education and MOVEit were both DOE-contracted software service providers that experienced cyberattacks resulting in data breaches of personal information, including names, home addresses, and dates of birth, for close to one million students and teachers.[footnoteRef:22] The Illuminate Education data breach occurred in 2022 while the MOVEit data breach occurred in 2023.[footnoteRef:23] The PETS incident, occurring in 2023, was the result of DOE deploying an update to the PETS, upon which a temporary bug in the system allowed DOE vendors to view and download information on both their own and other vendors’ employees; approximately 80,000 current and former employees of DOE vendors were affected.[footnoteRef:24]  [21:  Data Security Incidents, NYC PUBLIC SCHOOLS, last accessed Jun. 4, 2024, https://www.schools.nyc.gov/about-us/policies/data-privacy-and-security-policies/data-security-incidents.]  [22:  Jay Dow, Cyberattack on NYC DOE affects thousands of employees and students, PIX 11, updated Jun. 25, 2023, https://pix11.com/news/local-news/cyberattack-on-nyc-doe-affects-thousands-of-employees-and-students/; Cayla Bamberger, MOVEit Cyber Attack Affected 45K NYC Public School Students, NEW YORK DAILY NEWS, Jun. 26, 2023, https://www.govtech.com/education/k-12/moveit-cyber-attack-affected-45k-nyc-public-school-students; Carl Campanile, More than 380,000 additional NYC students had personal info hacked, bringing total to over 1M, THE NEW YORK POST, May 5, 2024, https://nypost.com/2024/05/05/us-news/over-380k-more-nyc-students-had-info-leaked-bringing-total-to-over-1m/; Data Security Incidents, NYC PUBLIC SCHOOLS, last accessed Jun. 4, 2024, https://www.schools.nyc.gov/about-us/policies/data-privacy-and-security-policies/data-security-incidents.]  [23:  Id.]  [24:  Id.] 

III.  OVERVIEW OF CYBERSECURITY STRATEGIES LANDSCAPE 
Cybersecurity risk management is essential for addressing privacy risks related to the loss of the confidentiality, integrity, and availability of individuals’ data. For example, data breaches could lead to identity theft. In addition to privacy risks, cybersecurity threats exploit the increased complexity and connectivity of critical infrastructure systems, placing the overall security, economy, and public safety and health at risk.[footnoteRef:25] [25:  Framework for Improving Critical Infrastructure Cybersecurity: Version 1.1, NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY, Apr. 16, 2018, https://nvlpubs.nist.gov/nistpubs/cswp/nist.cswp.04162018.pdf, p.v.] 

To address both cybersecurity and privacy risks, as well as the future technological developments such as artificial intelligence, the National Institute of Standards and Technology (“NIST”) issued the Framework for Improving Critical Infrastructure Cybersecurity, which preceded the NIST Cybersecurity Framework 2.0, The Privacy Framework, and the AI Risk Management Framework (AI RMF).[footnoteRef:26] [26:  AI Risk Management Framework, NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY, Jan. 26, 2023, https://www.nist.gov/itl/ai-risk-management-framework.] 

The NIST is a federal agency. Its mission to promote U.S. innovation and industrial competitiveness by among other things, advancing measurement science, standards, and technology, including cybersecurity.[footnoteRef:27] Federal agencies are required to follow NIST standards for cybersecurity, as mandated by the Federal Information Security Management Act (“FISMA”). NIST's frameworks, like the Cybersecurity Framework (“CSF”), are also voluntarily adopted by state and local governments and international organizations looking to bolster their cybersecurity practices. Although not mandatory for the private sector, NIST guidelines are widely respected and followed by private enterprises as well, particularly those that handle sensitive information or are part of critical infrastructure sectors.[footnoteRef:28] [27:  See Work with NIST, NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY, last accessed Jun. 3, 2024, https://www.nist.gov/about-nist/work-nist.]  [28:  See The NIST Cybersecurity Framework (CSF) 2.0, NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY, Feb. 26, 2024, https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf, p. v; News Staff, NIST Releases Cybersecurity Framework 2.0, GOVERNMENTTECHNOLOGY, Feb. 26, 2024, https://www.govtech.com/security/nist-releases-cybersecurity-framework-2-0.] 

The NIST Cybersecurity Framework (“CSF”) 2.0, was released February 26, 2024, after collaboration with numerous experts from industry, academia, and across the public and private sectors.[footnoteRef:29] The CSF has “Core Functions” that organize the highest level outcomes for an organization’s cybersecurity strategy, “Govern”, “Identify”, “Protect”, “Detect”, “Respond”, and “Recover”, each of which is explained in greater detail below: [29: ] 

· “Govern” refers to establishing the roles, responsibilities, policies, and authorities involved in carrying out the organization’s cybersecurity goals. 
· “Identify” refers to ensuring that an organization’s current cybersecurity risks are recognized by understanding the organization’s assets, such as data, hardware, software, facilities, services, people, and systems, and their related cybersecurity risks. 
· “Protect” generally refers to the resilience of an organization’s technology infrastructure as well as securing the hardware, software, and services of physical and virtual platforms used by an organization. 
· “Detect” refers to enabling the timely discovery and analysis of system anomalies, indicators of compromise, and other potential events that may hint at the occurrence of cyberattacks and other adverse cybersecurity incidents. 
· “Respond” refers to the management, analysis, mitigation, reporting, and communication around a cybersecurity incident.
· “Recover” refers to restoring the assets and operations affected by a cybersecurity incident in a timely manner, for the sake of reducing an incident’s effects as well as enabling communication during recovery efforts.[footnoteRef:30] [30:  The NIST Cybersecurity Framework (CSF) 2.0, NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY, Feb. 26, 2024, https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf.] 

The CSF does not dictate specific methods for achieving these outcomes. Instead, it directs to online resources that offer further advice on practices and controls that may be employed to reach those outcomes by “industry, government agencies, and other organizations to manage cybersecurity risks.”[footnoteRef:31]  [31:  Id.] 

IV. PRESENT PICTURE OF NYC AGENCIES’ CYBERSECURITY RESOURCES AND PROGRAMS
New York City has a number of dedicated resources, programs, and partnerships focused around improving the cybersecurity of its agencies and government operations. 
A. New York City Cyber Command (NYC3)
New York City Cyber Command, also known as NYC3, is the agency responsible for leading the City’s cyber defense efforts, and was first established in 2017 via Executive Order 28 before being codified into law through Local Law 89 of 2020.[footnoteRef:32] The office has the following duties and powers:  [32:  Office of the Mayor, Executive Order No. 28 – New York City Cyber Command, THE CITY OF NEW YORK, Jul. 11, 2017, https://www.nyc.gov/assets/home/downloads/pdf/executive-orders/2017/eo_28.pdf; Local Laws of The City of New York for the Year 2020 – No. 89, THE CITY OF NEW YORK, last accessed May 28, 2024, https://nyc.legistar1.com/nyc/attachments/e76f6a49-7769-4d66-b5af-96b20ab84825.pdf. ] 

(1) establish and regularly update cybersecurity policies and standards for city agencies; 
(2) regularly train appropriate city officers and employees on cybersecurity policies and standards; 
(3)  review, at the request of the Mayor, the budget priorities of all agencies for programs related to cybersecurity, and recommend to the Mayor budget priorities among such programs; 
(4)  at the direction of the Deputy Mayor for Operations or another designee of the Mayor, require any City agency to furnish data and information that is necessary to ensure the compliance of City agencies with cybersecurity policies and standards; 
(5)  direct cybersecurity defense and response, in coordination with the Department of Emergency Management as appropriate; and 
(6)  perform such other responsibilities with respect to cybersecurity, including responsibilities delegated elsewhere by the Charter, as the Mayor shall direct.[footnoteRef:33] [33:  Local Laws of The City of New York for the Year 2020 – No. 89, THE CITY OF NEW YORK, last accessed May 28, 2024, https://nyc.legistar1.com/nyc/attachments/e76f6a49-7769-4d66-b5af-96b20ab84825.pdf. ] 


Led by the Chief Information Security Officer of the City of New York, NYC3 works with the more than 100 City agencies and offices to “prevent, detect, respond, and recover from cyber threats.” NYC3 also oversees a number of cybersecurity programs, such as its Vulnerability Disclosure Program, where IT developers and security researchers can identify and responsibly disclose vulnerabilities in City-owned websites and systems, providing guidelines, rules of engagement, and a secure channel for vulnerability submissions.[footnoteRef:34] Cyber Command also helped create the NYC Secure mobile app, a free app initiated in 2018 that works to defend users from malicious cyber threats targeting their mobile devices, including by alerting users to potential threats and recommendations on how to address those threats.[footnoteRef:35]  [34:  Services: For Government Partners – Cybersecurity, THE OFFICE OF TECHNOLOGY AND INNOVATION, last accessed May 28, 2024, https://www.nyc.gov/content/oti/pages/cybersecurity; NYC Cyber Command Establishes New York City’s First Vulnerability Disclosure Program, THE OFFICE OF TECHNOLOGY AND INNOVATION, Oct. 31, 2023, https://www.nyc.gov/content/oti/pages/press-releases/nyc-cyber-command-establishes-new-york-city%E2%80%99s-first-vulnerability-disclosure-program. ]  [35:  City Hall Press Office, Mayor de Blasio Announces NYC Secure, The City's First-Ever Cybersecurity Initiative to Protect New Yorkers Online, THE CITY OF NEW YORK, Mar. 29, 2018, https://www.nyc.gov/office-of-the-mayor/news/160-18/mayor-de-blasio-nyc-secure-city-s-first-ever-cybersecurity-initiative-protect-new#/0; What is the NYC Secure app?, SECURE NYC, last accessed May 28, 2024, https://secure.nyc/. ] 

a. Cybersecurity Requirements for City Agencies, Vendors, and Contractors
NYC Cyber Command created citywide cybersecurity standards that are required for City agencies, employees, contractors, and vendors looking to help deliver public services, with compliance required before the collection of personally identifiable information and the access of any City information systems.[footnoteRef:36] The citywide cybersecurity policies created and published by NYC thus far cover the following topics: Citywide Application Security,[footnoteRef:37] Citywide Cybersecurity Categorization of Data & Systems,[footnoteRef:38] Citywide Cybersecurity Inventory,[footnoteRef:39] Citywide Cybersecurity Inventory and Control of Software,[footnoteRef:40] Citywide Cybersecurity Inventory and Control of Systems,[footnoteRef:41] Citywide Encryption,[footnoteRef:42] Citywide Information Management,[footnoteRef:43] Citywide Multi-Factor Authentication,[footnoteRef:44] Cybersecurity for Non-Computing Storage Devices,[footnoteRef:45] Cybersecurity for the Re-use and Disposal of Systems and Non-Computing Devices,[footnoteRef:46] End-point Security,[footnoteRef:47] Identity Management,[footnoteRef:48] Logon Banner,[footnoteRef:49] Mobile Computing Device Security,[footnoteRef:50] Personnel,[footnoteRef:51] Portable Data,[footnoteRef:52] Remote Access,[footnoteRef:53] Security Architecture Standard,[footnoteRef:54] Service Provider,[footnoteRef:55] User Responsibilities,[footnoteRef:56] and Wireless Security.[footnoteRef:57] [36:  Services: For Businesses – Cybersecurity Requirements for Vendors & Contractors, THE OFFICE OF TECHNOLOGY AND INNOVATION, last accessed May 28, 2024, https://www.nyc.gov/content/oti/pages/vendor-resources/cybersecurity-requirements-for-vendors-contractors. ]  [37:  P-AS-01: Policy – CityWide Application Security, NYC CYBER COMMAND, effective Nov. 2018, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/citywide-application-security-p-as-01.pdf. ]  [38:  P-03-ID-RA: CityWide Cybersecurity Categorization of Data and Systems Policy, NYC CYBER COMMAND, effective Feb. 4, 2021, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/citywide-cybersecurity-categorization-data-systems-p-03-id-ra.pdf. ]  [39:  P-01-ID-AM: Citywide Cybersecurity Inventory Policy, NYC CYBER COMMAND, issued Oct. 28. 2021, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/citywide-cybersecurity-inventory-p-01-id-am.pdf. ]  [40:  P-03-ID-AM: Citywide Cybersecurity Inventory and Control of Software Policy, NYC CYBER COMMAND, issued Oct. 28, 2021, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/citywide-cybersecurity-inventory-control-software-p-03-id-am.pdf. ]  [41:  P-02-ID-AM: Citywide Cybersecurity Inventory and Control of Systems Policy, NYC CYBER COMMAND, issued Oct. 28, 2021, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/citywide-cybersecurity-inventory-control-systems-p-02-id-am.pdf. ]  [42:  P-02-PR-DS: Citywide Encryption Policy, NYC CYBER COMMAND, issued Sept. 30, 2021, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/citywide-encryption-p-02-pr-ds.pdf. ]  [43:  P-01-PR-DS: Citywide Information Management Policy, NYC CYBER COMMAND, issued Sept. 30, 2021, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/citywide-information-management-p-01-pr-ds.pdf. ]  [44:  P-AC-01: Multi-Factor Authentication, NYC CYBER COMMAND, effective Apr. 23, 2019, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/citywide-multi-factor-authentication.pdf. ]  [45:  P-03-PR-DS: Cybersecurity for Non-Computing Storage Device Policy, NYC CYBER COMMAND, issued Sept. 30, 2021, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/cybersecurity-non-computing-storage-devices-p-03-pr-ds.pdf. ]  [46:  P-04-PR-DS: Cybersecurity for Reuse and Disposal of System and Non-Computing Storage Device Policy, NYC CYBER COMMAND, issued Sept. 30, 2021, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/cybersecurity-digital-media-reuse-disposal-security-p-04-pr-ds.pdf. ]  [47:  P-PR-PT-01: Citywide End-point Security Policy, NYC CYBER COMMAND, effective Oct. 23, 2019, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/endpoint-security.pdf. ]  [48:  Citywide Information Security Policy: Identity Management Security Policy, NYC DEPARTMENT OF INFORMATION TECHNOLOGY AND TELECOMMUNICATIONS, updated Sept. 9, 2014, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/identity-management.pdf. ]  [49:  P-02-PR-AC: Citywide Logon Banner Policy, NYC CYBER COMMAND, effective Sept. 29, 2020, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/logon-banner.pdf. ]  [50:  Citywide Information Security Policy: Mobile Computing Device Security Policy, NYC DEPARTMENT OF INFORMATION TECHNOLOGY AND TELECOMMUNICATIONS, updated Apr. 13, 2016, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/mobile-security.pdf. ]  [51:  Citywide Information Security Policy: Personnel Security Policy, NYC DEPARTMENT OF INFORMATION TECHNOLOGY AND TELECOMMUNICATIONS, updated Sept. 9, 2014, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/personnel.pdf. ]  [52:  Citywide Information Security Policy: Portable Data Security Policy, NYC DEPARTMENT OF INFORMATION TECHNOLOGY AND TELECOMMUNICATIONS, updated Sept. 9, 2014, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/portable-data.pdf. ]  [53:  Citywide Information Security Policy: Remote Access Policy, NYC DEPARTMENT OF INFORMATION TECHNOLOGY AND TELECOMMUNICATIONS, updated Sept. 9, 2014, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/remote-access.pdf. ]  [54:  Citywide Information Security Standard: Security Architecture Standard, NYC DEPARTMENT OF INFORMATION TECHNOLOGY AND TELECOMMUNICATIONS, created Sept. 27, 2012, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/security-architecture-standard.pdf. ]  [55:  Citywide Information Security Policy: Information Security Policy for Service Providers, NYC DEPARTMENT OF INFORMATION TECHNOLOGY AND TELECOMMUNICATIONS, created Sept. 9, 2014, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/service-provider.pdf. ]  [56:  Citywide Information Security Policy: User Responsibilities Policy, NYC DEPARTMENT OF INFORMATION TECHNOLOGY AND TELECOMMUNICATIONS, updated Sept. 9, 2014, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/user-responsibilities.pdf.]  [57:  Citywide Information Security Policy: Wireless Security Policy, NYC DEPARTMENT OF INFORMATION TECHNOLOGY AND TELECOMMUNICATIONS, updated Sept. 9, 2014, https://www.nyc.gov/assets/oti/downloads/pdf/vendor-resources/wireless-security.pdf. ] 

All of these standards and protocols were established and published during the de Blasio administration. Since the Adams’ administration took office, none of the protocols have been updated.
B. NYC Partnerships for Cybersecurity
New York City Cyber Command established a number of partnerships to enhance its cybersecurity capabilities, such as adopting specific cloud and data security models from Google Cloud, where NYC3 uses certain Google Cloud tools as part of its cybersecurity operations suite, and creating the Cyber STRIKE cyber range, a Brooklyn facility made in collaboration with New York University’s Tandon School of Engineering and corporate sponsors, in which “Cyber Fellows” are trained using activities like real-time cyberattack simulations, with a larger goal of closing the cybersecurity skills gap in NYC’s workforce.[footnoteRef:58] These partnerships and others between Cyber Command and entities from industry, academia, and other sectors have improved New York City’s cyber defense capabilities for both present and future readiness.  [58:  NYC Cyber Command: Keeping New York City's digital services more secure at massive scale, GOOGLE CLOUD, last accessed May 28, 2024, https://cloud.google.com/customers/nyc-cyber-command; Site Reliability Engineering helps New York City Cyber Command secure the city that never sleeps, GOOGLE CLOUD, last accessed May 28, 2024, https://cloud.google.com/customers/nyc-cyber-command-2; Bradley Barth, NYU, NYC Cyber Command conduct inaugural training exercise in new Brooklyn cyber range, SC MEDIA, Mar. 13, 2019, https://www.scmagazine.com/news/nyu-nyc-cyber-command-conduct-inaugurate-training-exercise-in-new-brooklyn-cyber-range. ] 

a. Joint Security Operations Center (“JSOC”)
The New York Joint Security Operations Center, or JSOC, was established by state law in early 2022 as part of a wider Fiscal Year 2023 State Budget funding allocation towards boosting cybersecurity efforts in New York State.[footnoteRef:59] Headquartered in Brooklyn, the JSOC is meant to be a “nerve center” for joint cybersecurity coordination. It is responsible for coordinating across local, state, and federal levels, as well as with key private sector partners, on issues such as data collection, information sharing, and response efforts.[footnoteRef:60] Since its creation, the JSOC has been a place for City and State stakeholder collaborations that include joint cybersecurity simulations and exercises and sharing playbooks around threat actors’ tactics, as well as being the main home for the State’s endpoint detection and response (“EDR”) shared service that gives users 24/7 monitoring and threat alerts for their technology infrastructure.[footnoteRef:61] [59:  Governor’s Press Office, Governor Hochul Announces Formation of Joint Security Operations Center to Oversee Cybersecurity Across the State, THE STATE OF NEW YORK, Feb. 22, 2022, https://www.governor.ny.gov/news/governor-hochul-announces-formation-joint-security-operations-center-oversee-cybersecurity; Dan Bowens, NYC cybersecurity: How are we protected? A look inside an operations center, FOX 5 NEW YORK, Apr. 6, 2023, https://www.fox5ny.com/news/new-york-city-cyber-security-operations-center; Jule Pattison-Gordon, New York State’s Local Cybersecurity Support Sees Strong Uptake, GOVERNMENTTECHNOLOGY, Jun. 2, 2023, https://www.govtech.com/security/new-york-states-local-cybersecurity-support-sees-strong-uptake. ]  [60:  Id. ]  [61:  Id. ] 

b. NYC Cyber Critical Services and Infrastructure (“CCSI”) Project
The New York City Cyber Critical Services and Infrastructure Project first went public in 2019, as a joint partnership between the Manhattan District Attorney’s Office, the NYPD, Cyber Command, and the nonprofit Global Cyber Alliance.[footnoteRef:62] The CCSI was first discussed in November 2017, and through 2019 cyber professionals across New York City’s public and private sectors convened to find that there were virtually no means to coordinate between public and private actors to provide a rapid response to cybersecurity incidents occurring in NYC.[footnoteRef:63] Thus, the CCSI Project is meant to be a real-time operations center that can share intelligence on potential cyber threats and mobilize rapid response teams in the event of a cyberattack on important infrastructure, including emergency services, water systems, and energy producers.[footnoteRef:64] As of July 2021, the CCSI Project has a new physical headquarters in downtown Manhattan and is staffed by 282 partners consisting of government agencies and private businesses including the NYPD, Amazon, IBM, the Federal Reserve Bank, and New York healthcare systems.[footnoteRef:65] And in November 2020, the CCSI Project reportedly deployed public and private sector volunteers to aid Brooklyn Hospital in responding to a ransomware attack.[footnoteRef:66] In 2021, the CCSI helped coordinate the City’s response to a hack on the Colonial Pipeline, the largest fuel pipeline in the U.S.[footnoteRef:67]  [62:  NYC Cyber Critical Services and Infrastructure (CCSI) Project, NEW YORK COUNTY DISTRICT ATTORNEY’S OFFICE, last accessed May 28, 2024, https://manhattanda.org/ccsi/; Cy Vance Jr. and James P. O’Neill, New York Launches a Cybercrime Brigade, THE WALL STREET JOURNAL: OPINION, Apr. 1, 2019, https://archive.is/SR9xy; Deanna Paul, New York City Opens Cyberattack Defense Center, THE WALL STREET JOURNAL, Jul. 8, 2021, https://archive.is/R9EaA; Cyrus Vance Jr., Prevention, cyber resilience and response – experiences from
co-founding the New York City Critical Infrastructure Task Force, INTERPOL GLOBAL CYBERCRIME CONFERENCE 2023, p. 18, last accessed May 28, 2024, https://www.interpol.int/es/content/download/20960/file/INTERPOL%20Global%20Cybercrime%20Conference%202023%20-%20Outcome%20Report.pdf.  ]  [63:  Id. ]  [64:  Id.]  [65:  Id.]  [66:  Id.]  [67:  Dan Bowens, Pipeline cyberattack prompted NYPD to take precautionary action, FOX 5 NEW YORK, May 11, 2021, https://www.fox5ny.com/news/pipeline-cyberattack-prompted-nypd-to-take-precautionary-action. ] 

c. NYC Cyber Academy
Executive Order 10 of 2022 included a requirement that every City agency appoint a Cyber Command Liaison to represent the agency and be the primary contact with NYC3.[footnoteRef:68] To this end, the NYC Cyber Academy was created by Cyber Command with the aim of expanding and upskilling NYC’s cybersecurity workforce, as well as fostering closer collaboration between the city’s cybersecurity professionals and Cyber Command.[footnoteRef:69] As of February 8, 2024, the Cyber Academy has graduated 50 Cyber Liaisons, according to OTI, all of whom, hailing from various City agencies, are now trained and certified to work on digital security incidents.[footnoteRef:70] [68:  Office of the Mayor, Executive Order No. 10 – The Cyber Command Operations of the Office of Technology and Innovation, THE CITY OF NEW YORK, Feb. 22, 2022, https://www.nyc.gov/office-of-the-mayor/news/010-002/executive-order-10. ]  [69:  Keely Quinlan, New York City graduates first Cyber Academy class, STATESCOOP, Apr. 4, 2023, https://statescoop.com/inaugural-class-nyc-cyber-academy-graduates/; Dan Bowens, NYC cybersecurity: How are we protected? A look inside an operations center, FOX 5 NEW YORK, Apr. 6, 2023, https://www.fox5ny.com/news/new-york-city-cyber-security-operations-center; Jule Pattison-Gordon, NYC's First Cyber Academy Cohort Looks Back, GOVERNMENTTECHNOLOGY, Jun. 22, 2023, https://www.govtech.com/security/nycs-first-cyber-academy-coholook-back; CTO Fraser, CISO Moan Honor Newest NYC Cyber Academy Class Featuring 29 City Employees, THE OFFICE OF TECHNOLOGY AND INNOVATION, Feb. 8, 2024, https://www.nyc.gov/content/oti/pages/press-releases/cto-fraser-ciso-moan-honor-newest-nyc-cyber-academy-class. ]  [70:  Id. ] 

C. Effects of Artificial Intelligence and Future Implications for Cybersecurity
As new technologies and new applications of technology become available, new risks become clear. A contemporary example is artificial intelligence (“AI”), which has cybersecurity and privacy risks, as well as many other types of risk related to how it operates and where it is applied.[footnoteRef:71]  [71:  One Hundred Year Study on Artificial Intelligence (AI100), SQ10. What are the most pressing dangers of AI?, STANFORD UNIVERSITY, last accessed Jun. 4, 2024, https://ai100.stanford.edu/gathering-strength-gathering-storms-one-hundred-year-study-artificial-intelligence-ai100-2021-1-0; An Overview of Catastrophic AI Risks, CENTER FOR AI SAFETY, last accessed Jun. 4, 2024, https://www.safe.ai/ai-risk; Kevin Buehler, Rachel Dooley, Liz Grennan, Alex Singla, Getting to know—and manage—your biggest AI risks, MCKINSEY, May 3, 2021, https://www.mckinsey.com/capabilities/quantumblack/our-insights/getting-to-know-and-manage-your-biggest-ai-risks; AI Risks and Trustworthiness, NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY, last accessed Jun. 4, 2024, https://airc.nist.gov/AI_RMF_Knowledge_Base/AI_RMF/Foundational_Information/3-sec-characteristics.] 

The field of artificial intelligence has grown to new heights in the 2020s, with the most newsworthy breakthrough being the mainstream application and consequent widespread adoption of generative artificial intelligence, or GenAI, in which the AI model is able to produce new outputs (text, images, video, audio clips, etc.) based on its training data.[footnoteRef:72] Cybersecurity experts have pointed to the continued spread and rapid improvement of various GenAI models as a primary concern for 2024 and beyond, emphasizing that this proliferation of GenAI will only boost the variety and sophistication of cyberattacks.[footnoteRef:73] For instance, GenAI models like Chat-GPT have shown the technology’s capacity to mimic human language, with experts noting an increased quality of phishing communications that could trick more people into giving away vital personal information.[footnoteRef:74] Because of the new technological landscape set by AI breakthroughs, any conversation around proper cybersecurity measures for organizations and individuals now has to include considerations for AI technologies.[footnoteRef:75] In October 2023, New York City published an “AI Action Plan”, in which it set a goal of attending to the proper implementation of AI and AI tools in City agencies, with part of that effort involving incorporating cybersecurity considerations throughout its AI deliberations, and developing cybersecurity measures specific to AI.[footnoteRef:76] These involved incorporating existing citywide cybersecurity policies and procedures when creating AI Risk Assessment and Project Review Processes, as well as when developing AI-Specific Procurement Standards, Terms, or Guidance.[footnoteRef:77]  [72:  Margaret Rouse, Generative AI, TECHOPEDIA, updated Jan. 15, 2024, https://www.techopedia.com/definition/34633/generative-ai; GenAI, CAMBRIDGE DICTIONARY, last accessed Jun. 4, 2024, https://dictionary.cambridge.org/us/dictionary/english/genai; What is generative AI?, IBM RESEARCH, last accessed Jun. 4, 2024, https://research.ibm.com/blog/what-is-generative-AI. ]  [73:  Jule Pattison-Gordon, Report Predicts Top Cybersecurity Threats for 2024, GOVERNMENTTECHNOLOGY, Mar. 21, 2024, https://www.govtech.com/security/report-predicts-top-cybersecurity-threats-for-2024; Aleksandr Yampolskiy, What does 2024 have in store for the world of cybersecurity?, WORLD ECONOMIC FORUM, Feb. 15,2024, https://www.weforum.org/agenda/2024/02/what-does-2024-have-in-store-for-the-world-of-cybersecurity/; Gartner Identifies the Top Cybersecurity Trends for 2024, GARTNER, Feb. 22, 2024, https://www.gartner.com/en/newsroom/press-releases/2024-02-22-gartner-identifies-top-cybersecurity-trends-for-2024. ]  [74:  Id; Vincenzo Ciancaglini, David Sancho, Back to the Hype: An Update on How Cybercriminals Are Using GenAI, TRENDMICRO, May 8, 2024, https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/back-to-the-hype-an-update-on-how-cybercriminals-are-using-genai; Christine Barry, 5 Ways cybercriminals are using AI: Phishing, BARRACUDA, Mar. 28, 2024, https://blog.barracuda.com/2024/03/28/-5-ways-cybercriminals-are-using-ai--phishing; State of Security: The Race to Harness AI, SPLUNK, 2024, https://archive.is/B8dHP; AI-driven phishing attacks deceive even the most aware users, HELP NET SECURITY, May 2, 2024, https://www.helpnetsecurity.com/2024/05/02/genai-phishing-attacks-rise/. ]  [75:  Id. ]  [76:  The New York City Artificial Intelligence Action Plan, THE OFFICE OF TECHNOLOGY AND INNOVATION, Oct. 2023, https://www.nyc.gov/assets/oti/downloads/pdf/reports/artificial-intelligence-action-plan.pdf.]  [77:  The New York City Artificial Intelligence Action Plan, THE OFFICE OF TECHNOLOGY AND INNOVATION, Oct. 2023, https://www.nyc.gov/assets/oti/downloads/pdf/reports/artificial-intelligence-action-plan.pdf p. 17, 40. ] 

D. Looking Ahead for NYC Agencies’ Cybersecurity
As technology grows more and more sophisticated, government agencies will increasingly need to handle sensitive information to deliver services, including biometric information and geolocation data. In New York City, Local Law 247 of 2017, also known as the Identifying Information Law, governs how agencies disclose and secure identifying information that they collect.[footnoteRef:78] On February 6, 2023, the City’s Office of Information Privacy announced an update to the requirements stemming from the Identifying Information Law that included urging City agencies’ privacy officers to establish monthly meetings with their agencies’ chief information security officers, as part of a larger effort to increase interoperability and collaboration between privacy and cybersecurity staff at City agencies.[footnoteRef:79] Crucially, the Citywide Privacy Protection Committee, the body required by the Identifying Information Law to review the biennial reports submitted by agencies, was updated to include Cyber Command.[footnoteRef:80] [78:  Local Laws of The City of New York for the Year 2017 – No. 247, THE CITY OF NEW YORK, last accessed May 28, 2024, https://nyc.legistar1.com/nyc/attachments/c3f684e1-6ef3-41e1-9f90-0f4898a0de63.pdf; Keely Quinlan, NYC to boost communication between privacy and cyber efforts, STATESCOOP, Feb. 6, 2023, https://statescoop.com/new-york-city-updates-privacy-policy-cyber-2023/; Chief Privacy Officer, Citywide Privacy Protection
Policies and Protocols – Version 3.0, THE OFFICE OF TECHNOLOGY AND INNOVATION, Feb. 6, 2023, https://www.nyc.gov/assets/oti/downloads/pdf/citywide-privacy-protection-policies-protocols.pdf; Michael Fitzpatrick, The expanding privacy partnership in New York City, INTERNATIONAL ASSOCIATION OF PRIVACY PROFESSIONALS, Apr. 25, 2023, https://iapp.org/news/a/the-expanding-privacy-partnership-in-new-york-city. ]  [79:  Id.]  [80:  Id.] 

NYC agencies have already collected vast amounts of data, including personal information, biometric data, and geolocation data, throughout the history of their operations.[footnoteRef:81] NYC agencies seem poised to continue collecting data as digital technologies are increasingly adopted and services are digitally enhanced and created.[footnoteRef:82] In a world where technologies, including cybersecurity technologies, are constantly evolving, and to protect the data that has already been collected as well as any future data that could be collected, New York City and its agencies must be vigilant and proactive in their cybersecurity efforts.  [81:  Elizabeth Daniel Vasquez, Testimony on the Use of Biometric Identification Systems in New York City, BROOKLYN DEFENDERS, May 3, 2023, https://bds.org/latest/testimony-on-the-use-of-biometric-identification-systems-in-new-york-city; Keely Quinlan, City council accuses NYC privacy chief over agency biometric use, STATESCOOP, May 8, 2023, https://statescoop.com/city-council-accuses-nyc-privacy-chief-biometric-use/; Ángel Díaz, New York City Police Department Surveillance Technology, BRENNAN CENTER FOR JUSTICE, Oct. 4, 2019, https://www.brennancenter.org/our-work/research-reports/new-york-city-police-department-surveillance-technology; New York City OpenData, Maps, THE CITY OF NEW YORK, last accessed Jun. 4, 2024, https://data.cityofnewyork.us/browse/select_dataset?limitTo=maps&nofederate=true&provenance=community&suppressed_facets%5B%5D=domain&utf8=%E2%9C%93. ]  [82:  Cheryl Wills, Dana Perez, Chief Technology Officer Matthew Fraser talks about one-year anniversary of MyCity Portal, SPECTRUM NEWS NY1, Mar. 10, 2024, https://ny1.com/nyc/all-boroughs/in-focus-shows/2024/03/08/cto-matthew-fraser-discusses-mycity-portal; Nick Garber, Costs pile up for Adams' MyCity site amid outsourced work, CRAIN’S NEW YORK BUSINESS, Feb. 1, 2024, https://www.crainsnewyork.com/politics-policy/eric-adams-mycity-site-racks-17m-costs-outsourced-work; City Hall Press Office, Mayor Adams Launches Multi-Pronged Effort to Connect More New Yorkers to Jobs and Training, Reduce Barriers to Opportunities, THE CITY OF NEW YORK, Mar. 27, 2024, https://www.nyc.gov/office-of-the-mayor/news/229-24/mayor-adams-launches-multi-pronged-effort-connect-more-new-yorkers-jobs-training-reduce#/0; Jonathan Rizk, New York City launches new website making jobs easier to find, PIX 11, Mar. 27, 2024, https://pix11.com/news/local-news/new-york-city-launches-new-portal-making-city-jobs-easier-to-find/.] 

V. GEOLOCATION DATA SHARING 
Mobile devices have the capability to pinpoint a user's current location in real time and share it with various applications and service providers to enable additional features. For example, “navigation apps like Google Maps crowdsource real-time location data to collect information about road conditions in the area, allowing drivers to make better-informed choices about their travel and creating individualized search results for places users might like to visit.”[footnoteRef:83] Similar tracking software can be found in weather apps. In 2017, AccuWeather gained attention after a security researcher uncovered that the app was tracking and sharing user data.[footnoteRef:84] In addition, the popular weather app WeatherBug was found to be sharing user's precise location data with 40 different companies.[footnoteRef:85] Banking apps like Venmo have also been found to track your phone’s  geolocation data and other information.[footnoteRef:86] [83:  Tatyana Woodall, How is your location data really tracked? You’d be surprised., NATIONAL GEOGRAPHIC, Apr. 5, 2024, https://www.nationalgeographic.com/science/article/location-tracking-tech-data.]  [84:  Angela Fritz, A security researcher discovered AccuWeather app tracked, shared your location — even if you ‘opt out’, THE WASHINGTON POST, Aug. 24, 2017, https://www.washingtonpost.com/news/capital-weather-gang/wp/2017/08/23/security-researcher-discovered-accuweather-app-tracks-and-shares-your-location-even-if-you-opt-out/; Jason Fitzpatrick, Your Weather App Is Spying on You, Here's What to Do, HOW-TO GEEK, updated Jun. 25, 2023, https://www.howtogeek.com/884233/your-weather-app-is-spying-on-you-heres-what-to-do/. ]  [85:  Id. ]  [86:  Olivia Solon, Venmo: how the payment app exposes our private lives, THE GUARDIAN, Jul. 17, 2018, https://www.theguardian.com/world/2018/jul/17/venmo-payments-app-default-privacy-settings-public-information#:~:text=Anyone%20can%20track%20a%20Venmo,app%20lacks%20default%20privacy%20protections; Jefferson Graham, Apps like Venmo, Cash and PayPal are free, but here's who they are telling your business, USA TODAY, Mar. 25, 2020, https://www.usatoday.com/story/tech/2020/03/25/how-private-is-your-paypal-venmo-cash-app-mobile-pay-data/5002726002/; Jennifer Valentino-Devries, Natasha Singer, Michael H. Keller, Aaron Krolik, Your Apps Know Where You Were Last Night, and They’re Not Keeping It Secret, THE NEW YORK TIMES, Dec. 10, 2018, https://www.nytimes.com/interactive/2018/12/10/business/location-data-privacy-apps.html.] 

Geolocation data may reveal potentially very private information about the physical location of users, such as doctors' offices visited, houses of worship, daily patterns and routines, health and fitness activities, and social behavior.  Misuses of the data may significantly intrude on users' security as well as their individual freedom to pursue their private lives.[footnoteRef:87] [87:  Nancy J. King & V.T. Raja, What Do They Really Know About Me in the Cloud? A Comparative Law Perspective on Protecting Privacy and Security of Sensitive Consumer Data, 50 Am. Bus. L.J. 413, 424 (2013). ] 

 Although federal law provides some protection against sharing location data, companies do not always comply. The FCC recently fined the nation’s largest wireless carriers for illegally sharing access to customers’ location information without consent and without taking reasonable measures to protect that information against unauthorized disclosure.[footnoteRef:88] In fact, “Sprint and T-Mobile – which have merged since the investigation began – face fines of more than $12 million and $80 million, respectively. AT&T is being fined more than $57 million, and Verizon is being fined almost $47 million.” [footnoteRef:89] [88:  FCC Fines At&T, Sprint, T-Mobile, And Verizon Nearly $200 Million For Illegally Sharing Access To Customers’ Location Data, Carriers Sold Access To Location Data To Third Parties Without Customer Consent And Continued To Do So Without Reasonable Safeguards, Apr. 29, 2024, https://docs.fcc.gov/public/attachments/DOC-402213A1.pdf. ]  [89:  FCC Fines At&T, Sprint, T-Mobile, And Verizon Nearly $200 Million For Illegally Sharing Access To Customers’ Location Data, Carriers Sold Access To Location Data To Third Parties Without Customer Consent And Continued To Do So Without Reasonable Safeguards, Apr. 29, 2024, https://docs.fcc.gov/public/attachments/DOC-402213A1.pdf. ] 

 Geolocation data, as any other data, may also be sold to the highest bidder, often a data broker. From there, the data may be distributed to a wide variety of purchases, including foreign governments, law enforcement, potential or current employers, or political groups.[footnoteRef:90] In fact, Senator Ron Wyden recently disclosed that data vendor Near Intelligence allegedly gathered location data of people’s visits to nearly 600 Planned Parenthood locations across 48 states, without consent.[footnoteRef:91] It sold that data to an anti-abortion group, which used it in a massive anti-abortion ad campaign. The Wisconsin-based group utilized the geolocation data to send mobile ads to people who visited the clinics. Near is a scandal-plagued location data broker, which sells personal information revealing where Americans have been, and consequently, the sensitive places they have visited.[footnoteRef:92]  [90:  Tatyana Woodall, How is your location data really tracked? You’d be surprised., NATIONAL GEOGRAPHIC, Apr. 5, 2024, https://www.nationalgeographic.com/science/article/location-tracking-tech-data (citing Steven Melendez, Alex Pasternack, Here are the data brokers quietly buying and selling your personal information, FAST COMPANY, Mar. 2, 2019, https://www.fastcompany.com/90310803/here-are-the-data-brokers-quietly-buying-and-selling-your-personal-information). ]  [91:  February 13, 2024, THE OFFICE OF U.S. SENATOR RON WYDEN, Feb. 13, 2024, https://subscriber.politicopro.com/f/?id=0000018d-a362-dda8-abff-b377b49a0000.]  [92:  Michael Kan, Senator: This Data Broker Tracked User Visits to 600 Planned Parenthoods, PC MAG, Feb. 13, 2024, https://www.pcmag.com/news/senator-this-data-broker-tracked-user-visits-to-600-planned-parenthoods.] 

Beyond data brokers, the misuse of location data extends to various other concerning scenarios. For instance, domestic abusers have been known to use tracking tech to find and intimidate their victims,[footnoteRef:93] while scammers and hackers can use more detailed online information and geolocation data to create targeted phishing scams or obtain stolen identities.[footnoteRef:94]  [93:  Jennifer Valentino-DeVries, Hundreds of Apps Can Empower Stalkers to Track Their Victims, THE NEW YORK TIMES, May 19, 2018, https://www.nytimes.com/2018/05/19/technology/phone-apps-stalking.html.  ]  [94:  Amanda Hetler, 6 common social media privacy issues, TECHTARGET, Apr. 23, 2024, https://www.techtarget.com/whatis/feature/6-common-social-media-privacy-issues. ] 

VI. LEGISLATION 
Int. 0217-2024, a Local Law to amend the administrative code of the city of New York in relation to prohibiting places or providers of public accommodation from using biometric recognition technology and protecting any biometric identifier information collected
This bill would make it unlawful for any place or provider of public accommodation, as such term is currently defined under Admin. Code. § 8-102, to use biometric recognition technology to verify or identify a customer. It would also require places or providers of public accommodation to require written consent before any biometric identifier information could be collected. When the specific services sought by a customer cannot be performed without the collection and processing of biometric identifier information, the agreement by the customer to engage such services shall be deemed consent for this purpose. That exemption, however, would not apply to security or sale systems ancillary to the services sought by the customer. Additionally, the bill would require any such information collected to be protected, and mandates the availability of written policies regarding the use of biometric data. It also requires that customers be given the ability to request the deletion of their biometric identifier information. Finally, the bill would prohibit the denial of service to customers who exercise the rights granted them by this section of law. 
This local law would take effect 180 days after it becomes law, provided that where the provisions of section 22-1202 of the administrative code of the city of New York, as added by section two of this local law, cannot be applied consistently with currently applicable contracts, such provisions shall only apply with respect to contracts entered into or renewed after the effective date of this local law.

Int. 0425-2024, a Local Law to amend the administrative code of the city of New York, in relation to limiting the use of facial recognition technology in residential buildings
This bill would make it unlawful for an owner of a multiple dwelling to install, activate or use any biometric recognition technology that identifies tenants or the guest of a tenant. It also amends the existing definition of ‘biometric identifier information’ and adds a new defined term of ‘biometric recognition technology.’
This local law would take effect 120 days after it becomes law, provided that where the provisions of section 26-3008 of the administrative code of the city of New York, as added by section three of this local law, cannot be applied consistently with currently applicable contracts, such provisions shall only apply with respect to contracts entered into or renewed after the effective date of this local law.

Int. 539, a Local Law to amend the administrative code of the city of New York, in relation to a prohibition on sharing location data with third parties 
This bill would prohibit telecommunications carriers and mobile applications from sharing a user’s location data with another person, if the location is within New York City. This bill would also prohibit anyone who receives such location data from sharing it with another person. The penalty for violating this prohibition would be $1,000 per violation, with a maximum penalty of $10,000 per day per person whose location data was unlawfully shared. The Department of Information Technology and Telecommunications would enforce this prohibition. This bill would also create a private right of action against telecommunications carriers and mobile application developers who violate this prohibition.
VII. CONCLUSION
The Committee seeks to hear testimony from the Administration on specifics regarding past, present, and future updates and technological upgrades to cybersecurity. The Committee also looks forward to receiving testimony from various stakeholders, including the Office of Technology and Innovation, advocacy groups, and community-based non-profit organizations on potential concerns for privacy and civil rights violations.
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Int. No. 217

By Council Members Hanif, Gutiérrez, Rivera, Williams, Sanchez, Louis, Marte, Ossé, Krishnan, Won, Avilés, Salaam, Bottcher, Farías, Nurse, Hudson and De La Rosa

..Title
A Local Law to amend the administrative code of the city of New York in relation to prohibiting places or providers of public accommodation from using biometric recognition technology and protecting any biometric identifier information collected
..Body

Be it enacted by the Council as follows:
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Section 1. Section 22-1201 of the administrative code of the city of New York, as added by local law number 3 for the year 2021, is amended by repealing definitions for the terms “commercial establishment,” “consumer commodity,” “financial institution,” “food and drink establishment,” “place of entertainment,” and “retail store,” amending the definition for the term “biometric identifier information,” and adding definitions for the terms “biometric recognition technology,” and “place or provider of public accommodation,” to read as follows:
Biometric identifier information. The term “biometric identifier information” means a physiological or biological characteristic that is used by or on behalf of a commercial establishment, singly or in combination, to identify, or assist in identifying an individual, including, but not limited to: (i) a retina or iris scan, (ii) a fingerprint or voiceprint, (iii) a scan of hand or face geometry, [or any other identifying characteristic] (iv) gait or movement patterns, or (v) any other similar identifying characteristic that can be used alone or in combination with each other, or with other information, to establish individual identity.
Biometric recognition technology. The term “biometric recognition technology” means a process or system that captures or assists in the capture of biometric identifier information of a person or persons in conjunction with any automated process or system that verifies or identifies, or assists in verifying or identifying, a person or persons based on such biometric identifier information.
[Commercial establishment. The term “commercial establishment” means a place of entertainment, a retail store, or a food and drink establishment.
Consumer commodity. The term “consumer commodity” means any article, good, merchandise, product or commodity of any kind or class produced, distributed or offered for retail sale for consumption by individuals, or for personal, household or family purposes.]
Customer. The term “customer” means a purchaser or lessee, or a prospective purchaser or lessee, of goods or services from a commercial establishment.
	[Financial institution. The term “financial institution” means a bank, trust company, national bank, savings bank, federal mutual savings bank, savings and loan association, federal savings and loan association, federal mutual savings and loan association, credit union, federal credit union, branch of a foreign banking corporation, public pension fund, retirement system, securities broker, securities dealer or securities firm, but does not include a commercial establishment whose primary business is the retail sale of goods and services to customers and provides limited financial services such as the issuance of credit cards or in-store financing to customers.
Food and drink establishment. The term “food and drink establishment” means an establishment that gives or offers for sale food or beverages to the public for consumption or use on or off the premises, or on or off a pushcart, stand or vehicle.
[bookmark: LPHit2]Place of entertainment. The term “place of entertainment” means any privately or publicly owned and operated entertainment facility, such as a theater, stadium, arena, racetrack, museum, amusement park, observatory, or other place where attractions, performances, concerts, exhibits, athletic games or contests are held.
Retail store. The term “retail store” means an establishment wherein consumer commodities are sold, displayed or offered for sale, or where services are provided to consumers at retail.]
Place or provider of public accommodation. The term "place or provider of public accommodation" shall have the same meaning as in section 8-102. 
§2. Section 22-1202 of the administrative code of the city of New York, as added by local law number 3 for the year 2021, is amended to read as follows:
     § 22-1202 Collection, use, and retention of biometric identifier information and use of biometric recognition technology. a. Any [commercial establishment] place or provider of public accommodation that collects, retains, converts, stores, [or] shares, or otherwise obtains biometric identifier information of customers must disclose such collection, retention, conversion, storage, [or] sharing, or obtaining of biometric identifier information, as applicable, by placing a clear and conspicuous sign near all of the [commercial establishment’s] place or provider of public accommodation’s customer entrances notifying customers in plain, simple language, in a form and manner prescribed by the commissioner of consumer and worker protection by rule, that customers’ biometric identifier information is being collected, retained, converted, stored or shared, as applicable and shall be required to get the written consent of such customer in advance of any collection. 
b. It shall be unlawful for any place or provider of public accommodation to use any biometric recognition technology to verify or identify a customer.
c. It shall be unlawful to disclose, sell, lease, trade, or share in exchange for anything of value or otherwise profit from the transaction of biometric identifier information with any third party.
d. Any place or provider of public accommodation in possession of biometric identifier information shall develop a written policy, to be made available to the public upon request, that shall include a retention schedule and guidelines for the permanent destruction of biometric identifier information when the initial purpose for collecting or obtaining such identifiers or information has been satisfied, or within two years of the individual's last interaction with the place or provider of public accommodation, whichever occurs first.
e. Any place or provider of public accommodation that collects, retains, converts, stores, shares, or otherwise obtains biometric identifier information of any person shall develop, implement and maintain reasonable safeguards to protect the security, confidentiality and integrity of the biometric identifier information including, but not limited to: conducting assessments of risks in network and software design; conducting assessments of risks in information processing, transmission and storage; making reasonable efforts to detect, prevent and respond to attacks or system failures; regularly testing and monitoring the effectiveness of key controls, systems and procedures; and implementing protections against unauthorized access to or use of biometric identifier information during or after the collection, transportation and destruction or disposal of the information. 
f. Any place or provider of public accommodation that collects, retains, converts, stores, shares, or otherwise obtains biometric identifier information of customers shall provide the opportunity to any such customer to request that such place or provider of public accommodation erase such biometric identifier information of such customer. 
g. Any place or provider of public accommodation that collects, retains, converts, stores, shares, or otherwise obtains biometric identifier information shall not refuse service to any customer because the customer exercised rights pursuant to this section, including, but not limited to, by denying goods or services to the consumer; charging different prices or rates for goods or services, including through the use of discounts or other benefits or imposing penalties; or providing a different level of quality of goods or services to the customer.
§3. Section 22-1203 of the administrative code of the city of New York, as added by local law number 3 for the year 2021, is amended to read as follows:
§ 22-1203 Private right of action. A person who is aggrieved by a violation of this chapter may commence an action in a court of competent jurisdiction on [his or her] such person’s own behalf against an offending party. At least 30 days prior to initiating any action against a [commercial establishment] place or provider of public accommodation for a violation of subdivision a of section 22-1202, the aggrieved person shall provide written notice[.] to the [commercial establishment] place or provider of public accommodation setting forth such person’s allegation. If, within 30 days, the [commercial establishment] place or provider of public accommodation cures the violation and provides the aggrieved person an express written statement that the violation has been cured and that no further violations shall occur, no action may be initiated against the [commercial establishment] place or provider of public accommodation for such violation. If a [commercial establishment] place or provider of public accommodation continues to violate subdivision a of section 22-1202, the aggrieved person may initiate an action against such [establishment] place or provider. No prior written notice is required for actions alleging a violation of subdivision b or c of section 22-1202. A prevailing party may recover: 
1. For each violation of subdivision a of section 22-1202, damages of $500; 
2. For each negligent violation of subdivision b or c of section 22-1202, damages of $500; 
3. For each intentional or reckless violation of subdivision b or c of section 22-1202, damages of $5,000; 
4. Reasonable attorneys’ fees and costs, including expert witness fees and other litigation expenses; and 
5. Other relief, including an injunction, as the court may deem appropriate. 
§4. Section 22-1204 of the administrative code of the city of New York, as added by local law number 3 for the year 2021, is amended to read as follows:
§ 22-1204 Applicability. a. Nothing in this chapter shall apply to the collection, storage, sharing or use of biometric identifier information by government agencies, employees or agents.
b. The [disclosure required] requirements of subdivision [a] e of section 22-1202 shall not apply to[:]
[1. Financial institutions.
2. Biometric identifier information collected through photographs or video recordings, if: (i) the images or videos collected are not analyzed by software or applications that identify, or that assist with the identification of, individuals based on physiological or biological characteristics, and (ii) the images or video are not shared with, sold or leased to third-parties other than law enforcement agencies.] any place or provider of public accommodation that is subject to, and in compliance with, any of the following data security requirements: (i) regulations promulgated pursuant to title v of the financial services modernization act of 1999; (ii) regulations implementing the health insurance portability and accountability act of 1996 and the health information technology for economic and clinical health act of 2009; and (iii) part 500 of title 23 of the New York codes, rules and regulations, regarding cybersecurity. 
c. Where the specific services sought by a customer from a place or provider of public accommodation cannot be performed without the collecting and processing of biometric identifier information, the agreement by the customer to engage such services shall be deemed consent for the purposes of subdivision a of section 22-1202. This exemption shall not apply to any security or sale system that is ancillary to the specific services sought by the customer. 
§ 5. This local law takes effect 180 days after it becomes law, provided that where the provisions of section 22-1202 of the administrative code of the city of New York, as added by section two of this local law, cannot be applied consistently with currently applicable contracts, such provisions shall only apply with respect to contracts entered into or renewed after the effective date of this local law.
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Int. No. 425

By Council Members Rivera, Sanchez, Cabán, Hanif, Louis, Krishnan, Won, Avilés, Salaam, Brewer, Bottcher, Farías, Marte, Ossé, De La Rosa, Brooks-Powers, Hudson, Nurse and Williams (by request of the Manhattan Borough President)

..Title
A Local Law to amend the administrative code of the city of New York, in relation to limiting the use of facial recognition technology in residential buildings 
..Body

Be it enacted by the Council as follows:
[bookmark: _DV_M9][bookmark: _DV_M10][bookmark: _DV_M11][bookmark: _DV_M12][bookmark: _DV_M13][bookmark: _DV_M14][bookmark: _DV_M15][bookmark: _DV_M16][bookmark: _DV_M17][bookmark: _DV_M18][bookmark: _DV_M19][bookmark: _DV_M20][bookmark: _DV_M21][bookmark: _DV_M22][bookmark: _DV_M23][bookmark: _DV_M24][bookmark: _DV_M25][bookmark: _DV_M26][bookmark: _DV_M27]Section 1. Section 26-3001 of the administrative code of the city of New York is amended by amending the definition for “biometric identifier information,” and adding a new definition of “biometric recognition technology” in alphabetical order to read as follows:
[bookmark: _DV_M29]Biometric identifier information. The term “biometric identifier information” means a physiological, biological or behavioral characteristic that is used to identify, or assist in identifying, an individual, including, but not limited to: (i) a retina or iris scan; (ii) a fingerprint; (iii) a voiceprint; (iv) a scan or record of a palm, hand or face geometry; (v) gait or movement patterns; or (vi) any other similar identifying characteristic that can be used alone or in combination with each other, or with other information, to establish individual identity.
Biometric recognition technology. The term “biometric recognition technology” means a process or system that captures or assists in the capture of biometric identifier information of a person or persons in conjunction with any automated process or system that verifies or identifies, or assists in verifying or identifying, a person or persons based on such biometric identifier information.
§ 2. Subdivision a of section 26-3002 of the administrative code of the city of New York is amended to read as follows:
[bookmark: _DV_C20][bookmark: _DV_M41][bookmark: _DV_M42]a. An owner of a smart access building or third party may not collect reference data from a user for use in a smart access system except where such user has expressly consented, in writing or through a mobile application, to the use of such smart access building’s smart access system. Such owner or third party may collect only the minimum amount of authentication data and reference data necessary to enable the use of such smart access system in such building, and may not collect [additional] biometric identifier information from any users. Such smart access system may only collect, generate or utilize the following information: 
[bookmark: _DV_M43]1. the user’s name; 
[bookmark: _DV_M44]2. the dwelling unit number and other doors or common areas to which the user has access using such smart access system in such building; 
[bookmark: _DV_M45]3. the user’s preferred method of contact; 
[bookmark: _DV_M46][4. the user’s biometric identifier information if such smart access system utilizes biometric identifier information;] 
[bookmark: _DV_M47][5]4. the identification card number or any identifier associated with the physical hardware used to facilitate building entry, including radio frequency identification card, bluetooth or other similar technical protocols;
[bookmark: _DV_M48][bookmark: _DV_C22][bookmark: _DV_M49][6]5. passwords, passcodes, user names and contact information used singly or in conjunction with other reference data to grant a user entry to a smart access building, dwelling unit of such building or common area of such building through such building’s smart access system, or to access any online tools used to manage user accounts related to such building;
[bookmark: _DV_M50][7]6. lease information, including move-in and, if available, move-out dates; and
[bookmark: _DV_M51][8]7. the time and method of access, solely for security purposes. 
§3. Chapter 30 of title 26 of the administrative code of the city of New York is amended by adding a new section 26-3008 to read as follows:
§ 26-3008. Biometric recognition technology in multiple dwellings. a. An owner of a multiple dwelling shall not install, activate or use any biometric recognition technology that identifies tenants or the guest of a tenant. 
[bookmark: _DV_M52][bookmark: _DV_M30][bookmark: _DV_M31][bookmark: _DV_M32][bookmark: _DV_M33][bookmark: _DV_M34][bookmark: _DV_M35][bookmark: _DV_M36][bookmark: _DV_M37][bookmark: _DV_M38][bookmark: _DV_M39]§ 4. This local law takes effect 120 days after it becomes law, provided that where the provisions of section 26-3008 of the administrative code of the city of New York, as added by section three of this local law, cannot be applied consistently with currently applicable contracts, such provisions shall only apply with respect to contracts entered into or renewed after the effective date of this local law.
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Int. No. 539

By Council Member Brannan

..Title
A Local Law to amend the administrative code of the city of New York, in relation to a prohibition on sharing location data with third parties
..Body

Be it enacted by the Council as follows:


Section 1. Title 23 of the administrative code of the city of New York is amended by adding a new chapter 13 to read as follows:
CHAPTER 13
PROHIBITION ON SHARING LOCATION DATA
	§ 23-1301 Definitions. As used in this chapter, the following terms have the following meanings:
Authorized use. 1. The term “authorized use” means the sharing of a customer’s location data:
(a) For the purpose of providing a service explicitly requested by such customer;
(b) Exclusively for the purpose of providing a service explicitly requested by such customer; and
(c) Where such data is not collected, shared, stored or otherwise used by a third party for any purpose other than providing a service explicitly requested by such customer.
2. Such term does not include any instance in which a customer’s location data is shared in exchange for products or services.
	Customer. The term “customer” means a current or former subscriber to a telecommunications carrier or a current or former user of a mobile application.
	Location data. The term “location data” means information related to the physical or geographical location of a person or the person’s mobile communications device, regardless of the particular technological method used to obtain this information.
Mobile application. The term “mobile application” means a software program that runs on the operating system of a mobile communications device.
Mobile application developer. The term “mobile application developer” means a person that owns, operates or maintains a mobile application and makes such application available for the use of customers, whether for a fee or otherwise.
	Mobile communications device. The term “mobile communications device” means any portable wireless telecommunications equipment that is utilized for the transmission or reception of data, including location data, and that is or may be commonly carried by or on a person or commonly travels with a person, including in or as part of a vehicle a person drives. 
	Share. The term “share” means to make location data available to another person, whether for a fee or otherwise.
	Telecommunications carrier. The term “telecommunications carrier” means a service offered to the public for a fee that transmits sounds, images or data through wireless telecommunications technology. 
	§ 23-1302 Prohibition on sharing location data. a. It is unlawful for a mobile application developer or a telecommunications carrier to share a customer’s location data where such location data was collected while the customer’s mobile communications device were physically present in the city. 
b. It is unlawful for a person who receives location data that is shared in violation of subdivision a of this section to share such data with any other person. 
c. Each instance in which a mobile application developer, telecommunications carrier or other person shares a customer’s location data with another person in a manner prohibited by this section constitutes a separate violation of this section. 
	§ 23-1303 Exceptions. Section 23-1302 does not apply to:
1. Information provided to a law enforcement agency in response to a lawful process; 
2. Information provided to an emergency service agency responding to a 911 communication or any other communication reporting an imminent threat to life or property;
3. Information required to be provided by federal, state or local law; or
4. A customer providing the customer’s own location data to a mobile application or telecommunications carrier to be shared for an authorized use. 
	§ 23-1304 Enforcement. The department of information technology and telecommunications shall enforce the provisions of this section.
	§ 23-1305 Penalties. a. Except as provided in subdivision b, any person who violates section 23-1302 shall be subject to a civil penalty of $1,000 for each such violation. 
b. Where a person commits multiple violations of subdivisions a or b of section 23-1302 on the same day, the maximum civil penalty assessed against such person for all violations occurring on such day shall be a cumulative penalty of $10,000 per person whose location data was shared unlawfully.
	§ 23-1306 Private right of action. a. Any customer whose location data has been shared in violation of this chapter may bring an action in any court of competent jurisdiction. If a court of competent jurisdiction finds that a person has violated a provision of this chapter, the court may award: (i) actual damages, computed at a rate of $1,000 per violation up to $10,000 per day; and (ii) reasonable attorney’s fees and costs incurred in maintaining such civil action.
b. The private right of action provided by this section does not supplant any other claim or cause of action available to a customer under common law or by statute. The provisions of this section are in addition to any such common law and statutory remedies.
c. Nothing in this chapter shall be construed as creating a private right of action against the city or any agency or employee thereof.
§ 23-1307 Rulemaking. The commissioner of information technology and telecommunications may promulgate and amend rules in furtherance of the administration of this chapter. 
§ 2. This local law takes effect 120 days after it becomes law, provided that where the provisions of section 23-1302 of the administrative code of the city of New York, as added by section one of this local law, cannot be applied consistently with currently applicable contracts, such provisions shall only apply with respect to contracts entered into or renewed after the effective date of this local law.

Session 13
LS 2169
1/12/2024

Session 12
IB 
LS 2169
3/28/20


3

41

image1.png




