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INTRODUCTION
On September 25, 2013, the Committee on Civil Service and Labor, chaired by Council Member Nelson, will hold a hearing on Proposed Introduction Number 1106-A,
 a Local Law to amend the administrative code of the city of New York, in relation to online social media and other personal online accounts and employment. This bill would prohibit employers from requesting access to employees’ and prospective employees’ personal internet accounts, including social media accounts. 
BACKGROUND & ANALYSIS

In the past two decades, the internet has exploded and social media sites such as Facebook, Twitter and LinkedIn have become an increasingly popular way for people to communicate. As people grow more dependent on using the internet for social media, banking, dating, and buying and selling of products, new legal issues have developed. Specifically, some commentators have questioned whether it is appropriate for employers to request passwords or other forms of access to personal accounts from employees and prospective employees. Currently in New York State, it is legal for employers to request such information and there does not appear to be any legal recourse if an employee or prospective employee is retaliated against for not providing such access. Numerous articles have documented instances where applicants and current employees have been asked to hand over passwords, or to log in to a company site during the interview process, or during employment.
As the National Conference of State Legislatures describes, “Some employers argue that access to personal accounts is needed to protect proprietary information or trade secrets, to comply with federal financial regulations or to prevent the employer from being exposed to legal liabilities. But others consider requiring access to personal accounts an invasion of employee privacy.”

A bill pending in the New York State legislature would prohibit an employer from requesting that an employee or job applicant disclose any means for accessing an electronic personal account or service.
 Similar laws have passed in Arkansas, Colorado, Illinois, Nevada, New Jersey, New Mexico, Oregon, Utah, Vermont and Washington, and are pending in at least 36 states.
 Earlier this year, an amendment was offered to the Cyber Intelligence Sharing and Protection Act
 bill pending in the U.S. Congress that would have made requesting access to such accounts illegal nationally, but the amendment failed.
 
Some elected officials have raised additional questions about the legality of such practices. Last year, U.S. Senator Chuck Schumer stated that he believes that employers asking for Facebook passwords in connection with prospective employment is illegal discrimination under federal law, because access to such accounts may provide information about the person’s age, religion, or other protected characteristics which the employer would otherwise be barred from requesting.
 This theory, however, is untested. 

Bill Text
Proposed Introduction 1106-A would prohibit employers from requesting access to employees’ and prospective employees’ online social and networking media and other personal online accounts. Section one of the bill would amend subdivision e of section 2203 of the New York City Charter to provide that the Commissioner of the Department of Consumer Affairs would have the authority to receive, investigate, and resolve complaints related to the confidentiality of online social and networking media and other personal online accounts.  

The second section of the bill would amend Title 20 of the New York City Administrative Code by adding a new Chapter 8. The first section of Chapter 8, section 20-911, provides definitions. “Employee” would mean any person who is employed by any employer in return for the payment of direct or indirect monetary wages or profit, or any person who volunteers his or her services to such employer for no monetary compensation. “Employment agency” would mean any person undertaking to procure employees or opportunities to work. “Employer” would mean any person, partnership, association, corporation or non-profit entity which employs one or more persons, including agencies of the City of New York, as defined in section 1-112 of the Code, and the Council of the City of New York. “Labor organization” would mean any organization which exists and is constituted for the purpose, in whole or in part, of collective bargaining or of dealing with employers concerning grievances, terms and conditions of employment, or of other mutual aid or protection in connection with employment. “Online social and networking media account” would mean any internet-based service that allows individuals to: construct a public or semi-public profile within a bounded system, created by such service; create a list of other users with whom such individuals share a connection within the system; and view and navigate such individuals’ list of connections and those made by others within the system the content of which may include, but is not limited to, videos, still photographs, instant messages, text messages and email, to which access is restricted by a password or other unique means of identification. “Other personal online account” would mean any internet-based service that allows individuals to create a personal account within a bounded system, created by such service, for purposes including, but not limited to, email, dating, employment, banking, blogging, video blogging, podcasting, making online purchases, selling items online, paying for purchases from third-parties, receiving payments for online sales to third parties, tracking shipments, maintaining records of past purchases or sales, or otherwise containing private information, to which access is restricted by a password or other unique means of identification.
The next section, 20-912, prohibits employers from requiring access to online social and networking media and other personal accounts. Under this section, it would be unlawful for an employer, labor organization, employment agency or employee or agent thereof, to request, or require an employee, or a prospective employee in connection with the interview or hiring process, to provide a password or other information in order to gain access to such employee or prospective employee’s online social and networking media accounts or other personal online accounts; to access such employee or prospective employee’s online social and networking media accounts or other personal online accounts in the presence of the employer or prospective employer; to add any person, including the employer, prospective employer or any agent of the employer, to the list of contacts associated with the employee or prospective employee’s social and networking media accounts or other personal online accounts; or to alter the settings on the employee or prospective employee’s social and networking media accounts or other personal online accounts that would allow the employer, prospective employer, or employee or agent of the employer, to view the content of such accounts.
Employers, labor organizations, employment agencies (and their employees and agents) would also be barred from discharging, disciplining, threatening to discharge or discipline, or otherwise retaliating against an employee or applicant for not complying with a request or demand by the employer that violates this section. This section does not, however, prohibit an employer from terminating or otherwise taking an adverse action against an employee or applicant if otherwise permitted by law.

The following section, 20-913, states how the law will be applied. Nothing in the law would prohibit an employer, labor organization, employment agency, or employee or agent thereof, from obtaining information about a prospective employee that is publicly available. Nothing in this law would affect an employer’s existing rights and obligations to request that an employee provide access to online social and networking media accounts or other personal online accounts reasonably believed to be relevant to an investigation of allegations of employee misconduct or employee violation of applicable laws and regulations, or as otherwise required by law, provided that access to such accounts is used solely for purposes of that investigation or a related proceeding. In addition, an employer would not be precluded from requiring, or requesting an employee to disclose, a username, password, or other means for accessing online social and networking media accounts or other personal online accounts that were created and maintained for or on behalf of the employer. Further, the proposed law would not preclude an employer from lawful monitoring of employees’ use of employer owned computers, networks or servers, including any use of online social and networking media accounts or other personal online accounts on such computers, networks or servers. 

The next section, 20-914, sets forth low the law would be enforced. The Consumer Affairs Department would enforce the provisions of this law, and to do so would establish a system utilizing multiple means of communication to receive complaints regarding non-compliance with this chapter and investigate complaints received by the Department in a timely manner. Any person alleging a violation of this law would have the right to file a complaint with the Department within 180 days of the date such person knew or should have known of the alleged violation. The Department would be required to maintain confidential the identity of any complainant unless disclosure of such complainant’s identity is necessary for resolution of the investigation or otherwise required by law, and the Department would, to the extent practicable, notify such complainant that the Department will be disclosing his or her identity prior to such disclosure. Any person claiming to be aggrieved by an act that violates section 20-912 of this law would be able to make, sign and file with the Department a verified complaint in writing and proceed with such complaint, or commence a civil action and proceed with such action. Upon receiving a complaint alleging a violation of this chapter, the Department would investigate, and keep complainants reasonably notified regarding the status of the complaint and any resultant investigation. If the Department determines that a violation has occurred, it would issue to the offending person or entity a notice of violation, the form and wording of which would be prescribed by the Commissioner. The notice of violation would be returnable to the administrative tribunal authorized to adjudicate violations of this chapter. 
The Department would also be empowered itself to make, sign and file a verified complaint alleging that an employer, labor organization, employment agency, or employee or agent thereof, had violated section 20-912 of this chapter and proceed with such complaint pursuant to the provisions of chapter one of Title 20 of the Code. In addition, any person claiming to be aggrieved by a violation of Chapter 8 would have a cause of action in any court of competent jurisdiction for compensatory damages, injunctive and declaratory relief, attorney’s fees and costs, and such other relief as the court deems appropriate. Submitting a complaint to the Department would be neither a prerequisite nor a bar to bringing a private action. Finally, a person would be required to file a complaint with the Department or a court of competent jurisdiction within one year of when that person knew or should have known of an alleged violation of this chapter.
The following section, 20-915, concerns violations. Notwithstanding any inconsistent provision of law, if, in an action instituted pursuant to this law, judgment is rendered in favor of the complainant, the Department would have the power to impose penalties provided for in this chapter and to grant an employee, prospective employee or former employee all appropriate relief. Such relief would include a civil penalty of not less than two hundred and fifty dollars but not more than two thousand dollars for each violation, and equitable relief, as appropriate, including, but not limited to, ordering an injunction prohibiting any acts tending to render ineffectual relief that could be ordered by the Department after a hearing as provided by this chapter.
Finally, section three of the bill would set forth the enactment clause and states that it would take effect one hundred and twenty days after its enactment.
� After this hearing was noticed, technical amendments were made to the bill that was originally introduced. 


� See, Dana Liebelson, “Does your state stop your boss from reading your Facebook messages?,” The Week, Sept. 16, 2013, available at: � HYPERLINK "http://theweek.com/article/index/249304/does-your-state-stop-your-boss-from-reading-your-facebook-messages" �http://theweek.com/article/index/249304/does-your-state-stop-your-boss-from-reading-your-facebook-messages�; Sam Favate, “Can Job Applicants Be Asked For Facebook Passwords?,” Wall Street Journal Law Blog, Mar. 21, 2012, available at: � HYPERLINK "http://blogs.wsj.com/law/2012/03/21/can-job-applicants-be-asked-for-facebook-passwords/" �http://blogs.wsj.com/law/2012/03/21/can-job-applicants-be-asked-for-facebook-passwords/�;  “Job applicants asked to turn over their Facebook  passwords,” Associated Press, Mar. 20, 2012, available at: � HYPERLINK "http://www.nydailynews.com/news/national/job-applicants-asked-turn-facebook-passwords-article-" �http://www.nydailynews.com/news/national/job-applicants-asked-turn-facebook-passwords-article-�; and Michelle Maltais, “Asking job applicants for Facebook password, fair or legal?,” L.A. Times, Mar. 20 2012, available at: � HYPERLINK "http://articles.latimes.com/2012/mar/20/business/la-fi-tn-employers-seek-your-access-to-facebook-20120320" �http://articles.latimes.com/2012/mar/20/business/la-fi-tn-employers-seek-your-access-to-facebook-20120320�. 


� See, The National Conference of State Legislatures website, available at � HYPERLINK "http://www.ncsl.org/issues-research/telecom/employer-access-to-social-media-passwords-2013.aspx" �http://www.ncsl.org/issues-research/telecom/employer-access-to-social-media-passwords-2013.aspx�.


� A00443-B (Dinowitz) and  S02434-B (Klein).


� The National Conference of State Legislatures has been tracking such legislation nationally and updated its list on Sept. 12, 2013, available at � HYPERLINK "http://www.ncsl.org/issues-research/telecom/employer-access-to-social-media-passwords-2013.aspx" �http://www.ncsl.org/issues-research/telecom/employer-access-to-social-media-passwords-2013.aspx�. 


� H.R. 624; See � HYPERLINK "http://www.govtrack.us/congress/bills/113/hr624" �http://www.govtrack.us/congress/bills/113/hr624� (visited September 23, 2013).


� Jason Koebler, “Legislation Preventing Employers From Asking for Facebook Passwords Defeated,” U.S. News & World Report, April 13, 2013. 


�  Vera Chinese and Erin Durkin, “Employers may be breaking law when they ask for Facebook password: Schumer,” N.Y. Daily News, Mar. 25, 2012. 





PAGE  
2

_1079800928.doc
[image: image1.png]






