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I. INTRODUCTION 
On February 24, 2025, the Committee on Public Safety, chaired by Council Member Yusef Salaam, will conduct a hearing on two pieces of legislation: (i) Introduction Number 125 (“Int. No. 125”), sponsored by Council Member Ayala, in relation to prohibiting the police department from collecting DNA from a minor without consent from a parent, legal guardian or attorney; and (ii) Introduction Number 798 (“Int. No. 798”), sponsored by Council Member Stevens, in relation to abolishing the criminal group database and prohibiting the establishment of a successor database.  Those expected to testify include representatives of the New York City Police Department (“NYPD” or “the Department”), public defenders, advocates, and other members of the public. 
II. BACKGROUND
a. NYPD Collection of DNA Samples and Maintinance of a Local DNA Database
Office of Chief Medical Examiner of the City of New York
The Office of Chief Medical Examiner of the City of New York (“OCME”) maintains a database containing DNA profiles collected by NYPD from local crime scenes and criminal suspects. As of October 2019, this database included 82,473 DNA profiles created from evidence taken from a crime scene;  and an additional 32,000 profiles collected from arrestees and suspects. [footnoteRef:1] [footnoteRef:2]  On February 25, 2020, the Committee on Public Safety held an oversight hearing on the City’s collection and storage of DNA samples. The Committee examined related NYPD and OCME protocols, especially as they relate to DNA samples collected from juveniles, those collected without consent, and procedures related to the removal of DNA profiles from OCME’s database.[footnoteRef:3] [1:  Morrison, Aaron “Hundreds of Victims and Witness DNA profiles Removed From New York City Database” The Appeal November 26, 2019 available at https://theappeal.org/new-york-dna-database-victims-witnesses-removed/]  [2:  Testimony of NYPD, at hearing before the New York City Council Committee on Public Safety; February 25, 2020; available at: https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=4320022&GUID=D6C58364-FD4F-44EC-9229-CF530C3EB5B4&Options=&Search.]  [3:  For more detail, please see Committee Report on DNA Collection and Storage in NYC by the Committee on Public Safety, available at https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=4320022&GUID=D6C58364-FD4F-44EC-9229-CF530C3EB5B4&Options=&Search= ] 

NYPD Suspect DNA Collection Practices
The NYPD collects DNA samples from criminal suspects through a variety of mechanisms. In some cases, individuals are asked to consent to have their DNA taken. In other instances, the NYPD collects DNA samples surreptitiously, without the knowledge of the suspect. For example, after detaining a suspect, detectives may offer them a cigarette or a water bottle, and then recover the bottle or cigarette in order to swab the item for DNA samples.[footnoteRef:4] These samples can then be used as a basis for probable cause to obtain a court-ordered sample.[footnoteRef:5]  [4:  E.g., Jan Ransom and Ashley Southall, “NYPD Detectives Gave a Boy, 12, a Soda. He Landed in a DNA Database,” The New York Times, , August 15 2019, available at: https://www.nytimes.com/2019/08/15/nyregion/nypd-dna-database.html]  [5:  Testimony of NYPD, at hearing before the New York City Council Committee on Public Safety; February 25, 2020; available at: https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=4320022&GUID=D6C58364-FD4F-44EC-9229-CF530C3EB5B4&Options=&Search.] 

The legality of surreptitious collection has been questioned by court practitioners and academics. The United States Supreme Court has found that taking someone’s DNA constitutes a search within the meaning of the 4th Amendment.[footnoteRef:6] The Court has ruled that a state law authorizing the collection of DNA from a person who is arrested based on probable cause to believe that individual committed certain crimes is constitutional.[footnoteRef:7] The Court reasoned that the collection of DNA was lawful as an administrative step incident to a lawful arrest.  [6:  Maryland v. King, 133 S. Ct. 1958 (2013)]  [7:  Id. ] 

However, the NYPD appears to be collecting DNA after detaining individuals but prior to formally arresting them, and in some circumstances, without arresting the individual.[footnoteRef:8] The NYPD has maintained that this practice is nevertheless lawful because the water bottle or cigarette butt has constitutes abandoned property.[footnoteRef:9] The Supreme Court has endorsed the practice of warrantless searches of abandoned property, holding that a person gives up their reasonable expectation of privacy by discarding trash.[footnoteRef:10]  However, critics argue that a person who discards an item while being detained, where that detention was designed to procure such a discarded item, is substantially different than a person who discards property at home without police intervention.[footnoteRef:11]  [8:  Testimony of NYPD, at hearing before the New York City Council Committee on Public Safety; February 25, 2020; available at: https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=4320022&GUID=D6C58364-FD4F-44EC-9229-CF530C3EB5B4&Options=&Search.]  [9:  Id. ]  [10:  California v. Greenwood, 108 S. Ct. 1625 (1988). ]  [11:  See Public testimony at hearing before the New York City Council Committee on Public Safety; February, 25, 2020; available at: https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=4320022&GUID=D6C58364-FD4F-44EC-9229-CF530C3EB5B4&Options=&Search. ] 

2020 NYPD Policy Changes
In February of 2020, the NYPD announced a series of policy changes related to its collection of DNA, designed to “support a system that is fair and effective while also cultivating trust with the community.”[footnoteRef:12] Under the policy, the NYPD committed to conduct periodic reviews of the DNA database and to remove a profile unless the individual is convicted of a felony or a misdemeanor, continued to be a suspect of a crime in a police investigation or ongoing prosecution, or when the person was the subject of an arrest or prosecution where no judicial conclusion had been reached on the person’s innocence.[footnoteRef:13] In addition, the NYPD created a “Consent to Submit DNA Sample Form,” which indicates that an individual’s DNA profile will be developed and stored in a local DNA database, and that the individual may refuse to provide consent.[footnoteRef:14] The consent form does not indicate that the individual’s DNA will be compared to historical and future crime scene evidence.[footnoteRef:15] Individuals are not allowed to consent to have their DNA compared against the evidence for which they are a suspect without also having their DNA stored indefinitely in the database.[footnoteRef:16]  [12:  NYPD Press Release, NYPD Announces Reforms to DNA Collection Policies, February 20, 2020; available at:  https://www1.nyc.gov/site/nypd/news/pr0220/new-york-city-police-department-reforms-dna-collection-policies.]  [13:  Testimony of NYPD at hearing before the New York City Council Committee on Public Safety; February 25, 2020; available at: https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=4320022&GUID=D6C58364-FD4F-44EC-9229-CF530C3EB5B4&Options=&Search. ]  [14:  Id.]  [15:  Id. ]  [16:  Id. ] 

In addition, under the policy, the NYPD stated it would only collect DNA from juveniles for investigations of felonies, firearm crimes, sexually motivated or sex crimes, and hate crimes. For 11 and 12 year olds, the offenses were to be limited to class A and B felonies and firearms offenses.[footnoteRef:17] The NYPD also agreed to only seek consent to obtain DNA after notifying a parent or guardian and allowing for conferral between a minor and a parent or guardian prior to obtaining a consent sample. However, the policy continued to permit the Department to surreptitiously take DNA samples from juveniles.[footnoteRef:18] [17:  Id. ]  [18:  Id. ] 

b. NYPD’s Criminal Group Database
According to the NYPD, the Department’s criminal group database (“CGD” or“ Gang Database”), serves as an investigative tool to centralize intelligence on criminal groups and street gangs, and assists Department investigations and crime prevention effort through establishing investigative leads.[footnoteRef:19]  The CGD specifically compiles information on criminal group names, related incidents, geographic trends, inter-group dynamics, and alleged memberships, including photographs, aliases, and known associations.[footnoteRef:20]  Individuals are entered into the CGD by Department personnel, using established critera such as self-admission, known associates, known group locations, or social media posts. [footnoteRef:21] According to the NYPD, monitoring gang affiliation is an essential law enforcement tool to “anticipating, preventing and mitigating violent crime that can be attributed to criminal groups, including inter-group violence and retaliatory violence.”[footnoteRef:22] [19:  NYPD, Impact and Use Policy for the Criminal Group Database; available at: https://www.nyc.gov/assets/nypd/downloads/pdf/public_information/post-final/criminal-group-database-nypd-impact-and-use-policy-addendum_10.13.23.pdf. ]  [20:  Id. ]  [21:  NYC Department of Investigation, DOI’S OFFICE OF THE INSPECTOR GENERAL FOR THE NYPD ISSUES REPORT EXAMINING NYPD’S USE AND OPERATION OF THE CRIMINAL GROUP DATABASE; available at: https://www.nyc.gov/assets/doi/reports/pdf/2023/16CGDRpt.Release04.18.2023.pdf ]  [22:  Id.] 

In use since 2013, the CGD contained 16,141 entries as of December 2022. [footnoteRef:23] At the time, the demographic composition of the CGD was almost exclusively Black and Latino individual, with those groups accounting for over 99% of all entries.[footnoteRef:24]     [23:  Id.]  [24:  Id.] 

NYPD’s Criminal Group Database Public Corncerns
In 2017, public reporting revealed details about the CGD that prompted advocacy groups and elected officials to question the legitimacy of the database as a law enforcement tool, and raised concerns regarding racial disparities of individuals included in the CGD, and the procedures relating to adding and removing individuals from the database. [footnoteRef:25]   [25:  Groups urge NYPD Inspector General to audit the NYPD “Gang database.” (2020, October 28). Human Rights Watch. https://www.hrw.org/news/2020/09/22/groups-urge-nypd-inspector-general-audit-nypd-gang-database#_ftn12] 

Specifically, advocates claimed that the Database included erroneous data, and was largely used to target Black and Latino communities for increased surveillance.[footnoteRef:26] Advocates claimed that the criteria for inclusion in the CGD were vague and subjective, making it an unreliable law enforcement tool and prone to abuse.[footnoteRef:27]  Further, concerns were raised regarding the lack of transparency and due process in how individuals were added, maintained, or removed from the Database; including objections that individuals are not notified of their inclusion in the CGD, nor given an opportunity to challenge designations as gang affiliated.[footnoteRef:28] Finally, advocates posited that these issues contributed to discrimination, impacting indivudal’s access to housing, education, immigration, and legal rights, and reinforce harmful stereotypes about individuals belonging to certain communities as being inherently suspicious.[footnoteRef:29] [26:  Id.]  [27:  Id.]  [28:  Id.]  [29:  Id. ] 

OIG-NYPD Report on NYPD’s Criminal Group Database
In response to concerns from the public and elected officials, the Department of Investigation (“DOI”) launched an investigation in October 2018 to examine the creation and use of the Criminal Group Database.[footnoteRef:30] In April of 2023, DOI’s Office of Inspector General for the NYPD (“OIG-NYPD”), completed a long-term investigation and released a report on “NYPD’s Use and Operation of the Criminal Group Database.” [footnoteRef:31] The DOI report examined the contents of the CGD, the criteria and procedures for adding, removing, and maintaining entries, the intended uses of the CGD, and public concerns about its impact.[footnoteRef:32] It also presented findings from a review of nearly 500 cases and offered 17 recommendations for improvements.[footnoteRef:33] [30:  NYC Department of Investigation, DOI’S OFFICE OF THE INSPECTOR GENERAL FOR THE NYPD ISSUES REPORT EXAMINING NYPD’S USE AND OPERATION OF THE CRIMINAL GROUP DATABASE; available at: https://www.nyc.gov/assets/doi/reports/pdf/2023/16CGDRpt.Release04.18.2023.pdf. ]  [31:  Id.]  [32:  Id.]  [33:  Id.] 

Of note, DOI’s investigation found no direct link between inclusion in the CGD and negative individual outcomes; however, this lack of direct causation was at least partially attributable to the fact that labeling of an individual’s alleged gang affiliation exists in many different forms and files used by NYPD and other law enforcement entities.[footnoteRef:34] Additionally, the report highlighted inconsistent adherence to criteria required to enter an individual into the CGD, insufficient documentation of entries, and a lack of guidance and supervision of officers in relation to entering and renewing individual entries.[footnoteRef:35]  [34:  Id.]  [35:  Id.] 

DOI concluded by issuing 17 recommendations related to operation of the NYPD’s Criminal Group Database.[footnoteRef:36] The recommendations were as follows: [36:  Id.] 

1. NYPD should publish a statement on its website describing how the CGD contributes to the Department’s public safety and violent crime reduction strategies.

2. NYPD should revise the IUP for the CGD to describe the activation, renewal, and deactivation processes, explain the nature and extent of the evidence required to satisfy the entry criteria, and identify by name the law enforcement and other external entities with whom NYPD may share information about the individuals included in the CGD, for investigative or other purposes.

3. NYPD should require a multilevel review process for the activation, renewal, and deactivation of all entries in the CGD, to be supported by the signature of each reviewer where required. That process should be memorialized in writing.

4. NYPD should provide written guidance to officers explaining how to apply [ ] entry criteria, including examples of the type and extent of evidence that is sufficient for activation.

5. NYPD should provide written guidance about how to complete the Person Maintenance, Activation, and Renewal [files] for the maintenance and entry of individuals into the CGD and should include a requirement that available documentation be attached to the [files] to substantiate that entry criteria are satisfied.

6. NYPD should create a list of police encounters and arrest types that constitute “qualifying police contact,” for purposes of renewal determinations, to be used by officers responsible for deciding whether to renew or deactivate individuals from the CGD. 

7. Within 180 days, NYPD should begin a review of each entry in the CGD to determine whether inclusion is still warranted. That analysis should be completed by the Department within one year after the publication of this Report. 

8. NYPD should require, by written policy, the review of all CGD entries every twelve months for minors and every eighteen months for adults.

9. NYPD should make inaccessible via DAS and other search methods all CGD entries that are not evaluated within 60 days of review deadlines, until those entries are reviewed.

10. NYPD should require and convene a special review panel of Department personnel to approve the activation of minors into the CGD, documented by the signature of the chair of the group. 

11. NYPD should notify parents or guardians of minors that their children have been activated into the CGD within 60 days of activation unless notification would interfere with active criminal investigations. 

12. NYPD should create a process for minors and their parents to appeal their inclusions in the database if the minors have no contact with law enforcement over a twelve-month period. 

13. NYPD should ensure that officers completing Person Maintenance, Activation, and Renewal forms do not have access to sealed arrest information for those purposes, including, but not limited to, ensuring that [file] forms used for those purposes do not autofill with sealed arrest information unless explicitly authorized by law. 

14. NYPD should not consider sealed arrests when making CGD activation and renewal determinations.

15. NYPD should increase the number of staffers assigned to support the administration of the CGD. 

16. NYPD should create a written policy formalizing its intention, after an individualized assessment, to generally grant FOIL requests by individuals with respect to whether they are in the CGD, by providing them with redacted versions of any relevant supporting documents if they are in the database, and by informing them that there are no relevant documents, if they are not.

17. Annually, as requested, NYPD should provide a random sample (including minors) of all Activation, Renewal, and Deactivation [files] and any support documentation to OIG-NYPD for review.[footnoteRef:37] [37:  Id.] 


The NYPD’s reportededly largely accepted the recommendations contained in the DOI report, and claimed to have revised relevant policies to align with DOI recommendations. Of note, the NYPD rejected recommendations related to requiring more regular reviews of CGD entries (Recommendations 7, 8, and 12); noting that the existing NYPD process of “periodic review” of an individuals inclusion in the CGD—occurring every three years for adults, and every two years for juveniles—were sufficient.[footnoteRef:38] Additionally, the NYPD rejected Recommendation 16—noting that the Department’s FOIL determinations are made on a case-by-case basis, and consistent with State law requirements.[footnoteRef:39]   [38:  NYPD Response to OIG-NYPD Report on the Criminal Group Database; available at: https://www.nyc.gov/assets/doi/oignypd/response/CGD_Response_71723_FINAL.pdf. ]  [39:  Id.] 

However, as of February of 2025, an online-tracker maintained by DOI to report on agency implementation of policy recommendations, noted that of the recommendations included in the report, the NYPD has implemented only 2 such recommendations, and has partially implemented 4 recommendations.  Specifically, NYPD has implemented Recommendation 11 (related to parental notification of a minor’s inclusion in the CGD) and Recommendation 2 (revising of the Departments Impact and Use Policy for the CGD); and has partially implemented Recommendation 13 (relating to autofilling of forms with sealed information), Recommendation 5 (relating to attaching documentation to forms), Recommendation 4 (creation of written guidance on criteria for inclusion), and Recommendation 3 (requiring multi-level review of entries).  
NYPD’s Impact and Use Policy of the Criminal Group Database
Since the CGD's launch in 2013, the NYPD modified the process for adding individuals to the database and reviewing or removing entries (referred to as "deactivation").[footnoteRef:40] What follows is a description of related policies and practices outlined in the NYPD’s Impact and Use Policy of the Criminal Group Database. [40:  NYPD, Impact and Use Policy for the Criminal Group Database; available at: https://www.nyc.gov/assets/nypd/downloads/pdf/public_information/post-final/criminal-group-database-nypd-impact-and-use-policy-addendum_10.13.23.pdf] 

First, CGD requires manual inlcusion, meaning individuals are never automatically included in the database.[footnoteRef:41] Inclusion does not appear in a person’s criminal history or arrest record; and while the database itself is not accessible through the NYPD’s Domain Awareness System (“DAS”), a search in DAS can reveal an individual’s inclusion along with the associated criminal group.[footnoteRef:42] Although the CGD does not utilize biometric or facial recognition technology, still images from the database may be used for facial recognition analysis.[footnoteRef:43] Further, the policy claims that entry into the database is considered an investigative lead rather than proof of criminal behavior and cannot be used as the sole basis for a stop, arrest, or enforcement action.[footnoteRef:44]  [41:  Id.]  [42:  Id.]  [43:  Id.]  [44:  Id.] 

According to NYPD guidelines, an individual may be included in the CGD if they meet one of two criteria: (i) they self-admit to criminal group membership, either directly to an NYPD officer or through their own social media; or (ii) they are identified as a gang member by two independent and reliable sources in the course of an investigation.[footnoteRef:45] Only specific NYPD units, including the Intelligence Bureau, Detective Bureau Borough Narcotics Commands, and the Gun Violence Suppression Unit, can recommend an individual for entry, and a written narrative with supporting documentation is supposed to accompany each recommended entry.[footnoteRef:46]  Department protocol further requires that this information is to be reviewed at multiple levels, including by the Real Time Crime Center’s Social Media Analysis and Research Team, before final approval.[footnoteRef:47]	 [45:  Id.]  [46:  Id.]  [47:  Id.] 

If an individual included in the CGD is under 18-years-old, a Youth Coordination Office (“YCO”) must notify a parent or guardian of their inclusion.[footnoteRef:48] Individuals in the database undergo periodic reviews—occruing every two-years for minors, and every three-years for adults—to determine if their inclusion remains warranted.[footnoteRef:49] According to the NYPD, removal from the database is automatic upon such periodic review, unless the individual has been arrested for a violent crime, is on parole or probation, or is in custody at the time of review. Once removed, all records of their previous inclusion are to be hidden from internal NYPD systems.[footnoteRef:50] [48:  Id.]  [49:  Id.]  [50:  Id.] 

Though the CGD operates without court authorization, NYPD claims that only lawfully obtained information is contained in the database.[footnoteRef:51] The Department further asserts that inclusion in the database cannot be based on race, religion, gender, national origin, or other protected characteristics, nor can it rely on sealed arrests.[footnoteRef:52] Unauthorized use and access of the database carries administrative and potential criminal penalties.[footnoteRef:53] [51:  Id.]  [52:  Id.]  [53:  Id.] 

III. LEGISLATIVE ANALYSIS
Int. No. 125:
Int. No. 125 requires NYPD and other law enforcement officer to acquire the consent of a parent, legal guardian or attorney before collecting the DNA of a minor. Further, the bill includes exceptions for DNA samples abandoned at the scene of an alleged criminal offense and not collected from the minor’s person; and when the DNA sample is collected from a minor who is alleged to be the victim of a criminal offense.
 This bill would take effect 90 days after becoming law.
Int. No. 798:
Int. No. 798 would eliminate the NYPD’s Criminal Group Database and prohibit the creation of any replacement with similar functions. The bill creates a 2-year period of delayed implementation, after-which the content of the CGD would be deleted. Until the database is fully dismantled, City employees would be barred from accessing it for law enforcement purposes. Additionally, individuals listed in the database would be notified and informed of their right to request records before their destruction. 
This bill would take effect immediately after becoming law.



















Int. No. 125

By Council Members Ayala, Restler, Won, Hanif, Hudson, Cabán and Stevens (by request of the Queens Borough President)

..Title
A Local Law to amend the administrative code of the city of New York, in relation to prohibiting the police department from collecting DNA from a minor without consent from a parent, legal guardian or attorney
..Body

Be it enacted by the Council as follows:





1


14

Section 1. Chapter 1 of title 14 of the administrative code of the city of New York is amended by adding a new section 14-193 to read as follows: 
§ 14-193 Consent required to collect the DNA of a minor. a. Definitions. For purposes of this section, the following terms have the following meanings:
DNA sample. The term “DNA sample” means any amount of blood, saliva, hair or other bodily material from which deoxyribonucleic acid can be extracted.
Minor. The term “minor” means a natural person under the age of 18.
b. No member of the department or other law enforcement officer shall collect a DNA sample from a minor prior to the lawful arrest of such minor without first obtaining the written consent of such minor’s parent, legal guardian or attorney, except:
1. Where the DNA sample is abandoned at the scene of an alleged criminal offense and is not collected from the minor’s person; or
2. Where the DNA sample is collected from a minor who is alleged to be the victim of a criminal offense.
c. Subdivision b of this section shall not be construed to prohibit any lawful method of collecting a DNA sample from a minor pursuant to a search warrant, other court order or provision of law that authorizes the search of a minor for the purpose of collecting a DNA sample.
§ 2. This local law takes effect 90 days after it becomes law, except that the police commissioner shall take such measures as are necessary for the implementation of this local law, including the promulgation of rules, before such date.
8
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Int. No. 798

By Council Members Stevens, Cabán, Rivera, Riley, Salaam, the Public Advocate (Mr. Williams) and Council Members Avilés, Ossé, Sanchez, Restler, Won, Hudson, Nurse, Farías, Hanif, Krishnan, Gutiérrez, Williams, Banks, Ayala, Louis, Joseph, De La Rosa and Marte

..Title
A Local Law to amend the administrative code of the city of New York, in relation to abolishing the criminal group database and prohibiting the establishment of a successor database
..Body

Be it enacted by the Council as follows:
Section 1. Title 14 of the administrative code of the city of New York is amended by adding a new section 14-193 to read as follows: 
§ 14-193 Criminal group database prohibited. a. Definitions. For purposes of this section, the following terms have the following meanings: 
Criminal group database. The term “criminal group database” means the database utilized by the department to centralize and consolidate criminal group related intelligence and as further described in the department’s proposed surveillance impact and use policy for such criminal group database, posted online pursuant to subdivision c of section 14-188 on January 11, 2021, requiring a surveillance technology impact and use policy for existing surveillance technology. 
Inspector general for the police department. The term “inspector general for the police department” means the individual responsible for implementing the duties set forth in paragraph 1 of subdivision c of section 803 of the New York city charter.
b. The criminal group database shall be abolished pursuant to this section and no agency shall establish a successor database that has the same or substantially similar features.
c. No later than 2 years after the effective date of the local law that added this section, the commissioner shall abolish the criminal group database and shall destroy all information contained therein.
d. No later than 10 days after the effective date of the local law that added this section, the commissioner shall notify each agency of the federal or state government with which the commissioner has entered an agreement regarding the collection or sharing of information contained in the criminal group database of the provisions of this section, and shall request the destruction by any agency of the federal or state government of information contained in the criminal group database that was provided to such agency.
e. Prior to the abolishment of the criminal group database pursuant to subdivision c of this section, no employee shall access or use such database for any purpose except to carry out the provisions of this section or to process a request for access to information contained in such database pursuant to the state freedom of information law or any other law entitling access to information contained in such database. Any employee who violates this subdivision shall be subject to a civil penalty no less than $500 for the first violation and no less than $1,000 for any subsequent violation.
f. No later than 10 days after the effective date of the local law that added this section, the commissioner shall transfer all records that comprise the criminal group database to the custody of the inspector general for the police department. No employee of the department shall access any such records for any purpose after such transfer of records is complete.
g. 1. No later than 180 days after the effective date of the local law that added this section, the inspector general for the police department shall issue notice by mail to each person whose name is or has been included in the criminal group database.
2. Such notice shall: 
(a) Contain a description of the criminal group database, including an explanation of why it was created, how it was used and the potential consequences of being named in such database;
(b) Inform the intended recipient that their name appears in the criminal group database;
(c) Reference this section, and provide a plain explanation of the forthcoming abolishment of the criminal group database, including the date on which such information contained therein shall be destroyed pursuant to this section; and
(d) Provide information regarding how the intended recipient may submit a request, pursuant to the state freedom of information law, to access additional information regarding such person’s inclusion in the criminal group database.
h. No later than 180 days after the effective date of the local law that added this section, the inspector general for the police department shall carry out a public awareness campaign for the purpose of informing the public that the criminal group database shall be abolished and that requests for records contained therein may be submitted pursuant to the state freedom of information law, prior to the destruction of such records pursuant to this section.
i. Any person aggrieved by an employee’s violation of this section shall have a cause of action against such employee in any court of competent jurisdiction for any or all of the following relief:
1. Compensatory and punitive damages;
2. Injunctive and declaratory relief;
3. Attorneys’ fees and costs; and
4. Such other relief as a court may deem appropriate.      
j. The inspector general for the police department shall enforce the provisions of this section and, no later than January 1 of each year, shall submit a report to the mayor and the speaker of the council, and post such report on the inspector general’s website, that contains a summary of the inspector general’s efforts in the prior calendar year to carry out the inspector general’s duties pursuant to this section, including details of the inspector general’s oversight and enforcement of this section.
§ 2. This local law takes effect immediately.
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