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I. INTRODUCTION

On Thursday, December 13, 2018, the Committee on Technology, chaired by Council Member Peter Koo, will hold a hearing on Int. No. 1297 sponsored by Council Members Torres, Brannon and Koo, in relation to the creation of an office of cyber command; Int. No. 1152 sponsored by Council Members Koo and Yeger, in relation to requiring an online payment grace period in the event of an electronic system security breach; Int. No. 1153 sponsored by Council Members Koo and Rivera, in relation to requiring an electronic system penetration testing protocol; and Int. No. 1154 sponsored by Council Member Koslowitz and Council Member Gjonaj, in relation to encrypting website exchanges or transfer from websites maintained by New York city agencies. 
II. Background
As cybersecurity becomes the new arms race between hacker and system, or illegitimate versus legitimate user, governments and private entities alike must develop resilient policies to account for a paucity of law and regulations.
 Computer networks constitute the nerve system of modern society. States, municipalities, organizations, corporations, and individuals depend on information infrastructures for numerous uses including commerce, communication, emergency services, energy production and distribution, mass transit, military defenses, and health services.
 The centrality of digital technology in all facets of modern life coupled with the vulnerability of the technologies and infrastructures to threats and damage necessitates close attention to cybersecurity. Cyber attacks
 are increasing at an alarming pace and could disrupt the supply of essential services people take for granted, including water, healthcare, electricity or mobile services.
 Threats are diverse and can have different origins including criminal, politically motivated, terrorist or state-sponsored attacks, as well as unintentional mistakes.
Cyber threats can result in data breaches or significantly affect critical infrastructure.  In a recent hacking event, hackers compromised the confidential information of 145 million Equifax records in the United States, including 8,447,840
 in New York
, 500 million Marriott records,
 145 million eBay records; 130 million Heartland records; 76 million JPMorgan Chase client records; 80 million Anthem records; 77 million Sony records; 70 million Target records; and 56 million Home Depot records.
 

As our physical infrastructure becomes increasingly digitalized, it also becomes increasingly vulnerable to potential cyber attacks.
 Hackers, for example, have been trying to compromise the electrical infrastructure of the United States (U.S.).
  Other hackers successfully cut off power to hundreds of thousands of people throughout the Ukraine in 2015, and again in 2016. 
  In the Ukraine, a power distribution station near Kiev unexpectedly switched off, leaving the northern part of the capital without electricity.
 
Beyond our energy infrastructure, traffic signals are generally susceptible to being hijacked, as numerous demonstrations have proven.
 Therefore, the City needs to ensure its systems continue to operate as intended and to meet the standards and best practices of cybersecurity. 
a. The Office of New York City Cyber Command

The Office of New York Cyber Command (“NYC Cyber Command”) was established in 2017 pursuant to Executive Order 28 by Mayor Bill de Blasio. NYC Cyber Command is considered a center for cyber defense strategies in New York City. NYC Cyber Command works across more than 100 agencies and offices to prevent, detect, respond, and recover from cyber threats.
 NYC Cyber Command is committed to protecting NYC infrastructure and critical systems from malicious attacks through the use of the latest technologies, public-private partnerships, and regular training and exercises for City employees.
 In signing the executive order, Mayor Bill de Blasio highlighted the need for the city to have centralized cyber defense and accountability to protect the City information infrastructure and City residents from cyber attacks.
  
The legislation before the Committee would codify NYC Cyber Command to ensure that this centralized cyber defense center survives successive mayoralties and continues to protect the critical infrastructure of the City, defend from cyber-attacks and promote prosperity by nurturing a secure, thriving digital economy. 
b. Penetration Testing
“The risk of cyberattack probably represents the single greatest threat to the stability and integrity” of our markets and daily life.
 The goal of penetration testing is to attempt to penetrate the automated systems in order to identify and exploit vulnerabilities, such as by circumventing the security features of an automated system.
 
In a typical penetration test, the intent is to find a way to gain access to sensitive information or systems from a “hacker” perspective. Penetration testing helps identify where the system can be exploited, across its people, processes, and technology. Penetration testers may be able to find technical ways of remotely accessing internal systems, or they may find that the organization is highly susceptible to phishing messages and is able to get access to systems through the user population.
 

Generally, penetration testing is divided into “internal penetration testing” or “white box” and “external penetration testing” or “black box.” The “white box” penetration testing attempts to penetrate an automated system from inside the systems’ boundaries.
 It is usually conducted with advance knowledge of the organization and the systems being tested.
 The “black box” aims to penetrate an automated system from outside the systems’ boundaries.
 Such test in contrast is conducted with no knowledge of the organization. This type of test most closely represents what a typical hacker would do when targeting an organization.

By using the “white box” approach, the penetration testing team can spend more time on conducting its activities instead of charting the network and systems and establishing courses of action. With the “black box” approach, the team will spend a portion of its time determining courses of action and less time on conducting activities as compared to a “white box test.” 
c. 
Website Encryption
Encryption allows for secure communications between parties over the internet, which is important given the open structure of the internet.
 In the most basic sense, encryption is a method of taking readable data (called “plaintext”) and “scrambling” it into a text that is unreadable (generically known as ciphertext). Encryption requires a “key,” which effectively tells the encryption process how to “scramble” or “unscramble” the data.
 
With respect to websites, “encryption — most easily represented with an ‘HTTPS’ rather than ‘HTTP’ in front of a site’s web address — is the practice of encoding data traveling between a website and its visitor so that any third parties who are able to peek into the data don’t know what’s happening.”
 With encryption, users can reasonably expect that their connection is private. Without it, bad actors can do things like steal information and change a Web page’s content without the user realizing it.

As some websites maintained by New York City agencies handle licensing and permitting, take credit card payments and may provide people with sensitive information, it is essential that all of the websites maintained by the City be secured to protect privacy of City residents and other entities that do business with the City to ensure trust. 

III. Legislative Analysis

Int. No. 1297

Int. No. 1297 would codify NYC Cyber Command into the Charter. NYC Cyber Command has the power and duty to establish cyber-security policies and standards for the city agencies, provide guidance on cyber security, ensure compliance with the policy and standards, mitigate and direct responses to cyber attacks. 

The bill would take effect immediately. 

Int. No. 1152 
Int. No. 1152 would amend the administrative code of the city of New York by establishing a 48-hour grace period for the receipt of online payments in the event that the electronic system becomes disabled for more than 24 hours due to a cyber-attack. In particular, in the event that an electronic system security breach disables a city website used by residents to make online payments to the city, this bill would ensure that residents are able to make payments following the restoration of the website without incurring late fees. Specifically, this bill would require the Chief Information Security Officer to work in collaboration with an affected agency and the Department of Information Technology and Telecommunications to establish a 48-hour grace period for the receipt of online payments under these circumstances.

The bill would take effect 120 days after it becomes law. 
Int. No. 1153 
Int. No. 1153 would amend the administrative code of the city of New York to require the Chief Information Security Officer (“CISO”) to implement a penetration testing protocol for the City’s electronic systems and provide the Mayor and the Speaker of the City Council with information immediately following an electronic systems security breach. This bill would also require the CISO to prepare an annual report describing the implementation of the penetration testing protocol, security breaches in the previous year, and recommendations for the improvement of existing security practices.

The bill would take effect 120 days after it becomes law. 

Int. No. 1154
Int. No. 1154 would amend the administrative code of the city of New York in relation to websites maintained by or on behalf of the City. This bill would require the encryption of exchanges or transfers of web content from websites maintained by or on behalf of the City. 

The bill would take effect 6 months after it becomes law.
IV. CONCLUSION

The Committee looks forward to hearing testimony from the New York City Cyber Command, the Department of Information Technology and Telecommunications as well as technology experts, concerned community groups, other advocates and members of the public.

Int. No. 1297

By Council Members Torres, Koo and Brannan
..Title

A Local Law to amend the New York city charter, in relation to the creation of an office of cyber command

..Body

Be it enacted by the Council as follows:


Section 1. Chapter 1 of the New York city charter is amended by adding a new section 20-F to read as follows:

§ 20-F Office of cyber command. a. Definitions. For the purposes of this section, the following terms have the following meanings: 

Cyber-attack. The term “cyber-attack” means the attempt, or successful completion of an attempt, to damage, destroy, gain access without permission, or deny service to a computer or computer system, whether physical or virtual.

Cyber-security. The term “cyber-security” means the protecting of information by preventing, detecting, and responding to cyber-attacks.

Critical infrastructure system. The term “critical infrastructure system” means either physical or virtual systems and assets, the incapacity or destruction of which would have a debilitating impact on cyber-security, economic security, public health or safety.

b. The mayor shall establish an office of cyber command. Such office may, but need not, be established in the executive office of the mayor and may be established as a separate office or within any department the head of which is appointed by the mayor. Such office shall be headed by a director who shall be appointed by the mayor and who shall serve as the chief information security officer of the city.

c. Powers and duties. The director, in coordination with the commissioner of information technology and telecommunications, shall have the power and duty to:

1. establish cyber-security policies and standards for the  mayoral agencies;

2. provide guidance on cyber-security to the mayor and mayoral agencies;

3. ensure the compliance of mayoral agencies with cyber-security policies and standards as well as the deployment of related technical and administrative controls;

4. direct responses to cyber-attacks;

5. mitigate cyber-attacks or cyber-attack threats; and 

6. prioritize the execution of such duties for critical infrastructure systems.

§ 2. This local law takes effect immediately.
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Int. No. 1152
 
By Council Members Koo and Yeger
 
A Local Law to amend the administrative code of the city of New York, in relation to requiring an online payment grace period in the event of an electronic system security breach
 
Be it enacted by the Council as follows:
 
Section 1. Chapter 8 of title 23 of the administrative code of the city of New York is amended by adding a new section 23-803 to read as follows:
§ 23-803 Online payment grace period. a. For the purposes of this section, the following terms have the following meanings:
Chief Information Security Officer. The term “chief information security officer” means the head of New York city cyber command as established by executive order number 28 for the year 2017 or any other officer or administering agency designated by the mayor to perform the same functions.
Electronic system. The term “electronic system” means any website, network, online infrastructure or internally or externally accessible electronic systems constructed or maintained by or on behalf of the city.
b. In the event that a security breach disables, for 24 hours or more, an electronic system used by residents to make payments to a city agency, the chief information security officer shall, in collaboration with affected agencies and the department of information technology and telecommunications, establish a 48-hour grace period after such electronic system is restored during which no late payment fees will be incurred for any payment due in the time period during which the security breach disabled such system.
§ 2. This local law takes effect 120 days after it becomes law, except that the office of the mayor, the department of information technology and telecommunications and any other agency may take such measures prior to such date as are necessary for implementation of this local law, including the promulgation of rules.
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	Int. No. 1153
 
By Council Members Koo and Rivera
 
A Local Law to amend the administrative code of the city of New York, in relation to requiring an electronic system penetration testing protocol and security briefings and reports
 
Be it enacted by the Council as follows:
 
Section 1. The title of chapter 8 of title 23 of the administrative code of the city of New York, as added by local law number 25 for the year 2016, is amended to read as follows:
CHAPTER 8
CITY WEBSITES AND ELECTRONIC SYSTEMS
§ 2. Chapter 8 of title 23 of the administrative code of the city of New York is amended by adding a new section 23-803 to read as follows:
§ 23-803 Electronic systems security testing, briefings and reports. a. For the purposes of this section, the following terms have the following meanings:
Chief information security officer. The term “chief information security officer” means the head of New York city cyber command as established by executive order number 28 for the year 2017 or any other officer or administering agency designated by the mayor to perform the same functions.
Electronic system. The term “electronic system” means any website, network, online infrastructure or internally or externally accessible electronic system constructed or maintained by or on behalf of the city.
Personal identifying information. The term “personal identifying information” shall have the same meaning as provided for the term “personal identifying information” in section 10-501 and any other identifying information, as such term is defined in section 23-1201.
b. The chief information security officer shall adopt a protocol relating to penetration testing of electronic systems. Such protocol shall use the penetration testing standards of national institute of standards and technology special publication 800-53, including all control enhancements, or any successor standard, for all physical electronic systems, and federal risk and authorization management program penetration test guidance version 1.0.1, or any successor standards, for all cloud systems; provided that the protocol may differ from such standards in specific instances when the chief information security officer determines, after consulting with experts in the security of electronic systems, that such differences will provide a more effective test, and that such differences are documented in such protocol. Such protocol shall be made publicly available online.
c. The protocol required by subdivision b shall include a standard for the testing of employees of the city as well as both internally and externally accessible electronic systems for vulnerability to social engineering exploitation. Such standard may be adopted from federal risk and authorization management program penetration test guidance version 1.0.1 or any similar standard, provided that such standard includes provisions for recording and reporting click-through rates or similar metrics.
d. The chief information security officer shall develop social engineering exploitation awareness materials and shall distribute such materials to all agency employees. Such materials shall also be distributed to all agency employees upon hiring.
e. The standard required by subdivision c shall also establish thresholds for such metrics that, when exceeded with respect to any such systems or personnel, trigger social engineering exploitation awareness material distributions or trainings and additional testing of such systems or employees of the city.
f. The protocol required by subdivision b shall be implemented by the chief information security officer, or by a vendor retained for such purpose, to regularly test for security vulnerabilities in the websites or other public facing electronic systems maintained by or on behalf of the city.
g. The chief information security officer shall conduct an annual audit of all electronic system security practices. Such audit shall include, but not be limited to, an assessment of website security credentials, penetration vulnerabilities, and vulnerability of operating systems and firmware of electronic systems.
h. In the event of an electronic system security breach, the chief information security officer shall:
1. Immediately inform the mayor, or the mayor’s designee, with a description of the date, nature and severity of the security breach, as well as a description of any data or information that may have been compromised; and
2. Immediately arrange a briefing for the speaker of council, or the speaker’s designee, for the purposes of providing the following information:
(a) a description of the severity and impact of the electronic system security breach;
(b) a description of all electronic systems affected that would normally be used by the public;
(c) an estimate of time required for the issues caused by the electronic system security breach to be fixed;
(d) whether the individuals responsible for the electronic system security breach have been identified; and
(e) any resulting electronic system threats that the public should be made aware of.
i. By February 1 of each year, the chief information security officer shall submit to the speaker of the council, and make publicly available online, an electronic report that describes:
1. the implementation of this section;
2. the number of penetration vulnerabilities identified through testing performed pursuant to this section since the prior report, both citywide and by agency;
3. the number and scope of social engineering exploitation tests conducted, both citywide and by agency;
4. the percentage of such social engineering exploitation tests for which the established metric did not meet the trigger threshold established pursuant to subdivision e, both citywide and by agency;
5. the percentage of additional social engineering exploitation tests conducted pursuant to subdivision e, both citywide and by agency, for which the established metric did not meet the trigger threshold established pursuant to subdivision e;
6. a description of any social engineering exploitation awareness material distributions or trainings conducted, both citywide and by agency;
7. a description of the date, nature and severity of any resolved electronic system security breaches in the preceding year, as well as any information or data that may have been compromised; and
8. recommendations for improvement in city practices and protocols for the security of electronic systems including, but not limited to, recommendations based on the findings of the audit conducted pursuant to subdivision g.
§ 3. This local law takes effect 120 days after it becomes law, except that the office of the mayor and the department of information technology and telecommunications may take such measures prior to such date as are necessary for implementation of this local law, including the promulgation of rules.
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Int. No. 1154

By Council Member Koslowitz

..Title

A Local Law to amend the administrative code of the city of New York, in relation to encrypting website exchanges or transfers

..Body

Be it enacted by the Council as follows:


Section 1. Chapter 8 of title 23 of the administrative code of the city of New York is amended to add a new section 23-803, to read as follows:

§ 23-803 Website encryption. Every website maintained by or on behalf of the city or a city agency shall encrypt all exchanges or transfers of hypertext, or any similar website content, between such website and a user, and require browsers to request such an encrypted exchange or transfer at all times for such websites, provided that such encryption shall not be required if such exchanges or transfers are conducted in a manner that provides at least an equivalent level of confidentiality, data integrity and authentication.

§ 2. This local law takes effect six months after it becomes law.
BJR
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