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          1  COMMITTEE ON CONSUMER AFFAIRS

          2                 CHAIRPERSON REED:  Good morning, I am

          3  Philip Reed, and I am chair of the Consumers Affairs

          4  Committee.

          5                 I am joined this morning by my

          6  colleagues Joseph Addabbo from Queens, and Maria

          7  Arroyo from the Bronx, it is always good to have

          8  Maria's from the Bronx with us.  We will be joined

          9  by other council members.

         10                 There is quite a bit of activity

         11  going on.  There is an emergency Education Committee

         12  hearing, and then there is a Sanitation Committee

         13  hearing which has gotten a lot of media attention,

         14  so I know my colleagues are trying to cover as many

         15  bases as they can this morning.  For anybody that

         16  thinks this is not an activist council, you just

         17  need to show up down here just any day, and see what

         18  it is that we are involved with.

         19                 This morning in Consumer Affairs we

         20  are going to continue reviewing the problem of

         21  identity theft, which has become one of the most

         22  dangerous crimes in our society.  The Federal Trade

         23  Commission reports that identity theft is currently

         24  the most common consumer fraud complaint in the

         25  nation.  Choice Point, a company that collects
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          2  consumer data, recently notified 145,000 people

          3  nationally that their personal identification may

          4  have been stolen from its records, and Lexus Nexus

          5  Group just announced that personal identifying

          6  information for approximately 30,000 people may also

          7  have been stolen from its data base.

          8                 In 2002, over 160,000 Americans were

          9  the victims of identity theft.  Nearly, 13,000 of

         10  those were citizens of New York. In 2003 alone,

         11  almost 9,000 city residents were victims of identity

         12  theft.

         13                 New York City consistently has one of

         14  the highest incidents of identity theft complaints

         15  in the country.

         16                 In 2003, there were almost three

         17  times as many identity theft crimes in New York City

         18  than any other locality in the state.

         19                 Today we have invited local and

         20  national experts on identity theft, as well as

         21  identity theft victims and their advocates.  We hope

         22  that their testimony will shed some light on this

         23  problem, and will help generate ways to stop it.

         24                 We are also continuing in our

         25  consideration of three pieces of identity theft
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          2  legislation.

          3                 The first, Proposed Intro. 139- A

          4  would empower the Department of Consumer Affairs to

          5  revoke or suspend licenses of those businesses found

          6  to have repeatedly engaged in acts of identity theft

          7  as defined by state law.

          8                 The Council believes that anyone who

          9  would use a consumers personal information for

         10  illicit purposes, lacks the professional fitness and

         11  character necessary to be licensed to operate in

         12  this city.

         13                 The second, Proposed Intro. 140- A

         14  would require all city agencies to provide notice of

         15  any breach of personal identifying information they

         16  own or license.

         17                 The third, Proposed Intro. 141- A

         18  would place the same notice requirements on all

         19  businesses operating in the City, those required to

         20  be licensed by the Department of Consumer Affairs,

         21  and those who are not.  Under these bills, the

         22  victim of identify theft would learn of a theft of

         23  their sensitive information quickly, and could take

         24  affirmative steps to curtail possible adverse

         25  damage.
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          2                 Too often victims do not learn of

          3  their identity theft until bank accounts have

          4  already been depleted and their credit rating

          5  destroyed.

          6                 In addition to many witnesses who

          7  were invited to the Committee's last hearing, we

          8  have asked representatives from the business

          9  community to comment on the effects this package of

         10  legislation may have on local commerce.

         11                 It is my understanding now that the

         12  Administration is not testifying this morning.  I am

         13  not quite sure why but, nevertheless, we will move

         14  ahead.

         15                 First, I would like to hear from

         16  Donald Halperin who represents New York Metropolitan

         17  Retail Association, Gary Henning, is Mr. Henning

         18  here, American Insurance Association, Jodi Golinsky,

         19  and Brenda Rezak of the Manhattan Chamber of

         20  Commerce.

         21                 Thank you all very much for being

         22  here this morning.

         23                 If there is anyone here who has come

         24  to testify, and has not signed in, please do so with

         25  the Sergeant- At- Arms in the back, so that we know
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          2  that you are here and can try to assign the best

          3  panel for you to be on.

          4                 Good morning, Mr. Halperin.

          5                 MR. HALPERIN:  Good morning, Chairman

          6  Reed and members of the Committee.

          7                 I am here today testifying on behalf

          8  of the New York Metropolitan Retail Association,

          9  known as NYMRA, an organization consisting primarily

         10  of national chain retailers operating in the City of

         11  New York.

         12                 NYMRA is very concerned about

         13  identity theft, and congratulates the City Council

         14  for focusing on this important issue.

         15                 We note that Intro. 141 has been

         16  amended in significant ways, which met some of the

         17  original concerns of NYMRA. Nevertheless, some

         18  serious concerns remain regarding Intro. 141- A.

         19                 I begin with the observation that

         20  while it is important to notify individuals of any

         21  breach in security of their personal identifying

         22  information, under circumstances where harm may

         23  result, there may also be circumstances where such

         24  notification will serve no useful purpose, and might

         25  in fact, create a necessary panic and disruption.
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          2                 Thus, NYMRA recommends that certain

          3  exclusions be added to the bill.  One such exclusion

          4  should be for any personal information, which is

          5  otherwise lawfully available to the general public

          6  from federal, state or local government records.  We

          7  also urge that you include an exclusion for any

          8  personal identifying information which is encrypted

          9  in such a manner as to prevent its use by any

         10  outside entity, as well as an exclusion for

         11  circumstances where the business entity and law

         12  enforcement determine that misuse of the breached

         13  information is unlikely to occur, and that

         14  safeguards have been put into place to prevent any

         15  misuse.

         16                 The legislative declaration of 141- A

         17  references electronic data, but the provisions of

         18  the legislation are not clear as to what is covered.

         19    We, therefore, suggest a clarification that the

         20  definition of personal identifying information be

         21  limited to electronic information.

         22                 NYMRA also notes that New York

         23  attracts visitors from all over the world.  In many

         24  instances, it would be difficult, if not impossible,

         25  to provide the proper notice to such visitors, many
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          2  of whom make purchases from New York City retailers.

          3    We believe that the difficulty in notifying all

          4  such customers warrants a limitation of the

          5  provision of the bill to New York City residents.

          6                 NYMRA notes that in defining the

          7  term`breach of security', reference is made to the

          8  possession of personal identifying information.

          9  Based on our experience with other jurisdictions,

         10  and with the presumed intent of the City Council, we

         11  recommend that the term`acquisition' replace the

         12  term`possession'.

         13                 Finally, while NYMRA acknowledges the

         14  role that retailers can play in helping in dealing

         15  with this problem, we also believe that enforcement

         16  authorities need to be more aggressive in fighting

         17  the problem.  It is not only the customers who are

         18  harmed by the misuse of electronic records, but

         19  businesses themselves, and the experience of some of

         20  our members has been that law enforcement has not

         21  been as aggressive as it might in pursuing these

         22  instances.

         23                 We hope that we have made some

         24  constructive suggestions for you today, and we make

         25  ourselves available to you in helping to redraft any
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          2  provisions of the bill.

          3                 Thank you again for this opportunity

          4  to testify.

          5                 CHAIRPERSON REED:  Thank you.

          6                 I usually like to hear all of the

          7  testimony, but Mr. Halperin, could you give us some

          8  example?  When you say that it is not only the

          9  customer but the businesses who are harmed, that is

         10  fairly provocative in the sense that this- so, could

         11  you just give me an example of what you mean by

         12  that?

         13                 MR. HALPERIN:  Well, I do not know

         14  whether- I am aware of an example, and I do not know

         15  whether the company involved wants it- I can

         16  certainly share it with you privately, but basically

         17  what happened was in this instance, the information

         18  regarding the business was misused, and in trying to

         19  get the law enforcement authorities to go after the

         20  individuals that were involved in it, the sense was

         21  that it was not, contrary to what you stated, taken

         22  as seriously as some other crimes might be taken.  I

         23  just do not know whether the particular business

         24  involved wants to disclose but I am sure I can share

         25  it with you privately.
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          2                 CHAIRPERSON REED:  Thank you.

          3                 Ms. Golinsky.

          4                 MS. GOLINSKY:  Good morning,

          5  distinguished council members.

          6                 My name is Jodi Golinsky, and I am

          7  Vice President and Senior Regulatory Counsel for

          8  MasterCard International Incorporated, which is

          9  headquartered in Purchase, New York.

         10                 MasterCard is a global organization

         11  that licenses thousands of financial institutions to

         12  use our service marks in connection with a variety

         13  of payment systems.  These institutions issue

         14  payments cards to consumers, and contract with

         15  merchants to accept such cards.  MasterCard itself

         16  does not issue cards to consumers, nor does it

         17  contract with merchants to accept those cards.

         18  Rather, we provide the networks through which the

         19  member financial institutions interact to complete

         20  transactions.  Given this structure, the proposed

         21  legislation would not directly impact MasterCard.

         22                 Because we are very concerned about

         23  the subject matter of this legislation, however, we

         24  thought it was important for us to join you today,

         25  and it is my pleasure to appear before you.
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          2                 We appreciate your efforts to protect

          3  consumers and fight identity theft, and share your

          4  concerns about both.

          5                 My comments focus on MasterCard's

          6  commitment to protect consumers and the proposed

          7  legislation itself.

          8                 MasterCard takes its obligation to

          9  protect cardholders, prevent fraud, and safeguard

         10  financial information very seriously.  In fact, this

         11  issue is a top priority for us, and we have a team

         12  of experts devoted to maintaining the integrity and

         13  security of our systems.

         14                 We protect consumers in a number of

         15  ways, and I will briefly discuss a few of our

         16  programs and protections, and I would just refer you

         17  to my written testimony for a complete account of

         18  the various measures and protections we have in

         19  place.

         20                 The first thing I want to highlight

         21  are our secure networks.  Our information security

         22  program is comprehensive, and we continually update

         23  it to ensure that it remains strong.  Our member

         24  financial institutions also have information

         25  security protections in place, including those
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          2  required under such laws as the Gramm- Leach- Bliley

          3  Act.

          4                 MasterCard is also vigilant in

          5  efforts to protect consumers from fraud.  So for

          6  instance, our`zero liability' policy means that

          7  MasterCard cardholders are not responsible for

          8  fraudulent activity on any U.S.- issued MasterCard

          9  account. Cardholders using MasterCard cards also

         10  gain additional protections against merchants who do

         11  not perform as expected.

         12                 MasterCard has also launched a

         13  program beginning in June 2004 to shut down hundreds

         14  of phishing websites.  Among other things, the

         15  program assists law enforcement in arresting

         16  criminals who committee on- line payment card fraud.

         17  To date, the program has been enormously successful,

         18  having already shut down more than 900 phishing

         19  sites, and more than 650 sites that were illegally

         20  selling credit card information.  It has also

         21  protected over 34,000 MasterCard account numbers

         22  that were in jeopardy of being compromised.

         23                 Having described some of the things

         24  that we do to fight identity theft, I will now turn

         25  to the proposed legislation.
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          2                 As we understand the proposals, the

          3  Council is considering a requirement for those who

          4  are licensed by the City or do business in the City

          5  to provide a notice to any person, if that person's

          6  identifying information is the subject of

          7  unauthorized possession that compromises the

          8  security, confidentiality or integrity of such

          9  information.  MasterCard generally supports the

         10  concept of providing consumers with the appropriate

         11  notification if their sensitive personal information

         12  is the subject of a harmful security breach.  In

         13  such a circumstance, consumers should receive

         14  notification and should have the opportunity to

         15  protect themselves against potential identity theft.

         16                 Accordingly, MasterCard believes that

         17  the best approach to this issue is to establish a

         18  single, uniformed standard at the federal level that

         19  would apply to all financial institutions and other

         20  appropriate entities.  For example, as the Council

         21  is certainly aware, the federal banking regulators

         22  recently issued guidance requiring banks across the

         23  country to send a notice to consumers in response to

         24  certain data breaches.

         25                 We, of course, commend the Council
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          2  for seeking to protect New York City residents and

          3  others from identity theft. However, we are

          4  concerned that a patchwork of municipal and state

          5  laws in this issue will result in unnecessarily

          6  complex and inconsistent compliance requirements for

          7  companies that operate across many jurisdictions.

          8                 Instead of having one compliance

          9  program mandated at the federal level, companies

         10  would be required to learn of the requirements in

         11  every city, county, and state and develop dozens if

         12  not hundreds of different compliance programs.

         13                 Another benefit of a national uniform

         14  standard is ensuring a fair and equal burden across

         15  jurisdictions.  Under the proposed legislation, only

         16  companies licensed to and doing business in New York

         17  City would shoulder the extra burden of customer

         18  notification.  This would appear to place New York

         19  City businesses at a competitive disadvantage

         20  relative to other businesses.

         21                 MasterCard also believes that

         22  consumers are best protected when a notice is sent

         23  only when sensitive personal information is obtained

         24  in an unauthorized manner, in which it is reasonably

         25  possible that the consumers could be harmed.
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          2                 Such a limited requirement would

          3  ensure that the notices are meaningful to consumers.

          4    For this reason, the Federal Trade Commission

          5  recently testified before the U. S. Congress, that

          6  it does not recommend requiring a consumer notice

          7  unless the breach could result in actual consumer

          8  harm.

          9                 To sum up, MasterCard is committed to

         10  fighting fraud and identity theft.  We have taken

         11  numerous steps to protect MasterCard cardholders

         12  from these pernicious crimes.  We are pleased that

         13  the Council is evaluating additional members to

         14  protect the residents of New York City.  But as to

         15  consumer notifications of data breaches, we believe

         16  the most effective approach would be a uniform

         17  requirement applicable across the country,

         18  protecting all consumers.

         19                 We look forward to working with the

         20  Council in any way we can on this important issue,

         21  and I would be happy to answer any questions that

         22  you may have.

         23                 Thank you.

         24                 MS. REZAK:  Good morning, my name is

         25  Brenda Rezak. Nancy Ploeger, the President of the
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          2  Manhattan Chamber of Commerce- I have served as a

          3  board director of the Chamber for a number of years,

          4  and she knows that I have been a victim of identity

          5  theft, so, she asked me to report my situation on

          6  behalf of the Manhattan Chamber of Commerce.

          7                 It was January 2002 when I decided to

          8  purchase a new winter coat.  I went to Macy's and

          9  found a coat I liked.  The salesperson asked me if I

         10  wanted to open a Macy's charge account so that I

         11  could receive a 15 percent discount on the purchase.

         12    I said, "sure."  She phoned in all the necessary

         13  information to the service that checks someone's

         14  credit standing, and then approves or rejects the

         15  applications.  I was refused the card.  I could not

         16  believe it, I am the kind of person that credit card

         17  companies are looking for.  I always pay my credit

         18  and charge cards on time.  I then decided that I had

         19  to check my credit ratings with all three credit

         20  reporting firms; Transunion, Experian and Equifax.

         21  When I received my reports, I was amazed at what I

         22  read.  Charges listed to companies that I never

         23  shopped at, and they were in Ohio.  I have never

         24  been in Ohio in my entire life.

         25                 By searching the Internet using a
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          2  reverse directory on the billing address from one of

          3  the fraudulent accounts, I was able to find out the

          4  name of the alleged person who had taken my identity

          5  information and used it to open charge accounts at

          6  many stores, purchasing thousands of dollars of

          7  merchandise.  She had even paid her insurance

          8  premiums with credit obtained with my name and

          9  social security number.

         10                 I then contacted a detective in the

         11  Ohio town where the alleged perpetrator lived and

         12  open up a police case with him. He was familiar with

         13  the individual.  This detective was very attentive

         14  to the case.  He phoned me many times for more than

         15  a year to keep me abreast as to how the case was

         16  proceeding.  All the detective needed was for one

         17  credit issuer to provide physical evidence of my

         18  fraudulent signature.  None of the more than ten

         19  credit issuers involved would cooperate.  Why?  That

         20  is why I am here today.  Why?

         21                 To this date, the detective has

         22  informed me that they have not been able to

         23  prosecute because of the lack of cooperation on the

         24  part of those companies.

         25                 CHAIRPERSON REED:  Thank you very
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          2  much.

          3                 Mr. Henning.

          4                 MR. HENNING:  Chairman Reed, council

          5  members, my name is Gary Henning.  I am the

          6  Assistant Vice President for the northeast region

          7  for the American Insurance Association.

          8                 AIA is a national trade association

          9  of over 410 property and casualty insurers that

         10  provide a major share of property and casualty

         11  insurance nationally, and in New York State, and in

         12  New York City.

         13                 AIA thanks you for this opportunity

         14  to testify at today's hearing on the New York City

         15  Council's security breach notification legislation.

         16                 While AIA applauds the Council's

         17  intent in regard to notification of consumers who

         18  are put at risk of identity theft due to a security

         19  breach of a companies information systems, we oppose

         20  Intro. 141- A and the provisions of the bill that

         21  would extend the notification requirements to

         22  entities simply doing business in New York City.

         23                 The real problem is unauthorized

         24  access to a consumers personal information.  On this

         25  matter, insurers are already providing data security
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          2  protection via standards established under the

          3  federal Gramm- Leach- Bliley Act of 1999, as well as

          4  the Fair and Accurate Credit Transaction Act of

          5  2003.

          6                 Indeed, the New York State Insurance

          7  Department took the lead in developing regulations

          8  to require insurance companies to establish

          9  standards to protect customers' personal information

         10  against identity thieves.

         11                 In February 2002, the Department

         12  adopted Regulation 173, which is the Data Security

         13  Regulation, and this Regulation has served as the

         14  basis for the National Association of Insurance

         15  Commissioners' model data security legislation.

         16  This NAIC model provides a template for insurance

         17  data security regulations and legislations

         18  throughout the country and has been promulgated in

         19  at least 30 jurisdictions.

         20                 As a trade association whose members

         21  do business all over the country, uniformity and

         22  consistency of regulation across jurisdictional

         23  lines is extremely important.  Varying notification

         24  standards are an administrative nightmare for any

         25  company that does business on a multi- state level.
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          2                 Equally important, varying standards

          3  add significant costs to companies' operations,

          4  costs that are ultimately passed on the consumers.

          5                 This is why AIA has been working with

          6  state legislators in an attempt to ensure that data

          7  security standards are adopted only where necessary,

          8  and that those standards, where adopted, are applied

          9  consistently from jurisdiction to jurisdiction.

         10                 To have localities begin enacting

         11  their own security breach notification standards,

         12  while states have already begun to implement their

         13  own laws, creates the potential to add unnecessary

         14  costs to the companies systems and for the

         15  consumers, as well as the likelihood that consumers

         16  will be confused by varying notices at the state and

         17  local level.

         18                 Right now, several legislative

         19  proposals have been introduced in the New York State

         20  Legislature addressing the issue of customer

         21  notification in the event of a security breach.  And

         22  I should say, many of them very similar to the

         23  Council legislation 141- A.

         24                 AIA and the general business

         25  community have been working with both the Assembly
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          2  and the Senate on this issue.  A state law would

          3  afford all New York residents the uniform procedure

          4  for alerting against identity theft they deserve,

          5  without introducing varying notification standards

          6  within the state, thereby sparing New York consumers

          7  the added costs and likely confusion that will

          8  result from multiple notices.

          9                 Additionally, there are questions

         10  regarding whether the City Council has jurisdiction

         11  over state regulated insurance companies.

         12                 While we again note that the

         13  financial services community, including insurers,

         14  have well- established data security standards

         15  designed to protect New Yorkers against unauthorized

         16  access to personal information, AIA is working to

         17  ensure that effective security breach notification

         18  legislation is enacted by the Legislature and signed

         19  into law by the Governor prior to the end of this

         20  2005 legislative session.

         21                 AIA urges the New York City Council

         22  to defer to the state Legislature on this issue,

         23  thereby ensuring consistent, statewide standards for

         24  the notification of security breaches.

         25                 Again, AIA thanks you, Chairman Reed,
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          2  and the members of this committee for the

          3  opportunity to present our testimony.

          4                 CHAIRPERSON REED:  Well, thank you

          5  all for your testimony.

          6                 I am not sure Mr. Henning- I

          7  understand- I am not sure that I understand why AIA

          8  thinks they have a dog in this conversation.

          9                 In other words, why- I am not sure

         10  what your interest is.

         11                 MR. HENNING:  In 141- A it would

         12  extend from my read, and Counsels' read of it, would

         13  extend the provisions- notification provisions to

         14  anyone doing business within New York City, which

         15  would be us.

         16                 CHAIRPERSON REED:  I see, okay.  So,

         17  as insurers you are concerned also that your

         18  business- that you would have to give notification.

         19                 MR. HENNING:  Yes, 141- if the bill

         20  remains unamended, if it goes as 141, I have no dog

         21  in the fight, as you said.

         22                 However, if it is amended to 141- A,

         23  it pulls in anyone doing business in New York City,

         24  of which I have- my members do a lot of business in

         25  New York City, so we would be pulled in to these
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          2  notification standards.

          3                 CHAIRPERSON REED:  We take our charge

          4  in the Council seriously to try to look at how to

          5  protect the consumers, and it seems that, to me at

          6  least, the simple idea that businesses in New York

          7  should be responsible for notifying people that

          8  there may be a problem with what everybody seems to

          9  find on TV, you cannot turn on TV, you cannot look

         10  at a billboard, that is not frightening you into

         11  thinking that your information may have been

         12  snatched, your whole identity is running across

         13  multiple people around the world.            We all

         14  understand this is a global thing that we are

         15  working with here, so I am still struck that why

         16  this is difficult as a concept, that the City of New

         17  York, particularly since it is such an international

         18  city, we have often been told, especially in

         19  Manhattan, I was just told this by the police

         20  department last week, that this is one of the prime

         21  places that people like to operate because they have

         22  such an international market, that two- thirds of

         23  all or, I do not remember exactly but, an

         24  overwhelming majority of the identity theft that

         25  happens in New York City, happens in fact, in
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          2  Manhattan, and it is because we are such the global

          3  village, so to speak.

          4                 So, at least for my mind, it behooves

          5  us to try to provide some security to people, and

          6  frankly as constituents, there are 8 million people

          7  that shop here in the City, let alone the

          8  international market.  So, I am hearing a lot of you

          9  worried about your businesses, but I am not hearing

         10  a whole lot about you worried about the customers,

         11  and I would think that a lot of businesses would

         12  like to assure their customer that if there is a

         13  breach of security, that they the businesses, are

         14  going to be the first to let you know.  That way, if

         15  I knew that a business was going to do that, that

         16  might be a reason for me to go shop there.

         17                 MR. HENNING:  Let me make clear, my

         18  issue is not that we do not want to see businesses

         19  notify consumers, let me make that perfectly clear.

         20  I have to tell you, I came in with a bit of

         21  trepidation telling lawmakers that they should not

         22  be making laws, I understand that.  However--.

         23                 CHAIRPERSON REED:  You are trying to

         24  put us out of business here.

         25                 MR. HENNING:  However, there are
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          2  right now, there is an Attorney General's proposal

          3  that I believe is- probably just got kicked out of

          4  the Senate Consumer Protection Committee, within the

          5  last half hour that would deal with this issue,

          6  along with a range of other privacy issues, Social

          7  Security number privacy and others.  The Assembly

          8  has started to move to security breach notificaton

          9  bills.  AIA has talked with members in Council, I

         10  know other members of the financial--

         11                 CHAIRPERSON REED:  Members in

         12  council, this Council?

         13                 MR. HENNING:  I am sorry, members and

         14  council of staff council in legislature.

         15                 CHAIRPERSON REED:  Oh, okay, okay, I

         16  see.

         17                 MR. HENNING:-- in trying to work out

         18  a single, statewide standard because from our view,

         19  again, we have no problem notifying consumers, it is

         20  just procedurally giving- let me take it a step

         21  back.  AIA with the national companies, we are

         22  strong advocates for federal regulation of insurance

         23  because right now, we are regulated on the state

         24  level.  Given the fact that our companies, my

         25  companies are national companies that write in many,

                                                            27

          1  COMMITTEE ON CONSUMER AFFAIRS

          2  many different states, they have not just on

          3  security breach notification, on all different types

          4  of laws, they have all different standards, which

          5  means it is a problem for the systems, and it just

          6  adds costs.

          7                 So, what we would like to do, we

          8  recognize we are still state regulated so we have

          9  been working through the NAIC, which is the National

         10  Association of Insurance Commissioners, on model

         11  acts so we can try to get a single standard on

         12  whatever law you are talking about in all 50 states.

         13                 So, we would like to see something

         14  like this get done on the state level, thereby,

         15  affording your constituents the protections that we

         16  both agree they deserve without having overlapping

         17  laws which can cause confusion, and make no mistake,

         18  it does add cost because if you add another layer of

         19  systems work, it costs the systems, and those costs

         20  get passed on to the consumer. If the New York State

         21  Legislature did not seem to be interested in this, I

         22  would think that you should have a greater interest

         23  but right now, I do primarily state work.  Most of

         24  my time has been dealing with these bills that have

         25  been popping up.  This is a hot issue.  I am
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          2  confident something will get done this session on

          3  this issue.

          4                 CHAIRPERSON REED:  Mr. Henning, I

          5  appreciate what you are saying, unfortunately, our

          6  experience, certainly mine in the now seven and a

          7  half years that I have served in the council, is

          8  that waiting on the State Legislature is like

          9  waiting on Gado (phonetic), and several times in

         10  fact, in this very committee we have been patient

         11  waiting for the state, and we would be happy to have

         12  them preempt us at some point with an even more

         13  aggressive or broadbased identity theft/security

         14  legislation but I just do not share the confidence

         15  that you have that that is going to happen at the

         16  state legislative level.  In fact--.

         17                 MR. HENNING:  Untying budget for the

         18  first time in 20 years likely, so maybe it is--.

         19                 CHAIRPERSON REED:  Well, you know we

         20  will be waiting to see that happen too.  In fact,

         21  they are all supposed to be talking about that.  I

         22  did not know they were having a meeting of anything

         23  else.

         24                 I appreciate the concern that you

         25  have raised about this.  I do not want to put
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          2  anybody, especially on the spot since your comments

          3  should be directed to the chair, but I am absolutely

          4  fascinated by the three representatives here,

          5  especially MasterCard.

          6                 If anybody would like to comment on

          7  Ms. Rezak's testimony, and why businesses or people

          8  who give out these cards do not seem to want to be

          9  helpful, okay, you show a great deal of courage

         10  there.

         11                 MS. GOLINSKY:  Well, obviously the

         12  story that you told is an unfortunate one, and to be

         13  honest from my experience, and what I know about our

         14  member finance institutions, an inconsistent one

         15  with the seriousness with which our banks and

         16  MasterCard takes these issues about identity theft.

         17                 MasterCard has a number of programs

         18  that I have mentioned to try to reach out to

         19  consumers to help them with these terrible crimes,

         20  and it is my understanding that our issuers and the

         21  companies that issue these credit cards are equally

         22  committed to try to fight that, so, I think it is an

         23  extremely unfortunate incident.  I do not know what

         24  bank is that is involved but it certainly is a

         25  lapse, and one that we should all be concerned
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          2  about, but it is not my belief that that is

          3  something that is indicative of how the banking

          4  community is taking this crime, or what they are

          5  doing for their customers.  It is not consistent

          6  with what I have seen.

          7                 CHAIRPERSON REED:  I do not want to

          8  have a lot of back and forth about this but I am

          9  sure you would be happy to reach out to her and see

         10  if you could help her.

         11                 MS. GOLINSKY:  Absolutely,

         12  absolutely.

         13                 CHAIRPERSON REED:  When we were

         14  preparing this legislation and looking towards

         15  voting on this today, the Council was told that

         16  there was concern on the part of the business

         17  community about the aspects of this in terms of

         18  notification, vis a vis the avenue, the way to do

         19  it, whether we should do it by mail, by phone, et

         20  cetera.  I am not hearing any comment, opinions on

         21  what the legislation speaks to about identifying the

         22  four ways that businesses should notify customers.

         23  You look like you are not sure what I am saying down

         24  there.

         25                 MS. GOLINSKY:  I am happy to speak to
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          2  that as well.

          3                 CHAIRPERSON REED:  I am happy that

          4  you did not but I was told that you came to talk

          5  about that, so, we have been here for 35 minutes and

          6  nobody said anything about that part of the

          7  legislation.

          8                 MS. GOLINSKY:  Well, one of the

          9  things in the legislation does identify these four

         10  types of notification.  My understanding is in one

         11  of the bills, that you actually must employ each and

         12  every one of those four types of notification, you

         13  know, oh,`or', I am sorry, I thought one of the

         14  things said`or'.

         15                 CHAIRPERSON REED:  That is the lawyer

         16  over there, that is why I looked at him.

         17                 MS. GOLINSKY:  Maybe I misread--.

         18                 CHAIRPERSON REED:  Thomas Ferrugia.

         19                 MS. GOLINSKY:  I was thinking`or' in

         20  one of the proposals and not an`or' in one of the

         21  others ones, but perhaps I misread.

         22                 In any event, that type of

         23  notification is consistent with some of the federal

         24  standards that we are seeing which is meant to

         25  provide companies with flexibility as to how they
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          2  notify, and that is something that we are generally

          3  supportive of

          4                 MR. HENNING:  Well, I am still going

          5  to argue that the state should be doing this.  If

          6  pressed, the notification standards--.

          7                 CHAIRPERSON REED:  Well, that is

          8  noted.

          9                 MR. HENNING:  Okay.

         10                 CHAIRPERSON REED:  Do not repeat it.

         11                 MR. HENNING:  Okay, no, but with the

         12  notification standards, I do not believe I saw, I do

         13  not have it in front of me, I read it yesterday, I

         14  do not believe --

         15                 CHAIRPERSON REED:  We listed three or

         16  four

         17  different --

         18                 MR. HENNING:  Telephone, we would

         19  like to see telephone listed as an alternative, as

         20  well.

         21                 CHAIRPERSON REED:  Okay, thank you.

         22                 Any other questions of- Council

         23  Member Addabbo.

         24                 I am sorry, we have also been joined

         25  by Oliver Koppell if I neglected to mention that,
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          2  from the Bronx.

          3                 COUNCIL MEMBER ADDABBO:  Mr. Chair,

          4  thank you very much, and I appreciate your work and

          5  the work of the staff on these three Intros.  And I

          6  thank the witnesses today for their time and

          7  testimony today, especially MasterCard.  I

          8  appreciate your efforts in guarding against identity

          9  theft, so, thank you for your efforts on that.

         10                 Again, acknowledging the concerns

         11  that a number of people have raised with regards to

         12  differing laws amongst the states throughout the

         13  country, a couple of things.

         14                 Does anybody know of other larger

         15  cities, like New York City, that have these types of

         16  laws, and have you seen throughout the country

         17  different cities with different laws?  Does that

         18  problem actually exist?

         19                 MR. HENNING:  I am not aware of

         20  different cities, however, the problems for us,

         21  since we are regulated on the state level is the

         22  state is doing different things.  So, we are

         23  battling, if you will, 50 different jurisdictions.

         24                 COUNCIL MEMBER ADDABBO:  It seems

         25  like you have again have more uniform federal
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          2  standards.

          3                 MR. HENNING:  Well, we yes, we would

          4  like to see a federal, however, given the way the

          5  insurance industry is regulated in New York State,

          6  federal law says we are a state regulated entity, so

          7  we have- until that federal law changes, saying we

          8  become a federally regulated entity, we have to deal

          9  with the 50 different insurance superintendents or

         10  commissioners.  So, what we try to do is work with

         11  the clearinghouse if they NAIC, the commissioners'

         12  association, to get model legislation worked out,

         13  and then try to replicate that model in the 50

         14  different states so our companies have a single

         15  standard that they have to comply to.

         16                 MR. HALPERIN:  I would like to

         17  address that as well.

         18                 While the association I represent- I

         19  am sure that the members, well, I really came here

         20  to speak about the City proposal, but we do face the

         21  same issue of standardization because once again,

         22  when you have to have a different system in each

         23  jurisdiction, it can be very problematic and create

         24  a lot of new cost.

         25                 While I did not make specific
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          2  reference to it, and in hindsight I should have, the

          3  recommendations that I made are essentially

          4  consistent with the California law.  California was

          5  the first state to adopt something along these

          6  lines, and many of the members of the New York

          7  Metropolitan Retail Association who, most of which

          8  operate nationally, and those that do operate

          9  nationally all have stores in California, that was

         10  the basis of their concern.             So while I

         11  did not state it overtly, I would like to make it

         12  clear now that the references I made in my testimony

         13  would, in fact, bring the City Council proposal

         14  pretty much into line with what California has, and

         15  then in that way, it would not be a significant

         16  problem for us to comply.

         17                 MS. GOLINSKY:  I would just like to

         18  add, you know I know that there are approximately 24

         19  states right now that have proposed legislation on

         20  security breach notification, and I understand,

         21  although I do not have the exact figure from our

         22  state government affairs person, that we are seeing

         23  proposed legislation in cities across the nation as

         24  well.

         25                 So, we are talking about a very large
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          2  patchwork of different laws.

          3                 COUNCIL MEMBER ADDABBO:  Again,

          4  acknowledging that concern, I do have to agree with

          5  Chairman Reed that, without an ounce of disrespect

          6  to the state legislature, again, we would like to do

          7  something on the City level prior to the state doing

          8  something, for whatever reason if they never get to

          9  it, at least something in the City, there would be

         10  something for victims like we have seen here, for

         11  victims throughout our City, and I believe time if

         12  of the essence when we talk about identity theft,

         13  Notification, I think, is very important.

         14                 So again, in conjunction with what

         15  the comments made by Chairman Reed, I still would

         16  like to do something on the city level, and then

         17  pursuant to see what the state does on the state

         18  level by the end of this year.

         19                 Thank you Mr. Chairman, again to the

         20  witnesses, thank you for your time and testimony.

         21                 MS. GOLINSKY:  Thank you.

         22                 CHAIRPERSON REED:  Before I call on

         23  other council members, your comments Mr. Halperin, I

         24  think we are going to try to take into consideration

         25  in terms of the information that could be gotten
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          2  otherwise.  So perhaps, limit the information piece.

          3    So, your opening comments about that, you were

          4  more articulate than I am at the moment, but we are

          5  going to take a look at that to define it more

          6  clearly.

          7                 We have been joined by Council Member

          8  Charles Barron from Brooklyn.

          9                 Councilwoman Arroyo, you had a

         10  question?

         11                 COUNCIL MEMBER ARROYO:  Good morning.

         12

         13                 Thank you for being here, and being

         14  so brave for taking this guy on the way that you

         15  have, not many do.

         16                 One real simple question.  Is there

         17  an opposition to notifying consumers of a breach in

         18  their confidential information?

         19                 MS. GOLINSKY:  Councilman, as I

         20  testified, MasterCard supports notification, but we

         21  support a national uniform standard for that.

         22                 We do not have any opposition to the

         23  idea of notifying consumers under the right

         24  circumstances, if their information has been

         25  breached and actual harm could result.
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          2                 COUNCIL MEMBER ARROYO:  And in

          3  absence of a national standard, what is the

          4  alternative?

          5                 MS. GOLINSKY:  As I mentioned, the

          6  federal banking regulators earlier this month

          7  actually issued guidance and standards for banks

          8  across the country as to what they must do for

          9  notification.

         10                 So, that actually does exist for

         11  banks at a national level.

         12                 COUNCIL MEMBER ARROYO:  And it

         13  excludes many others.

         14                 MS. GOLINSKY:  Yes.

         15                 COUNCIL MEMBER ARROYO:  Okay.

         16                 CHAIRPERSON REED:  Thank you.  I had

         17  not called on you Ms. Rezak, but did you have some

         18  closing comment or thought that you wanted to offer

         19  us?

         20                 MS. REZAK:  My closing comment in

         21  general is that unless credit issuers are forced,

         22  however they are forced to cooperate, I do not see

         23  how a person who is a thief can be prosecuted.

         24                 I mean, it is well and good that you

         25  are planning to notify the consumer, but it is not
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          2  going to stop the thieves unless you have the

          3  ammunition with which to prosecute.  The step keeps

          4  going back further and further.  I mean, this

          5  detective, I wish he were a New York City detective,

          6  he was on that case, he kept calling me, not only my

          7  calling him.  He could not move on the case because

          8  none of the credit issuers would give him one

          9  fraudulents' signature.  He could not move.  That is

         10  where I think there is going to be a gap unless the

         11  credit issuers are forced, however they are forced,

         12  to help out.

         13                 CHAIRPERSON REED:  Thank you very

         14  much for- all of you for coming.  I appreciate it.

         15                 We are going to hold the vote open

         16  until next- until the 11th of April to look at the

         17  comments that you have made, Mr. Halperin, and

         18  others.  But this Committee is going to be moving

         19  forward if in that brief window of time the state

         20  does something, we will all go and applaud them.

         21                 Thank you very much for being here.

         22                 Mr. Dinin, John Dinin, and Ms.

         23  Roberta Kotkin.

         24                 Good morning, either one would like

         25  to start, feel free.
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          2                 MS. KOTKIN:  Good morning Chairman

          3  Reed, and members of the Committee.

          4                 My name is Roberta Kotkin, I am the

          5  Chief Operating Officer and General Counsel of the

          6  New York Bankers Association, known as NYBA, and I

          7  thank you for the opportunity to testify here today.

          8                 NYBA is comprised of community,

          9  regional and money center banks in the State of New

         10  York, which in the aggregate have over 320,000

         11  employees and assets in excess of $3 trillion.

         12                 We welcome these hearings because we

         13  believe that providing the public with information

         14  about the many governmental and industry safeguards

         15  already in place to protect consumer privacy will

         16  help maintain and improve consumer confidence in our

         17  business.

         18                 In this regard, we believe that New

         19  Yorkers should be particularly heartened by the

         20  progress our industry has made in protecting

         21  consumer privacy in the state.  For example, the New

         22  York Bankers Association developed Best Practices

         23  Privacy Guidelines for Financial Institutions in

         24  2000.  Notably, these Best Practices include

         25  specific measures designed to combat identity theft.
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          2    Moreover, NYBA has consistently supported

          3  legislation and worked in partnership with

          4  governmental authorities to protect the banking

          5  public against fraud and identity theft.  In fact,

          6  NYBA strongly supported legislation enacted in New

          7  York in 2002, which criminalizes the theft of

          8  identity and the unlawful possession of personal

          9  identification information.

         10                 While this public discussion is

         11  helpful in demonstrating the industry's and

         12  government's concerns about privacy, it should be

         13  noted that local ordinances regarding consumer

         14  privacy are, we believe, preempted for national

         15  banks

         16  by The National Bank Act.

         17                 Also, the banking industry supports a

         18  regulatory structure which provides a seamless and

         19  consistent pattern of enforcement across

         20  jurisdictions.

         21                 We would therefore urge the Council

         22  to consider the substantial body of law, both State

         23  and Federal, that already exists to help protect

         24  consumers from identity theft and not to move

         25  forward with enactment of 141- A.
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          2                 Currently, there are a number of

          3  federal legislative initiatives designed to protect

          4  consumer privacy, which take direct aim at the

          5  identity theft issue.  For example, in 1998 Congress

          6  enacted the Identity Theft and Assumption Deterrence

          7  Act, which directly attacks identity theft by

          8  criminalizing the unauthorized use of transfer of a

          9  means of identification of another person.

         10                 More recently, the passage of the

         11  Gramm- Leach- Bliley Act in 1999 made it a federal

         12  crime to fraudulently obtain or cause to be

         13  disclosed customer information from a financial

         14  institution.

         15                 Additionally, pursuant to a mandate

         16  in the Gramm Leach privacy provisions, federal

         17  regulators have issued Security Guidelines designed

         18  to establish appropriate standards for the financial

         19  institutions they regulate relating to

         20  administrative, technical and physical privacy

         21  safeguards.  These standards are intended to insure

         22  the security and confidentiality of customer records

         23  and information, to protect against any anticipated

         24  threats or hazards to the security or integrity of

         25  such records, and to protect against unauthorized

                                                            43

          1  COMMITTEE ON CONSUMER AFFAIRS

          2  access to or use of such records or information

          3  which could result in substantial harm or

          4  inconvenience to any customer.

          5                 In this regard, federal bank

          6  regulators just his month issued an Interagency

          7  Guidance of response programs for customer

          8  information security breaches.

          9                 Finally, the Fair Credit Reporting

         10  Act of 1970, which governs the information practices

         11  of consumer reporting agencies and establishes the

         12  appropriate uses for consumer reports, adds another

         13  weapon in the arsenal against identity theft.

         14                 The most recent amendments to the

         15  FCRA, which are embodied in the Fair and Accurate

         16  Credit Transactions Act of 2003, known as the

         17  F.A.C.T. Act, were designed to further strengthen

         18  the country's national credit reporting system and

         19  to assist financial institutions and their customers

         20  in the fight against identity theft.

         21                 In this regard, the F.A.C.T. Act

         22  bolstered consumer rights, by among other things,

         23  allowing consumers to place "fraud alerts" in their

         24  credit reports to prevent identity thieves from

         25  opening accounts in their names, providing identity
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          2  theft victims with a summary of their rights, and

          3  mandating that the nationwide consumer reporting

          4  companies provide any consumer who requests it with

          5  a free copy of his or her credit report, once every

          6  twelve months.

          7                 The bill also imposes new obligations

          8  on financial institutions to help prevent identity

          9  theft and to ensure accuracy on credit reports.

         10  Thus, an effective framework of federal law is

         11  already in place to address the many issues

         12  surrounding personal privacy and the challenges of

         13  identity theft.

         14                 As I mentioned earlier, at the State

         15  level--.

         16                 CHAIRPERSON REED:  I am sorry, I need

         17  you to try to be a little bit more concise if you

         18  could because you are telling me the history of what

         19  the federal legislation- I am not sure I have heard

         20  you address very much of your testimony to our

         21  bills, and if all of that was so effective, we

         22  should not be having the epidemic that we still

         23  have, so, please try to- maybe you need

         24  to--.

         25                 MS. KOTKIN:  Okay, all right, then I
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          2  will refer you to the rest of my testimony for-

          3  there are also a number of state initiatives already

          4  in place but I will move on to this.

          5                 CHAIRPERSON REED:  Okay, I want to

          6  hear it because most of us unfortunately are under

          7  some time constraints that I was not aware of so, if

          8  you have some specific testimony about the three

          9  pieces of legislation in front of us, that would be

         10  great. But, we can read the history of identity

         11  theft legislation.

         12                 MS. KOTKIN:  Okay, well as you know,

         13  there are a number of legislative proposals as you

         14  heard of pending in the State Legislature right now,

         15  designed to mandate notification procedures in the

         16  event that a company suffers a security breach.    We

         17  support the establishment of reasonable notification

         18  provisions which allow for workable timeframes for

         19  investigation and verification of the facts, and

         20  where the scope of the notification required is

         21  commensurate with the number of consumers involved,

         22  and the level of the risk of harm.

         23                 As always, we pledge to continue to

         24  work with New York's officials on this important

         25  matter.
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          2                 In light of the many state and

          3  federal safeguards already in place, we do not

          4  believe additional restrictions on banking

          5  institutions, at the local level, are necessary or

          6  appropriate.  We believe that such requirements

          7  could only cause confusion and inconsistency in

          8  banks' administration of their privacy policies.

          9  The creation of a patchwork of conflicting

         10  requirements can only serve to impede the

         11  notification process. Given that such local

         12  regulation could further be subject to preemption

         13  challenges pursuant to state and federal law, its

         14  passage would seem to be contrary to the interests

         15  of New York City consumers.

         16                 The banking industry has long been

         17  committed to the protection of private information

         18  by self- regulation since customer trust in our

         19  discretion has always been banking's stock- in-

         20  trade.

         21                 I will not go on and tell you what we

         22  have done in terms of privacy guidelines because I

         23  understand that you are in a great deal of- you have

         24  time constraint.  But vis- a- vis, your particular

         25  concerns, those are our feelings.
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          2                 We do support appropriate

          3  notification provisions, just not at the local

          4  level, with respect to banks because banks are so

          5  highly regulated at the federal and state level.

          6                 CHAIRPERSON REED:  Thank you.

          7                 Mr. Dinin.

          8                 MR. DININ:  Hello Mr. Chairman, thank

          9  you for inviting the New York State Banking

         10  Department to comment on the proposed legislation to

         11  help consumers who fall victim to identity theft.

         12            I am John Dinin, Acting Director of the

         13  New York State Banking Department's Criminal

         14  Investigations Bureau.

         15                 CIB's mission is to minimize the

         16  amount of criminal activity at the institutions we

         17  regulate, and to ensure that the Department if

         18  properly involved with investigations and

         19  proceedings pertaining to those institutions.  In

         20  doing this, we conduct investigations into criminal

         21  activity involving State- chartered institutions,

         22  licenced entities and interact with other regulatory

         23  law enforcement and prosecution agencies.  We

         24  monitor compliance with the Bank Secrecy Act and

         25  conduct background check investigations with
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          2  applicants for charters and licenses.              Sometimes

          3  the wrong- doing that we uncover has to do with

          4  identity theft, an invasive and very personal crime

          5  that can inflict lasting damage on the victim.  The

          6  Banking Department is very concerned about the

          7  spread of identity theft and the apparent ease with

          8  which criminals get their hands on others' personal

          9  information.

         10                 As the technological world expands,

         11  there are more and more ways for people to lose out

         12  to identity thieves.  There are phishing expeditions

         13  in which scammers pose as financial institutions in

         14  order to dupe the unwary into surrendering personal

         15  information, computer hackers who gain access to PCs

         16  and sophisticated card skimmers that can cost the

         17  unwary thousands of dollars.

         18                 Identity theft is clearly a growth

         19  industry and the steps the City Council is proposing

         20  are both proactive and promising.  Denying know

         21  identity theft felons access to city licenses and

         22  permits is one way to keep them from pilfering the

         23  pockets of New Yorkers.

         24                 This is a far reaching measure, and

         25  can have a broad impact.  If staffed and enforced,
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          2  this legislation can be a useful tool to help weed

          3  out those "shell" businesses that really only exist

          4  to steal information.

          5                 I could go into some not so

          6  hypothetical details here, but in the interest of

          7  saving time I will forebear.

          8                 This would allow control on the

          9  license/business end, as well as simply prosecuting

         10  the individuals involved.

         11                 The consumer notification procedures

         12  are a good adjunct.  Notification of both consumers,

         13  business owners, law enforcement and the media that

         14  a security breach has occurred is a good practice

         15  that mirrors our own at the Banking Department when

         16  we detect a fraudulent business.

         17                 Measures such as these proposed

         18  today, along with the sort of consumer education

         19  programs that we run at the Banking Department, can

         20  go far in both raising awareness of our own

         21  vulnerability to this crime and in thwarting those

         22  who would take advantage of people's basic trust in

         23  systems and their own personal security.

         24                 On behalf of the Department, thank

         25  you for the opportunity to provide this synopsis.
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          2                 CHAIRPERSON REED:  Thank you very

          3  much for your testimony.

          4                 Again, the issue that had been raised

          5  of concern and I am just trying to be responsive to

          6  what I have been hearing informally was that there

          7  was some concern about the three or four different

          8  ways that we had listed in the legislation about how

          9  people need to be notified.  That does not seem to

         10  be a concern on your part, I know that you are not

         11  happy with the legislation, you do not want us to

         12  have legislation.  You think it is unnecessary.

         13                 MS. KOTKIN:  Well, as it relates to

         14  bank, yes.

         15                 CHAIRPERSON REED:  Yes, but the issue

         16  of listing how it is businesses will have to notify

         17  customers is not of concern.

         18                 MR. DININ:  No, Sir.

         19                 CHAIRPERSON REED:  Thank you both

         20  very much for your testimony.

         21                 The last person that we have, I think

         22  at least, to testify today is Kristine Hamann from

         23  the New York County District Attorney's Office, and

         24  I appreciate your being here.  I know you do not

         25  ordinarily testify about this sort of thing but I
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          2  know the District Attorney himself has made this

          3  identity theft an issue, and if it seems like a lot

          4  of people are moving out, we also have a hearing

          5  across the street that I am a member of the Public

          6  Safety Committee, Sanitation is next door, and if

          7  you did not need that as entertainment, Bishop

          8  Desmond Tutu is now downstairs in the Red Room, so,

          9  I am happy that you stayed with me.

         10                 MS. HAMANN:  You would like me to be

         11  brief?

         12                 CHAIRPERSON REED:  What can I say, I

         13  am happy you have chosen to stay with me.  Perhaps

         14  now that I have told you that, the room will have

         15  the sucking sound but nevertheless.

         16                 Thank you very much, please begin.

         17                 MS. HAMANN:  Thank you Councilman

         18  Reed for inviting us.

         19                 I am Kristine Hamann, I am the

         20  Executive Assistant District Attorney.  I send the

         21  regards of Mr. Morgenthau who happens to be in San

         22  Francisco right at the moment.  I know he is very

         23  interested in this issue, and supports your efforts.

         24                 In order to remain brief, I think you

         25  have heard a lot of testimony already about the
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          2  scope of identity theft.  I will not repeat that for

          3  you, except to say that I think that any counting of

          4  identity theft that is done currently is probably

          5  vastly under- reported.  There are no centralized

          6  locations for reporting identity theft.  Identity

          7  theft is defined in many different ways.  Many

          8  people do not report identity theft, and finally,

          9  many do not even know they are victims of identity

         10  theft. So, as a result I think it is a widely under-

         11  reported crime.

         12                 I did want to note, just sort of our

         13  perspective on it from the District Attorney's

         14  Office, Mr. Morgenthau has said that identity theft

         15  is the new`street crime'.

         16                 I think criminals in this day and age

         17  have learned and are learning rapidly every day that

         18  why should they risk the violence of robberies and

         19  burglaries on the street, when they can commit a

         20  crime from the comfort of their own home?  We are

         21  seeing that more often.

         22                 In fact, I think if one were to ask a

         23  criminal if you had in one hand money, and in the

         24  other hand a credit card, and you asked them which

         25  would you prefer?  In this day and age, they would
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          2  go for the credit card, because it is a gift that

          3  keeps on giving.

          4                 I would like to tell you a little bit

          5  about what we are doing in our office.  We have been

          6  working on this issue for many years in many

          7  different ways.  We have had a state grant since

          8  2002 to work on the issue but recently in 2004, Mr.

          9  Morgenthau has started officially an Identity Theft

         10  Unit.  The two co- chairs are here with me today,

         11  Aaron Karchmer and Antonio Merson (phonetic). They

         12  are training the 66 lawyers in our office who are

         13  going to be working on identity theft cases.  Our

         14  lawyers are learning about the various charges

         15  associated with identity theft.  They are learning

         16  about credit card and check fraud, the creation of

         17  false identification documents, and the use of

         18  stolen identification in obtaining banking and

         19  credit services.  So we have highly trained lawyers.

         20                 I want to just give you a little

         21  sense of what we are just seeing here in Manhattan.

         22                 In five months since November, we

         23  have handled over 1,000 cases.  Of those cases, 775

         24  were felonies.  If you break them down, over 500

         25  were credit cards, 200 check fraud, 200 involved the
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          2  use or possession of counterfeit identification.

          3  That is just five months where we have been focusing

          4  on the issue very intensively.               Our

          5  Identity Theft Unit has  made a number of

          6  presentations to security representatives,

          7  businesses and community groups because we think

          8  everyone has to fight with us together on this.

          9                 We have developed a brochure, so if

         10  nothing else, I hope that everyone in this room

         11  takes a copy of our brochure.  This brochure will

         12  tell you how to avoid being a victim, and if

         13  unfortunately you are a victim, what to do to try

         14  and unravel the effects of identity theft.

         15                 Most recently--.

         16                 CHAIRPERSON REED:  Do you have copies

         17  of that available?

         18                 MS. HAMANN:  We have lots of copies,

         19  they are right over there.

         20                 CHAIRPERSON REED:  Terrific.

         21                 MS. HAMANN:  And we really encourage

         22  you to take a copy.

         23                 CHAIRPERSON REED:  Great, thank you.

         24                 MS. HAMANN:  In March, Mr. Morgenthau

         25  had a identity theft forum at our northern Manhattan
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          2  office up at the State Office Building at 125th

          3  Street.

          4                 CHAIRPERSON REED:  It scared the wits

          5  out of my own staff person who went to the meeting.

          6                 MS. HAMANN:  I know, well we had over

          7  300 people there as she might know from being there,

          8  and it was clear from the questions and the rapt

          9  attention of the people there, that this is

         10  something that hits close to home.

         11                 I thought it was most interesting at

         12  the end of the presentation, we had representatives

         13  from all the precincts, as well as police chiefs.

         14  One of the police chiefs came up and very anxiously

         15  took a brochure from me, to say he wanted to take it

         16  home and show it to his wife.  I think he was trying

         17  to get her to cut up some of her credit cards, but

         18  in any case even he was concerned about identity

         19  theft, and I think it shows that it hits all people,

         20  every part of the City, every economic background.

         21  Identity theft is a very democratic crime.  It does

         22  not hit one group or another.

         23                 Because of what we are seeing, one of

         24  the things that we have learned is that in identity

         25  theft time is money.  So the longer it takes to tell
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          2  a victim about the loss of their identity, the more

          3  time you have given to the thief to do what they

          4  want to do.  If a thief only has a short period of

          5  time, what they are going to do is charge up your

          6  credit card.  If they have longer periods of time,

          7  they will do even more nefarious things.  They will

          8  get new credit cards, they will change the address

          9  of your mail, they will apply for a mortgage or they

         10  will apply for a student loan using your

         11  identification.  That takes time.  Because of that,

         12  is why we are so supportive of your legislation,

         13  because your legislation works to reduce the amount

         14  of time that the thief has your identity without you

         15  knowing it.

         16                 I do not know if you have had

         17  testimony about the Choice Point Breach that took

         18  place across the nation.  I do not know if you have

         19  heard about that.

         20                 CHAIRPERSON REED:  We just mentioned

         21  the statistics.

         22                 MS. HAMANN:  Yes, well I can just

         23  explain a little bit.  Choice Point has personal

         24  information on thousands and thousands of people.

         25  It is used by businesses and government alike to
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          2  evaluate people in terms of do you hire them, do you

          3  give them credit, do you issue them a loan, do you

          4  give them insurance. Identity thieves posed as a

          5  legitimate business and hired Choice Point.  Choice

          6  Point, thinking the were dealing with a legitimate

          7  business, handed over the identity of thousands of

          8  victims.  Our way that we do business, we rely on

          9  companies like Choice Point to help us, but as an

         10  example of how easy it was for the identity theft to

         11  get the ID of thousands of victims.  Had there not

         12  been in effect the legislation similar to what you

         13  are proposing, those victims would never have known

         14  until they could not get a mortgage, suddenly their

         15  mail is being changed.

         16                 So, California does have, as you

         17  probably know, legislation that required Choice

         18  Point to notify its victims. Various representatives

         19  from New York State, including our Attorney General

         20  and others, prevailed upon Choice Point to notify

         21  our residents, of which there were over 9,000 New

         22  York State residents alone who had their identities

         23  breached by this Choice Point scheme.  So it just

         24  gives you a sense of the scheme of things. Because

         25  of all of this, Mr. Morgenthau strongly supports
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          2  your legislation.  We think it is very important for

          3  a number of different reasons.  It would require

          4  companies to give the information as soon as

          5  possible, to get that clock ticking so that we can

          6  take efforts to stop the amount of damage done.  It

          7  will create a structure for making the

          8  notifications, and it will also bring attention to

          9  the issue so, I think people will be more aware.

         10                 We had small suggestions that we

         11  discussed with your Council yesterday, and we are

         12  happy to work with them further, and we wish you the

         13  best of luck, and thank you very much.

         14                 I would also like to thank you for

         15  honoring a member of our office, Maria DellaRosa

         16  (phonetic), who participated in the Identity Theft

         17  Forum.  So, we are very grateful for that as well.

         18                 CHAIRPERSON REED:  Thank you, thank

         19  you very much. It was a pleasure to recognize the

         20  work of Ms. DellaRosa in the uptown community.

         21                 You said that there were

         22  approximately 1,000 cases now going through your

         23  office, just since November.

         24                 MS. HAMANN:  Yes.

         25                 CHAIRPERSON REED:  Which is the tip
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          2  of the iceberg, in the sense that those are the

          3  people that we caught.

          4                 MS. HAMANN:  Yes.

          5                 CHAIRPERSON REED:  At this.

          6                 MS. HAMANN:  Yes.

          7                 CHAIRPERSON REED:  And you listed the

          8  types of cases that there were.  Most of them were

          9  credit card, et cetera, et cetera, but the police

         10  were able to capture these individuals, or I guess

         11  in some cases a group of them.  In a broad sense,

         12  how?

         13                 MS. HAMANN:  In many different ways.

         14  I mean, sometimes the victim discovers it.

         15  Sometimes a pattern emerges, and we do an

         16  investigation and we realize we catch one identity

         17  thief who is related to the forger, who is related

         18  to the pickpocket, all of these are sort of a web of

         19  criminal enterprise. So, there are many different

         20  ways to look at it.  I must say, we are also working

         21  closely with the Police Department that has a Grand

         22  Larceny Initiative.  Grand Larceny is sort of an

         23  umbrella charge to identity theft, but we are

         24  working hand- in- glove with them to make sure that

         25  the grand larcenist that they catch, we look at them
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          2  to see if they might also be in the business of

          3  identity theft.

          4                 So, anyway it comes to us, we also

          5  have a hotline that I should also mention to you.

          6  The number is in the brochure. So sometimes people

          7  will call, and--.

          8                 UNIDENTIFIED SPEAKER:  What is the

          9  number of the hotline?

         10                 MS. HAMANN:  The number of the

         11  hotline --

         12                 CHAIRPERSON REED:  Is this on

         13  Crosswalks?

         14                 MS. HAMANN:  Yes, the number of the

         15  hotline is 212 335- 9600.  It is available 24 hours

         16  a day, seven days a week. Messages can be left on

         17  that hotline in English and in Spanish, and we will

         18  respond quickly with your concerns and do whatever

         19  investigation we can to try and resolve the problem.

         20

         21                 But I really ask you to read this

         22  brochure, it is very helpful.

         23                 CHAIRPERSON REED:  I am going to.

         24                 Last question, and council member is

         25  asking if you have this in other languages?
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          2                 MS. HAMANN:  We have not yet

          3  translated, but we are in the process of translating

          4  it into Spanish because we realize that would be

          5  very important.

          6                 CHAIRPERSON REED:  Have you found

          7  where businesses have come to you or the police

          8  because they feel that the information that they

          9  have has been breached?

         10                 MS. HAMANN:  We do have that

         11  sometimes but it comes in different ways.

         12                 I do not have any specific examples,

         13  maybe I can ask our chiefs but we get it in every

         14  which way.  We work very closely with the credit

         15  card companies, they have entire departments devoted

         16  to this.  We work with the Secret Service.  We work

         17  with the postal inspectors.  So, it comes in many

         18  different ways.  Mail fraud, credit card companies,

         19  we work with hotels.  We had a case where someone

         20  was living at a hotel, using hotel.com and stolen

         21  credit cards, and lived like a king for months and

         22  months until the hotel finally discovered that it

         23  was all stolen credit cards.  And how did he get the

         24  credit cards?  It was very simple.  A friend of his

         25  was working at a high- end store, they had an

                                                            62

          1  COMMITTEE ON CONSUMER AFFAIRS

          2  Internet business, the receipts were lying on the

          3  counter, the guy who worked there was just looking

          4  at the receipts, it was easy pickens', got names and

          5  credit card numbers, would call his friend and the

          6  two of them lived like kings in Manhattan hotels.

          7                 CHAIRPERSON REED:  You frightened us

          8  sufficiently.

          9                 Thank you very much.  My regards to

         10  the District Attorney.

         11                 MS. HAMANN:  Thank you very much for

         12  inviting us.

         13                 CHAIRPERSON REED:  Thank you, as I

         14  think I have noted, we wanted to take some of these

         15  comments into consideration.

         16                 Oh, I know the other question I had.

         17  One of the informal comments that we had had from

         18  your office was in fact the potential that this

         19  legislation may, in fact, be a little lenient in the

         20  sense that we say that you have to have two

         21  convictions for identity theft.

         22                 MS. HAMANN:  Yes, yes.

         23                 CHAIRPERSON REED:  And your office

         24  had suggested that because it is the difficulty in

         25  convicting people we may want to reduce that down to
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          2  one.

          3                 MS. HAMANN:  Yes, and I can give a

          4  couple of reasons.

          5                 First of all, identity theft is only

          6  one of many charges that someone can be convicted of

          7  for identity theft.  For example, if you have credit

          8  card fraud, we could simply be charging you with a

          9  theft in the value of the amount of fraud you use

         10  the credit card.  As opposed to, an identity theft

         11  charge.  So, identity theft charge is only one of

         12  many ways to prosecute someone for identity theft.

         13  That is number one.

         14                 Number two, when someone is charged

         15  with identity theft, more than likely they have had

         16  multiple victims.  When we charge identity theft, it

         17  tends to be a multiple victim crime.  So when you

         18  have one charge of identity theft, you are pretty

         19  much assured you have got many victims already.

         20                 Thirdly, the two year period that you

         21  had is relatively short.  It often takes at least a

         22  year to prosecute and investigate a case, then the

         23  person might have some prison time if they have

         24  committed a serious crime.  So the two year period

         25  would not capture the repeat offender, and we

                                                            64

          1  COMMITTEE ON CONSUMER AFFAIRS

          2  suggested that you might want to just have one

          3  charge and maybe even look at other types of

          4  charges, like grand larceny's or forgeries or things

          5  like that that someone could also reveal that

          6  someone is an identity thief.

          7                 CHAIRPERSON REED:  I know that my

          8  Council is going to speak with you about broadening

          9  that, and limiting that.  I think that was in that

         10  discussion I had this morning- I thought to myself

         11  well, if we are trying to make this have some teeth,

         12  and you have expressed the difficulty as you have,

         13  that we should revisit that, so again, thank you

         14  very much.

         15                 MS. HAMANN:  Yes, thank you very

         16  much.

         17                 CHAIRPERSON REED:  The Committee is

         18  going to reexamine some of the language that is in

         19  here, as I think that I had mentioned before, some

         20  of the comments from the earlier people that had

         21  testified, and I appreciate everyone coming today.

         22  This is a matter of interest to all New Yorkers, and

         23  certainly to the Chair.

         24                 The Council wants to act on this, we

         25  want to also act responsibly.  We do not want to be
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          2  seen as restricting or limiting or making business

          3  difficult for the stores and the businesses that

          4  operate here in the City of New York.             Nevertheless

          5  , we do have a responsibility to the constituents,

          6  and so, we are going to be framing this and coming

          7  up with what I hope is the final version of

          8  legislation so that at the next hearing that we have

          9  of the council, we are able to vote on it.

         10                 So with that, seeing no one else to

         11  testify, I appreciate your coming today.  We are

         12  adjourned.

         13                 Thank you very much.

         14                 (Hearing adjourned 11:30 a.m.)
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