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I. Introduction 
On March 2, 2026, the Committee on Technology, chaired by Council Member Carmen De La Rosa, will conduct an oversight hearing on Facial Recognition Technology and the Collection of Biometric Data. The Committee will also hear Proposed Int. No. 213-A, sponsored by Council Member Shahana Hanif, in relation to prohibiting places or providers of public accommodation from using biometric recognition technology and protecting any biometric identifier information collected; and Int. No. 428, sponsored by Council Member Pierina Sanchez, in relation to limiting the use of facial recognition technology in residential buildings. Those invited to testify include representatives from the Office of Technology and Innovation (“OTI”), the Department of Housing Preservation and Development (“HPD”), the Department of Consumer and Worker Protection (“DCWP”), industry representatives and experts, technology research and advocacy groups, legal organizations, civil rights organizations, community-based nonprofit organizations, and other interested members of the public. 
II. Background
Biometric identification technology is rapidly changing, and has expanded from only being capable of identifying basic physical attributes to now identifying items like fingerprint scans, iris scans, retinal scans, voice recognition, DNA tests, and facial geometry.[footnoteRef:2] Additionally, new biometric identification methods are regularly being developed, such as brain signal identification, heart pattern recognition, ear shape recognition, brain waves, and finger vein pattern recognition.[footnoteRef:3]  [2:  Center for Global Development, Biometrics FAQs, CENTER FOR GLOBAL DEVELOPMENT, https://www.cgdev.org/page/biometrics-faqs, last accessed February 27, 2026. ]  [3:  See Hernandez-de-Menendez, M., Biometric applications in education. International Journal on Interactive Design and Manufacturing, IJIDeM, 15(2-3), 365–380, https://doi.org/10.1007/s12008-021-00760-6.  ] 

Biometric recognition technology generally works by matching the biometric data gathered by a biometric identification system with a database that contains both biometric information and personally identifiable information, so as to find a person’s identity. The most widely adopted example of a tool that uses biometric identification and biometric recognition is facial recognition technology (“FRT”), which uses an individual’s physiological information, like their facial structure, eye color, size and shape, in order to track or identify them. [footnoteRef:4] Generally, as described by the U.S. Government Accountability Office, FRT “uses a photo or still [frame] from a video feed of a person—often called a probe or live photo—and converts it into a template, or a mathematical representation of the photo. A matching algorithm can then compare the template to one from another photo and calculate their similarity.” [footnoteRef:5]  [4:  Angelica Carrero, Biometrics and Federal Databases: Could You Be in It?, 51 J. MARSHALL L. REV. 589, pp. 589–92 (2018).]  [5:  U.S. Gov't Accountability Office, GAO-21-526, Facial Recognition Technology: Current and Planned Uses by Federal Agencies, U.S. GOV’T ACCOUNTABILITY OFFICE, pp.3-4 (2021) https://www.gao.gov/assets/gao-21-526.pdf. ] 

“Facial recognition searches or comparisons generally fall into two categories: verification and identification. Verification (or one-to-one searches) compares a stored photo of an individual to another photo purportedly of the same individual to determine whether they are the same person. For example, this type of comparison can help verify the identity of an individual attempting to unlock a smartphone. Identification (or one-to-many searches) compares a photo from a single individual against a gallery of stored photos from a number of individuals to determine if there is a potential match. For example, this type of comparison can be used to identify investigative leads for an unknown individual in a crime scene photo.”[footnoteRef:6]  [6:  U.S. Gov't Accountability Office, GAO-21-526, Facial Recognition Technology: Current and Planned Uses by Federal Agencies, U.S. GOV’T ACCOUNTABILITY OFFICE, pp.4 (2021) https://www.gao.gov/assets/gao-21-526.pdf. ] 

Biometric identification technology is used by various businesses and industries for different purposes, including theft prevention in the retail industry, keyless and cashless resort experiences in the real estate and hospitality industries, ticketless entry to event venues in the amusement and entertainment industries, fraud detection in the banking and healthcare industries, and many other industries looking to enhance the customer experience. Facial detection or recognition technology is also used by online apps such as Instagram, Facebook, and Shutterfly.[footnoteRef:7] [7:  Loraina Trujillo, In the Absence of a Uniform Biometric Law: A Proposal Comparing Current Biometric Laws, Issues, and Future Solutions, 46 S. ILL. U. L.J. 161, 165 (2021).  ] 

a. Biometric Identification Technology in Places of Public Accommodation 
Biometric identification technology is also used by many brick-and-mortar stores, and other places of public accommodation located in New York City (“City” or “NYC”). Large retail chains like Home Depot,[footnoteRef:8]  Macy’s,[footnoteRef:9] Whole Foods,[footnoteRef:10] Apple,[footnoteRef:11] Fairway Market,[footnoteRef:12] and Wegman[footnoteRef:13] have been reported to use it for security purposes, particularly “to reduce shoplifting” in stores across the City.[footnoteRef:14] Further, MSG Entertainment disclosed its use of facial recognition technology in its venues, such as Madison Square Garden and Radio City Music Hall, for the purpose of identifying individuals and reportedly then denying certain persons entry based on their employer.[footnoteRef:15] Reports indicate that this technology has been used to deny entry to certain persons, including lawyers involved in active litigation against the owner or his properties, as well as individuals who have been critical of his ownership of  sports teams.[footnoteRef:16] [8:  William Raven, For Security’s Sake: Limiting the Regulation of Biometric Data to Commercial Activity, JOURNAL OF HIGH TECHNOLOGY LAW AT SUFFOLK UNIVERSITY LAW SCHOOL (Nov 23 2019), https://sites.suffolk.edu/jhtl/2019/11/23/for-securitys-sake-limiting-the-regulation-of-biometric-data-to-commercial-activity/. ]  [9:  Kashmir Hill, Which Stores Are Scanning Your Face? No One Knows, THE NEW YORK TIMES (Mar 10, 2023) https://www.nytimes.com/2023/03/10/technology/facial-recognition-stores.html. ]  [10:  Christopher Mason, Richard Tilghman IV, Katherine Letcher, New York City Biometric Law – Are you in compliance?, NIXON PEABODY INTERNATIONAL LLC (Mar 23, 2023) https://www.nixonpeabody.com/insights/alerts/2023/03/23/new-york-city-biometric-law---are-you-in-compliance (citing McCall v. Amazon.com Servs. LLC).]  [11:  FRT was used in Apple’s Boston store (https://nypost.com/2019/04/22/apples-facial-recognition-software-led-to-false-arrest-suit/); Apple was sued in 2021 for allegedly misidentifying an NYC resident with faulty facial recognition technology (https://www.theregister.com/2021/05/29/apple_sis_lawsuit/; Bah v. Apple, cv-10897-RGS, Complaint). ]  [12:  Kashmir Hill, Which Stores Are Scanning Your Face? No One Knows, THE NEW YORK TIMES (Mar 10, 2023) https://www.nytimes.com/2023/03/10/technology/facial-recognition-stores.html. ]  [13:  Nathaniel Meyersohn, Wegmans is scanning your face at some stores. It’s not the only company, CNN (Jan 16, 2026) https://www.cnn.com/2026/01/12/business/wegmans-facial-recognition-technology. ]  [14:  Ryan Mcneill, Rite Aid deployed facial recognition system in hundreds of U.S. stores, REUTERS (Jul 28, 2020) https://www.reuters.com/investigates/special-report/usa-riteaid-software/. ]  [15:  Manuela López Restrepo, She was Denied Entry to a Rockettes Show — Then the Facial Recognition Debate Ignited, NPR (Jan 21, 2023) https://www.npr.org/2023/01/21/1150289272/facial-recognition-technology-madison-square-garden-law-new-york.]  [16:  NYC Lawmakers Introduce Bill to Ban Businesses From Using Facial Recognition Tech, NEW YORK POST (Apr. 12, 2023) https://nypost.com/2023/04/12/nyc-lawmakers-introduce-bill-to-ban-businesses-from-using-facial-recognition-tech/. ] 

b. The use of Biometric Identification Technologies in Commercial and Residential Buildings
Property owners may use biometric identification systems to boost the security of their commercial and residential buildings, such as for ensuring that only authorized individuals, such as a leased tenant or official employee, can enter a building. Commercial buildings may use fingerprinting, iris scanning, or facial recognition technologies to authenticate and record entry of individuals, while also establishing security clearances so that only certain employees can access specific areas within the building.[footnoteRef:17] For instance, in 2022, Goldman Sachs introduced an opt-in fingerprint scanning program in lieu of ID cards for entry by employees in its NYC offices, though the system purportedly converts the scans into alphanumeric representation so as to not store in raw form any biometric or personal information.[footnoteRef:18] Biometric identification technology also saw a rise in popularity in part due to the COVID-19 pandemic, as commercial property owners in NYC rolled out biometric identification deployments, like facial recognition, to allow for touchless entry that was both secure and convenient.[footnoteRef:19] Vornado Realty Trust is one such property owner, deploying facial recognition technology in 11 of its buildings, with stated plans to roll out the technology across its entire portfolio of 35 buildings in Manhattan.[footnoteRef:20] The use of facial recognition technology in real estate is not limited to commercial buildings. Many residential buildings utilize this technology that offers a possible solution to multiple security challenges.[footnoteRef:21]  [17:  ASSA ABLOY Future Lab, Iris Recognition Systems For Access Control And Identity Management Gain Popularity, SECURITYINFORMED.COM, https://www.securityinformed.com/insights/co-3108-ga.5073.html; Reed Alexander, Goldman Sachs is installing fancy new biometric fingerprint scanners in the lobby of its NYC headquarters, setting off privacy alarm bells, BUSINESS INSIDER (May 20, 2022), https://www.businessinsider.com/goldman-is-installing-new-biometric-fingerprint-scanners-in-nyc-office-2022-5. ]  [18:  Id. ]  [19:  Daniel Geiger, Facial-recognition Scans are a Big Part of How Some Office Buildings are Planning to Reopen. Top Office Landlord Vornado Maps out where it's Installing the Tech, BUSINESS INSIDER (Aug 15, 2020), https://www.businessinsider.com/vornado-landlord-using-facial-recognition-buildings-nyc-office-portfolio-biometrics-2020-8. ]  [20:  Id. ]  [21:  See Desi Williams, What Is Facial Recognition Access Control? Complete Guide, REVISTA (Nov 18, 2025) https://www.revistarealestate.com/blog/what-is-facial-recognition-access-control-complete-guide/. ] 

However, these deployments of biometric identification systems have also been used for purposes beyond simple security or other purposes described above, particularly in residential buildings. Some companies focused on property technology, or “proptech,” which includes technologies and algorithms to help acquire and manage properties, and the use of biometric identification technologies to assist in tracking and surveilling tenants, with some companies explicitly stating the goal of these systems is to help expedite evictions by identifying and recording lease-breaking behavior.[footnoteRef:22]  [22:  Nick Keppler, Meet The Spy Tech Companies Helping Landlords Evict People, VICE: MOTHERBOARD (Jan 4, 2023) https://www.vice.com/en/article/xgy9k3/meet-the-spy-tech-companies-helping-landlords-evict-people. ] 

A 2022 report by the Anti-Eviction Mapping Project found that thousands of residential buildings in NYC presently utilize virtual doormen, facial recognition, and keyless technologies, including products from companies who advertise their products’ ability to help expedite evictions.[footnoteRef:23] [23:  Erin McElroy, Paula Garcia-Salazar, Manon Vergerio, Landlord Technologies of Gentrification: Facial Recognition and Building Access Technologies in New York City Homes, ANTI-EVICTION MAPPING PROJECT (2022) https://unequalcities.org/2022/10/12/landlord-technologies/. ] 

The implementation of biometric identification in NYC’s residential buildings has had varying results and reactions. In 2019, rent-stabilized tenants at affordable housing complex Atlantic Plaza Towers in Brooklyn successfully filed a complaint with New York State’s Division of Housing and Community Renewal (“DHCR”) to stop their property owner, Nelson Management Group, from installing a facial recognition entry system, with the owner eventually deciding to not go through with the system’s installation.[footnoteRef:24]  [24:  Elizabeth Kim, Brooklyn Landlord Does an About Face on Facial Recognition Plan, GOTHAMIST (Nov 21, 2019) https://gothamist.com/news/brooklyn-landlord-does-about-face-facial-recognition-plan. ] 

Knickerbocker Village, another affordable housing complex in Manhattan, had their facial recognition system highlighted in the news in 2019 when tenants expressed to Gothamist how often the system, first installed in 2013, suffered from errors and glitches, preventing tenants from entering the premises.[footnoteRef:25] The use of Biometric Identification Technologies by New York City Agencies [25:  Elizabeth Kim, 'We're Like Guinea Pigs': How An Affordable Lower East Side Complex Got Facial Recognition, GOTHAMIST (Sep 18, 2019) https://gothamist.com/news/were-guinea-pigs-how-affordable-lower-east-side-complex-got-facial-recognition. ] 

According to the recent Local Law 35 report, requiring City agencies to annually report on their use of algorithmic tools, including descriptions of the tool's use and purpose, datasets used, and vendor involvement, the New York City Police Department (“NYPD”) uses facial recognition technology provided by a vendor DataWorks and the Department of Investigation (“DOI”) uses facial recognition technology, however, DOI does not disclose the identity of its vendor.[footnoteRef:26]  [26:  Agency Compliance Reporting of Algorithmic Tools, OTI, Calendar year 2024,  https://www.nyc.gov/assets/oti/downloads/pdf/reports/2024-algorithmic-tools-report.pdf. ] 

Further, in People v. Zuhdi, litigation initiated by the Legal Aid Society revealed that the Fire Department of the City of New York (“FDNY”) marshal “used FDNY-owned facial recognition software to identify the suspect, … used his official email account to directly email an NYPD detective.”[footnoteRef:27] The court filings indicated that the FDNY assisted the New York City Police Department (“NYPD”) in connection with the use of this facial recognition technology, including by facilitating searches and accessing the Department of Motor Vehicles databases. [27:  People v. Zuhdi, 2025 NY Slip Op 51047(U) (Sup. Ct. N.Y. Cnty. 2025).] 


III. Regulation of Biometric Identification Technology
a. Regulation of Biometric Identification Technology in New York City 
The New York City Council has addressed the use of facial recognition and biometric technologies over several years through multiple committee hearings. On October 7, 2019, the Committee on Technology, jointly with the Committee on Housing and Buildings and the Committee on Consumer Affairs and Business Licensing, held a hearing entitled Facial Recognition Technology and Biometric Data Collection in Businesses and Residences.[footnoteRef:28] This hearing addressed the growing use of facial recognition systems in both commercial establishments and residential buildings across the City. [28:  Oversight - Facial Recognition Technology and Biometric Data Collection in Businesses and in Residences, NEW YORK CITY COUNCIL, October 7, 20219, https://legistar.council.nyc.gov/MeetingDetail.aspx?ID=721969&GUID=055CC660-718B-46EC-875B-5DD8AF7548F3&Options=info|&Search=. ] 

On February 24, 2023, the Committee on Consumer and Worker Protection conducted a hearing on The Use of Facial Recognition Technology in New York City Businesses. The hearing focused on biometric surveillance technologies used by private businesses and related consumer protection concerns.
On May 3, 2023, the Committee on Technology, jointly with the Committee on Civil and Human Rights, held a hearing entitled The Use of Biometric Identification Systems in New York City. The hearing included prior session versions of the legislation being heard at this hearing.
On June 10, 2024, the Committee on Technology held a hearing on Cybersecurity in New York City.[footnoteRef:29] During that hearing, the Committee again considered prior session versions of the legislation being heard at this hearing. [29:  Committee on Technology, Cybersecurity in New York City, June 10, 2024, https://legistar.council.nyc.gov/MeetingDetail.aspx?ID=1196789&GUID=CD983EF9-FB80-4B39-BC55-2570DC7B9BAD&Options=info|&Search=. ] 

Moreover, the Council passed two local laws, Local Law 3 of 2021 and Local Law 63 of 2021, that address issues related to biometric identification systems. Local Law 3 of 2021, also known as the Biometric Identifier Information Law, requires businesses to notify customers of the use of biometric identifier technology and prohibits the sale of biometric identifier information gathered through any such system. The law is codified in Chapter 12 of Title 22 of the New York City Administrative Code,[footnoteRef:30] and requires commercial establishments, including retail stores selling goods to consumers that collect, retain, convert, store, or share biometric identifier information about consumers, to disclose that they do so by placing a clear and conspicuous sign at each customer entrance.[footnoteRef:31] Local Law 63 of 2021, otherwise known as the Tenant Data Privacy Act, requires buildings with “smart access systems,” or any systems using digital technology to grant entry, to collect data in connection with such system only if the building resident provides express consent to use the building’s smart access system.[footnoteRef:32] The Tenant Data Privacy Act also specifies that the data collected may not be sold or otherwise exchanged to another person, and that any collected authentication data must be destroyed no later than 90 days after the data’s collection or generation.[footnoteRef:33] [30:  See N.Y.C. Admin. Code §§ 22-1201 - 1205.]  [31:  N.Y.C. Admin. Code § 22-1202.]  [32:  See N.Y.C. Admin. Code §§ 26-3001 – 3007.]  [33:  See N.Y.C. Admin. Code §§ 26-3001 – 3007.] 

b. Regulation of Biometric Technologies in Other Jurisdictions
At the state level, in 2020, New York enacted a law that temporarily banned the use of biometric identifying technology in public and nonpublic elementary and secondary schools.[footnoteRef:34] In 2023, the New York State Commissioner of Education issued a determination prohibiting the use of facial recognition technology in public, private and charter schools, but permitting the use of other types of biometric technology in schools, provided schools consider the privacy implications thereof, any impact on civil rights, the effectiveness of the biometric tool, and parental input. New York State also criminalizes the possession of unique biometric data, such as a fingerprint, voice print, and retinal image, if such information is intended to be used in furtherance of the commission of a crime.[footnoteRef:35] [34:  See N.Y.S. Tech. Law § 106-b.]  [35:  See N.Y. P.L. § 190.81.] 

Although there is no federal law in the United States that directly regulates facial recognition technology or the sharing of biometric data, some states, including but not limited to Illinois[footnoteRef:36], Texas,[footnoteRef:37] California,[footnoteRef:38] and Washington,[footnoteRef:39] have taken steps to regulate the use of these technologies.  [36:  Illinois Biometric Information Privacy Act, 740 Ill. Comp. Stat. 14/1–14/99 (2008) (requires a private entity that collects biometric identifier information first to provide a written disclosure and obtain a release from any individuals whose biometric information is being collected. The law also prohibits the sale of biometric information and includes a private right of action).]  [37:  Tex. Bus. & Com. Code Ann. §§ 503.001–.003 (West 2009) (prohibits commercial collection of biometric identifiers without notice and consent; restricts sale, disclosure; requires reasonable care in storage and timely destruction).]  [38:  Cal. Civ. Code § 1798.100 et seq. (California Consumer Privacy Act; broadly defines personal information to include biometric data such as behavioral characteristics; grants rights to know, delete, and opt out of sale; private right of action limited to certain data breaches).]  [39:  Wash. Rev. Code §§ 19.375.010 et seq. (restricts enrollment of biometric identifiers in a database for commercial purposes without notice and consent and requires safeguards; defines biometric identifiers as automatically measured biological characteristics).] 

IV. Using Biometrics: Pitfalls and Challenges
a. Biometric Technology Accuracy: Error Rates and Bias
Facial recognition technology is used widely by different individuals, groups, and organizations. In 2018, the Gender Shades Project[footnoteRef:40] published an audit of the accuracy of major facial recognition algorithms. Across the companies studied, the highest rate of inaccuracy was within the “darker female” category while the highest rate of accuracy was within the category “lighter male.” Error rates between these two categories were divergent, with inaccuracy rates of up to 34 percent for darker-skinned women but only 0.8 percent for lighter-skinned men.[footnoteRef:41] [40:  Joy Buolamwini, Timnit Gebru, Gender Shades: Intersectional Accuracy Disparities in Commercial Gender Classification, THE GENDER SHADES PROJECT (2018), http://proceedings.mlr.press/v81/buolamwini18a/buolamwini18a.pdf.]  [41:  Id.] 

	After the release of the Gender Shades Project’s audit, several companies made changes to their algorithms in an attempt to increase accuracy equitability.[footnoteRef:42] The Gender Shades Project conducted a re-audit and found that there was a decrease in error rates in identifying darker females specifically.[footnoteRef:43]  [42:  Alex Najibi, Racial Discrimination in Face Recognition Technology, SCIENCE IN THE NEWS, HARVARD UNIVERSITY (Oct 24, 2020) https://sitn.hms.harvard.edu/flash/2020/racial-discrimination-in-face-recognition-technology/.]  [43:  Id.] 

The American Civil Liberties Union (“ACLU”) conducted their own test of FRT, using Amazon’s tool, “Rekognition” to identify members of Congress.[footnoteRef:44] Twenty-eight members of Congress were misidentified as people with a criminal record based off matches found in a database of mugshots.[footnoteRef:45] The false matches were disproportionately amongst members of color.[footnoteRef:46] [44:  Jacob Snow, Amazon’s Face Recognition Falsely Matched 28 Members of Congress With Mugshots, AMERICAN CIVIL LIBERTIES UNION (Jul 26, 2018), https://www.aclu.org/news/privacy-technology/amazons-face-recognition-falsely-matched-28.]  [45:  Id.]  [46:  Id.] 

The National Institute of Standards and Technology (“NIST”) has also tested biometric technology effectiveness and accuracy. In 2022, the NIST reported that while FRT has seen significant gains in accuracy in the last few years, significantly higher misidentification rates remain for Native Americans, Asians, and African Americans.[footnoteRef:47] It also noted increased failures at identifying women, seniors, and children, noting that “[m]iddle-aged white men generally benefited from the highest accuracy rates,” and that facial recognition software's reliability in identifying individuals' gender is lower when their skin tone is darker.[footnoteRef:48]  [47:  Laura C. Powell, The Good, the Bad, and the Ugly: Black Lives Matter Protests, the January 6th Insurrection, and Facial Recognition Technology As Admissible Evidence, 72 AM. U. L. REV. 277, 292–93 (2022); RFI Response: Biometric Technologies, 86 FR 56300 by Attorneys General of the District of Columbia and the states of Illinois, Maryland, Michigan, Minnesota, New York, North Carolina, Oregon, Vermont, and Washington, January 14, 2022 (citing Drew Harwell, Federal study confirms racial bias of many facial-recognition systems, casts doubt on their expanding use, THE WASHINGTON POST (Dec 19, 2019), www.washingtonpost.com/technology/2019/12/19/federal-study-confirms-racial-bias-many-facial-recognition-systems-casts-doubt-their-expanding-use/). ]  [48:  Drew Harwell, Federal Study Confirms Racial Bias of Many Facial-Recognition Systems, Casts Doubt On Their Expanding use, THE WASHINGTON POST (Dec 19, 2019), www.washingtonpost.com/technology/2019/12/19/federal-study-confirms-racial-bias-many-facial-recognition-systems-casts-doubt-their-expanding-use/.] 

A recent report from NIST, based on facial recognition tests using high‑quality mugshot images, notes that “with good quality portrait photos, the most accurate algorithms will find matching entries, when present, in galleries containing 12 million individuals, with rank‑one miss rates approaching 0.1%. The remaining errors are in large part attributable to long‑run ageing, facial injury and poor image quality.”[footnoteRef:49] However, this result is subject to important caveats. NIST emphasizes that these low error rates are achieved using “mostly excellent cooperative live‑capture mugshot images” taken in controlled environments, and that performance “in other circumstances… will lead to declines in accuracy,”[footnoteRef:50] with error rates “often in excess of 20%”[footnoteRef:51] for poorer quality or unconstrained images such as side views, webcam images, or ATM‑style kiosk photos. NIST further reports that ageing over time significantly increases false negatives and that low false positive identification rates are “inaccessible” for these face recognition algorithms in large‑scale “lights‑out” applications, in contrast to fingerprint systems.[footnoteRef:52] [49:  NIST, Face Recognition Technology Evaluation (FRTE) Part 2: Identification, NISTIR 8271 DRAFT SUPPLEMENT, February 2026, p.11. https://pages.nist.gov/frvt/reports/1N/frvt_1N_report.pdf. ]  [50:  Id.  ]  [51:  Id.]  [52:  See id. ] 

Moreover, biometric identification systems may show an inability to identify individuals with disabilities accurately. [footnoteRef:53] For example, individuals with physical disabilities such as missing limbs or facial differences may not have the same biometric features as non-disabled individuals.[footnoteRef:54]  [53:  Elizabeth M. Renieris, Yong Suk Lee, RFI Response: Biometric Technologies, OFFICE OF SCIENCE AND TECHNOLOGY POLICY (Jan 4 2022) pp. 849 https://www.ai.gov/rfi/2022/86-FR-56300/Biometric-RFI-2022-combined.pdf.]  [54:  Id.] 

b. Legal Cases Involving Civil Rights Violations from Biometric Identification Tech
In multiple jurisdictions, there have been a number of legal actions brought forth by individuals who claimed to have suffered physical harm, violations of civil rights, or discrimination as a result of the use of biometric identification systems.
In Bah v. Apple,[footnoteRef:55] Defendants[footnoteRef:56] Apple Inc. and Security Industry Specialists, Inc. were claimed to have negligently relied on the facial recognition software called FACE ID which had misidentified the plaintiff as the suspect for a larceny, among other offenses, committed in a Manhattan Apple store. The defendants were also claimed to have taken no action to correct their error and continuously implicated Bah for erroneous charges, which negatively affected his educational pursuits and reputation. Plaintiff alleged defamation, malicious prosecution, deprivation of civil rights under 42 USC § 1983, and wrongful arrest and detainment.[footnoteRef:57] The case was settled.  [55:  Bah v. Apple Inc., 2021 WL 1550530 (S.D.N.Y.).]  [56:  Apple Inc., Security Industry Specialists, Inc., John Woodruff, Individually and as An employee of Security Industry Specialists, Inc., Detective John Reinhold, in his individual capacity as a detective for the New York Police Department, Detective Pagan, Shield No. 1731, in his individual capacity as a detective for the New York Police Department, Detective White, Shield No. 5993, in his individual capacity as a detective for the New York Police Department, Detective Granata, Shield No. 195, in his individual capacity as a detective for the New York Police Department, Detective Pattelli, Shield No. 512, in his individual capacity as a detective for the New York Police Department, and City of New York, by and through the New York Police Department, 2021 WL 1550530 (S.D.N.Y.).]  [57:  Bah v. Apple Inc., 2021 WL 1550530 (S.D.N.Y.).] 

In Williams v. City of Detroit[footnoteRef:58], the plaintiff, a Black man, was wrongfully arrested due to a false facial recognition match made by the Detroit Police Department. The Detroit police department, using technology provided by DataWorks Plus, ran a facial recognition search and received a match.[footnoteRef:59] Specifically, two low-quality pictures were matched to the plaintiff’s driver’s license picture. The ACLU filed a complaint against the city of Detroit for violating the plaintiff's Fourth Amendment rights, as well as his rights to equal protection under the law.[footnoteRef:60] In 2024, the case was settled with provisions in the settlement prohibiting police from making arrests or conducting lineups based solely on facial recognition results.[footnoteRef:61] The settlement also required officer training on facial recognition technology and mandated an audit of all cases since 2017 in which the technology was used to obtain an arrest warrant.[footnoteRef:62] [58:  Williams v. City of Detroit, 2:21-cv-10827-LJM-DRG. ]  [59:  See Kashmir Hill, Wrongfully Accused by an Algorithm, THE NEW YORK TIMES (Aug 3, 2020), https://www.nytimes.com/2020/06/24/technology/facial-recognition-arrest.html.  ]  [60:  See Phil Mayor, ACLU of Michigan Complaint re Use of Facial Recognition, AMERICAN CIVIL LIBERTIES UNION MICHIGAN (Jun 24, 2020) https://www.aclu.org/letter/aclu-michigan-complaint-re-use-facial-recognition.  ]  [61:  Stipulated Order of Voluntary Dismissal With Prejudice, Williams v. City of Detroit, 2:21-cv-10827-LJM-DRG, https://www.aclumich.org/app/uploads/2024/06/robert-williams-settlement-order-and-agreement_.pdf. ]  [62:  Civil Rights Advocates Achieve the Nation’s Strongest Police Department Policy on Facial Recognition Technology, ACLU, June 26, 2024, https://www.aclu.org/press-releases/civil-rights-advocates-achieve-the-nations-strongest-police-department-policy-on-facial-recognition-technology. ] 

In November 2020, a male Georgia resident was wrongfully arrested and accused of the thefts of two Chanel purses and a brown Louis Vuitton bag, collectively worth almost $13,000, from Second Act, a consignment store on the outskirts of New Orleans. FRT by Clearview AI was used to analyze the man's face from the store's security cameras, which identified him as a possible suspect.[footnoteRef:63] Later, “police [withdrew] the warrant because they had noticed a mole on [the man’s] face that the alleged purse thief did not have.”[footnoteRef:64] The man spent thousands of dollars on legal fees and six days in jail before clearing his name. [footnoteRef:65]  [63:  Kashmir Hill, Ryan Mac, ‘Thousands of Dollars for Something I Didn’t Do’, THE NEW YORK TIMES (Mar 31, 2023) https://www.nytimes.com/2023/03/31/technology/facial-recognition-false-arrests.html. ]  [64:  Id.]  [65:  Id.] 

In Gatlin v. Wel, Chris Gatlin was jailed for 17 months after a facial-recognition program identified him as a suspect based on a grainy image from a St. Louis MetroLink assault. He was later released when prosecutors determined there was no actual evidence linking him to the crime.[footnoteRef:66] [66:  See Chris Hayes, Man Jailed Over Police AI Program, Then Freed 17 Months After Victim Raised Doubts, YAHOO, Feb. 2025, https://www.yahoo.com/news/man-jailed-over-police-ai-202729710.html?utm_source=chatgpt.com&guccounter=1; Gatlin v. Welle, Case No. 4:25-CV-43-ACL. ] 

Harvey Eugene Murphy Jr., a 61-year-old man, was wrongfully arrested based on a facial recognition identification tied to a 2022 armed robbery. An employee of Sunglass Hut used facial recognition software on low-quality surveillance footage, leading police to believe Murphy was the suspect, even though he was living in California at the time. [footnoteRef:67] Murphy was arrested when he returned to Texas and went to renew his driver’s license. He was held in jail for about 10 days until his alibi was confirmed and charges were dropped.[footnoteRef:68] During his detention, he alleges he was beaten and sexually assaulted in jail, suffering permanent injuries.[footnoteRef:69] [67:  See Facial Recognition Used After Sunglass Hut Robbery Led to Man’s Wrongful Jailing, Says Suit, THE GUARDIAN, Jan 22, 2024, https://www.theguardian.com/technology/2024/jan/22/sunglass-hut-facial-recognition-wrongful-arrest-lawsuit. ]  [68:  Id.]  [69:  Id.] 

In April 2025, Trevis Williams, a Brooklyn father, was wrongfully arrested by the NYPD after their facial recognition technology misidentified him as a suspect in an indecent exposure case in Manhattan.[footnoteRef:70] Williams was jailed for over two days before the case was dismissed. According to Williams, his arrest also resulted in a frozen hiring process for a position as a correctional officer.[footnoteRef:71] [70:  Zack, Linly, NYPD Falsely Arrests Black Man Based on Faulty Facial Recognition Technology, Activist Groups Want Investigation, NEWSONE, August 28, 2025,  https://newsone.com/6417845/trevis-williams-nypd-falsely-arrests-black-man-based-on-faulty-facial-recognition-ai/.]  [71:  Black Man Wrongfully Jailed After NYPD Facial Recognition Error, BINNEWS, August 29, 2025, https://www.binnews.com/content/2025-08-29-black-man-wrongfully-jailed-after-nypd-facial-recognition-error/. ] 

All of these incidents highlight the risks of the inaccuracy of FRT.
c. Data Breaches and Cybersecurity 
Because biometric information is based on a unique physiological characteristic, it is naturally stable and hard to artificially alter.[footnoteRef:72] Unlike a password, this information cannot be changed, so when individuals access biometric data — like fingerprints, retina, facial, or voice patterns — they gain information that can be linked to an identity forever, potentially causing irreversible damage.[footnoteRef:73] [72:  See, e.g., Arielle Pardes, Facial Recognition Tech Is Ready for Its Post-Phone Future, WIRED (Sep 10, 2018) https://www.wired.com/story/future-of-facial-recognition-technology/. ]  [73:  VpnMentor Research Team, Report: Data Breach in Biometric Security Platform Affecting Millions of Users, VPNMENTOR (Aug 14, 2019), https://www.vpnmentor.com/blog/report-biostar2-leak/#Data-Breach-Impact; Craig Gibson, Vladimir Kropotov et. al, Leaked Today, Exploited for Life, TREND MICRO (2022), https://documents.trendmicro.com/assets/white_papers/wp-leaked-today-exploited-for-life.pdf. ] 

As previously mentioned, the collection of biometric data results in a proliferation of databases storing that data, which may be sold, shared, or used in ways that people do not necessarily understand or consent to. These databases have the potential to be exposed to security failures stemming from information leaks by careless or corrupt employees, hackers, or even foreign intelligence agency break-ins.[footnoteRef:74] The expanding collection of data has consequently seen an increasing number of data breaches, and large biometric databases have already been hacked.[footnoteRef:75]  [74:  Sharon Nakar, Dov Greenbaum, Now You See Me. Now You Still Do: Facial Recognition Technology and the Growing Lack of Privacy, 23 B.U. J. SCI. & TECH. L. 88, 109 (2017).]  [75:  See, e.g., Anish Malhotra, The World's Largest Biometric ID System Keeps Getting Hacked: The Personal Data of Many Indians Is For Sale on WhatsApp For Less Than $10, VICE: MOTHERBOARD (Jan 8, 2018) https://motherboard.vice.com/en_us/article/43q4jp/aadhaar-hack-insecure-biometric-id-system; see also US Government Hack Stole Fingerprints of 5.6 Million Federal Employees, THE GUARDIAN (Sep 23, 2015), https://www.theguardian.com/technology/2015/sep/23/us-government-hack-stole-fingerprints. ] 

One of the earliest known hacks was a database breach of the U.S. Office of Personnel Management in 2015.[footnoteRef:76] The Office of Personnel Management breach resulted in the loss of millions of current and former federal employees' biometric records, including fingerprint data, and was attributed to state-sponsored hackers from China.[footnoteRef:77] [76:  Id.]  [77:  Id.] 

In 2019, the information of over 1 million people, including fingerprints, facial recognition information, unencrypted usernames and passwords, and employees’ personal information, was discovered on a publicly accessible database owned by the company Suprema, whose customers included the British Metropolitan Police Service, defense contractors, and banks.[footnoteRef:78]  [78:  Josh Taylor, Major Breach Found in Biometrics System Used by Banks, UK Police and Defence Firms, THE GUARDIAN (Aug 14, 2019) https://www.theguardian.com/technology/2019/aug/14/major-breach-found-in-biometrics-system-used-by-banks-uk-police-and-defence-firms.] 

 	In 2020, Clearview AI, a facial recognition company, suffered a data breach that exposed its entire client list, as well as its source code and other sensitive information.[footnoteRef:79] According to Clearview AI, their huge database of images was not part of the breach. Nevertheless, the breach raised concerns about the potential misuse of stolen biometric data.[footnoteRef:80] [79:  Kate O’Flaherty, Clearview AI, The Company Whose Database Has Amassed 3 Billion Photos, Hacked, FORBES (Feb 26, 2020) https://www.forbes.com/sites/kateoflahertyuk/2020/02/26/clearview-ai-the-company-whose-database-has-amassed-3-billion-photos-hacked/?sh=6533ecb67606. ]  [80:  Id.] 

These incidents highlight the need for stronger cybersecurity measures to protect biometric data, which can be used for identity verification and authentication purposes. 
V. Conclusion
The Committees are seeking testimony from various stakeholders, including the Office of Technology and Innovation, the Department of Consumer and Worker Protection, the New York City Commission on Human Rights, the New York City Department of Housing Preservation and Development, advocacy groups, and community-based non-profit organizations.
VI.  Legislative Analysis
Proposed Int. 213-A, a Local Law to amend the administrative code of the city of New York in relation to prohibiting places or providers of public accommodation from using biometric recognition technology and protecting any biometric identifier information collected
This bill would make it unlawful for any place or provider of public accommodation, as such term is currently defined under Admin. Code. § 8-102, to use biometric recognition technology to verify or identify a customer. It would also require places or providers of public accommodation to require written consent before any biometric identifier information could be collected. An exemption would be given where, when the specific services sought by a customer cannot inherently be performed without the collection and processing of biometric identifier information, the agreement by the customer to engage such services shall be deemed consent. That exemption, however, would not apply to security or sale systems ancillary to the services sought by the customer. Additionally, the bill would require any such information collected to be protected, and mandates the availability of written policies regarding the use of biometric data. It also requires that customers be given the ability to request the deletion of their biometric identifier information. Finally, the bill would prohibit the denial of service to customers who exercise the rights granted them by this section of law. 
Int. 428, a Local Law to amend the administrative code of the city of New York, in relation to limiting the use of facial recognition technology in residential buildings
This bill would make it unlawful for an owner of a multiple dwelling to install, activate or use any biometric recognition technology that identifies tenants or the guest of a tenant. It also amends the existing definition of ‘biometric identifier information’ and adds a new defined term of ‘biometric recognition technology.’
This local law would take effect 120 days after it becomes law, provided that where the provisions of section 26-3008 of the administrative code of the city of New York, as added by section three of this local law, cannot be applied consistently with currently applicable contracts, such provisions shall only apply with respect to contracts entered into or renewed after the effective date of this local law.
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Proposed Int. No. 213-A

By Council Members Hanif, Gutiérrez, Williams, P. Sanchez, Louis, Marte, J. Sanchez, Abreu, Hudson, Cabán, Avilés and Nurse

..Title
A Local Law to amend the administrative code of the city of New York in relation to prohibiting places or providers of public accommodation from using biometric recognition technology and protecting any biometric identifier information collected
..Body

Be it enacted by the Council as follows:
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Section 1. Section 22-1201 of the administrative code of the city of New York, as added by local law number 3 for the year 2021, is amended by repealing definitions for the terms “commercial establishment,” “consumer commodity,” “financial institution,” “food and drink establishment,” “place of entertainment,” and “retail store,” amending the definition for the term “biometric identifier information,” and adding definitions for the terms “biometric recognition technology,” and “place or provider of public accommodation,” to read as follows:
Biometric identifier information. The term “biometric identifier information” means a physiological or biological characteristic that is used by or on behalf of a [commercial establishment] place or provider of public accommodation, singly or in combination, to identify, or assist in identifying an individual, including, but not limited to: (i) a retina or iris scan, (ii) a fingerprint or voiceprint, (iii) a scan of hand or face geometry, [or any other identifying characteristic] (iv) gait or movement patterns, or (v) any other similar identifying characteristic that can be used alone or in combination with each other, or with other information, to establish individual identity.
Biometric recognition technology. The term “biometric recognition technology” means a process or system that captures or assists in the capture of biometric identifier information of a person or persons in conjunction with any automated process or system that verifies or identifies, or assists in verifying or identifying, a person or persons based on such biometric identifier information.
[Commercial establishment. The term “commercial establishment” means a place of entertainment, a retail store, or a food and drink establishment.
Consumer commodity.  The term “consumer commodity” means any article, good, merchandise, product or commodity of any kind or class produced, distributed or offered for retail sale for consumption by individuals, or for personal, household or family purposes.]
Customer. The term “customer” means a purchaser or lessee, or a prospective purchaser or lessee, of goods or services from a [commercial establishment] place or provider of public accommodation.
	[Financial institution. The term “financial institution” means a bank, trust company, national bank, savings bank, federal mutual savings bank, savings and loan association, federal savings and loan association, federal mutual savings and loan association, credit union, federal credit union, branch of a foreign banking corporation, public pension fund, retirement system, securities broker, securities dealer or securities firm, but does not include a commercial establishment whose primary business is the retail sale of goods and services to customers and provides limited financial services such as the issuance of credit cards or in-store financing to customers.
Food and drink establishment. The term “food and drink establishment” means an establishment that gives or offers for sale food or beverages to the public for consumption or use on or off the premises, or on or off a pushcart, stand or vehicle.
[bookmark: LPHit2]Place of entertainment. The term “place of entertainment” means any privately or publicly owned and operated entertainment facility, such as a theater, stadium, arena, racetrack, museum, amusement park, observatory, or other place where attractions, performances, concerts, exhibits, athletic games or contests are held.
Retail store. The term “retail store” means an establishment wherein consumer commodities are sold, displayed or offered for sale, or where services are provided to consumers at retail.]
Place or provider of public accommodation. The term "place or provider of public accommodation" shall have the same meaning as in section 8-102. 
§2. Section 22-1202 of the administrative code of the city of New York, as added by local law number 3 for the year 2021, is amended to read as follows:
          § 22-1202 Collection, use, and retention of biometric identifier information and use of biometric recognition technology. a. Any [commercial establishment] place or provider of public accommodation that collects, retains, converts, stores, [or] shares, or otherwise obtains biometric identifier information of customers must disclose such collection, retention, conversion, storage, [or] sharing, or obtaining of biometric identifier information, as applicable, by placing a clear and conspicuous sign near all of the [commercial establishment’s] place or provider of public accommodation’s customer entrances notifying customers in plain, simple language, in a form and manner prescribed by the commissioner of consumer and worker protection by rule, that customers’ biometric identifier information is being collected, retained, converted, stored or shared, as applicable and shall be required to get the written consent of such customer in advance of any collection. 
b. It shall be unlawful for any place or provider of public accommodation to use any biometric recognition technology to verify or identify a customer.
c. It shall be unlawful to disclose, sell, lease, trade, or share in exchange for anything of value or otherwise profit from the transaction of biometric identifier information with any third party.
d. Any place or provider of public accommodation in possession of biometric identifier information shall develop a written policy, to be made available to the public on its website or, if no website exists, upon request, that shall include a retention schedule and guidelines for the permanent destruction of biometric identifier information when the initial purpose for collecting or obtaining such identifiers or information has been satisfied, or within two years of the individual's last interaction with the place or provider of public accommodation, whichever occurs first.
e. Any place or provider of public accommodation that collects, retains, converts, stores, shares, or otherwise obtains biometric identifier information of any person shall develop, implement and maintain reasonable safeguards to protect the security, confidentiality and integrity of the biometric identifier information including, but not limited to: conducting assessments of risks in network and software design; conducting assessments of risks in information processing, transmission and storage; making reasonable efforts to detect, prevent and respond to attacks or system failures; regularly testing and monitoring the effectiveness of key controls, systems and procedures; and implementing protections against unauthorized access to or use of biometric identifier information during or after the collection, transportation and destruction or disposal of the information. 
f. Any place or provider of public accommodation that collects, retains, converts, stores, shares, or otherwise obtains biometric identifier information of customers shall provide the opportunity to any such customer to request that such place or provider of public accommodation erase such biometric identifier information of such customer. 
g. Any place or provider of public accommodation that collects, retains, converts, stores, shares, or otherwise obtains biometric identifier information shall not refuse service to any customer because the customer exercised rights pursuant to this section, including, but not limited to, by denying goods or services to the consumer; charging different prices or rates for goods or services, including through the use of discounts or other benefits or imposing penalties; or providing a different level of quality of goods or services to the customer.
§3. Section 22-1203 of the administrative code of the city of New York, as added by local law number 3 for the year 2021, is amended to read as follows:
§ 22-1203 Private right of action. A person who is aggrieved by a violation of this chapter may commence an action in a court of competent jurisdiction on [his or her] such person’s own behalf against an offending party. At least [30] 15 days prior to initiating any action against a [commercial establishment] place or provider of public accommodation for a violation of subdivision a of section 22-1202, the aggrieved person shall provide written notice[.] to the [commercial establishment] place or provider of public accommodation setting forth such person’s allegation. If, within [30] 15 days, the [commercial establishment] place or provider of public accommodation cures the violation and provides the aggrieved person an express written statement that the violation has been cured and that no further violations shall occur, no action may be initiated against the [commercial establishment] place or provider of public accommodation for such violation. If a [commercial establishment] place or provider of public accommodation continues to violate subdivision a of section 22-1202, the aggrieved person may initiate an action against such [establishment] place or provider. No prior written notice is required for actions alleging a violation of subdivision b or c of section 22-1202. A prevailing party may recover: 
1. For each violation of subdivision a of section 22-1202, damages of $500; 
2. For each negligent violation of subdivision b or c of section 22-1202, damages of $500; 
3. For each intentional or reckless violation of subdivision b or c of section 22-1202, damages of $5,000; 
4. Reasonable attorneys’ fees and costs, including expert witness fees and other litigation expenses; and 
5. Other relief, including an injunction, as the court may deem appropriate. 
§4. Section 22-1204 of the administrative code of the city of New York, as added by local law number 3 for the year 2021, is amended to read as follows:
§ 22-1204 Applicability. a. Nothing in this chapter shall apply to the collection, storage, sharing or use of biometric identifier information by government agencies, employees or agents.
b. The [disclosure required] requirements of subdivision [a] e of section 22-1202 shall not apply to[:]
[1. Financial institutions.
2. Biometric identifier information collected through photographs or video recordings, if: (i) the images or videos collected are not analyzed by software or applications that identify, or that assist with the identification of, individuals based on physiological or biological characteristics, and (ii) the images or video are not shared with, sold or leased to third-parties other than law enforcement agencies.] any place or provider of public accommodation that is subject to, and in compliance with, any of the following data security requirements: (i) regulations promulgated pursuant to title v of the financial services modernization act of 1999; (ii) regulations implementing the health insurance portability and accountability act of 1996 and the health information technology for economic and clinical health act of 2009; and (iii) part 500 of title 23 of the New York codes, rules and regulations, regarding cybersecurity. 
c. Where the specific services sought by a customer from a place or provider of public accommodation cannot be performed without the collecting and processing of biometric identifier information, the agreement by the customer to engage such services shall be deemed consent for the purposes of subdivision a of section 22-1202. This exemption shall not apply to any security or sale system that is ancillary to the specific services sought by the customer. 
§ 5. This local law takes effect 180 days after it becomes law, provided that where the provisions of section 22-1202 of the administrative code of the city of New York, as added by section two of this local law, cannot be applied consistently with currently applicable contracts, such provisions shall only apply with respect to contracts entered into or renewed after the effective date of this local law.
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Int. No. 428

By Council Members P. Sanchez, Cabán, Hanif, Louis, Abreu and Hudson

..Title
A Local Law to amend the administrative code of the city of New York, in relation to limiting the use of facial recognition technology in residential buildings 
..Body

Be it enacted by the Council as follows:
Section 1. Section 26-3001 of the administrative code of the city of New York is amended by amending the definition for “biometric identifier information,” and adding a new definition of “biometric recognition technology” in alphabetical order to read as follows:
Biometric identifier information. The term “biometric identifier information” means a physiological, biological or behavioral characteristic that is used to identify, or assist in identifying, an individual, including, but not limited to: (i) a retina or iris scan; (ii) a fingerprint; (iii) a voiceprint; (iv) a scan or record of a palm, hand or face geometry; (v) gait or movement patterns; or (vi) any other similar identifying characteristic that can be used alone or in combination with each other, or with other information, to establish individual identity.
Biometric recognition technology. The term “biometric recognition technology” means a process or system that captures or assists in the capture of biometric identifier information of a person or persons in conjunction with any automated process or system that verifies or identifies, or assists in verifying or identifying, a person or persons based on such biometric identifier information.
§ 2. Subdivision a of section 26-3002 of the administrative code of the city of New York is amended to read as follows:
[bookmark: _DV_C20][bookmark: _DV_M41][bookmark: _DV_M42]a. An owner of a smart access building or third party may not collect reference data from a user for use in a smart access system except where such user has expressly consented, in writing or through a mobile application, to the use of such smart access building’s smart access system. Such owner or third party may collect only the minimum amount of authentication data and reference data necessary to enable the use of such smart access system in such building, and may not collect [additional] biometric identifier information from any users. Such smart access system may only collect, generate or utilize the following information: 
1. the user’s name; 
2. the dwelling unit number and other doors or common areas to which the user has access using such smart access system in such building; 
3. the user’s preferred method of contact; 
[4. the user’s biometric identifier information if such smart access system utilizes biometric identifier information;] 
[5]4. the identification card number or any identifier associated with the physical hardware used to facilitate building entry, including radio frequency identification card, bluetooth or other similar technical protocols;
[bookmark: _DV_C22][bookmark: _DV_M49][6]5. passwords, passcodes, user names and contact information used singly or in conjunction with other reference data to grant a user entry to a smart access building, dwelling unit of such building or common area of such building through such building’s smart access system, or to access any online tools used to manage user accounts related to such building;
[7]6. lease information, including move-in and, if available, move-out dates; and
[8]7. the time and method of access, solely for security purposes. 
§3. Chapter 30 of title 26 of the administrative code of the city of New York is amended by adding a new section 26-3008 to read as follows:
§ 26-3008. Biometric recognition technology in multiple dwellings. a. An owner of a multiple dwelling shall not install, activate or use any biometric recognition technology that identifies tenants or the guest of a tenant. 
§ 4. This local law takes effect 120 days after it becomes law, provided that where the provisions of section 26-3008 of the administrative code of the city of New York, as added by section three of this local law, cannot be applied consistently with currently applicable contracts, such provisions shall only apply with respect to contracts entered into or renewed after the effective date of this local law. 
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