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I. INTRODUCTION

On December 8, 2025, the Committee on Technology, chaired by Council Member Jennifer Gutiérrez, and the Committee on Civil and Human Rights, chaired by Council Member Nantasha Williams, will hold an oversight hearing on Privacy Protection in the Digital Age: Balancing Technological Advancements with Privacy Protections, and the following legislation: Int. 1335, sponsored by Council Member Gutiérrez, in relation to the definitions of identifying information and private information; Int. 1340, sponsored by Council Member Farah Louis, in relation to an interagency taskforce and reporting on a gendered impact assessment of artificial intelligence; Int. 1367, sponsored by Council Member Yusef Salaam, in relation to a top-level domain name requirement for websites maintained by city agencies; Resolution 783, sponsored by Council Member Willliams, calling on the New York State Legislature to pass, and the Governor to sign, S.4860, in relation to enacting the New York Data Protection Act; and Resolution 1062, sponsored by Council Member Kamillah Hanks, calling on the New York State Legislature to pass, and the Governor to sign, A.3924, also known as the Right to Your Own Image Act, in relation to privacy rights involving digitization. 
Among those invited to testify include representatives from the Office of Technology and Innovation (“OTI”), including the Chief Privacy Officer, representatives from the New York City Commission on Human Rights, representatives from legal service providers, civil liberties organizations, and other interested members of the public.
II. BACKGROUND
Privacy is often described as “the right to be let alone.”[footnoteRef:1] The concept of privacy has taken on different meanings reflecting both personal autonomy and limits on governmental and private sector intrusion.[footnoteRef:2] While early conceptions focused primarily on protecting individuals from physical intrusion, the digital era has dramatically expanded the scope of what “privacy” means.[footnoteRef:3] Today, privacy concepts often are discussed in the context of control over personal information collected through digital platforms, including social media platforms,[footnoteRef:4] algorithmic systems, government databases, and commercial entities.  [1:  Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 Harv. L. Rev. 193 (1890).]  [2:  See generally Robert A. Reilly, Conceptual Foundations of Privacy: Looking Backward Before Stepping Forward, 6 RICH. J.L. & TECH. 6, Fall 1999, http://www.richmond.edu/jolt/v6i2/article1.html.]  [3:  See 70 La. B. J. 430, 431. ]  [4:  Social Media Privacy, EPIC, https://epic.org/issues/consumer-privacy/social-media-privacy/.] 

The modern American concept of privacy is typically traced to the seminal 1890 article by Samuel D. Warren and Louis D. Brandeis, The Right to Privacy, published in the Harvard Law Review.[footnoteRef:5] The scholars emphasized that privacy protections must “face in two directions” shielding individuals from both governmental interference and private intrusion. [5: ] 

A. Evolution of Data Collection in the Digital Age
Technological transformation in the twenty-first century has radically altered privacy challenges. Modern digital environments support continuous, automated, and large-scale collection of personal data. In the modern digital economy, personal data such as identity information, browsing patterns, geolocation data, sensitive financial or health information, even metadata, and behavioral data has become a valuable commodity.[footnoteRef:6] Government entities compile data to deliver services to constituents and fulfill other administrative responsibilities. Companies collect and analyze data to target advertising, train artificial intelligence (AI) models, optimize logistics, and develop new services.[footnoteRef:7] All the while, individuals must share data to participate in digital life but often lack meaningful control over how that information is processed or sold.  [6:  See Conrad Ziller, Willingness to Share Personal Data Online: The Role of Social Influence and Sustainability,
Technology in Society, Volume 83, 2025, https://www.sciencedirect.com/science/article/pii/S0160791X25001642. ]  [7:  Lucy Kelly, 53 Data Companies to Know About in 2025, MONDA, Sept 9, 2024, https://www.monda.ai/blog/data-companies. ] 

The expanding use of AI and machine-learning systems carry significant implications not only for data privacy but also for privacy-related values such as autonomy, fairness, and due process. Modern algorithmic tools can extract highly sensitive information that individuals may never have explicitly disclosed, then match, correlate, and link personal data from multiple sources, revealing patterns or traits that would not be apparent to a human reviewer examining the same dataset. The result may be an invasive and intrusive profiling that can lead to unintended consequences, such as unfair targeting of certain demographic groups or discrimination of vulnerable populations.[footnoteRef:8] One well-known private-sector example involved Target’s development of a “pregnancy prediction” model, which inferred that a teenager was pregnant based solely on subtle shifts in her purchasing behavior. [footnoteRef:9] This ability to generate sensitive insights from ordinary data illustrates the broader risk, particularly as predictive scores and automated decision systems frequently rely on data shaped by existing social inequities.[footnoteRef:10] As a result, these systems may reinforce or magnify unequal treatment, even when the underlying algorithms operate without explicit discriminatory variables or intent. [8:  See generally James E. Baker, An Introduction to Artificial Intelligence for Federal Judges, FEDERAL JUDICIAL CENTER, https://www.fjc.gov/sites/default/files/materials/47/An_Introduction_to_Artificial_Intelligence_for_Federal_Judges.pdf. ]  [9:  See Charles Duhigg, How Companies Learn Your Secrets, N.Y. Times (Feb. 16, 2012), http://www.nytimes.com/2012/02/19/magazine/shopping-habits.html. ]  [10:  Andrea Scripa Els, Artificial Intelligence as a Digital Privacy Protector, 
31 Harv. J.L. & Tech. 217, 235 (citing See generally Cathy O'Neil, Weapons of Math Destruction: How Big Data Increases Inequality and Threatens Democracy (2016)).] 

The use of AI and automated decision-making systems is not limited to the private sector. Government agencies increasingly use data driven artificial intelligence systems, predictive analytics, and other automated decision systems to perform their functions.[footnoteRef:11] These systems can improve efficiency but also expand governmental surveillance capacity,[footnoteRef:12] create opaque decision-making processes, generate risks of misclassification and algorithmic bias, and challenge constitutional limits on data collection.  [11:  See Anneke Zuiderwijk, Yu-Che Chen, Fadi Salem, Implications of the use of artificial intelligence in public governance: A systematic literature review and a research agenda, Government Information Quarterly,
Volume 38, Issue 3, 2021, https://doi.org/10.1016/j.giq.2021.101577. ]  [12:  See id. ] 

Therefore, meaningful privacy protection involves addressing both governmental data practices (surveillance, algorithmic decision-making, administrative data systems) and commercial data ecosystems (cross-border data flows, AI training data, profiling, and targeted advertising).[footnoteRef:13] In both domains, privacy is essential not only for individual autonomy but also for sustaining trust, encouraging responsible innovation, securing democratic governance, and the foundation for a more secure, inclusive, and democratic digital future. [13:  See generally Nicole Alvarez, A 21st Century Privacy Act: Ending the Exploitation of Unlawfully Obtained Government Data, 2025, CAP, https://www.americanprogress.org/article/a-21st-century-privacy-act-ending-the-exploitation-of-unlawfully-obtained-government-data/; Human Rights Standards for Government Use of AI in Latin America, Electronic Frontier Foundation, https://www.eff.org/pages/human-rights-standards-government-use-ai-latin-america.  ] 


B. Overview of Privacy Legislative Landscape 
i. Federal Privacy Laws 
At the federal level, safeguarding individuals from governmental monitoring, interception, and collection of electronic communications is governed by constitutional constraints, primarily the Fourth Amendment, and a set of statutory requirements. The principle federal statute in this area is the Electronic Communications Privacy Act of 1986 (ECPA), which consists of the Wiretap Act,[footnoteRef:14] the Stored Communications Act (SCA),[footnoteRef:15] and the Pen Register Act,[footnoteRef:16] and establishes different legal standards depending on how the government obtains communications and what type of data is at issue.[footnoteRef:17] The USA PATRIOT Act,[footnoteRef:18] is relevant to the gathering of foreign intelligence.[footnoteRef:19]  [14:  18 U.S.C.A §§ 2511-2522.]  [15:  18 U.S.C.A §§ 2701-2711.]  [16:  18 U.S.C.A §§ 3121-3127.]  [17:  Lisa J. Sotto ed., Privacy and Data Security Law Deskbook (Aspen Publishers, 2023).]  [18:  50 U.S.C.A § 1804(a)(7)(B).]  [19:  Sotto, supra note 19, at 13-3.] 

Although there is a Privacy Act[footnoteRef:20] codified at 5 U.S.C. § 552(a) it is not a fully universal privacy act. The Act, essentially, establishes a code of Fair Information Practice Principles (FIPPs)[footnoteRef:21] which govern the collection, maintenance, use, and dissemination of information about individuals maintained in systems of records by federal agencies.[footnoteRef:22] There is no comparable federal law for the private sector and FIPPs are not mandated for non-federal agencies. [20:  5 U.S.C. § 552(a).]  [21:  Rebecca Richards, NSA’s Civil Liberties and Privacy Protections for Targeted SIGINT Activities Under Executive Order 12333, Oct. 7, 2014, https://www.nsa.gov/civil_liberties/_files/nsa_clpo_report_targeted_EO12333.pdf.  “From footnote 4: The FIPPs are the Internationally recognized principles for assessing privacy impacts and are explicitly mentioned by the Privacy and Civil Liberties Oversight Board (PCLOB) Report on the Telephone Records Program Conducted under Section 215 of the USA Patriot Act and on the operations of the Foreign Intelligence Surveillance Court dated January 23, 2014, E.O. 13636, Improving Critical Infrastructure Cyber Security, The National Strategy for Trusted Identities in Cyberspace.”]  [22:  Privacy Act of 1974, http://www.justice.gov/opcl/privacy-act-1974.  ] 

There are also a number of privacy and data security laws affecting individual industry sectors or specifically targeting specific data use. Some of these sector–specific laws include: the Gramm-Leach-Bliley Act (GLB Act or GLBA), also known as the Financial Modernization Act of 1999, a federal law enacted to control the ways that financial institutions deal with the private information of individuals; the Health Insurance Portability and Accountability Act of 1996 (HIPPA) which covers healthcare providers and healthcare plans;[footnoteRef:23] the Children's Online Privacy Protection Act, which applies to the online collection of personal information from children under 13;[footnoteRef:24] the Video Privacy Protection Act[footnoteRef:25]of 1988, which was passed in reaction to the disclosure of Supreme Court nominee Robert Bork's video rental records in a newspaper; the Cable Communications Policy Act[footnoteRef:26] of 1984 (Cable Privacy Act) passed in 1984 to promote competition and deregulate the cable industry; the Family Educational Rights and Privacy Act of 1974 (FERPA)[footnoteRef:27] which applies to educational agencies and institutions that receive funds under programs administered by the U.S. Department of Education; and the Telecommunications Act of 1996[footnoteRef:28] which contains provisions that discuss the prohibition on disclosure of customer information by telecommunications carriers.  [23:  Sotto, supra note 19 at 3.]  [24:  15 U.S.C. §§ 6501-6506.]  [25:  18 U.S.C. § 2710.]  [26:  47 U.S.C. §§ 521-573.]  [27:  20 U.S.C. § 1232g.]  [28:  47 U.S.C. § 222.] 

ii. State Level Privacy Laws
In response to gaps in consumer privacy protections at the federal level, an increasing number of states have enacted their own statewide comprehensive consumer-privacy laws.[footnoteRef:29] As of 2025, these states include but not limited to California (California Consumer Privacy Act (CCPA) and California Privacy Rights Act (CPRA)), Virginia (Virginia Consumer Data Protection Act (VCDPA)), Colorado (Colorado Privacy Act (CPA)), Connecticut (Connecticut Data Privacy Act (CTDPA)), Utah (Utah Consumer Privacy Act (UCPA)), Florida (Florida Digital Bill of Rights (FDBR)), Texas (Texas Data Privacy & Security Act (TDPSA)), Oregon (Oregon Consumer Privacy Act (OCPA), New Jersey (New Jersey Data Privacy Act (NJDPA)), Maryland (Maryland Online Data Privacy Act (MODPA)), Minnesota (Minnesota Consumer Data Privacy Act (MCDPA)), Montana (Montana Consumer Data Privacy Act (MTCDPA)), Nebraska (Nebraska Data Privacy Act (NDPA)), New Hampshire (New Hampshire Privacy Act (NHPA)), Iowa (Iowa Consumer Data Protection Act (ICDPA)), Kentucky (Kentucky Consumer Data Protection Act (KCDPA)), Delaware (Delaware Personal Data Privacy Act (DPDPA)), and Rhode Island (Rhode Island Data Transparency and Privacy Protection Act). Collectively, these state-level laws reflect a broad attempt to fill the gaps left by the federal privacy framework and extend data-protection rights to consumers across a wider range of industries. New York State, however, has not enacted a comprehensive state consumer privacy law. Although several privacy bills have been introduced in both the New York State Senate and the New York State Assembly, none have been enacted to date. [29:  As of 2025, these states include but not limited to California (California Consumer Privacy Act (CCPA) and California Privacy Rights Act (CPRA)), Virginia (Virginia Consumer Data Protection Act (VCDPA)), Colorado (Colorado Privacy Act (CPA)), Connecticut (Connecticut Data Privacy Act (CTDPA)), Utah (Utah Consumer Privacy Act (UCPA)), Florida (Florida Digital Bill of Rights (FDBR)), Texas (Texas Data Privacy & Security Act (TDPSA)), Oregon (Oregon Consumer Privacy Act (OCPA), New Jersey (New Jersey Data Privacy Act (NJDPA)), Maryland (Maryland Online Data Privacy Act (MODPA)), Minnesota (Minnesota Consumer Data Privacy Act (MCDPA)), Montana (Montana Consumer Data Privacy Act (MTCDPA)), Nebraska (Nebraska Data Privacy Act (NDPA)), New Hampshire (New Hampshire Privacy Act (NHPA)), Iowa (Iowa Consumer Data Protection Act (ICDPA)), Kentucky (Kentucky Consumer Data Protection Act (KCDPA)), Delaware (Delaware Personal Data Privacy Act (DPDPA)), and Rhode Island (Rhode Island Data Transparency and Privacy Protection Act).] 

However, the state has enacted the SHIELD Act (Stop Hacks and Improve Electronic Data Security),[footnoteRef:30] which was signed into law in July 2019 and became fully effective in March 2020. This act significantly expanded data security requirements for any business holding the private data of New York residents and broadened the definition of a data breach to include unauthorized access rather than just data acquisition.[footnoteRef:31] And, most recently, the New York Child Data Protection Act[footnoteRef:32] took effect on June 20, 2025, placing strict prohibitions on online sites collecting or selling the data of minors without informed consent and mandating that digital services treat user privacy with the highest level of default protection.[footnoteRef:33] Despite these targeted protections, a significant regulatory gap remains regarding the general commercial collection and processing of adult consumer data. Unlike the frameworks established in some other states, New York currently lacks a comprehensive consumer-privacy law, meaning there is no statewide statutory mechanism that guarantees adult residents the right to know what personal data is being collected by private companies, the right to delete that data, or the right to opt out of the sale of their personal information to third parties. [30:  NY Senate Bill S5575B, https://www.nysenate.gov/legislation/bills/2019/S5575. ]  [31:  Id. ]  [32:  NY Senate Bill S7695, https://www.nysenate.gov/legislation/bills/2023/S7695/amendment/A. ]  [33:  Id. ] 

While consumer privacy laws address private-sector data practices, states also govern the handling of personal information within their agencies. In New York, these rules come from the Personal Privacy Protection Law (PPPL),[footnoteRef:34] enacted in 1984, which governs how state agencies manage personal information, granting citizens the right to access and correct their records while prohibiting the creation of secret government databases.[footnoteRef:35]  [34:  What You Should Know - NYS Personal Privacy Protection Law, NYState, https://opengovernment.ny.gov/what-you-should-know-nys-personal-privacy-protection-law-pppl. ]  [35:  Id. ] 

NYC Local Laws on Privacy New York City has also taken steps[footnoteRef:36] to protect the privacy of individuals and the data collected by City agencies. Local Law 245 of 2017[footnoteRef:37] was enacted requiring every City agency to report on their current data collection, retention, and disclosure policies and practices, and establishing the position of the City’s Chief Privacy Officer who, in conjunction with an interagency committee, is tasked with reviewing those reports and developing protocols for minimizing the collection and disclosure of identifying information and protecting against the unauthorized disclosure of this information citywide.[footnoteRef:38] Local Law 245 of 2017 was packaged with Local Law 247 of 2017,[footnoteRef:39] requiring City employees and contractors to protect identifying information by limiting its collection, disclosure, and retention.[footnoteRef:40] A newly-established privacy officer within each agency is responsible for reviewing and approving the collection, disclosure, and retention of identifying information to ensure such actions further the purpose or mission of such agency and to protect identifying information from unauthorized disclosure.[footnoteRef:41] Together, these two Local Laws form the City’s “Identifying Information Law” establishing a centralized privacy framework for most City agencies.[footnoteRef:42] However, not all agencies follow the City’s Identifying Information Law, as the New York City Law Department has advised that the Identifying Information Law does not apply to 26 City-related agencies and entities as of 2018.[footnoteRef:43]  [36:  Prior to the enactment of Local laws 245 and 247 of 2017, New York City had taken several steps on protecting private information. E.g. the General Confidentiality Policy, established by Executive Orders No. 34 and No. 41 of 2003, issued by Maor Bloomberg, prohibited the disclosure of specific sensitive data points, such as immigration status, sexual orientation, and tax records, and barred inquiries into immigration status. Local Law 45 of 2005 and Local Law 11 of 2017 established breach notification requirements for certain types of personal identifying information. Mayoral Directive 2015-3 enacted by the de Blasio administration, mandated uniform standards for the retention, electronic management, and disposal of all City records. The Model Protocols for Handling Third Party Requests for information Held by City Agencies (“Model Protocols”), issued as City policy in 2017 by the de Blasio Administration, required agencies to follow a formal process when handling a request from a third party for City information, including but not limited to identifying information. And Executive Order No. 28 of 2017,  issued by Mayor de Blasio administration, established NYC Cyber Command which is tasked with “[e]nsur[ing] compliance with information security policies and standards.” Towards this goal, NYC Cyber Command published the “Citywide Cybersecurity Program Policies & Standards” and “Citywide Technology Policies and Guidelines.”]  [37:  Local Law 245 of 2017, https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=3022116&GUID=877D4BF9-AFBE-4BEF-96F9-430430D09B30&Options=ID|Text|&Search=. ]  [38:  Id.]  [39:  Local Law 247 of 2017, https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=3022112&GUID=A5F00A64-0D35-4B82-BD51-9F46A6A72E10&Options=ID|Text|&Search=. ]  [40:  Id. ]  [41:  Id.]  [42:  New York City Administrative Code, Chapter 12. ]  [43:  These agencies include Board of Elections, Brooklyn Navy Yard Development Corporation, Brooklyn Public Library, City University of New York, Department of Education, District Attorney Bronx County, District Attorney Kings County, District Attorney New York County, District Attorney Queens County, District Attorney Richmond County, Economic Development Corporation, Housing Development Corporation, Hudson Yards Development Corporation, New York City Housing Authority, New York Public Library, NYC & Company, Inc., NYC Health + Hospitals, NYC Water Board, Public Administrator Bronx County, Public Administrator Kings County, Public Administrator New York County, Public Administrator Queens County, Public Administrator Richmond County, Queens Public Library, School Construction Authority, The Trust for Governors Island. “Citywide Privacy Protection Policies and Protocols,” pg. 41. https://www.nyc.gov/assets/oti/downloads/pdf/reports/cpo/2025%20Citywide%20Privacy%20Protection%20Policies%20and%20Protocols_web.pdf] 

The City’s Identifying Information Law was further supplemented by Executive Order No. 34 of 2018,[footnoteRef:44] issued by Mayor Bill de Blasio, which established an Office of Information Privacy and built upon the interagency committee established by Local Law 245 of 2017 to form a Citywide Privacy Protection Committee. Executive Order No. 3 of 2022, [footnoteRef:45] issued by Mayor Eric Adams then consolidated the Office of Information Privacy within the Office of Technology and Innovation (OTI).  [44:  Executive Order No. 34 of 2018, https://www.nyc.gov/assets/home/downloads/pdf/executive-orders/2018/eo-34.pdf. ]  [45:  Executive Order No. 3 of 2022, https://www.nyc.gov/assets/home/downloads/pdf/executive-orders/2022/eo-3.pdf. ] 

The City’s privacy framework was further updated by Local Law 151 of 2021,[footnoteRef:46] which amended the City’s data breach notification laws to align with the requirements of the New York State SHEILD Act. Local Law 151 of 2021[footnoteRef:47] restructured the reporting protocols for security breaches, requiring that disclosure of breaches be sent to the Chief Privacy Officer, the Office of Cyber Command, and the Department of Information Technology and Telecommunications, replacing the prior requirement to disclose such incidents to the Police Department.  [46:  https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=5161482&GUID=1636F161-CC74-49DD-959E-BF17C719FB53. ]  [47:  Id. ] 


iii. NYC Citywide Privacy Protection Policies and Protocols
Pursuant to the City’s Identifying Information Law, the Office of Information Privacy published the City’s first “Citywide Privacy Protection Policies and Protocols” on January 28, 2019.[footnoteRef:48] Since then, five revised versions have been published, including the most recent version published on June 13, 2025.[footnoteRef:49] These policies and protocols outline nine privacy principles the Office of Information Privacy recommends agencies follow to enable privacy protection and responsible handling of identifying information: (1) transparency,[footnoteRef:50] (2) public trust,[footnoteRef:51] (3) accountability,[footnoteRef:52] (4) data minimization,[footnoteRef:53] (5) use limitation,[footnoteRef:54] (6) responsible governance and stewardship,[footnoteRef:55] (7) data quality, integrity, and accuracy,[footnoteRef:56] (8) security safeguards,[footnoteRef:57] and (9) equity.[footnoteRef:58] The policies and protocols also outline the types of identifying information. These include personal, work related, biometric, government program, contact, health, demographic, public safety, status, and technology-related information.[footnoteRef:59] Other sections outline the relationship between this document and other City policies, the role and responsibilities of the agency privacy officers, policies and protocols regarding the collection, use, disclosure, access to, and retention of identifying information by agencies and contractors, and required training and education for City employees.[footnoteRef:60]  [48:  Citywide Privacy Protection Policies and Protocols, pg. 4. https://a860-gpp.nyc.gov/concern/nyc_government_publications/4m90dv554?locale=en. ]  [49:  Citywide Privacy Protection Policies and Protocols, https://www.nyc.gov/assets/oti/downloads/pdf/reports/cpo/2025%20Citywide%20Privacy%20Protection%20Policies%20and%20Protocols_web.pdf. ]  [50:  “City agencies must clearly inform the public about how and why they collect, use, disclose, access, and retain identifying information, as well as give people the opportunity to make choices about their identifying information, when possible.” “Citywide Privacy Protection Policies and Protocols,” p. 7.]  [51:  “City agencies must collect identifying information lawfully and fairly and, when possible, directly from people with their knowledge and consent. Agencies should publicly share details about their privacy practices and handling of identifying information, where appropriate.” Id.]  [52:  “City agencies must implement privacy practices, and periodically assess, audit, and modify them as necessary to keep pace with privacy and security threats and standards and best practices.” Id.]  [53:  “City agencies must collect, use, disclose, access, and retain identifying information only as necessary for an articulated and legally permissible purpose and utilizing the minimum necessary data elements for the stated purpose.” Id.]  [54:  “City agencies must articulate the specific need for each collection, use, disclosure, access to, or retention of identifying information, including the legal authority and agency purpose, and only use identifying information in ways compatible with the purpose of the collection.” Id. ]  [55:  “City agencies must protect identifying information and should collect, use, disclose, access, and retain identifying information only through authorized persons for authorized purposes.” Id. ]  [56:  “City agencies must protect the quality, integrity, and accuracy of identifying information and take reasonable steps to correct, update, or securely dispose of inaccurate or outdated identifying information. City agencies should allow individuals to access and correct their identifying information when appropriate, as well as consider the context in which data elements are collected, used, disclosed, accessed, and retained.” Id. ]  [57:  “City agencies must use appropriate physical and digital safeguards to protect identifying information from threats and from unauthorized collection, use, disclosure, access, and retention and follow current privacy and security best practices and standards.” Id. ]  [58:  “City agencies must consider equity in privacy protection and discourage, mitigate, and protect against discrimination, misuse, and exploitation in the collection, use, disclosure, access to, or retention of identifying information.” Id.  ]  [59:  Citywide Privacy Protection Policies and Protocols, OTI, p. 8-9. https://www.nyc.gov/assets/oti/downloads/pdf/reports/cpo/2025%20Citywide%20Privacy%20Protection%20Policies%20and%20Protocols_web.pdf. ]  [60: Citywide Privacy Protection Policies and Protocols, OTIhttps://www.nyc.gov/assets/oti/downloads/pdf/reports/cpo/2025%20Citywide%20Privacy%20Protection%20Policies%20and%20Protocols_web.pdf. ] 

The final section of the “Citywide Privacy Protection Policies and Protocols” outlines the protocol for receiving and investigating complaints related to the Identifying Information Law.[footnoteRef:61] This section requires agency privacy officers to “notify the Chief Privacy Officer within 24 hours if they know or suspect that identifying information has been improperly used, disclosed, or accessed,”[footnoteRef:62] and requires that “[u]pon receipt of a complaint… the agency privacy officer must initiate an investigation.”[footnoteRef:63] Agency privacy officers are responsible for gathering information on all unauthorized disclosures and any disclosures made under exigent circumstances[footnoteRef:64] and reporting these cases to the Chief Privacy Officer.[footnoteRef:65] The Chief Privacy Officer then reports anonymized summaries of these disclosures on a quarterly basis.[footnoteRef:66] In addition, every two years, privacy officers are required to provide a report regarding the collection, retention, and disclosure of identifying information, including any unauthorized disclosures or disclosures made under exigent circumstances, by the agency and any contractors or subcontractors being used.[footnoteRef:67]  [61:  Id., p. 36-39. ]  [62:  Id., p. 37.]  [63:  Id., p. 38. ]  [64:  “’Exigent circumstances’ means cases where following this Policy would cause undue delays.” Id. p. 11.]  [65:  Id., p. pg. 18. ]  [66:  Id. ]  [67:  Local Law 245 of 2017, https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=3022116&GUID=877D4BF9-AFBE-4BEF-96F9-430430D09B30&Options=ID|Text|&Search=.] 

In addition to the “Citywide Privacy Protection Policies and Protocols,” the Office of Information Privacy also provides agency privacy officers with the “Agency Privacy Officer Toolkit,” which contains a model Identifying Information Law compliance plan, model guidance and reference documents, a model investigation plan, and guidance for contracts and agreements.[footnoteRef:68] Included in this document are the Identifying Information Rider, which is required to be included in all contracts subject to the Identifying Information Law,[footnoteRef:69] and the Privacy Protection Rider, which can be adapted for when a contract or subcontract of any value involves the collection, use, disclosure, or access to sensitive identifying information, but is not a covered contract.[footnoteRef:70]  Both the Identifying Information Rider and Citywide Privacy Protection Policies and Protocols have certain exemptions for agencies when information is required in connection with a criminal investigation or in connection with an open investigation by a City agency concerning the welfare of a minor, allowing for the collection and disclosure of personal information.[footnoteRef:71] [68:  Citywide Privacy Protection Policies and Protocols, p. 14. https://www.nyc.gov/assets/oti/downloads/pdf/reports/cpo/2025%20Citywide%20Privacy%20Protection%20Policies%20and%20Protocols_web.pdf. ]  [69:  Id, at  30. ]  [70:  Id, at 33. ]  [71:  Identifying Information Rider, OTI, https://www.nyc.gov/assets/opa/downloads/pdf/identifying-information-rider.pdf. ] 




C. Challenges in Privacy and Data Governance
i. Violations of NYC Privacy Policies
Despite the City’s efforts to protect the information of its residents, instances arise where private information is improperly disclosed. According to the reports from the Chief Privacy Officer, between January 1, 2024 and September 30, 2025 there have been 177 disclosures violating the Identifying Information Law and 1 disclosure made under exigent circumstances. 
Figure 1. Count of disclosures made under exigent circumstances or in violation of the Identifying Information Law
	
	Q1 2024[footnoteRef:72] [72:  Chief Privacy Officer Quarterly Report on Agency Collections & Disclosures Under Exigent Circumstances or in Violation of Identifying Information Law, OTI, 2024, https://a860-gpp.nyc.gov/concern/nyc_government_publications/4j03d310k?locale=en. ] 

	Q2 2024[footnoteRef:73] [73:  Id. ] 

	Q3 2024[footnoteRef:74] [74:  Id. ] 

	Q4 2024[footnoteRef:75] [75:  Id. ] 

	Q1 2025[footnoteRef:76] [76:  Id. ] 

	Q2 2025[footnoteRef:77] [77:  Id. ] 

	Q3 2025[footnoteRef:78] [78:  Id. ] 

	Total

	Total number of collections and disclosures of identifying information reported by agencies made under exigent circumstance:
	0
	0
	0
	0
	1
	0
	0
	1

	Total number of disclosures of identifying information reported by agencies made in violation of the Identifying Information Law:
	15
	19
	35
	39
	20
	17
	32
	177



In one notable example in 2025, the private information of affordable housing applicants was leaked online. In July 2025, a CBS News investigation[footnoteRef:79] exposed that there had been a data breach of NYC Housing Connect user information. New York City Housing Connect is an online portal where individuals may apply for new development housing lotteries or rental and resale units after a previous occupant has moved out.[footnoteRef:80] After receiving a tip that a website used to sort applications was viewable in online search engine results,[footnoteRef:81]CBS News conducted its own search and found that hundreds of thousands of NYC Housing applications were in fact viewable online, including sensitive information such as applicant salaries, addresses, phone numbers, and social security numbers.[footnoteRef:82] After CBS News brought this issue to the attention of the New York City Department of Housing Preservation and Development (HPD) and Reside New York, one of the companies approved by the City to review applications on behalf of private housing developers,[footnoteRef:83] the exposed information was no longer viewable online.[footnoteRef:84] HPD faulted a “system misconfiguration” on the part of Reside New York.[footnoteRef:85] Reside New York also hired a third party company to monitor the web and dark web for the exposed data but they have yet to find any trace,[footnoteRef:86] and there are no known reports of identity theft or fraud linked to the Housing Connect breach.[footnoteRef:87] Such breaches underscore the importance of the development, implementation, and enforcement of data privacy laws by NYC agencies and its vendors.  [79:  McNicholas Tim, NYC housing lottery applicants’ personal information exposed online in data breach, investigation finds, CBS News. (July 31, 2025),  https://www.cbsnews.com/newyork/news/nyc-housing-lottery-applicants-data-breach/. ]  [80:  About NYC Housing Connect, NYC Housing Connect. See: https://housingconnect.nyc.gov/PublicWeb/about-us ]  [81:  McNicholas, Tim, NYC housing lottery applicants’ personal information exposed online in data breach, investigation finds, CBS News. (July 31, 2025),  https://www.cbsnews.com/newyork/news/nyc-housing-lottery-applicants-data-breach/. ]  [82:  Id. ]  [83:  Id. ]  [84:  Id. ]  [85:  Id. ]  [86:  McNicholas, Tim, HPD promises NYC housing lotteries are safe after data breach exposed info, but applicants’ concerns linger, CBS News. (Sept 18, 2025),  https://www.cbsnews.com/newyork/news/nyc-housing-lottery-data-breach/.]  [87:  Id. ] 

ii. Risks & Impacts of Data Privacy Violations
While the Office of Information Privacy has established protocols for standard data handling, the rapid evolution of digital governance introduces complex risks that test the limits of current compliance frameworks. The collection, storage, and use of data introduces particular and serious risks for marginalized groups because of the broad and varied extent to which such data practices intersect with longstanding structural inequities and patterns of discrimination. These risks are not merely theoretical, but represent real, specific operational challenges City agencies need to address to deliver services fair and equitably. Some organizations that study data privacy have even asserted that “digital privacy legislation is civil rights legislation,”[footnoteRef:88] meaning that digital privacy protections are essential to preventing the replication of existing structural inequalities in our digital systems and processes.[footnoteRef:89] As the CPO advises City agencies on privacy protection, it is vital to analyze how the City’s privacy policies account for these systemic risks. [88:  Paige Colling, Digital Privacy Legislation is Civil Rights Legislation, EFF, May 18, 2023, https://www.eff.org/deeplinks/2023/04/digital-privacy-legislation-civil-rights-legislation.]  [89:  Id.; Samantha Lai & Brooke Tanner, Examining the intersection of data privacy and civil rights, Brookings Institute, Commentary, July 18, 2022, https://www.brookings.edu/articles/examining-the-intersection-of-data-privacy-and-civil-rights/. ] 


a. Data Breaches and Cybercrime 
City government agencies collect and store extensive individualized information necessary for service delivery, analysis, or other administrative functions of government. An unfortunate side effect of collecting troves of personal information is that New York City government databases are highly attractive targets for malicious actors.[footnoteRef:90] Unauthorized access to personal data may facilitate a wide range of risks to privacy and safety, from identity theft and fraud to doxxing. At the same time, many City agencies continue to operate on outdated systems, which increases their vulnerability to cyber threats.[footnoteRef:91] The Office of Information Privacy is tasked with ensuring agencies handle data lawfully; however, the persistence of outdated systems poses a direct challenge to the City’s ability to mandate strict privacy controls. The Committee on Technology conducted an oversight hearing on agency cybersecurity in June of 2025, at which was further discussed many of these risks and the implications for City agencies’ and contractors’ handling of individual data .[footnoteRef:92]  [90:  Richard Forno, Local governments are attractive targets for hackers and are ill-prepared, THE CENTER FOR INTERNET AND SOCIETY AT STANFORD LAW SCHOOL, Mar. 28, 2022, https://cyberlaw.stanford.edu/blog/2022/03/local-governments-are-attractive-targets-hackers-and-are-ill-prepared; Paul Liotta, N.Y. Governor, NYC Mayor Unveil Joint Cybersecurity Plan, STATEN ISLAND ADVANCE, Feb. 23, 2022, https://www.govtech.com/security/n-y-governor-nyc-mayor-unveil-joint-cybersecurity-plan; Carrie Pallardy, Why Cultural Institutions Are Rich Targets for Cyberattackers, INFORMATION WEEK, Apr. 3, 2024, https://www.informationweek.com/cyber-resilience/why-cultural-institutions-are-rich-targets-for-cyberattackers. The Chief Information Security Officer at NYC Cyber Command reported in 2023 that the agency received as many as 90 billion warnings every week from across all City agencies, leading to about 50 investigations per week. Dan Bowens, NYC cybersecurity: How are we Protected? A Look Inside an Operations Center, FOX 5 NEW YORK, Apr. 6, 2023, https://www.fox5ny.com/news/new-york-City-cyber-security-operations-center.]  [91:  Mayor’s Office for Economic Opportunity, Information Sharing and System Modernization in New York City: A report to the New York City Council in response to Local Law 75 (2018), THE CITY OF NEW YORK, last accessed Jun. 4, 2024, https://www.nyc.gov/assets/opportunity/pdf/specialinitiatives/local-law/LL75-info-sharing-final.pdf. Agency leaders and advocates have frequently highlighted the urgent need to upgrade these technology platforms to safeguard against security threats in oversight hearings. See “Hearing Testimony” and “Hearing Transcript” from: Committee on Technology, Oversight – Failures of NYCs Technological Response Under Critical Demand, THE NEW YORK CITY COUNCIL, Aug. 10, 2022, https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=5743134&GUID=DB469E6A-6977-49DD-8F21-D7C0A3878AC6&Options=&Search=; Committee on Technology, Oversight – Open Data Compliance, THE NEW YORK CITY COUNCIL, Feb. 27, 2024, https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=6507799&GUID=6D457150-61B5-4DA6-A2EB-009A7CECE697&Options=&Search=; Committee on Technology, Oversight – 311, THE NEW YORK CITY COUNCIL, Apr. 25, 2024, https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=6634082&GUID=634DD267-8DEB-46DF-B7A5-79E671D96214&Options=&Search=.]  [92:  See NYC Council Committee on Technology, Committee Report on Cybersecurity of New York City Agencies, June 10, 2025, available at https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=6700696&GUID=2E76766C-9A5C-4092-AF3A-686B47D56591&Options=&Search=. ] 

While all City residents face risks if their private data is stolen or published, government-held data is likely to be more sensitive and comprehensive for individuals and communities who rely on multiple government services. Because government services are often designed to provide a social safety net, marginalized or vulnerable populations may be more likely to access certain types of services and therefore more likely to have detailed personal data stored across City agencies. For example, someone facing gender-based violence who accesses related City protective services may share personal contact and health information with City agencies, exposing them to greater risk that such data could be inadvertently or improperly disclosed to third parties.[footnoteRef:93]  [93:  See, e.g., NYC Human Resources Admin. (HRA), Domestic and Gender-Based Violence Support, https://www.nyc.gov/site/hra/help/domestic-violence-support.page (visited Dec. 1, 2025); NYC Health & Hospitals, Domestic and Gender-Based Violence Services, https://www.nychealthandhospitals.org/services/domestic-and-gender-based-violence/ (visited Dec. 1, 2025). ] 

b. Misuse of Data in Automated Decision-Making 
The government and private sector are increasingly relying on algorithm- and AI-based technologies to make key decisions. Such reliance risks misusing private data for a purpose it is not suited for. The City’s Commission on Racial Equity (CORE) has flagged these risks as a leading equity-related concern among City residents, and has called on the City to “[c]heck for and remove any formulas and computer processes that may be biased based on race, ethnicity, or poverty.”[footnoteRef:94] CORE highlights that such misuse of data contributes to “inequities in health care, housing, policing, criminal justice, employment, social service and more.”[footnoteRef:95] Civil rights and anti-discrimination laws at the City, state and federal level already protect against individual instances of discrimination as well as systemic patterns of bias, but these laws’ specific application to technology-driven decision-making remains underexplored and insufficiently understood, especially as the use of AI grows and evolves rapidly.[footnoteRef:96] As City agencies increasingly turn to third-party vendors for AI-driven services, the monitoring of the long-term lifecycle of shared data by the City and its vendors is of the utmost importance.  [94:  NYC Commission on Racial Equity (CORE), “2024 Community Equity Priorities and Outcome Indicators,” https://www.nyc.gov/content/core/pages/community-equity-priorities-and-outcome-indicators. ]  [95:  Id. ]  [96:  Cameron F. Kerry, Federal Privacy Legislation Should Protect Civil Rights, BROOKINGS, 
July 16, 2020, https://www.brookings.edu/articles/federal-privacy-legislation-should-protect-civil-rights/; https://www.brookings.edu/articles/ethical-algorithm-design-should-guide-technology-regulation/ ] 

c. Collateral Effects of Data-Sharing Between Government Entities
In addition to inadvertent and ill-informed uses of personal data, the intentional use or distribution of data by or among various government entities can pose elevated risks to marginalized groups and political dissidents. Information stored by social media platforms has been purchased from private companies by governments,[footnoteRef:97] including the current U.S. federal administration, to track and target political activists—most notably, immigrants and naturalized citizens—despite the fact that doing so potentially violates constitutional free speech and privacy protections.[footnoteRef:98] Racial, environmental, and immigrant justice activists have also historically and recently[footnoteRef:99] been targeted for surveillance by law enforcement, including NYPD in cooperation with federal agencies.[footnoteRef:100] On the other hand, New York City, as a so-called “sanctuary” City, limits the data that City authorities can collect or share about an individual’s immigration status unless it is directly relevant to accessing a given service, or cases where an individual has committed a serious crime.[footnoteRef:101] These protections are generally believed to improve public safety, economic health, and social cohesion among City residents because they allow law-abiding immigrants to report crimes, seek medical help, and go to court without fear that they or their family members will be turned over to immigration authorities.[footnoteRef:102]  [97:  Matthew Tokson, Government Purchases of Private Data, 59 Wake Forest L. Rev. 269 (2024), University of Utah College of Law Research Paper No. 573, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4574166. ]  [98:  See, e.g., Rachel Levinson-Waldman & Naz Balkam, The Government’s Growing Trove of Social Media Data, Expert Brief, Brennan Center for Justice, July 21, 2025 (describing the Trump administration’s use of social media to track and vet, inter alia,  visa applicants, visa holders, and U.S. citizens), https://www.brennancenter.org/our-work/research-reports/governments-growing-trove-social-media-data; Faiza Patel, U.S. AI-Driven “Catch and Revoke” Initiative Threatens First Amendment Rights, Analysis, Brennan Ctr. For Justice, March 20, 2025 (“The federal government is pursuing protesters over their social media posts.”), https://www.brennancenter.org/our-work/analysis-opinion/us-ai-driven-catch-and-revoke-initiative-threatens-first-amendment-rights; Johanna Alonso, Khalil Sues for Information Regarding Government Use of Doxing Sites, Inside Higher Ed, Nov. 24, 2025, https://www.insidehighered.com/news/quick-takes/2025/11/24/khalil-sues-info-government-use-doxing-sites; David Ingram, Unions sue Trump administration over social media 'surveillance' program, NBC News, Oct. 16, 2025, https://www.nbcnews.com/tech/social-media/trump-social-media-search-surveillance-lawsuit-eff-rcna237874; Bhavana Bheem, Echoes of Authoritarianism: A Comparative Study of US Social Media Monitoring for Immigration with Global Parallels, Ctr. For Democracy & Tech., Oct. 6, 2025, https://cdt.org/insights/echoes-of-authoritarianism-a-comparative-study-of-us-social-media-monitoring-for-immigration-with-global-parallels/. ]  [99:  The City, NYPD involved in probe that spied on activists, Nov. 24, 2025, https://www.thecity.nyc/newsletter/nypd-fbi-spying-signal-court-immigration-activists/; Gabriella Sanchez & Rachel Levinson-Waldman, Police Social Media Monitoring Chills Activism, Analysis, Brennan Center for Justice, Nov. 18, 2022, https://www.brennancenter.org/our-work/analysis-opinion/police-social-media-monitoring-chills-activism.  ]  [100:  Electronic Privacy Information Ctr. (EPIC), Privacy & Racial Justice, https://epic.org/issues/democracy-free-speech/privacy-and-racial-justice/.  ]  [101:  See, e.g., NYC Admin. Code §§ 4-210, 9-131, 9-205, 10-178, 14-154, 23-1202; see also Gwynne Hogan, Rachel Holliday Smith and Rachel Kahn, “What Is a Sanctuary City and What Does That Mean for NYC Under Trump?” The City, Nov. 15, 2024, https://www.thecity.nyc/2024/11/15/sanctuary-City-laws-arrests-trump-deportations/.]  [102:  Gwynne Hogan, Rachel Holliday Smith and Rachel Kahn, “What Is a Sanctuary City and What Does That Mean for NYC Under Trump?” The City, Nov. 15, 2024, https://www.thecity.nyc/2024/11/15/sanctuary-City-laws-arrests-trump-deportations/.] 

Limitations on government collection and use of data can also serve to protect civil and political rights over time. For example, government use of surveillance tools such as facial-recognition systems, which rely on facial data to be trained on and compare samples against, are prone to error for people of color and increase the risk of wrongful stops or arrests.[footnoteRef:103] In addition, as political winds and administrations change, governments may use previously collected data or preexisting data collection policies in new ways. For example, while states have long collected data on abortions as part of public health data, government actors that oppose abortion have recently proposed using such data to deter individuals from accessing abortion services.[footnoteRef:104] These inconsistent applications of privacy protocols across different agencies and across different levels of government pose very real risks of harming already marginalized groups.  [103:  Electronic Privacy Information Ctr. (EPIC), Privacy & Racial Justice, https://epic.org/issues/democracy-free-speech/privacy-and-racial-justice/.  ]  [104:  Kelly Baden & Joerg Dreweke, With Risks to Patients and Providers Growing, States Should Revisit Abortion Reporting Requirements, Guttmacher Institute, March 2025, https://www.guttmacher.org/2025/03/risks-patients-and-providers-growing-states-should-revisit-abortion-reporting-requirements. ] 

D. Top Level Domains and Public Trust
A Top-Level Domain (TLD) constitutes the final segment of a root domain name, appearing after the last dot in a website address or email address.[footnoteRef:105] While generic TLDs such as “.com” and “.org” are open for public registration, the “.gov” TLD is a sponsored domain restricted to US-based government organizations and publicly controlled entities.[footnoteRef:106] The Cybersecurity and Infrastructure Security Agency (CISA) manages the “.gov” TLD, making it available at no cost to eligible entities, including cities, towns, counties, election offices, tribal governments, and courts. Because CISA validates the identity of every entity granted a “.gov” domain, the TLD serves as a verified indicator of official government business.[footnoteRef:107] [105:  https://www.cloudflare.com/learning/dns/top-level-domain/]  [106:  Benefits of .gov domains, GET GOV, https://get.gov/domains/benefits/#organizations-at-all-levels-of-government-are-eligible-for-gov-domains.]  [107:  Benefits of .gov domains, GET GOV, https://get.gov/domains/benefits/#organizations-at-all-levels-of-government-are-eligible-for-gov-domains.] 

New York City’s digital presence has evolved significantly over the last three decades. The City launched its first official website, www.ci.nyc.ny.us, on August 22, 1996.[footnoteRef:108] Then, May 30, 2001 Mayor Rudolph Giuliani officially unveiled the redesigned nyc.gov portal, consolidating services under a unified brand.[footnoteRef:109] Years later in July 2013, net address regulator Icann approved the City's petition for the creation of a “.nyc” domain name as part of the creation of a new class of generic top-level domains (gTLDs).[footnoteRef:110] Today, New York City still owns and governs the “.nyc” domain and makes it available to any business or organization with a physical address in New York City, or to any individual with a primary residence in New York City;[footnoteRef:111] however, the “nyc.gov” portal remains the City’s primary online presence for City agencies and City-related entities.    [108:  Mayor Rudolph W. Giuliani, https://www.nyc.gov/html/om/html/96/sp358-96.html. ]  [109:  Mayor Rudolph W. Giuliani, https://www.nyc.gov/html/om/html/2001a/pr176-01.html. ]  [110:  New York City gets .nyc Domain Name Approval, BBC, July 2, 2013, https://www.bbc.com/news/business-23150658. ]  [111:   NYC Top Level Domain, OTI, https://www.nyc.gov/content/oti/pages/nyc-top-level-domain.] 

The City currently does not enforce a uniform TLD requirement for its agencies, resulting in a fractured digital landscape where official city entities operate across various commercial and organizational domains. For example, the Department of Parks and Recreation retains a “.org” domain as a legacy of the era before NYC.gov standardization.[footnoteRef:112] This lack of uniformity extends to numerous other agencies that maintain web presences on non-governmental TLDs, including websites and services maintained by the New York Police Department,[footnoteRef:113] New York City Public Schools,[footnoteRef:114] and the Economic Development Corporation.[footnoteRef:115] Crucially, this inconsistency applies not only to website URLs but also to the email addresses used for official correspondence. Consequently, residents receive communications from a patchwork of domain endings, rather than a single, verifiable government standard. [112:  Official Website of the New York City Department of Parks & Recreation, https://www.nycgovparks.org/.]  [113:  NYPD Recruit, https://nypdrecruit.com/. ]  [114:  NYC Public Schools, https://supporthub.schools.nyc/. ]  [115:  NYC EDC, https://edc.nyc/. ] 

The usage of disparate domains fractures public trust and creates security gaps by decoupling official services from the strict verification processes reserved for “.gov” domains. As the “.gov” suffix is exclusively available to government entities, it acts as an immediate signal of legitimacy, allowing the public to confidently distinguish city agencies from unauthorized actors.[footnoteRef:116] When this standardization is absent, users face increased risks of phishing and spoofing because they cannot easily verify a sender's identity. Furthermore, reliance on commercial domains forfeits the stronger, built-in security protocols inherent to the “.gov” infrastructure.[footnoteRef:117] This lack of technical uniformity makes it difficult to secure the confidentiality of city services, providing opportunities for malicious actors to exploit the resulting ambiguity and harvest sensitive information. [116:  Benefits of .gov domains, GET GOV, https://get.gov/domains/benefits/#organizations-at-all-levels-of-government-are-eligible-for-gov-domains.]  [117:  Benefits of .gov domains, GET GOV, https://get.gov/domains/benefits/#organizations-at-all-levels-of-government-are-eligible-for-gov-domains.] 

III. LEGISLATION
Int. 1335, A Local Law to amend the administrative code of the city of New York, in relation to the definitions of identifying information and private information
The definitions of “identifying information” and “private information” do not include technical characteristics and other identifiers now commonly used to identify individuals. The NYC Privacy Officer has already updated the definition of “identifying information” in the Citywide Privacy Protection Policies and Protocols[footnoteRef:118] to include technical characteristics, as well as other data elements such as voiceprints, DNA, medical diagnoses, date of birth, and health-care policy numbers.  [118:  Citywide Privacy Protection Policies and Protocols , 2025, https://www.nyc.gov/assets/oti/downloads/pdf/reports/cpo/2025%20Citywide%20Privacy%20Protection%20Policies%20and%20Protocols_web.pdf.  ] 

This bill would expand the definitions of identifying information and private information in the Administrative Code to include more modern identifiers, including technological information such as device identifiers, media access control address, internet mobile equipment identity, or internet protocol address; and behavioral characteristics such as keystroke or gait patterns.
The bill takes effect immediately.
Int. 1340, A Local Law to amend the administrative code of the city of New York, in relation to an interagency taskforce and reporting on a gendered impact assessment of artificial intelligence
This bill would require the Department of Information Technology and Telecommunications (DOITT) to conduct a gendered impact assessment every two years for certain algorithmic tools used by City agencies. In consultation with labor organizations, gender equity experts, and affected communities, DOITT would evaluate whether the use of gender in these tools may lead to disparate impacts. The report would include a list of tools using gender data, assessment dates, and mitigation recommendations. This bill would also establish an interagency task force on the gender equity of artificial intelligence tools in the workforce. The task force must meet at least twice a year to examine how such tools are impacting employment outcomes for agency employees based on gender, including job displacement and changes in job roles.
The bill takes effect 180 days after it becomes law.
Int. 1367, A Local Law to amend the administrative code of the city of New York, in relation to a top-level domain name requirement for websites maintained by city agencies
	Federal, state, local, and other publicly-controlled entities are eligible for free “.gov” domains. This includes cities, towns, counties, election offices, tribal governments, courts, and more.[footnoteRef:119] The Cybersecurity and Infrastructure Security Agency (CISA), manages the .gov top-level domain.[footnoteRef:120]  [119:  Benefits of .gov domains, GET GOV, https://get.gov/domains/benefits/#organizations-at-all-levels-of-government-are-eligible-for-gov-domains. ]  [120:  Id. ] 

This bill would require every agency that maintains a public-facing website to utilize the “.gov” domain name in the uniform resource locator of the website. The department of information technology and telecommunications, or other agency designated by the mayor, would also be required to submit to the mayor and the speaker of the council two compliance reports.
The bill takes effect 180 days after it becomes law.
Resolution 783, sponsored by Council Member Willliams, calling on the New York State Legislature to pass, and the Governor to sign, S.4860, in relation to enacting the New York Data Protection Act.  
Resolution 1062, sponsored by Council Member Hanks, calling on the New York State Legislature to pass, and the Governor to sign, A.3924, also known as the Right to Your Own Image Act, in relation to privacy rights involving digitization.
IV. CONCLUSION 
The Committees look forward to receiving testimony from OTI, New York City Commission on Human Rights, advocacy groups, members of academia, and other interested members of the public on the current state of privacy protection in New York City.
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Int. No. 1335

By Council Members Gutiérrez, Banks, Brewer, Brannan and De La Rosa

..Title
A Local Law to amend the administrative code of the city of New York, in relation to the definitions of identifying information and private information
..Body

Be it enacted by the Council as follows:
1



2

Section 1. The definition of “identifying information” set forth in section 23-1201 of the administrative code of the city of New York, as amended by local law number 61 for the year 2023, is amended to read as follows:
  	 Identifying information. The term "identifying information" means any information obtained by or on behalf of the city that may be used on its own or with other information to identify or locate an individual, including, but not limited to: name[,]; sexual orientation[,]; gender identity[,]; race[,]; marital or partnership status[,]; status as a victim of domestic violence or sexual assault[,]; status as a crime victim or witness[,]; citizenship or immigration status[,]; eligibility for or receipt of public assistance or city services[,]; all information obtained from an individual's income tax records[,]; information obtained from any surveillance system operated by, for the benefit of, or at the direction of the police department[,]; motor vehicle information or license plate number[,]; biometrics such as fingerprints [and], photographs, behavioral characteristics such as keystroke and gait patterns, height, and weight[,]; languages spoken[,]; religion[,]; nationality[,]; country of origin[,]; place of birth[,]; arrest record or criminal conviction[,]; employment status[,]; employer information[,]; current and previous home and work addresses[,]; contact information such as phone number and email address[,]; information concerning social media accounts[,]; device identifiers, such as media access control address, internet mobile equipment identity, or internet protocol address; date [and/or] or time of release from the custody of the administration for children's services, the department of correction, or the police department[,]; any scheduled court appearances[,]; or any scheduled appointments with any employee, contractor, or subcontractor.
   	§ 2. The definition of “private information” set forth in subdivision b of section 10-501 of the administrative code of the city of New York, as added by local law number 151 for the year 2021, is amended to read as follows:

b. The term “private information” shall mean either: (i) personal information consisting of any information in combination with any one or more of the following data elements, when either the data element alone or the combination of such information plus the data element is not encrypted, or encrypted with an encryption key that has also been accessed or acquired:
(1) social security number;
(2) driver’s license number or non-driver identification card number;
(3) account number, credit or debit card number, in combination with any required security code, access code, password or other information which would permit access to an individual’s financial account;
(4) account number, or credit or debit card number, if circumstances exist wherein such number could be used to access an individual’s financial account without additional identifying information, security code, access code, or password; or
(5) biometric information, meaning data generated by electronic measurements of an individual’s unique physical characteristics, such as a retina or iris scan, fingerprint, voiceprint, [or] scan of hand or face geometry, or behavioral characteristics such as keystroke or gait patterns, any of which is collected, retained, converted, stored, or shared to identify an individual;
(6) technological information, such as device identifiers, including media access control address, internet mobile equipment identity, or internet protocol address; or
(ii) a user name or e-mail address in combination with a password or security question and answer that would permit access to an online account.
“Private information” does not include publicly available information that is lawfully made available to the general public from federal, state, or local government records.
	§ 3. This local law takes effect immediately.
IB
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Int. No. 1340

By Council Members Louis, Banks, Marte, Brannan and Stevens

..Title
A Local Law to amend the administrative code of the city of New York, in relation to an interagency taskforce and reporting on a gendered impact assessment of artificial intelligence

..Body

Be it enacted by the Council as follows:

DRAFT

DRAFT


5

1

Section 1. Subdivision c of section 3-119.5 of subchapter 1 of chapter 1 of title 3 of the administrative code of the city of New York, as added by local law number 35 for the year 2022, is amended to read as follows:
c. Each agency shall provide the following information about each algorithmic tool reported pursuant to subdivision b of this section:
1. The name or commercial name, and a brief description of such algorithmic tool;
2. The purpose for which the agency is using such an algorithmic tool;
3. The type of data collected or analyzed by the algorithmic tool and the source of such data; 
4. A description of how the information received from such algorithmic tool is used;
5. Whether a vendor or contractor was involved in the development or ongoing use of the algorithmic tool, a description of such involvement, and the name of such vendor or contractor when feasible; [and]
6. The month and year in which such algorithmic tool began to be used, if known[.]; and 
7. A list of all algorithmic tools identified by agencies as using gender as an input or a factor in any stage of the data analysis or outcome generation process.
§ 2. Subchapter 1 of chapter 1 of title 3 of the administrative code of the city of New York, is amended by adding a new section 3-119.5.1 to read as follows:
§ 3-119.5.1 Gendered impact assessment. a. By December 31, 2027, and every two years thereafter, the department of information technology and telecommunications, in consultation with labor organizations, gender equity experts, and affected community representatives, shall conduct an assessment on certain algorithmic tools, to determine whether such tools’ use of gender may result in disparate impacts. 
b. The department of information technology and telecommunications shall publish on its website and submit to the mayor and the speaker of the council, the gendered impact assessment report required by subdivision a of this section. Such report shall include, but not be limited to:
1. A list of all algorithmic tools identified by agencies pursuant to paragraph 7 of subdivision c of section 3-119.5, and whether each such algorithmic tool involves the use of artificial intelligence;
2. An analysis of the tools identified as involving the use of artificial intelligence, pursuant to paragraph 1 of this subdivision, to consider if the current use, individually or in combination, by such tools of gender as an input or factor may result in disparate impacts, and the period of time during which such analysis was conducted; and 
3. Recommendations for agencies on the use or implementation of artificial intelligence so as to mitigate potential disparate impacts based on gender.
§ 3. Subchapter 1 of chapter 1 of title 3 of the administrative code of the city of New York, is amended by adding a new section 3-119.5.2 to read as follows:
§ 3-119.5.2 Interagency task force on the gender equity of artificial intelligence tools in the workforce. a. An interagency task force on the gender equity of artificial intelligence tools in the workforce shall be established, consisting of the heads of the following agencies, or their designees:
1. The department of citywide administrative services;
2. The department of consumer and worker protection;
3. The commission on human rights; 
4. The department of information technology and telecommunications; and 
5. The commission on gender equity.  
b. Such interagency taskforce shall convene no less than once every six months to examine the workforce impacts of artificial intelligence tools for agency employees based on gender, including hiring, loss of position, partial displacement, and role transformation. Such interagency taskforce shall establish and maintain a mechanism for agency employees to provide information and evidence of the disparate impacts of artificial intelligence on their positions, or on others in their agency, to the taskforce. At each convening of such interagency taskforce, it shall consider whether to provide recommendations to the mayor and the speaker of the council on measures that could be taken to address any actual or potential disparate workforce impacts of artificial intelligence on agency employees based on gender that have been identified. 
§ 4. This local law takes effect 180 days after it becomes law.
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Int. No. 1367

By Council Members Salaam, Won, Louis, Brannan, Schulman, Brooks-Powers, Cabán, Banks and Hanif

..Title
A Local Law to amend the administrative code of the city of New York, in relation to a top-level domain name requirement for websites maintained by city agencies
..Body

Be it enacted by the Council as follows:
	Section 1. Chapter 8 of title 23 of the administrative code of the city of New York is amended to add a new section 23-807, to read as follows:
§ 23-807 Top-level domain name. Every agency shall utilize the “.gov” top-level domain name in the uniform resource locator of any public-facing website maintained by such agency. This requirement shall not apply to digital communications by agencies via third-party services operated by non-governmental entities on non-governmental domains that are intended for public engagement, such as social media platforms or commercial survey tools, or to the city’s open data portal.
§ 2. Top-level domain name utilization report. No later than 3 months after the effective date of this local law and one year thereafter, the department of information technology and telecommunications or another agency designated by the mayor shall submit to the mayor and the speaker of the council a report that includes the following:
1. A list of mayoral agencies not in compliance with the top-level domain name requirement in section 23-807 of the administrative code of the city of New York;
2. The corresponding uniform resource locators being used; and
3. A description of the purpose for which each top-level domain name not in compliance with such section is being used.
	§ 3. This local law takes effect 180 days after it becomes law.
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Res. No. 783

..Title
Resolution calling on the New York State Legislature to pass, and the Governor to sign, S.4860, in relation to enacting the New York Data Protection Act.
..Body

By Council Members Williams and Banks

Whereas, Advances in digital technologies have enabled governments to collect and analyze vast amounts of data to inform decisions and develop effective policies; and
Whereas, Data-driven policymaking may sometimes require the collection of personally identifiable information, which is information that can be plausibly linked directly or indirectly to an individual, such as a name, social security number, or biometric information; and
Whereas, Personally identifiable information is often stored on information technology systems that can be targets of potential bad actors that wish to access this information for use in subsequent criminal activity; and
Whereas, According to the federal office of management and budget, in 2023, 11 major information security incidents occurred within federal agencies that likely resulted in demonstrable harm to national security interests or likely involved personally identifiable information that, if compromised, would harm national security interests; and
Whereas, These information security incidents can also occur at the state and local level, such as in 2022 when cyber criminals gained access to Suffolk county’s information technology system, stole social security numbers and driver’s license numbers of Suffolk county residents, and published this information on the dark web; and
Whereas, In recent years, the New York state legislature has passed several pieces of legislation that enhanced the privacy protection of health data, required companies to report information security incidents within 30 days, and required companies that handle personal information to create and implement plans to safeguard personal information; and
Whereas, While these laws regulate interactions between the private sector and the state of New York’s residents, there is also a need to regulate how the state government itself collects and manages the personally identifiable information of individuals; and
Whereas, S.4860, introduced by state senator James Sanders Jr. and pending in the New York state senate, would confer the right to be informed of personally identifiable information collected by state government agencies and state government contractors and the right to delete such personally identifiable information collected by state government agencies and state government contractors; and
Whereas, This legislation would restrict how personally identifiable information collected by one state government agency can be shared with another state government agency, and would prohibit state government agencies and state government contractors from selling the personally identifiable information collected; and
Whereas, A state law informing New York residents of the categories and specific kinds of personally identifiable information that government agencies or government contractors collect, and allowing them to request the deletion of such information, would provide individuals with an additional tool that could be used to protect their privacy; now, therefore, be it
Resolved, That the Council of the City of New York calls on the New York state legislature to pass, and the governor to sign, S.4860, in relation to enacting the New York data protection act.
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Res. No. 1062

..Title
Resolution calling on the New York State Legislature to pass, and the Governor to sign, A.3924, also known as the Right to Your Own Image Act, in relation to privacy rights involving digitization 
..Body

By Council Members Hanks and Brannan

Whereas, Artificial Intelligence (“AI”) is largely defined as a category of technology focusing on the simulation of human intelligence; and
Whereas, The term “deepfake” means a video, image, or audio recording generated or substantially modified using AI to falsely depict events, individuals’ speech or conduct, or individuals altogether; and
Whereas, Deepfakes are being used to impersonate financial experts and business leaders on social media, in fake livestreams, and in digital ads to extract money from New Yorkers in fraudulent transactions, according to an investor alert published by the New York State Attorney General in August of 2024; and
Whereas, AI-enabled voice cloning, a type of deepfaking, is used to conduct impersonation scams to deceive the public into transferring money to putative family members in crisis, according to a consumer alert published by the Federal Trade Commission in April of 2024; and
Whereas, According to the Federal Bureau of Investigation, individuals in New York State lost an estimated $38.77 million, including over $21 million lost by individuals over 60, in online relationship impersonation schemes in 2024; and
Whereas, In 2024 the New York City Department of Consumer and Worker Protection released tips to help New Yorkers detect and respond to deepfake scams; and
Whereas, Meta trained its AI image-generator on 1.1 billion publicly visible Facebook and Instagram images, as reported by Ars Technica in December of 2023; and
Whereas, According to a CNN report in July of 2025, Guess, H&M, and Levi’s have begun utilizing AI-generated models as part of advertising campaigns; and
Whereas, The New York State Fashion Workers Act specifically protects professional models from the nonconsensual use of their digital replication by AI, but provides no such protections for members of the public whose name, voice, or likeness may be utilized as part of an AI-generated model, advertising campaign, or any other commercial endeavor; and
Whereas, According to the National Conference of State Legislatures, in 2024 at least 25 states passed laws regulating the use of deepfakes; and
Whereas, Section 51 of the New York State Civil Rights Law (CRL) has provided a private right of action for a living person whose name, image, or likeness is used without the person’s written consent for advertising or trade purposes for over 120 years, but New York State lacks adequate protections for living persons whose image, voice, or likeness is appropriated by generative AI for such purposes; and
Whereas, A.3924, introduced by New York State Assembly Member Alex Bores on January 30, 2025 and pending in the New York State Assembly, would provide that the private right of action in section 51 of the CRL protects against the nonconsensual creation or alteration of a living person’s image, voice, or likeness through AI or any other computer-generated or technological means for commercial or trade purposes; and
Whereas, A.3924 would explicitly allow New Yorkers recourse against impersonation through deepfakes; now, therefore, be it
Resolved, That the Council of the City of New York calls on the New York State Legislature to pass, and the Governor to sign, A.3924, also known as the Right to Your Own Image Act, in relation to privacy rights involving digitization.
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