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          1  COMMITTEE ON HOUSING AND BUILDINGS

          2                 CHAIRPERSON DILAN: Good afternoon

          3  everyone.  I'm Erik Martin Dilan.  I'm the

          4  Chairperson of the City Council's Housing and

          5  Buildings Committee.  Today the Committee will be

          6  conducting a hearing on several bills.  The first is

          7  Proposed Int. 34-A sponsored by Council Member Diana

          8  Reyna in relation to increasing fines for illegal

          9  conversions from industrial to residential uses.

         10                 The second item is Proposed Int.

         11  550-A sponsored by Council Member Daniel Garodnick

         12  in relation to inspection cycles for exterior walls.

         13                 Those two items, as soon as we

         14  receive a quorum, the Committee will be voting to

         15  dispose of these items, and then we'll have an

         16  initial hearing on Proposed Int. 374-A, also

         17  sponsored by Council Member Garodnick, in relation

         18  to regulating the use of electronic access system

         19  for certain multiple dwellings and the dissemination

         20  and retention of information obtained by such

         21  systems.

         22                 Proposed Int. 34-A would increase

         23  penalties for illegally converting buildings

         24  approved for manufacturing use to residential uses.

         25  Members of the Council are concerned that such
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          2  illegal conversions increase the cost of

          3  manufacturing and industrial business by limiting

          4  these businesses to expand in New York City and

          5  potentially affecting the 500,000 workers who earn

          6  wages and benefits by working for these

          7  manufacturers.

          8                 In a different vein, Proposed 550-A

          9  would require the Commissioner of DOB to establish

         10  staggering inspection cycles for buildings required

         11  to inspect their facades under Section 27 129 of the

         12  Building Code.

         13                 Proposed Int. 374-A would establish

         14  limits on owners who wish to install electronic

         15  access devices, or keycards, in their buildings.

         16                 Today, as I said earlier, we will be

         17  voting Proposed Int. 34-A and Proposed Int. 550-A,

         18  and I urge my colleagues to vote in favor of both of

         19  these items, and then after the vote, the Committee

         20  expects to hear and receive testimony regarding Int.

         21  374-A from representatives from HPD as well as

         22  tenants, housing advocates, representatives of the

         23  real estate industry, and, as I said earlier, if

         24  anyone wishes to testify on 374-A, please see a

         25  Sergeant-at-Arms.  At this time, I will turn over to
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          2  the sponsor of 550-A, Council Member Daniel

          3  Garodnick, for a brief opening statement.

          4                 COUNCIL MEMBER GARODNICK: Thank you

          5  very much, Mr. Chairman.  First of all, since we

          6  have a couple of items on today, I'm going to just

          7  limit my remarks now as per the Chairman's

          8  instructions to Int. 550-A, which is a law very,

          9  very different from the other one which we are

         10  talking about later on having the hearing on which

         11  is the keycard bill.

         12                 Before I say anything about that, I

         13  just want you all to know that Chairman Dilan just

         14  yesterday passed through the Council and landmark

         15  overhaul of the entire City's Building Code, and

         16  it's the first time that that's happened since 1968,

         17  and he presided over countless hearings and meetings

         18  and deliberations for months and months and it

         19  culminated in yesterday's vote.  So we are doubly

         20  appreciative of his having this hearing today on a

         21  very, very hot day at the beginning of summer and

         22  all of the extraordinary work that he put in to make

         23  that happen.  So I wanted to acknowledge him for

         24  that.

         25                 Int. 550-A is a very, very simple
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          2  bill.  Today the rules for building facades are that

          3  they need to be inspected every five years, very

          4  simple.  For buildings built after 1982, the five

          5  year period is based on the date the building was

          6  constructed.  So if the building was built in 1983,

          7  they are inspected in 1988; 1993, 1998, et cetera,

          8  et cetera, et cetera.  If the building was built

          9  before 1982, every building is on exactly the same

         10  schedule for their five- year inspection.  They all

         11  come up at exactly the same time.  As you might

         12  imagine, that is a lot of buildings in the City of

         13  New York, and what it does is it creates an enormous

         14  amount of pressure, competition for limited

         15  supplies, scaffolding, contractors.  It drives up

         16  costs unnecessarily, and it makes it very, very

         17  difficult for buildings to do the work that they are

         18  required to do by law.  So what this does is very

         19  simply for the buildings built prior to 1982 it

         20  requires the that Department of Buildings of the

         21  City of New York set up a staggered inspection

         22  schedule for them, which is my expectation will

         23  decrease that pressure which exists on the buildings

         24  and make a more sensible law out of what exists now,

         25  and makes it more on par with the buildings built
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          2  after 1982.  So that's what that does.  It's very

          3  simple, and I thank the Chairman for having the

          4  hearing, and obviously I'm not a member of the

          5  Housing and Buildings Committee, but I hope my

          6  colleagues will support it.  Thank you.

          7                 CHAIRPERSON DILAN: Okay.  Before I

          8  turn to Council Member Reyna for an opening

          9  statement, I want to give Council Member Rivera the

         10  opportunity to vote because he's chairing the Health

         11  Committee, which is, I believe, across the street.

         12                 COUNCIL MEMBER RIVERA: Thank you very

         13  much, Chairman Dilan.  I just want to thank you for

         14  your leadership on the Building Code, and I want to

         15  thank you for the hearing that we're having today,

         16  and I want to vote aye on the items that are on

         17  today's agenda.  Thank you.

         18                 CHAIRPERSON DILAN: That was, again,

         19  Council Member Rivera voting on 34-A and 550-A, and

         20  when we get around to roll call the vote will be

         21  coupled.

         22                 At this time, I would like to go to

         23  the sponsor of Int. No. 34-A, Council Member Diana

         24  Reyna, for a brief opening statement.

         25                 COUNCIL MEMBER REYNA: Thank you, Mr.
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          2  Chair.  I just wanted to take this moment to thank

          3  several people.  This has been one year later since

          4  the introduction of this particular legislation.

          5  When drafted, the intention was clear.  This is zero

          6  tolerance for illegal conversion, and in the last

          7  couple of days we had to bury one of New York's

          8  bravest from our neck in the woods in Greenpoint

          9  Williamsburg due to illegal conversion.

         10                 Manufacturing space is limited these

         11  days.  We have nowhere to place businesses when

         12  there is an interest to develop an industry, and

         13  what used to be once a booming textile garment space

         14  in Williamsburg, Greenpoint, Bushwick are now seldom

         15  found. Businesses have left as far as that industry

         16  is concerned, but it's being replaced, and these

         17  days with unemployment rates amongst communities of

         18  colors, communities stricken with poverty, this is

         19  what we need to start paying attention to.  This

         20  space is sacred and there was a study, thanks to

         21  NYIRN conducted where if we were to replace the

         22  500,000 square feet of space that we've lost due to

         23  illegal conversion it would cost $100 million

         24  dollars to replace it, to rebuild.  That is an

         25  astronomical amount of money, one that we will
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          2  probably never be able to compete with, and so today

          3  what we're passing is a momentous piece of

          4  legislation that will definitely have the mechanism

          5  to send a message to property owners. There are

          6  businesses on waiting lists eager to rent space out,

          7  and we want to work with them, but they can't

          8  continue to turn the other way and say they don't

          9  know what's happening amongst their own communities,

         10  amongst their own properties.  This will impose an

         11  increase in fines of minimum $2,500 dollars to

         12  $5,000 dollars for the first violation, and a second

         13  violation will be issued a minimum of $5,000 dollars

         14  to $25,000 dollars with a per diem, per unit,

         15  illegal converted of $250 dollars to $500 dollars.

         16  I state that because it is very important to

         17  understand that this is not to get at the lonesome

         18  property owner who is doing the right thing, but

         19  rather an individual who is knowingly turning the

         20  other way, renting their commercial leases and

         21  saying, at the end of the day, they had no clue when

         22  in fact you walk the streets of these manufacturing

         23  zones and they are asking you would you like to rent

         24  here.

         25                 There are a few people, including the
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          2  Chair of this Committee, I'd like to thank, Council

          3  Member Erik Dilan.  I'd like to thank Jeff Haberman,

          4  Robert Newman, and from the Administration, Olivia

          5  Goodman, Phyllis Arnold, Marietta Kremmidas and

          6  Amelia Nathan.  This has been one tremendous last

          7  two weeks, and I have gotten nothing but support and

          8  I wanted to just appreciate all those individuals

          9  and many others perhaps that I just didn't mention.

         10  So thank you, Mr. Chair.

         11                 CHAIRPERSON DILAN: Seeing sufficient

         12  quorum to dispose of these items, I'd like to ask

         13  the clerk to call the roll.

         14                 Before we do that, the items are

         15  coupled, and on Int. 34-A, we are voting on the

         16  latest version and I have to say for the record that

         17  was changed June 28th at 12:50 p.m.

         18                 Will the clerk please call the roll?

         19                 COUNCIL CLERK: Dilan.

         20                 CHAIRPERSON DILAN: I vote aye.

         21                 COUNCIL CLERK: Avella.

         22                 COUNCIL MEMBER AVELLA: Aye.

         23                 COUNCIL CLERK: Comrie.

         24                 COUNCIL MEMBER COMRIE: I just want to

         25  be clear. We're voting on 550-A and 34- A.

                                                            12

          1  COMMITTEE ON HOUSING AND BUILDINGS

          2                 CHAIRPERSON DILAN: Yes, both items

          3  are coupled.

          4                 COUNCIL MEMBER COMRIE: Okay.  Aye on

          5  both.  Thank you.

          6                 COUNCIL CLERK: White

          7                 COUNCIL MEMBER WHITE: Aye on both.

          8  Let me just for the record state that I'm chairing a

          9  joint meeting over in Economic Development and Small

         10  Businesses next door so with your permission I'm

         11  taking my vote.  I'd like to go over an proceed with

         12  that meeting.  Thank you.

         13                 COUNCIL CLERK: Gallagher

         14                 COUNCIL MEMBER GALLAGHER: Aye.

         15                 COUNCIL CLERK: Oddo

         16                 COUNCIL MEMBER ODDO: Yes, and I'd

         17  like to have my name added on both items as a

         18  sponsor.

         19                 COUNCIL CLERK: And we're adding a yes

         20  vote of Council Member Joel Rivera, which would give

         21  us a total of seven in the affirmative, no

         22  negatives, zero abstentions.  Item adopted.

         23                 CHAIRPERSON DILAN: Would the Members

         24  just please sign the Committee Report before they go

         25  to their other hearings? Council Member White, I
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          2  think you have to sign the Committee Report.  Oh,

          3  you did.  Okay.

          4                 At this time, I would like to call up

          5  HPD, and we'll just give them a few minutes to

          6  settle in before I turn to Council Member Garodnick

          7  for an opening statement.  The members will sign the

          8  report and then we can begin.

          9                 I also want to state that we've

         10  received testimony for the record from the New York

         11  Industrial Retention Network supporting Int. 34-A by

         12  Mr. Adam Friedman.

         13                 Okay, at this time, I'd like to

         14  acknowledge Council Member Garodnick for an opening

         15  statement.

         16                 COUNCIL MEMBER GARODNICK: Thank you,

         17  again, Chairman Dilan, and thank you for holding

         18  this hearing on Int. 374-A, which is an important

         19  piece of legislation to create reasonable

         20  restrictions on the data that is collected from

         21  electronic keycards.

         22                 Of course, many of us live in a world

         23  of electronic keycards, most frequently in our lives

         24  at work.  For example, when I leave City Hall and I

         25  go across the street to 250 Broadway, which is my
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          2  legislative office, I need an electronic keycard to

          3  beep my way in.  Such is the case for many

          4  businesses in the City of New York today and beyond.

          5                 The use of these keycards has moved

          6  beyond the business context however, and they are

          7  now increasingly present in the residential world as

          8  well.  A number of residential communities around

          9  the City including Stuyvesant Town and Peter Cooper

         10  Village, Waterside Plaza, Manhattan Plaza in

         11  Manhattan, Prospect Towers in Brooklyn, Sea Park

         12  North in Brooklyn, Park Lane in the Bronx, Boulevard

         13  Towers in the Bronx and others, have replaced

         14  metallic keys with electronic ones for front door

         15  access.

         16                 I want to acknowledge, because there

         17  are a number of tenants who are very familiar to me,

         18  tenants of Stuyvesant Town and Peter Cooper Village,

         19  who are present today.  I want to welcome you to

         20  City Hall.  I'm glad you are here.  This is an

         21  important piece of legislation that I know you all

         22  are supportive of.  Of course, the president of the

         23  Tenant's Association of Stuyvesant Town, Al Doyle is

         24  here as well at the president of the Tenant's

         25  Association of Waterside Plaza, Melvin Dennis, is
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          2  also here.

          3                 Simply put, when an electronic system

          4  is used as the primary access to a building, every

          5  time a tenant comes home, data is collected.  Data

          6  which can reveal individual patterns.  Data about

          7  guests.  Data about the tenants themselves.

          8                 While a few residential buildings

          9  have had electronic access systems for many years,

         10  laws do not currently exist to restrict the data

         11  gleaned from those systems.  The legislation that we

         12  are discussing today does not ban keycards. Rather,

         13  it sets forth reasonable limitations on the

         14  retention of data to protect the privacy of

         15  residents living in those buildings. Clearly there

         16  is a balance to strike between the safety of our

         17  homes and the protection of our privacy.

         18                 The New York City Council and the

         19  Mayor recognize the importance of protecting data

         20  that is gathered from electronic systems even this

         21  year.  In our law governing cameras at bars and

         22  clubs, we included a number of security measures to

         23  protect the privacy of people who were caught on

         24  tape.  We require it to be stored in a locked

         25  receptacle in a controlled access area, that those
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          2  images which only authorized personnel would have

          3  access to. We require that cabaret and dance halls

          4  keep a log of all instances and requests for, or

          5  access to, dissemination and use of recorded

          6  materials made by video surveillance cameras, and if

          7  the recordings made by the cameras were improperly

          8  disseminated, the dance halls risked having their

          9  licenses suspended or revoked and liable to a fine

         10  between $5 and $50,000 dollars.  That's an important

         11  precedent, I think, for us to remember today.  That

         12  Nightlife Safety legislation recognized the need for

         13  legal constraints on information gathered about New

         14  Yorkers.

         15                 The legislation that we're discussing

         16  today seeks to strike a similar balance between what

         17  information landlords need to keep their residents

         18  safe and what protections must be awarded to

         19  tenants.  We're not talking about our workplace or a

         20  nightlife choice.  However, we're discussing the

         21  privacy and comfort we should feel in our homes.

         22                 Int. 374 restricts the collection of

         23  data on tenants and their legal guests as they enter

         24  their buildings and the duration that landlords can

         25  retain that information.  It limits the type of data
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          2  required for tenants to provide in order to get a

          3  key for their own building.  It requires owners to

          4  alert tenants what information will be stored on

          5  electronic access controlled systems, and what

          6  persons have access to that information.  It also

          7  creates civil and financial penalties for any

          8  landlord that violates the provisions of the

          9  legislation, except when requested by the police or

         10  a court.  This legislation will allow owners to

         11  upgrade their security systems while insuring that

         12  our personal safety and personal privacy is not

         13  sacrificed.  I believe that it strikes the right

         14  balance, and I hope that my colleagues will agree.

         15                 I look forward to hearing the

         16  testimony that is offered here today, and I, again,

         17  want to thank Chairman Dilan in the midst of

         18  everything that has been going on for his willing to

         19  have this hearing, and again I thank you all for

         20  being here today.

         21                 CHAIRPERSON DILAN: Before we go to

         22  HPD, I want to acknowledge that we've been joined by

         23  Council Member Lew Fidler of Brooklyn, and if

         24  possible, I'd like to ask Counsel to acknowledge

         25  Council Member Fidler so that he can vote on Intros.
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          2  34-A and 550 A.

          3                 All right.  So we'll do it after.

          4  We'll allow HPD to testify and then we'll come back

          5  to Council Member Fidler.  So I guess, at this time,

          6  we have Barbara Flynn from HPD, along with Vito

          7  Mustaciulo from HPD as well.  Welcome, and even

          8  though I said your names, you do have to restate

          9  your name for the record, and then you can begin

         10  your testimony.

         11                 MS. FLYNN: Good afternoon, Chairman

         12  Dilan and members of the Housing and Buildings

         13  Committee.  I am Barbara Flynn, Chief of Staff of

         14  Intergovernmental Relations at the Department of

         15  Housing Preservation and Development, and sitting

         16  next to me is Vito Mustaciulo, Associate

         17  Commissioner of Code Enforcement.

         18                 I'm here this afternoon to discuss

         19  Int. 374-A and to explain why HPD believes this bill

         20  does not belong in the Housing Maintenance Code.

         21  While we support the concept of the legislation,

         22  there is no role for my agency to play in the

         23  regulation of use of personal information that may

         24  be collected by an owner or by the device itself.

         25                 Under this bill, owners of multiple
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          2  dwellings that have installed electronic access

          3  devices may not require that lawful occupants

          4  provide any personal information such as a Social

          5  Security number, or picture, but may require them to

          6  establish their identity before receiving a keycard.

          7                 The bill also requires that all

          8  personal information be purged from every electronic

          9  access data system and from any records maintained

         10  by the owner or anyone that the owner may have

         11  shared an occupants' personal information with, no

         12  later than either 30 days from when such information

         13  was obtained or 30 days after the effective date of

         14  this bill.

         15                 This legislation requires owners that

         16  had installed electronic access devices before this

         17  bill was effective to replace the keycards within 30

         18  days if residents' photos and/or personal

         19  information were embedded in them.

         20                 While this bill provides for an

         21  alternative access for religious observance, it does

         22  not create a process for entering the building in

         23  case of a power outage.

         24                 The bill imposes a civil penalty of

         25  between $1,000 and $10,000 dollars in a proceeding
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          2  before the Environmental Control Board, or a court.

          3  Unfortunately, HPD does not write violations that

          4  are returnable to ECB, except on behalf of the

          5  Department of Buildings.  In any case, it is unclear

          6  what inspection or enforcement mechanism would be

          7  effective in determining compliance with the

          8  disclosure and purging requirements of the bill.

          9                 It should be noted that NYCHA has

         10  successfully employed a keyless electronic access

         11  device in a limited fashion, since 2003, at 11

         12  buildings known as the Bronx MHOP developments.

         13  Although NYCHA does not track the comings and goings

         14  of its residents, HUD regulations require NYCHA to

         15  collect tenant's Social Security numbers, et cetera,

         16  and to annually certify that only residents listed

         17  on the lease reside in the apartments.

         18                 NYCHA's keyless entry system uses a

         19  key fob and was installed as part of a prototype

         20  front entrance door replacement contract that was

         21  procured and administered by Kraus, one of NYCHA's

         22  private management companies.  This system has

         23  worked well in conjunction with a CCTV monitoring

         24  system that was also installed in the Bronx

         25  buildings managed by Kraus.
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          2                 This bill appears to have been

          3  written in response to landlords installing these

          4  new security doors and requiring tenants to prove

          5  that they are the primary residents in the building.

          6    We believe this a landlord/tenant issue addressed

          7  through a tenant's lease, or a co- op's proprietary

          8  lease, and not related to HPD's mission.

          9                 Thank you.

         10                 CHAIRPERSON DILAN: Thank you, Ms.

         11  Flynn.  I guess before we get into questions and

         12  answers, I'd like to acknowledge Council Member

         13  Fidler again so that he may have an opportunity to

         14  vote on the items on today's agenda.

         15                 COUNCIL MEMBER FIDLER: Thank you, Mr.

         16  Chairman.  I just wanted to be sure I knew what I

         17  was voting on before I voted, and I vote aye on

         18  both.

         19                 CHAIRPERSON DILAN: So the vote now

         20  stands at eight in the affirmative and none in the

         21  negative.

         22                 Ms. Flynn, just looking at your

         23  testimony, you state that your agency supports the

         24  spirit of the legislation, but would have problems

         25  administratively enforcing the legislation.
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          2                 MS. FLYNN: We don't think that there

          3  is any role for HPD.  We wouldn't know how to even

          4  comply with the requirements. We don't have the

          5  authority to  --

          6                 CHAIRPERSON DILAN: Is there

          7  potentially another agency you think that it would

          8  be appropriate to  --

          9                 MS. FLYNN: I think we think that it's

         10  not a City government regulated requirement.

         11                 CHAIRPERSON DILAN: All right.  So if

         12  I heard your testimony correctly, your suggestion is

         13  that this is something that should be hashed out in

         14  tenants' leases when they renew.

         15                 MS. FLYNN: Correct.  Right.

         16                 CHAIRPERSON DILAN: Okay.  So you're

         17  familiar with these systems, the keycard access

         18  systems and the data, or someone at the agency is

         19  familiar?  Why do you think it's  --  I guess since

         20  you support the spirit, why do you believe that even

         21  though your agency administratively can't handle the

         22  task, and don't believe it's in the spirit, why do

         23  you believe these items should be removed or

         24  addressed in any way?

         25                 MS. FLYNN: Well we don't think from
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          2  NYCHA's  -- NYCHA would be our sort of sister agency

          3  here, and while they have these access  --  It's a

          4  key fob.  It's sort of like to get into your car, a

          5  little  --

          6                 CHAIRPERSON DILAN: Let me ask the

          7  question differently.  Again, you said you supported

          8  the spirit, but administratively you have problems.

          9  I guess what are the things about the system, or

         10  about the spirit of what the Committee is trying to

         11  do, where do you guys see this?  You support the

         12  spirit. So let's here about the spirit.  Let's here

         13  the support of things that you have about it.

         14                 MS. FLYNN: We have no problem with

         15  requiring tenants to whether it's a swipe or a

         16  something that you press to get into your building

         17   --  It's not anything that my agency doesn't fall

         18  under HPD's mission of what we do.  It's not

         19  something we would normally comment on.

         20                 CHAIRPERSON DILAN: So, at this time,

         21  HPD administers or oversees no systems like this

         22  throughout the City and private buildings?  No?

         23                 MS. FLYNN: There is no role for us in

         24  this process.

         25                 CHAIRPERSON DILAN: Okay.  I may have

                                                            24

          1  COMMITTEE ON HOUSING AND BUILDINGS

          2  some questions later.  I'm going to turn it over to

          3  my colleague, Dan Garodnick, who I'm certain has

          4  several questions.  He hasn't motioned to me for any

          5  questions, but I'm certain that he has some

          6  questions.

          7                 COUNCIL MEMBER GARODNICK: Thank you,

          8  Mr. Chairman. You anticipated me right.  Ms. Flynn,

          9  thank you for being here.  I just must admit to

         10  being a little confused, and I appreciate what you

         11  say about perhaps HPD not having a specific role in

         12  this, but we just want to make sure we are very

         13  clear on the view of HPD.  Is it HPD's view that

         14  there should be no restriction on data collected

         15  from electronic keycards, or are you not saying that

         16  today?

         17                 MS. FLYNN: We're not commenting on

         18  that.

         19                 COUNCIL MEMBER GARODNICK: Okay.  So

         20  you're making no comment on the data collection on

         21  electronic keycards.  Is that right?

         22                 MS. FLYNN: We have no role in that.

         23                 COUNCIL MEMBER GARODNICK: One more

         24  time.

         25                 It's on now.  Go ahead.
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          2                 MS. FLYNN: I think it's on.  We have

          3  no role in that.  It's not something we would

          4  comment on.

          5                 COUNCIL MEMBER GARODNICK: Okay, and

          6  you're not saying that it is okay for landlords to

          7  be able to gather information on tenants.  Is that

          8  right?

          9                 MS. FLYNN: Not commenting on that.

         10                 COUNCIL MEMBER GARODNICK: All you're

         11  saying, if I understand you, is that, specifically,

         12  you don't think that this belongs in the Housing

         13  Maintenance Code of the City of New York. Is that

         14  right?

         15                 MS. FLYNN: Right.  There's no role.

         16                 COUNCIL MEMBER GARODNICK: Do you

         17  think that it belongs perhaps in a different

         18  provision of the law?  You make no opinion on that?

         19                 MS. FLYNN: I don't.

         20                 COUNCIL MEMBER GARODNICK: Okay.  So,

         21  at the end of the day, I guess what we're taking

         22  from your testimony is that you agree with the

         23  spirit of this legislation, and that you see no

         24  other specific role for HPD.  Is that right?

         25                 MS. FLYNN: That's correct.
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          2                 COUNCIL MEMBER GARODNICK: Let me just

          3  ask you a couple of questions about NYCHA.

          4                 By the way, in the legislation, there

          5  is nothing that is specifically required of HPD in

          6  this legislation.  It just happens to be placed  --

          7  As a matter of structure, the bill was put into the

          8  Housing Maintenance Code, but, of course, it could

          9  be put in a more suitable part of the code.  We

         10  could obviously find a home for this legislation if

         11  we are all in agreement that it does not belong

         12  there, which is the reason why I asked that

         13  question.

         14                 MS. FLYNN: We would want to see

         15  tenants private information protected, but that's

         16   --

         17                 COUNCIL MEMBER GARODNICK: Well we

         18  appreciate that, and I certainly agree with you and

         19  thank you for saying that.

         20                 CHAIRPERSON DILAN: Could you repeat

         21  that again?

         22                 MS. FLYNN: We would want to see

         23  tenants private information, their Social Security

         24  number or birth date protected, but we wouldn't  --

         25                 CHAIRPERSON DILAN: Protect it.  Okay.
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          2                 COUNCIL MEMBER GARODNICK: Do you want

          3  to say a little more about what you mean by

          4  protected?

          5                 MS. FLYNN: Not distributed publicly.

          6                 COUNCIL MEMBER GARODNICK: Okay.  So

          7  HPD would not like to see it distributed.  Would you

          8  like to see some limitations on the ability to

          9  distribute that information?

         10                 MS. FLYNN: I guess what I would like

         11  to say is that a tenant has to give certain

         12  information when they become tenants. So that

         13  information should go between the tenant and the

         14  landlord.

         15                 COUNCIL MEMBER GARODNICK: Right, and

         16  how about the information that's gathered when

         17  tenants go into their buildings every day?  Do you

         18  think that that information should be able to be

         19  distributed?

         20                 MS. FLYNN: I don't know that any

         21  information is collected.  I don't know the answer

         22  to that.  I can't answer that question.

         23                 COUNCIL MEMBER GARODNICK: Okay.

         24  Let's just hypothetically imagine for a second.

         25  I'll leave you be after that. I promise.  Just
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          2  imagine a system in which somebody has a system in

          3  which they have an electronic keycard, and in order

          4  to get into a building they have to beep themselves

          5  in the door, and that at some computer somewhere

          6  there is data that is collected on the time of day,

          7  every day, whenever it is that you go into the

          8  building. Let's say hypothetically that you also, in

          9  order to get extra cards, need to bring your guests

         10  over to a management office, identify them and give

         11  all of their personal information, which wouldn't

         12  ordinarily be on a lease  --  Right?  --  To the

         13  landlord in order to get electronic keycards for

         14  them.  Do you think that that information that is

         15  gleaned from that should have no restriction at all?

         16                 MS. FLYNN: First of all, I don't know

         17  that that happens.  So I don't want to comment on

         18  that.  I don't know that it --

         19                 COUNCIL MEMBER GARODNICK: Okay.  I

         20  mean one obvious example, and why you see so many

         21  people here is that that's the example of Stuyvesant

         22  Town and Peter Cooper Village.  So I appreciate that

         23  perhaps you haven't looked into that specific

         24  example, but the question at the end of the day

         25  would be in that context, and obviously we'd like
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          2  the Mayor's Office to be supportive of this because

          3  there are a lot of people that in a context of

          4  residential buildings, and I think you said it

          5  correctly, that you'd like to see tenants privacy

          6  protected, and I think that's really the spirit of

          7  what this legislation seeks to do, but there are

          8  specifics examples out there and that's really what

          9  we're trying to get at.

         10                 Let me just ask you about the NYCHA

         11  situation.  In those 11 buildings that you gave the

         12  example of in the Bronx, can you tell us a little

         13  more about the system?  You say NYCHA does not track

         14  the comings and goings, but can you say a little

         15  more about that?

         16                 MS. FLYNN: Can I ask somebody from

         17  NYCHA to come because they're familiar?

         18                 COUNCIL MEMBER GARODNICK: If it's

         19  okay with the Chairman.

         20                 CHAIRPERSON DILAN: If you could just

         21  identify yourself before you give the answer.

         22                 MR. CANTILLO: Good afternoon.  I'm

         23  Peter Cantillo. I'm Assistant Deputy General Manager

         24  for Operations at the Housing Authority.

         25                 COUNCIL MEMBER GARODNICK: Thanks.  So
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          2  tell us about your system, the electronic access

          3  system at NYCHA.

          4                 MR. CANTILLO: This is what is known

          5  as a key fob, and this is the entry device which I

          6  guess you know would classify as part of a keyless

          7  entry system even though it's not a card.  It has no

          8  one's picture on it.  It is essentially a

          9  transmitter that transmits the information about the

         10  tenant of record so that if this key is activated by

         11  the landlord the tenant of record can have access to

         12  that front entry door.

         13                 COUNCIL MEMBER GARODNICK: Does that

         14  key, the thing that you're holding, have data on it

         15  itself?

         16                 MR. CANTILLO: It's a code.  So it's

         17  an electronic code that is then registered with the

         18  landlord so that it is linked to the tenant's

         19  apartment.  So it says this is apartment 3A, and

         20  it's an active tenant.  So that apartment 3A can

         21  enter the building.

         22                 COUNCIL MEMBER GARODNICK: So when the

         23  tenant of apartment 3A comes in and they use their

         24  key fob, what happens to the data?

         25                 MR. CANTILLO: It does register the
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          2  time and date of entry.  That's correct.

          3                 COUNCIL MEMBER GARODNICK: And that's

          4  kept forever?

          5                 MR. CANTILLO: That is kept

          6  indefinitely.  That's correct.

          7                 COUNCIL MEMBER GARODNICK: Okay.  So I

          8  guess I would have to respectfully disagree with Ms.

          9  Flynn in saying that NYCHA doesn't hold onto that

         10  information because it's clear that you do unless

         11  I'm missing something.  You hold onto the data about

         12  when somebody is coming into the building.

         13                 MR. CANTILLO: That's correct.

         14                 COUNCIL MEMBER GARODNICK: Okay.  I

         15  guess the only other point that I would make is just

         16  in response to the testimony which was about the

         17  interpretation of the bill that you know Ms. Flynn

         18  said that this was written in response to landlords

         19  requiring tenants to prove that they are primary

         20  residents.  I don't really think that that was the

         21  spirit of this bill.  This bill is about a broader

         22  issue, and the broader issue is about what is the

         23  appropriate level of protection for tenants  I mean

         24  that information is important information which if

         25  it falls into the wrong hands could be dangerous to
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          2  people.  So it's not really about primary residences

          3  or anything like that.  This is about privacy rights

          4  and it's about that data which is gleaned in large

          5  degrees in increasing numbers of buildings around

          6  the City.  So I just wanted to make that point, but

          7  thank you, Mr. Chairman.

          8                 CHAIRPERSON DILAN: Okay.  I have a

          9  few more questions, but before I get into them, I

         10  want to acknowledge that we have been joined by

         11  Council Member Rosie Mendez who is a member of the

         12  Housing and Buildings Committee, and I'd like the

         13  Counsel of the Committee to call the roll so that

         14  Ms. Mendez would have the opportunity to vote.

         15                 COUNSEL TO THE COMMITTEE: Council

         16  Member Mendez, how do you vote on Proposed Int. 34-A

         17  and Proposed Int. 550-A?  They were coupled.

         18                 COUNCIL MEMBER MENDEZ: Aye on all.

         19                 COUNSEL TO THE COMMITTEE: Thank you.

         20  The vote now stands at nine in the affirmative, no

         21  negatives and no abstentions.

         22                 CHAIRPERSON DILAN: Okay. Ms. Flynn, I

         23  just want to ask you why, in your opinion  --  I'm

         24  just asking opinion now.  Why do you feel that these

         25  systems are attractive to building owners, if you
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          2  have an opinion on it?  And it's strictly an

          3  opinion.

          4                 MS. FLYNN: I think it's both security

          5  and I think that it's easier maintenance wise.

          6  There's not   --  You know if you lose a key, or you

          7  have to have the door replaced because the lock

          8  broke.

          9                 CHAIRPERSON DILAN: So a development

         10  like Stuy Town, Peter Cooper, they have  --  Maybe

         11  Dan knows the answer better.  I should know because

         12  we had the hearing on it, but they have say over

         13  5,000 units there, and I guess it would  --

         14                 COUNCIL MEMBER GARODNICK:  --  11,000

         15                 CHAIRPERSON DILAN:  --  11,000 units,

         16  Dan chimes in. So it would be pretty difficult to

         17  maintain 11,000 sets of keys, right?  But they also

         18  maintain 11,000 different sets of electronic

         19  keycards.  So you say for maintenance and security.

         20                 MS. FLYNN: For the door.  I mean if

         21  the door breaks, it's easier if you have a   --  I

         22  just think it's easier because there's many parts in

         23  a door, the lock, as opposed to the keycard.

         24                 CHAIRPERSON DILAN: So you could

         25  easily change something in the cards as opposed to
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          2  replacing say 22,000 sets of keys?

          3                 MS. FLYNN: Yes.

          4                 CHAIRPERSON DILAN: Okay.  Is there

          5  any other reason why it might be attractive?

          6                 MS. FLYNN: Well I think it's security

          7  purposes.  I think you know who your tenants are,

          8  and that other people aren't allowed to come in if

          9  you don't have a keycard.

         10                 CHAIRPERSON DILAN: Counsel  --  Could

         11  you maybe just bring the mic closer because it's

         12  tough for us to hear some of your answers, and if

         13  you could just repeat the answer.

         14                 MS. FLYNN: For security purposes, I

         15  think that it's not as easy to make a set of keys to

         16  give to other people to get into your apartment.

         17                 CHAIRPERSON DILAN: Okay.

         18                 MS. FLYNN: If you have a key access,

         19  you can't just duplicate that to get into the

         20  apartment where you can with keys.

         21                 CHAIRPERSON DILAN: Okay.  Got it.

         22                 Now Council Member Garodnick, in his

         23  testimony, cited some developments where during his

         24  research he found that keycard access are used in

         25  these developments.  Does HPD have any data as to
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          2  how many residential developments use it?  For me, I

          3  want to see the breathe of this problem.  If it is a

          4  City- wide problem, is it used in certain sections

          5  of the City?  Is used in certain types of

          6  developments?  I see by your gesture  --

          7                 MS. FLYNN: We have no information

          8  like that.

          9                 CHAIRPERSON DILAN: No information on

         10  it.  Thank you.

         11                 Do any of my colleagues have any more

         12    --  Council Member Mendez.

         13                 COUNCIL MEMBER MENDEZ: Good

         14  afternoon.  Ms. Flynn, you said that it's better for

         15  security.  Can you just elaborate a little bit more

         16  on that?

         17                 MS. FLYNN: As I said, that if you

         18  have  --

         19                 COUNCIL MEMBER MENDEZ: I'm sorry.

         20  I'm having trouble hearing you.  I don't know if you

         21  need to pull the mic closer, or lower, or something.

         22    I'm not sure.

         23                 MS. FLYNN: If  --

         24                 COUNCIL MEMBER MENDEZ: That's better.

         25                 MS. FLYNN:  --  You have a key, you
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          2  can make a copy of a key and distribute it to

          3  friends.  They, in turn, can give it to other

          4  people.  If you have a key fob, or a card, you can't

          5  duplicate that like you can a key.

          6                 COUNCIL MEMBER MENDEZ: So it's so

          7  that tenants don't give unauthorized copies of keys

          8  to other individuals, but there's other ways to deal

          9  with that like you can get a special key that says

         10  do not duplicate.  Is that correct?

         11                 MS. FLYNN: From the landlord.

         12                 COUNCIL MEMBER MENDEZ: Yes.  Okay,

         13  but the security issue, I believe, cuts both ways.

         14  If we recall the blackouts of 2003, was it?  I know

         15  individuals who were in buildings, and we heard the

         16  stories of people in hotels, that couldn't get in

         17  because the keycards didn't work, and as a matter of

         18  fact, some of my neighbors over on Houston Street

         19  were afraid to leave their homes because basically

         20  there was open access to their entire building,

         21  which would not happen with a regular key.  Is that

         22  correct?

         23                 MS. FLYNN: That's correct.  It was

         24  one of the things I mentioned in the testimony too.

         25                 COUNCIL MEMBER MENDEZ: Mr. Cantillo,
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          2  right?  You were waving something around.  Is it

          3  possible for me to take a look at it because I don't

          4  know if I've seen those?

          5                 CHAIRPERSON DILAN: I've never seen

          6  the keycard.

          7                 COUNCIL MEMBER MENDEZ: I've seen the

          8  keycards.

          9                 MR. CANTILLO: Key fob.

         10                 CHAIRPERSON DILAN: Key fob.

         11                 COUNCIL MEMBER MENDEZ: It looks like

         12  a whistle.  And that is being used currently in

         13  NYCHA developments?

         14                 MR. CANTILLO: It's a very limited

         15  prototype.  We're only using it in 11 buildings in

         16  the Bronx that we call the MHOP, and they are

         17  actually buildings that are privately managed by the

         18  Kraus Management Company, but we've had that

         19  installed since 2003 and it's been a very successful

         20  program to secure the property.

         21                 COUNCIL MEMBER MENDEZ: And that is

         22  used not just for entrance into the building, but

         23  entrance into your apartment.  Is that correct?

         24                 MR. CANTILLO: No, just the front

         25  door.
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          2                 COUNCIL MEMBER MENDEZ: It's just the

          3  front door.  So it would monitor individuals.  It

          4  would link it to the apartment though so you know

          5  when they're going in and out of the building.

          6                 MR. CANTILLO: Just in.

          7                 COUNCIL MEMBER MENDEZ: Right.  You

          8  don't need it to get out.  Correct.

          9                 You said this has been in

         10  implementation since 2003. Were there any issues

         11  with the blackout with the use of that, or was it in

         12  place at that time in 2003?

         13                 MR. CANTILLO: It was in place in

         14  2003.  It fails in the open position.  So the front

         15  door to the building essentially would be unlocked

         16  during a power outage, but not the apartments.

         17                 COUNCIL MEMBER MENDEZ: In these 11

         18  developments in the Bronx, you said they were

         19  privately owned?

         20                 MR. CANTILLO: No, they're privately

         21  managed  --

         22                 COUNCIL MEMBER MENDEZ:  --  Managed,

         23  privately managed.  Thank you.

         24                 MR. CANTILLO: But still owned by

         25  NYCHA.
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          2                 COUNCIL MEMBER MENDEZ: In these

          3  buildings, there's a regular key to the actual

          4  apartments.  Is that correct?

          5                 MR. CANTILLO: That's correct.

          6                 COUNCIL MEMBER MENDEZ: Okay.  Thank

          7  you very much.

          8                 CHAIRPERSON DILAN: Okay.  Just a

          9  follow- up, and you may have answered it, but I

         10  guess we've had some microphone trouble.  I couldn't

         11  hear all the answers.  Now on the key fob item that

         12  you showed us, does this personally  --  It keeps

         13  data, you said, of when the tenant comes in and out,

         14  but does it keep the personal information of that

         15  tenant?  Does it keep the person's name?  Does it

         16  keep all the data?

         17                 MR. CANTILLO: No.  This is only an

         18  acknowledgment of the time and date that someone

         19  used the key fob to enter the building.  It does not

         20  record anything else.

         21                 CHAIRPERSON DILAN: So if I had a key

         22  fob, and say I lost mine, and I had to use my wife's

         23  to get in, there would be no way to distinguish as

         24  to whether it was myself or my wife that used the

         25  key fob?
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          2                 MR. CANTILLO: That's correct.

          3                 CHAIRPERSON DILAN: That's correct,

          4  and I would assume, Ms. Flynn, that with this

          5  keycard that I just saw from Mr. Garodnick  --  I

          6  saw his personal one.  He happens to take a nice

          7  photo on that one  --  the difference is, if I have

          8  this correctly, the keycard that he has will allow

          9  the management of that facility to personally tell

         10  them which individual and have all their vital

         11  information attached to that.  Is that correct?

         12                 MS. FLYNN: I know it has his picture

         13  on it, but I don't know that there's any other  --

         14                 CHAIRPERSON DILAN: I think Dan can

         15  answer the question.

         16                 COUNCIL MEMBER GARODNICK: I can

         17  answer that one very simply.  You know if I gave my

         18  card to any member of the audience here, and they

         19  decided to use it, they could, but it would register

         20  as me coming into the building, but it would not

         21  necessarily be me, obviously.  So it raises the

         22  question, of course, about the use of photographs on

         23  keycards where there is no door person to evaluate.

         24  Right?  Because we have a situation where there is

         25  no door person, door man, door woman, in Stuyvesant
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          2  Town, Peter Cooper Village, yet everybody has a

          3  photograph on their keycard for no apparent reason

          4  because nobody is checking it.  I could hand it to

          5  anybody in the audience here and they could go right

          6  in to my building in Peter Cooper Village and go

          7  right in.

          8                 CHAIRPERSON DILAN: And it keeps your

          9  personal data.

         10                 COUNCIL MEMBER GARODNICK: And it has

         11  my personal data on it and my photograph.

         12                 CHAIRPERSON DILAN: So there is a

         13  slight difference between the key fob and the

         14  keycard and I want to make certain that you get your

         15  key fob back.  Okay, good.

         16                 I guess if there are no more

         17  questions, I'd like to thank the panel for coming in

         18  and providing testimony.  Over the summer, this

         19  Committee will be looking into this issue.  We

         20  probably will not act until  --  Well I can't say

         21  when we'll act, but I'm sure that we'll be looking

         22  into this issue and trying to see if we can come up

         23  with some type of solution.

         24                 Now, in your opinion, Stuy Town,

         25  Peter Cooper Village  --  this is again just an
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          2  opinion  --  was recently purchased by a new owner.

          3  To your knowledge, or in your opinion, do you think

          4  the best thing to do here is to have the new

          5  management and the tenants try to negotiate some

          6  sort of arrangement?

          7                 MS. FLYNN: Yes.

          8                 CHAIRPERSON DILAN: Yes.

          9                 MS. FLYNN: Yes.

         10                 CHAIRPERSON DILAN: Okay.  Now are you

         11  aware of any attempts to negotiate with the new

         12  owner?  I know there were some attempts with old

         13  ownership that was maybe unsuccessful.

         14                 MS. FLYNN: No.  I don't think it's

         15  anything that HPD would know about.

         16                 CHAIRPERSON DILAN: Okay.  Thank you.

         17                 I'm going to call up the next panel.

         18  Council Member Garodnick has some information on my

         19  last comment that he'd like to make a point on.

         20  I'll allow him to do that after I call the names.

         21  First I'm going to call up the newly elected

         22  Assembly Member for the Stuy Town, Peter Cooper

         23  Village area, Mr. Brian Kavanagh, to come up and

         24  he'll be first to testify.  Then I'll call Donna

         25  Lieberman forward from the New York City Civil
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          2  Liberties Union. Next, I'll call Felicia Feinerman

          3  from Borough President Stringer's office.  Then I'll

          4  call Romeo, and please forgive me if I mispronounce

          5  your last name, Ymalay from Senator Duane's office.

          6  That will be the first panel, and Council Member

          7  Garodnick has a brief statement.

          8                 COUNCIL MEMBER GARODNICK: I'll be

          9  very brief, but I just wanted to answer that

         10  question about the history.  This is an issue that

         11  was in litigation for a couple of years, the

         12  question about whether or not the electronic system

         13  constituted a diminution of service under the Rent

         14  Stabilization Law.  A court found that it did not

         15  specifically constitute a diminution of service, but

         16  the issues of privacy remain.  So I don't think that

         17  we should be looking at this in terms of a

         18  negotiated solution between a tenant body and an

         19  owner.  Rather this is an issue which is broader and

         20  as exemplified by the many communities which we have

         21  in the City which are now moving to electronic

         22  systems.  I think that this law is one which could

         23  have a broader impact.  So I just wanted to give

         24  that history.

         25                 CHAIRPERSON DILAN: Thank you.  At
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          2  this time, Council Member Kavanagh, welcome.  I

          3  remember you from your days here.

          4                 ASSEMBLY MEMBER KAVANAGH: I'm

          5  actually an Assembly Member.

          6                 CHAIRPERSON DILAN: I'm sorry.  I was

          7  just about to talk to you about the long legislative

          8  session, and you must be fatigued.  I guess I showed

          9  my fatigue at that moment, but welcome.

         10                 ASSEMBLY MEMBER KAVANAGH: Thank you

         11  very much, and you know thank you for  --  I'd like

         12  to first of all state my name for the record.  My

         13  name is Brian Kavanagh, and I represent the 74th

         14  Assembly District, which includes the Lower East

         15  Side, Union Square, Gramercy, Stuyvesant Town, Peter

         16  Cooper Village, Waterside Plaza, Kips Bay, Murray

         17  Hill and Tudor City.  First of all, I'd like to

         18  thank you, Mr. Chairperson and the members of the

         19  Committee, and especially my own Council Member

         20  Rosie Mendez, for the opportunity to testify today.

         21  I'd also like to express my appreciation to Council

         22  Member Dan Garodnick for sponsoring Int. 374-A and

         23  for his advocacy on behalf of tenants regarding the

         24  issues raised by electronic access systems.

         25                 I'd like to express my strong support
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          2  for the Committee's decision to take up this issue

          3  and my hope that the Council will enact strict

          4  regulation of the use of personalized electronic

          5  cards in residential settings.  The issues that

          6  Council Member Garodnick's bill would address are

          7  very serious concerns from many of my constituents

          8  in the 74th Assembly District especially those of

          9  Stuyvesant Town, Peter Cooper Village and Waterside

         10  Plaza.

         11                 As you know, as has already been

         12  said, electronic access cards are in use in each of

         13  these complexes over the objection of many of the

         14  residents including the litigation that you heard of

         15  just now.  My office receives numerous phone calls

         16  and correspondence expressing great concern from

         17  residents regarding their ability to access their

         18  own homes without compromising their privacy.

         19  Tenants are apprehensive about the ability of

         20  electronic systems to collect personal data,

         21  particularly data on when they enter their homes and

         22  monitoring of their guests.  I share their concerns

         23  and believe that keycard systems that track personal

         24  information represent a clear danger to people's

         25  privacy in the setting where we ought to have the
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          2  greatest expectation of privacy, our own homes.

          3                 The landlords who have implemented

          4  these systems on the eastside of Manhattan, and

          5  perhaps you'll hear from them today, have asserted

          6  that they have done so in an effort to improve the

          7  security of residents.  However, this rationale does

          8  not justify the collection and retention of personal

          9  data on residents and their legitimate guests.

         10  Landlords and tenants have a common interest in

         11  ensuring that intruders are not allowed into their

         12  buildings, but keycard systems do not track the time

         13  and date that trespassers enter buildings.  They

         14  only track the movement of legitimate tenants and

         15  their legitimate guests.  There is very little

         16  chance that tracking the precise time of day that a

         17  resident chooses to enter his or her own home, or

         18  the precise time that a caregiver comes to check on

         19  a sick relative will help prevent or solve a crime.

         20                 For those of you on the Committee who

         21  do not have a lot of high- rise multiple dwellings

         22  in your districts, I would ask you to imagine how

         23  you might react if your local neighborhood watch

         24  decided to station an observer outside your home to

         25  create a database recording the name and other
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          2  personal information of each person who entered your

          3  home along with the date and time.  Not only the

          4  time you decide to come home each day, but also the

          5  time your teenage sons and daughters come home in

          6  the evening, the identity and work schedules of

          7  people who care for your children or your aging

          8  parents, perhaps even the identity and frequency of

          9  visits of someone with whom you choose to have a

         10  romantic relationship and to whom you've chosen to

         11  give your house keys.  In this circumstance, you

         12  might be skeptical if the guys parked in front of

         13  your house 24 hours a day told you that you should

         14  trust them, and that they were only there to enhance

         15  your security.  And you might think that any benefit

         16  that comes with their presence is outweighed by the

         17  invasion of your privacy and that of your family.

         18  This scenario might sound far- fetched, but this

         19  kind of 24- hour monitoring is exactly what

         20  landlords are doing to tenants in my district.  And

         21  for those of you who have multiple dwellings in your

         22  district but do not yet have keycard systems that

         23  monitor tenants, you can be confident that they're

         24  coming soon to your communities.

         25                 In Albany, I've introduced a bill
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          2  that would prohibit landlords from implementing

          3  keycard systems that track personal information

          4  without tenants' consent.  I am happy to report that

          5  the Assembly passed the bill by a vote of 131 to 16

          6  last week with the support of a substantial majority

          7  of members of both parties.  The bill has not yet

          8  been taken up in the State Senate, but I will

          9  continue to work with my colleagues in both houses

         10  to enact this Statewide protection of tenants'

         11  privacy.

         12                 Here in the City, Council Member

         13  Garodnick's bill takes a somewhat different approach

         14  than the bill we passed in the Assembly strictly

         15  regulating the handling of data collected by

         16  keycards rather than simply banning collection of

         17  personal data. However, I strongly support the

         18  Council bill because I think it would greatly

         19  enhance the privacy of tenants who are required by

         20  their landlords to use keycards.  I would urge this

         21  Committee and the Council to pass this bill as soon

         22  as possible, and ensure that any amendments you

         23  might make based on the testimony here today do not

         24  weaken the privacy protections in the present bill.

         25                 Again, thank you all for allowing me
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          2  to testify today and for your consideration of this

          3  important legislation. This hearing is a terrific

          4  step forward, and I look forward to working together

          5  with all of you to ensure that we protect the

          6  privacy of all New Yorkers especially the privacy

          7  they have a right to expect in their own homes.

          8  Thank you.

          9                 CHAIRPERSON DILAN: Thank you,

         10  Assembly Member.  Next we'll go to Ms. Lieberman.

         11                 MS. LIEBERMAN: I want to thank the

         12  Council for holding this hearing and particularly

         13  Council Member Garodnick for nudging us to

         14  participate today despite a very, very difficult

         15  schedule, and I also want to thank Assembly Member

         16  Kavanagh for his bill in the Assembly and his

         17  leadership on this issue as well. There are two

         18  approaches to this issue, and both of them are an

         19  enormous step forward for privacy rights of New

         20  Yorkers.

         21                 As I understand this bill, it would

         22  prohibit placing personal information on electronic

         23  keycards that are required to enter a multiple

         24  dwelling, but the keycards and the keycards system

         25  would retain personal information, nonetheless, of
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          2  comings and goings.  So the information like Social

          3  Security number or a coded system of Social Security

          4  numbers and photos, et cetera, would not be allowed

          5  to be included on the keycards, but the personal

          6  comings and goings would unlike in the Assembly bill

          7  which would ban the whole thing.

          8                 I think preferable is an out right

          9  ban on this information.  There really hasn't been

         10  any showing, and I think that the landlord testimony

         11  that came before us didn't change things, there's

         12  really no security rationale for the landlord to

         13  maintain a record of the comings and goings of the

         14  tenants in its buildings.  Yet there are enormous

         15  privacy implications and dangers to keeping that

         16  information.  There is the danger of identity theft

         17  for which there is no real solution yet in our

         18  society.  Yet we know the hundreds of thousands, if

         19  not millions of people, fall victim to that.

         20                 It's interesting that people should

         21  say that it's easy to duplicate a key and an

         22  electronic keycard is perhaps more safe, but maybe

         23  that's a reflection of a lack of electronic

         24  technological sophistication on the part of the

         25  people saying it because we all know about hackers,
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          2  and we all know that electronic information is not

          3  only vulnerable but susceptible to the transmission

          4  of leaks throughout the world.  So I think it may

          5  indeed be more vulnerable.

          6                 There's also the possibility when

          7  keycards are used for gathering personal information

          8  of both the negligent or the wrongful disclosure to

          9  commercial entities as well as thieves as well as to

         10  the government.  There's also the possibility of

         11  malfunctions.

         12                 So given all these things I think

         13  that the only rationale that really resonates as the

         14  honest one or the real one is the landlord's desire

         15  to keep track of the comings and goings of tenants

         16  to whom it rents, and quite frankly, that's an

         17  invalid justification.  The landlord has no business

         18  knowing who is coming in and out, who the guests

         19  are, requiring people to have to register their

         20  guests in order to get them a keycard to visit.  You

         21  know we live in our homes.  That's our lives and

         22  it's none of the landlord's business just because he

         23  owns the building.

         24                 I did want to comment on a couple of

         25  specifics in the bill.  The bill provides that the

                                                            52

          1  COMMITTEE ON HOUSING AND BUILDINGS

          2  personal information that is recorded on an

          3  electronic keycard which would consist of the record

          4  of comings and goings when you open the door to go

          5  in or out would have to be destroyed within 30 days.

          6    I tried to think about why 30 days, and I,

          7  frankly, can't come up with a rationale.  It seems

          8  like actually too long a time.  If there's a crime

          9  that happens in a building that might warrant some

         10  information like that, you know the next day, maybe

         11  48 hours, but 30 days is an awfully long time and

         12  too much time and I think lends itself to mischief.

         13                 In addition, it's one thing to

         14  legislate limitations on the use of information and

         15  the retention of information, but it's quite

         16  something else for that to be implemented by the

         17  landlords.  So I would think that any landlord that

         18  utilizes an electronic keycard system already

         19  safeguarded because it can't have any electronic

         20  information, personal identifying information on it,

         21  would have to promulgate written guidelines, would

         22  have to give evidence of training its employees on

         23  how to protect individual privacy and the

         24  limitations of the information and the use to which

         25  that information can be put, and would have to be
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          2  susceptible to a periodic audit by an independent

          3  entity which the landlord would have to pay for.  We

          4  would call that a privacy audit and evaluation and

          5  would have to report the tenants in the building

          6  about the results.

          7                 The tenants have a right to know

          8  about all the glitches, not just the ones that

          9  receive publicity.  So I think all these additional

         10  requirements would be essential, but the key part of

         11  this bill which is the prohibition of putting any

         12  private personal information including a picture is

         13  really the most significant accomplishment of this

         14  bill.

         15                 Finally, one other question is I

         16  notice that the issues about wrongdoing with regard

         17  to this would come before the Environmental Control

         18  Board and I wondered just why?

         19                 COUNCIL MEMBER GARODNICK: You could

         20  go ahead if you have a suggestion.  I mean we're

         21  open to suggestions.  So if I may just one second.

         22  Sorry, Mr. Chair.

         23                 CHAIRPERSON DILAN: Well I think we

         24  could get to that, but I would like to allow

         25  everybody else on the panel to testify and then we
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          2  could get to that later.

          3                 MS. LIEBERMAN: All right.  Okay.

          4                 CHAIRPERSON DILAN: You could go.

          5                 MS. FEINERMAN: Good afternoon.  My

          6  name is Felicia Feinerman, and I'm testifying on

          7  behalf of Manhattan Borough President Scott

          8  Stringer.  I'll be reading his testimony.

          9                 Thank you, Chairman Dilan for holding

         10  this hearing. Good afternoon others members of the

         11  Committee.  Thank you for the opportunity to testify

         12  in support of Introduction 374-A sponsored by

         13  Council Member Garodnick.  Introduction 374-A

         14  proposes to amend the Administrative Code of the

         15  City of New York in relation to regulating the use

         16  of electronic access systems for multiple dwellings.

         17    This legislation is a necessary protection for

         18  tenants who simple want to enter and exit their

         19  homes in New York City.

         20                 In Manhattan, several large buildings

         21  have adopted keycards in place of traditional keys.

         22  This shift has created a new set of concerns

         23  regarding tenant privacy and reasonable access for

         24  tenants.  We must ensure that privacy protections

         25  grow alongside technology advancements.
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          2                 During the first wave of keycard

          3  installations, I authored legislation as an Assembly

          4  Member to ban the use of electronic means of entry

          5  into residential buildings in our City. I'm pleased

          6  that the New York State Assembly has passed a

          7  similar version of this bill under the guidance of

          8  its current sponsor Assembly Member Kavanagh.  As

          9  the legislative process moves forward on a full ban

         10  of keycards at the State level, the New York City

         11  Council is wise to investigate measures to ensure

         12  that tenant rights in their buildings with keycards

         13  are implemented.

         14                 Introduction 374-A takes steps to

         15  protect against data mining and the release of

         16  private information such as birth date, Social

         17  Security number and photo, by ensuring that tenants

         18  need not file such information in order to receive a

         19  keycard.  This will prevent the ability to create

         20  databases for sale or the unintended release of

         21  residents' vital information.

         22                 In addition, this legislation

         23  requires the expunging of entrance and exit records

         24  every thirty days, excluding any requests from the

         25  purpose of law enforcement officials.  Clearing the
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          2  records on a regular basis will allow for the

          3  electronic system to be used without threats to

          4  privacy of personal whereabouts. Information as to

          5  entrance and exit to a person's home is private, and

          6  every measure should be taken to guard such

          7  information.

          8                 The installation of electronic

          9  keycards cedes greater control to landlords in

         10  regards to building and apartment access.  While

         11  this may be a security enhancement, it is important

         12  to ensure that all legal tenants and their guests

         13  have appropriate access to their buildings.

         14  Introduction 374-A will ensure that any legal tenant

         15  and their guests have the ability to obtain an

         16  access card from their landlord.

         17                 Through this responsible piece of

         18  legislation buildings may adopt new technology

         19  without diminishing their tenants' privacy or

         20  quality of life.  I applaud Council Member Garodnick

         21  on the bill, and look forward to working with the

         22  New York City Council to see Introduction 374-A

         23  adopted into law.

         24                 MR. YMALAY: Good afternoon.  My name

         25  is Romeo Ymalay, and I will be testifying for
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          2  Senator Tom Duane, and I'm reading his testimony.

          3                 My name is Thomas K. Duane and I

          4  represent New York State's 29th Senate District,

          5  which includes the Upper West Side, Hell's Kitchen,

          6  Chelsea, Greenwich Village and part of the East

          7  Side, including the East Village, Stuyvesant Town,

          8  Peter Cooper Village and Waterside Plaza.  I am here

          9  today to testify in support of Int. 374-A, proposed

         10  by Council Member Garodnick, that would amend the

         11  Administrative Code of the City of New York in

         12  relation to regulating the use of electronic access

         13  systems for certain multiple dwellings and the

         14  dissemination and retention of information obtained

         15  by such systems.

         16                 I have long had concerns about

         17  landlords' use of technologies to control access to

         18  residential buildings and, in fact, for the past

         19  several years have carried legislation in the State

         20  Senate that would prohibit the use of facial

         21  recognition technology in the entrances of most

         22  multiple dwellings.  I am also supportive of

         23  legislation introduced by New York State Assembly

         24  Member Brain Kavanagh, and recently passed in the

         25  Assembly, that prohibits the use of electronic entry
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          2  cards that record identifying information as a means

          3  of access.

          4                 Tenants should simply not be required

          5  to provide personal identifying information, such as

          6  their photographs, addresses, dates of birth, and

          7  Social Security numbers, in order to obtain

          8  electronic devices, like keycards, necessary to

          9  access their own homes.  Similarly, access to

         10  tenants' homes should not in any way be restricted

         11  if they choose not to obtain such devices.

         12                 Tenants deserve to feel safe in their

         13  own homes, not as if management is watching them.

         14  Electronic access systems invade tenants' privacy by

         15  tracking and recording their comings and goings and

         16  create serious civil rights concerns by gathering

         17  private information that could potentially be shared

         18  or become available to the public.  Moreover, since

         19  there are enough reliable security systems currently

         20  available that do not infringe on the privacy of

         21  tenants, these electronic access systems are wholly

         22  unnecessary.

         23                 That said, the courts have upheld

         24  landlords' right to implement these intrusive

         25  electronic access systems.  Given their unfortunate
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          2  legality, Int. 374-A is an important legislative

          3  effort to protect tenants by regulating the use of

          4  such systems. Among other things, it prohibits

          5  landlords who intend to install an electronic access

          6  system from requiring tenants or their guests to

          7  provide private and personal information, including

          8  but not limited to date of birth, Social Security

          9  number, or photographic image; requires landlords to

         10  purge information collected by such systems every 30

         11  days; tightly restricts dissemination of information

         12  collected; and establishes penalties for violations.

         13                 I strongly support Int. 374-A, and I

         14  applaud Council Member Garodnick and his 31 co-

         15  sponsors for advancing it.  I urge the City Council

         16  to pass this legislation expeditiously and to

         17  continue to defend, to the extent legally possible,

         18  the rights of tenants throughout our great City of

         19  New York.

         20                 CHAIRPERSON DILAN: Thank you.  I know

         21  Council Member Garodnick does have some questions,

         22  but I just have a brief one for Assembly Member

         23  Kavanagh.

         24                 Talk to us about the structure of

         25  your bill and how it was set up.  What State agency
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          2  did you have as the enforcing agency?  That seems to

          3  be a problem with this bill before us, and if you

          4  could just let us know, I think that information

          5  would be helpful.

          6                 ASSEMBLY MEMBER KAVANAGH: Yes.  The

          7  Assembly bill modifies the general City law and it's

          8  not set up as part of the kind of housing

          9  maintenance structure.

         10                 The Assembly bill does have fewer

         11  enforcement issues.  Many of the things that Ms.

         12  Lieberman just mentioned about how you determine

         13  whether the landlord has implemented the system

         14  properly are a lot less difficult to discern if

         15  basically they're not allowed to implement a system

         16  that retains any data.

         17                 I actually was also going to say that

         18  I think we can learn something both from Council

         19  Member Garodnick's bill and from this hearing

         20  because I think our anticipation is that there would

         21  be just an injunctive relief that could be enforced

         22  by the City or the State could bring an action

         23  against a landlord that implemented one of these

         24  systems, but I think perhaps we actually ought to be

         25  more specific about that.  But, again, because our
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          2  bill does not raise questions about how long data is

          3  being retained or what training is in place, or

          4  anything of that stuff, because it simply says you

          5  cannot implement systems that retain data at all.

          6                 CHAIRPERSON DILAN: Without consent,

          7  right?

          8                 Assembly Member KAVANAGH: Without

          9  unanimous consent of all affected tenants.

         10                 CHAIRPERSON DILAN: Okay, and does

         11  your bill have a Senate sponsor?

         12                 ASSEMBLY MEMBER KAVANAGH: It does

         13  not, at this point, have a Senate sponsor, and I am

         14  relatively new to this seat and in the very busy

         15  process that was this spring I have not managed to

         16   --  I've been in conversations with various

         17  Senators about picking up the bill, but I have not,

         18  in the closing days of the Senate, gotten somebody

         19  to take it up yet.

         20                 The good news is that it does seem

         21  that we, in the State Legislature, may be in session

         22  a few more times in the near future, and I do hope

         23  to make progress with that.

         24                 I would like to mention something

         25  though that I did point in my testimony that the
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          2  Assembly bill got very broad support from both

          3  parties.  More than two- thirds of Republicans who

          4  had an opportunity to vote on this bill voted in

          5  favor of it because they viewed it as a fundamental

          6  privacy concern.

          7                 CHAIRPERSON DILAN: Well just from

          8  hearing the testimony, I think there may be at least

          9  one Democratic Senate sponsor.  I don't know if that

         10  gets you your bill, but you'll at least have a

         11  sponsor, and I'd also like to congratulate you for

         12  passing your first bill in your first session.

         13                 Council Member Garodnick.

         14                 COUNCIL MEMBER GARODNICK: Thank you.

         15  First, I wanted to add my words of congratulations

         16  to Assemblyman Kavanagh, a great colleague in

         17  government, and certainly we're all very excited

         18  about the passage of that law through the Assembly.

         19  Obviously, anything that we all can do to help the

         20  process through the Senate, and thanking Senator

         21  Duane and, of course, Borough President Stringer for

         22  their presence.  We'll be looking to Senator Duane

         23  in the next steps.

         24                 I had a question for Donna Lieberman

         25  on the subject of the length of time.  First of all,
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          2  30 days may be too long, and I think that I'd be

          3  curious to hear from you as to what the right amount

          4  of time is.  You had mentioned maybe 48 hours.  I

          5  don't know if you were suggesting that as the time

          6  in which this data should be purged, or what your

          7  thinking was on that, if you'd give us a little more

          8  thought.

          9                 MS. LIEBERMAN: Well I don't think

         10  that there's any magic number, and all I can say is

         11  the shorter the better.  Twenty five minutes is fine

         12  by me actually, but that's because fundamentally I

         13  oppose the retention of any data about comings and

         14  goings.  I think the rationale for landlords to have

         15  information about when apartment 3F is in and out,

         16  or when the teenager in apartment 3F is in and out

         17  is just really  --  The only rationale for it has to

         18  do with landlords wanting to get tenants who are

         19  paying reasonable rents out, frankly, and

         20  documenting that they have sublessees or extra

         21  guests or something like that.  That's what I think

         22  it's about.  It's not really about safety and

         23  security.

         24                 There is something that I thought of

         25  as Assembly Member Kavanagh was speaking which I
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          2  think is worth thinking about at least in terms of

          3  moving forward and considering options.  You know

          4  the outright ban is a good thing.  The Assembly bill

          5  has a ban unless everybody unanimously consents in

          6  writing.  There is one missing link here, however,

          7  which is even if people agree to have the landlord

          8  retain that information on an electronic keycard,

          9  those people should be protected as well, and, in

         10  fact, there ought to be very, very strict

         11  limitations and audits to identify breaches so that

         12  those people are not subject, even if they consent,

         13  to identity theft and wrongful use of their

         14  information.

         15                 But the other thing is two other

         16  points.  One provision that's missing here and I

         17  raise the question about the Environmental Control

         18  Board.  I'll anticipate your question.  I don't have

         19  a suggestion, although I would be happy to work with

         20  you to try to think out where would be the right

         21  place.  There is no provision here for attorneys

         22  fees for tenants who are wronged by this, and when

         23  you're dealing landlord/tenant relationships, you're

         24  dealing with an imbalance of wealth and power.  I

         25  think it's really important that tenants know that
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          2  if they are wronged by the improper disclosure of

          3  their personal information or retention of their

          4  personal information that they can collect attorneys

          5  fees if they are successful in challenging the

          6  landlord in court.

          7                 Finally, I would just like to make

          8  one additional point.  We think about this as

          9  pictures and Social Security numbers and the like,

         10  but the tenants at Manhattan Plaza successfully

         11  resisted an effort to put their electronic

         12  fingerprints on their electronic keycards and that

         13  proposal was actually generated as a result of a

         14  suggestion by the NYPD to tighten up security in

         15  buildings after September 11th.  In the course of

         16  hearings on that, it was pretty clear that the

         17  profit security benefits of an electronic

         18  fingerprint system were bogus.  There was really no

         19  evidence to support that claim, and I think that was

         20  wisely rejected at Manhattan Plaza because the

         21  tenants were overwhelmingly against it.  But I think

         22  it's worth knowing about and thinking about because

         23  it is the next stage of the technology revolution

         24  and I think that we could anticipate efforts to put

         25  biometric information on our house keys which really
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          2  is not like  --  It's more big brother than USA.

          3                 COUNCIL MEMBER GARODNICK: Ms.

          4  Lieberman, thank you for that and thank you for

          5  being here.  I don't have any other questions other

          6  than just to add that I was very interested in your

          7  description about privacy audits, and I'd like to

          8  talk to you more about that in the context of this

          9  legislation, and as well as to point out that the

         10  law allows for a cause of action either before the

         11  Environmental Control Board or before the civil

         12  court.  So the issue of attorneys fees is a very

         13  good one, but the Environmental Control Board was

         14  put in the legislation for the purpose of speed more

         15  than anything, but your points are very good.  So

         16  thank you.

         17                 CHAIRPERSON DILAN: Thank you.  I'd

         18  like to thank the panel for coming in and providing

         19  testimony on this subject.

         20                 Next, I'll call Edline Jacquet from

         21  State Senator Liz Krueger's office as well as Mr.

         22  Frank Ricci from the Rent Stabilization Association.

         23  We'll begin with Ms. Jacquet, and please correct me

         24  if I pronounced your name wrong.

         25                 MS. JACQUET: No, you pronounced it
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          2  correctly.  Good afternoon.  My name is Edline

          3  Jacquet, and I'm representing State Senator Liz

          4  Krueger, and I'll just be reading her testimony.

          5                 My name is Liz Krueger, and I

          6  represent the 26th Senate District, which includes

          7  the Upper East Side, East Midtown and the Midtown

          8  areas of Manhattan.  I want to thank Chairman Dilan

          9  and the members of the Housing and Buildings

         10  Committee for providing me with the opportunity to

         11  testify on this critical piece of legislation, Int.

         12  374-A, which provides some basic limitations and

         13  regulations on the use of electronic access systems,

         14  also commonly known as electronic keycards.  This

         15  bill, which has been introduced by my colleague,

         16  Council Member Dan Garodnick, provides necessary

         17  safeguards to protect the privacy rights of tenants

         18  across the City.

         19                 As the use of electronic keycards has

         20  spread and increased, particularly in large

         21  developments throughout the City, the problems

         22  associated with these electronic access systems and

         23  the lack of any guidelines or restrictions on their

         24  use have become apparent.  Owners and management

         25  companies have been able to utilize the vast amounts
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          2  of data that can be held on these cards in any

          3  manner they choose with tenants having no knowledge

          4  of how it is being used or to whom it is available

          5  The legislation deals with a number of serious

          6  issues.  By amending the New York City

          7  Administrative Code to limit the collection, storage

          8  and retention of data on electronic access systems

          9  to no more than 30 days, this bill addresses the

         10  possible civil liberties concerns of some tenants.

         11  This is a fair and reasonable standard and insures

         12  that a tenant's movements cannot be tracked by an

         13  owner or management company for long periods of

         14  time.

         15                 Additionally, the legislation also

         16  clearly states that an owner or management company

         17  cannot require that a tenant or guest provide or

         18  disclose any personal information such as Social

         19  Security number, date of birth, biometric

         20  information, place of residence or a photograph in

         21  order to obtain access to the building.  Some

         22  developments had been requiring all of these types

         23  of sensitive personal information be revealed when

         24  the first began to introduce these cards.  This was

         25  particularly troublesome to tenants and others
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          2  concerned about basic privacy rights and the risk of

          3  identity theft, especially when this information is

          4  not required for issuance of these cards.

          5                 A positive feature of the bill that

          6  will protect the privacy of tenants who have already

          7  provided this information is that owners will be

          8  required to purge all previous data.  Limiting the

          9  personal information that can actually be placed on

         10  the card such as the photograph or identification

         11  number and requiring replacements of cards that

         12  already have this information is a critical

         13  protection that increases safety and further

         14  protects the privacy of tenants.

         15                 One of the more negative features of

         16  keycards is that individuals are sometimes not able

         17  to use them during certain time periods of religious

         18  observance.  Requiring owners to provide alternative

         19  access procedures during these time periods is

         20  another important feature that is addressed in this

         21  legislation.  This bill has a strong notice

         22  requirement which mandates that an owner must notify

         23  the tenant of all of the different types of

         24  information collected and whom will have access to

         25  it.  This is a very important feature that provides
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          2  for increased accountability and transparency.  It

          3  will also hold owners and management companies

          4  responsible for any potential misuse.

          5                 One of the most important aspects of

          6  providing basic protections and regulations are the

          7  enforcement and penalty mechanisms.  Owners and

          8  management companies that violate these provisions

          9  will face stiff penalties either through the

         10  Environmental Control Board or through civil action.

         11    The escalating nature of these penalties will send

         12  a strong message that government is concerned and

         13  committed to safeguarding tenant privacy and

         14  protections.  This will become especially important

         15  as the amount of personal information and data that

         16  is available in our electronic age continues to

         17  grow.

         18                 I strongly support this legislation

         19  and would encourage its passage by the City Council,

         20  and thank you for the opportunity to testify.

         21                 CHAIRPERSON DILAN: Thank you.  Mr.

         22  Ricci.

         23                 MR. RICCI: Thank you.  My name is

         24  Frank Ricci.  I'm the Director of Government Affairs

         25  for the Rent Stabilization Association.  The RSA
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          2  represents over 25,000 owners and managers of

          3  multiple dwellings in New York City who own or

          4  manage over one million apartments.

          5                 As an enhancement of existing legal

          6  requirements pertaining to building security, such

          7  as intercoms and locked entry doors, many building

          8  owners have installed and continue to install

          9  electronic access, also known as card key systems,

         10  to regulate access to their buildings more

         11  effectively.  These systems are effective in

         12  ensuring that tenants and their guests can gain

         13  entry to their buildings while at the same time also

         14  ensuring that intruders and other unauthorized

         15  persons cannot do so.

         16                 Int. 374-A would prohibit the use of

         17  certain components which are integral to these

         18  access systems.  The elimination of these various

         19  components would effectively undermine these

         20  security systems in such a manner that would render

         21  such security systems ineffective, and, therefore,

         22  useless.  Because Int. 374-A would have the effect

         23  of decreasing, instead of increasing, security in

         24  residential buildings, RSA is opposed to this

         25  measure.

                                                            72

          1  COMMITTEE ON HOUSING AND BUILDINGS

          2                 Contrary to popular perception, these

          3  residential access systems generally do not embed

          4  personal information, such as a tenant's Social

          5  Security number, date of birth or home address, in

          6  the card key.  This information is, typically, on

          7  file with the management office since such

          8  information is obtained in the application process

          9  for the apartment or is necessary for security

         10  deposit interest payments.  To obtain their card

         11  keys, legitimate tenants and their guests simply go

         12  to the management office to verify their status as a

         13  resident or a guest.

         14                 Int. 374-A would also require that

         15  where "any personal information has been or is at

         16  any time obtained through the operation of such

         17  system" such information is to be purged. This

         18  requirement is overbroad because as written it would

         19  require an owner or manager to remove that vital

         20  information not only from the electronic access

         21  system but also from any records maintained by the

         22  owner.  Owners would also be required to provide an

         23  affidavit once each year to tenants attesting to the

         24  fact that they have purged such data.  By requiring

         25  owners regularly to purge their business records in
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          2  this manner, they would no longer be able to

          3  determine who is a legitimate tenant and who is

          4  otherwise entitled to occupy an apartment.  This

          5  would defeat the purpose of the system.

          6                 Another major provision of the bill

          7  would preclude the imprinting of photographs on

          8  access cards.  This provision, too, would render the

          9  primary security aspects of the card useless. An

         10  essential element of these security systems is the

         11  ability of management and security personnel to

         12  determine whether the person in possession of the

         13  card is the same person that was issued the card.

         14  This aspect ensures that only authorized individuals

         15  are gaining access and that the cards have not been

         16  stolen or otherwise in the possession of other

         17  unauthorized persons.  Again, this provision would

         18  undermine the utility of card keys and would render

         19  such systems useless.

         20                 Finally, the bill would mandate that,

         21  except for law enforcement purposes, all data

         22  collected through the operation of electronic access

         23  system shall be purged after 30 days. Apparently,

         24  this provision would apply to the recording and

         25  deletion of entry- related information.  It's
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          2  difficult to ascertain why individuals other than

          3  those who do not use their apartment as their

          4  primary residence or are illegal sublessees, would

          5  be concerned with a provision such as this one.

          6                 Also, from an owner's perspective,

          7  there may be instances when an owner may want to

          8  retain certain data for longer periods of time.

          9  There is no valid reason for precluding owners from

         10  doing so.  In any event, most security systems of

         11  this type automatically overwrite existing data

         12  approximately 45 to 60 days after recording because

         13  the storage size of computer memory.

         14                 Currently, thousands of tenants in

         15  residential buildings  --  and I should actually

         16  change that to tens of thousands of tenants in

         17  residential buildings  --  are currently using card

         18  keys with their photos each and every day, and the

         19  same is equally true, if not more so, for commercial

         20  buildings in New York City.  All these uses are

         21  without incident and there is no doubt that

         22  commercial and residential buildings are more secure

         23  of card key access systems.

         24                 For these reasons, RSA is opposed to

         25  374-A.  Thank you.
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          2                 CHAIRPERSON DILAN: Council Member

          3  Garodnick

          4                 COUNCIL MEMBER GARODNICK: Thank you

          5  very much. First, we wanted to extend our thanks to

          6  Senator Krueger for her testimony, and to Mr. Ricci,

          7  I just want to sort of walk through a few points

          8  that you made, if you don't mind.  At the end of the

          9  day, your thoughts and input here is important, and

         10  we'd like to see your support of this legislation,

         11  and maybe through a conversation here, we might be

         12  able to explore the real source of opposition so

         13  that I can understand where you're coming from.

         14                 The first thing you said was that the

         15  elimination of certain data here would have the

         16  effect of undermining the security system.  Let's

         17  just talk about the security of the keycards for a

         18  second and what specific security it is supposed to

         19  provide.  I can picture a couple of things in my own

         20  mind, but I want to know from you what specific

         21  security elements you think are created by an

         22  electronic access system.

         23                 MR. RICCI: Well first of all if the

         24  card is lost, it's extremely easy for management to

         25  render that card useless. They just go to the
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          2  computer and issue a new one right away rather than

          3  trying to remake new keys and ascertain whether that

          4  person is legitimate if it's necessary.  In

          5  complexes, since the topic of discussion seems to

          6  really be Peter Cooper Village and Stuyvesant Town

          7  for the most part because this is the first time

          8  I've heard the issue come up in connection with the

          9  implementation of the card key system there, those

         10  are large complexes with a lot of people walking

         11  through there, a lot of people using facilities

         12  there.  So having the photograph on the card can

         13  tell security personnel or management if that person

         14  really belongs on that complex or not, and if

         15  they're really a resident.

         16                 I know I live near Lincoln Towers on

         17  the Upper West Side and they have facilities for

         18  playgrounds and things like that, and they've just

         19  implemented a system where it's only used for the

         20  residents, which it should be.  A lot of non-

         21  residents were going in.  So they've gone to a card

         22  key system in some of the buildings for that exact

         23  reason.

         24                 So, once again, it's just the ability

         25  to tell who should or should not be there.
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          2                 COUNCIL MEMBER GARODNICK: Okay.  I

          3  think your points, the two specific ones, which are

          4  most prominent, if you have a lost  --

          5                 MR. RICCI: It's an enhancement to the

          6  existing security that is there already.

          7                 COUNCIL MEMBER GARODNICK: If you have

          8  a lost card, you can disable it.  If you have a

          9  relationship that goes sour, you can disable the

         10  card.  You can do all sorts of things which you

         11  couldn't necessarily do with a metallic key other

         12  than perhaps having to change the lock of the

         13  building.  I think that that is a point everybody

         14  would acknowledge.

         15                 You also make the point about a

         16  photograph on the card.  Now I guess at the end of

         17  the day here I don't understand why the retention of

         18  data adds anything to support either of those two

         19  security rationales.  Can you help me understand

         20  that?

         21                 MR. RICCI: I guess we come from the

         22  point of view of why is the retention of data such a

         23  problem if you're a legitimate tenant going there.

         24                 COUNCIL MEMBER GARODNICK: Well I'll

         25  tell you why. I mean I'm a legitimate tenant.  I
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          2  live in Peter Cooper, and unfortunately, I'm not a

          3  rent stabilized tenant.  I would love to be a rent

          4  stabilized tenant.  I am a market rate tenant.  I

          5  pay full market for my apartment.  I have an

          6  electronic keycard, and I don't have any interest in

          7  my landlord knowing how many times a day I come into

          8  my apartment.  I have no interest in my landlord

          9  knowing exactly who my guests are or who I would

         10  choose to have water my plants.  To me, it feels

         11  like a violation of my privacy and my autonomy in my

         12  home.  So, just in answer to your question, there is

         13  a perspective.  You say you can't envision a reason

         14  why somebody who is not a illegal subletter or

         15  something feeling that way.  Well I feel that way.

         16  So I just want you to understand that.

         17                 MR. RICCI: I appreciate that, but

         18  what's the difference between that and having

         19  cameras in the building, in the lobby, that someone

         20  is monitoring 24 hours a day, or cameras on a

         21  complex?  It's the same thing.

         22                 COUNCIL MEMBER GARODNICK: So let me

         23  ask you a question.  You said that the data that is

         24  being recorded from the system usually existing data

         25  is overwritten by 45 to 60 days.  Is that the case
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          2  in  --  Well we could ask first about Stuyvesant

          3  Town or Waterside Plaza.  Is that the case in those

          4  that the data is overwritten?

          5                 MR. RICCI: I'm told from all of our

          6  of members who I know who use this system that the

          7  data is almost always overwritten between 45 and 60

          8  days depending on how many times people go in and

          9  out.  I can tell you in our office we use a system

         10  like that and the data gets overwritten about every

         11  two or three weeks because we have a much smaller

         12  system, and that's just the way it is.

         13                 COUNCIL MEMBER GARODNICK: Okay.  So

         14  that actually is very important point I think

         15  because if the owner does not necessarily see any

         16  reason to keep the data, one because they're not

         17  overwriting a system which deletes the data anyway

         18  after 45 or 60 days.  What is then the harm in

         19  accelerating that so as to avoid any potential loss

         20  of that data or other problems that could happen as

         21  a result of that data being hanging out there

         22  collected by tenants?  What really is the rationale?

         23    If you're talking about 45 days or 60 days, what

         24  would be the difference between 30 days or 15 days

         25  really?
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          2                 MR. RICCI: That I would have to check

          3  with the people who operate these systems, but there

          4  are instances where they might want to keep data on

          5  certain people who they suspect on non- primary

          6  residents or illegal sublessees for longer periods

          7  of time.

          8                 COUNCIL MEMBER GARODNICK: Okay.  So

          9  then getting to another point, right?  So now we're

         10  talking about a rationale for the system which

         11  doesn't really have anything to do with security. It

         12  has to do with collecting data on tenants.

         13                 MR. RICCI: That's correct.

         14                 COUNCIL MEMBER GARODNICK: Okay.  So

         15  there is a desire among the landlords to actually

         16  collect data on tenants to be able to ensure that

         17  only people who are legitimately tenants are living

         18  there.  Is that right?

         19                 MR. RICCI: That's correct.

         20                 COUNCIL MEMBER GARODNICK: So I think

         21  that that illustrates I think the point which is

         22  that they system is not just a security system.  I

         23  think that people like me  --   I'm a tenant of an

         24  electronic keycard complex.  I didn't introduce a

         25  law to ban them because I actually see some security
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          2  benefits, but what I do not see is the rationale,

          3  and I think that Donna Lieberman of the NYCLU said

          4  it best, which is that that interest does not

          5  override the privacy interest that exists for

          6  tenants, but I appreciate that that is the rationale

          7  and I also appreciate your candor.

          8                 MR. RICCI: Right, but I would

          9  emphasize from an owner's perspective, security is

         10  the primary rationale.  Absolutely it's security.

         11                 COUNCIL MEMBER GARODNICK: Thank you,

         12  Mr. Chairman.

         13                 CHAIRPERSON DILAN: At this time, I'd

         14  like to acknowledge that we've been joined by

         15  Council Member Robert Jackson who is a member of the

         16  Committee.  I'd like to ask the Counsel to

         17  acknowledge Council Member Jackson for the purposes

         18  of voting on the items on today's agenda.

         19                 COUNSEL TO THE COMMITTEE: Council

         20  Member Jackson, how do you vote on Proposed Int.

         21  34-A and Proposed Int. 550-A?  The vote was coupled.

         22                 COUNCIL MEMBER JACKSON: I vote aye on

         23  Int. No. 550 A.  I see that I'm a sponsor, a co-

         24  sponsor of that, and I'm looking at the current list

         25  of co- sponsors on Int. No. 34-A, which I'm not
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          2  listed.  I would like to be listed as a sponsor,

          3  considering the fact that last week in a situation

          4  where a firefighter lost his life in a building, on

          5  the roof of it, in which they were fighting a fire

          6  as a result  --  Not as a result of, but in a

          7  building that had illegal conversion from industrial

          8  to residential.  So please, I want to be listed on

          9  Int. No. 34-A, and I also vote aye on 34- A.

         10                 COUNSEL TO THE COMMITTEE: Thank you,

         11  Council Member Jackson.  The vote now stands at ten

         12  in the affirmative, zero negatives, no abstentions.

         13                 CHAIRPERSON DILAN: Next, I'll call up

         14  Mr. Alvin Doyle, Mr. John Raskin and Natasha

         15  Winegar.  Okay, and I understand Mr. Doyle, you're

         16  the TA President so we'll give you the privilege of

         17  testifying first.

         18                 MR. DOYLE: Thank you, sir.  My name

         19  is Alvin Doyle. I'm the President of the Stuyvesant

         20  Town, Peter Cooper Village Tenants Association, and

         21  I am here to support passage of Int. 374 A.

         22                 I was born in Stuyvesant Town in

         23  1952.  My parents were original tenants of

         24  Stuyvesant Town and my mother still resides in

         25  Stuyvesant Town.  Our landlord has instituted a
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          2  building access system in Peter Cooper Village, and

          3  shortly in Stuyvesant Town that requires tenants to

          4  use an electronic keycard to gain access to the

          5  apartment building at the lobby entrance.  Tenants

          6  are also required to use this electronic keycard to

          7  gain access to the building's laundry room.  This

          8  access system also requires tenants to register

          9  guests, relatives and caregivers with the landlord

         10  in order to obtain a keycard for their use, and

         11  everyone gets their picture taken.  This keycard

         12  system tracks in computerized record the dates and

         13  times that each tenant arrives at their apartment

         14  building and the date and time of entry of guests,

         15  relatives and caregivers.  The landlord will also

         16  have a complete record of when tenants wash their

         17  clothes in the laundry room.  The keycard system

         18  obligates every tenant to be photographed and become

         19  part of a gallery of digital photographs.  They

         20  system obligates tenants to carry their photographic

         21  keycard at all times.  The landlord implies that the

         22  photographic keycard be produced upon request of

         23  security or management personnel.

         24                 Whatever the purpose of this photo

         25  identity keycard system, using personal information
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          2  on the key to our home is inherently a bad idea.

          3  The tenants photograph and the name of the complex

          4  in which we live appear on the keycard.  I believe

          5  this detracts from safety if the keycard is lost or

          6  stolen.

          7                 On a more personal level, I

          8  participate in the Ready New York Emergency

          9  Preparedness Program, and I am a member of my

         10  community emergency response team in Manhattan's

         11  Community Board 6. I have a go bag, and one of the

         12  recommended items for the go bag is an extra set of

         13  house keys.  My go bag has my metal apartment door

         14  key, but I cannot put an extra keycard in my go bag

         15  because my landlord won't issue me an extra keycard.

         16                 I am glad to see that this

         17  legislation addresses the religious concerns of

         18  those who observe the Jewish Sabbath.

         19                 In closing, I am grateful for this

         20  opportunity to address the Committee, and I thank

         21  you for your time and attention.

         22                 CHAIRPERSON DILAN: Thank you, Mr.

         23  Doyle.  Ms. Winegar, and please correct me if I

         24  mispronounced any of the names.

         25                 MS. WINEGAR: That's okay.  Good
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          2  afternoon.  My name is Natasha Winegar, and I am the

          3  Rent Regulation Coordinator for New York State

          4  Tenants and Neighbors Coalition, a 30- year- old

          5  organization of tenants, tenants associations and

          6  other community organizations that fights for

          7  tenants rights and affordable housing.  I'd like to

          8  thank the Chairman and members of the Committee for

          9  the opportunity to testify today on behalf of

         10  Tenants and Neighbors in support of Int. 374-A, a

         11  bill that would place basic limitations on the use

         12  of electronic access systems for multiple dwellings.

         13                 New York City is in the midst of an

         14  housing crisis. Rents are rising, incomes are

         15  dropping.  Almost 30 percent of households in the

         16  City are paying over half of their income in rent.

         17  Homelessness and overcrowding numbers are hitting

         18  record highs.  The largest stock of affordable

         19  housing, rent- regulated housing, is being lost at

         20  an annual rate of 20,000 to 30,000 units. As a

         21  result, moderate and low- income tenants are being

         22  forced from their homes and the City.

         23                 The aforementioned statistics and

         24  patterns make it clear that this housing crisis is

         25  marked by an imbalance of power between tenants and
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          2  landlords.  Like the out of control rising rents and

          3  poor building conditions, the current lack of

          4  regulations on the use of electronic access systems

          5  is a frightening example of this imbalance of power.

          6                 These electronic access systems, or

          7  keycards, threaten a tenant's right to privacy as

          8  well as their personal safety.  In contrast, they

          9  provide the landlord with a rich dataset containing

         10  the tenant's personal information including their

         11  photo some times, date of birth, Social Security

         12  number and a record every time the tenant enters or

         13  leaves the building.

         14                 The retention of this type of

         15  information by anyone, especially a landlord,

         16  without any kind of regulations or limitations on

         17  dissemination is dangerous.  If this information is

         18  lost or stolen from an unprotected database, it can

         19  make a tenant a target for identity theft or other

         20  crimes.

         21                 Moreover, it encourages landlords to

         22  use the information by bringing baseless and costly

         23  legal actions against tenants.  These legal actions

         24  could include primary residence challenges and

         25  attempted evictions based on the presumption that a
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          2  tenant is overcharging their roommate.

          3                 Baseless challenges like those

          4  mentioned are already causing an eviction epidemic

          5  across the City as many landlords work to push out

          6  their stabilized tenants in order to convert to

          7  market rate.  If surveillance systems like the

          8  keycards become commonplace, this epidemic is likely

          9  to worsen.

         10                 The keycards used in many building

         11  complexes, including Peter Cooper Village, contain a

         12  photo of the tenant as well as their address and

         13  apartment number.  The use of keycards like this,

         14  especially in buildings without doormen, is

         15  incredibly dangerous.  If a tenant loses their key,

         16  the finder of that key has instant access to the

         17  tenant's home and building.

         18                 Additionally, because guests,

         19  caregivers and family members that frequent the

         20  apartment must also have a keycard, this system

         21  takes away a tenant's historic right to give their

         22  keys to anyone who they wish to be able to enter

         23  their apartment at any given time.

         24                 Tenants and Neighbors has hundreds of

         25  members in at least seven building complexes
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          2  throughout the City that already have keycard access

          3  systems.  Many of these tenants have organized

          4  against the keycard conversion and are strongly

          5  opposed to their landlord retaining such personal

          6  and important information about them.  In fact, I'm

          7  told that 70 percent of tenants at Peter Cooper

          8  Village, an affiliate of Tenants and Neighbors,

          9  signed a petition in opposition of the keycard

         10  system when their landlord moved to implement the

         11  system.

         12                 I urge the Committee and the Council

         13  to pass Int. 374-A, which would place important

         14  limitations and restrictions on the type of

         15  information that landlords can keep and distribute

         16  in relation to this electronic keycard system.  This

         17  is an important action that could help restore some

         18  balance to the alarmingly imbalanced relationship

         19  between tenants and landlords, and it could also

         20  bring us one step closer to addressing the City's

         21  housing crisis.

         22                 Thank you.

         23                 CHAIRPERSON DILAN: Thank you.

         24  Finally, we'll get to Mr. Raskin.

         25                 MR. RASKIN: Hi.  My name is John
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          2  Raskin.  I'm here as the Director of Organizing for

          3  Housing Conservation Coordinators.  We're a

          4  neighborhood- based affordable housing advocacy

          5  organization in the Hell's Kitchen/Clinton area of

          6  Manhattan.  We provide legal services.  We do tenant

          7  organizing. We also organize around broader issues

          8  that affect the community. We've been working with

          9  the Housing and Buildings staff as well as members

         10  of the Committee on the illegal hotels crisis that's

         11  all over Manhattan, but we appreciate the

         12  opportunity to address you today about the keycard

         13  issue.

         14                 I'm also here representing the Legal

         15  Services for the Working Poor Coalition of which

         16  we're a member.  We provide legal services.  It's

         17  kind of a consortium of neighborhood groups around

         18  the City that provide legal services for low- income

         19  New Yorkers.

         20                 I'm here to support the bill, and as

         21  a supporter hope not to be subject to the cross-

         22  examination of Council Member Garodnick, which is

         23  apparently what happens when you start electing

         24  lawyers to public office.

         25                 Much of what we do in our
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          2  organization is try to keep people in their homes.

          3  You know we have such a problem of landlords trying

          4  to evict tenants often for false charges that we

          5  spend so much time trying to keep people in their

          6  homes that we don't get a lot of opportunity to

          7  protect the quality of life of people who are in

          8  their homes.  This bill is one of the opportunities

          9  that we have to do that.  We think that this is an

         10  important bill.  It helps protect, of course, the

         11  privacy of tenants, allows people to enjoy the quiet

         12  comfort of their homes.

         13                 In our neighborhood right now, we

         14  don't have a great number of complexes that use

         15  keycard access, but as our friend from the Rent

         16  Stabilization Association pointed out, there are

         17  benefits to using keycards.  We expect the use of

         18  these types of access mechanisms to expand in the

         19  years to come, and that means that now, before that

         20  expand, is a great time to enact some reasonable

         21  regulation that protects the privacy of the tenants.

         22    So on behalf of Housing Conservation Coordinators

         23  and a consortium of neighborhood groups, we

         24  appreciate your introducing this bill and support

         25  the bill.  Thank you.
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          2                 CHAIRPERSON DILAN: Council Member

          3  Jackson.

          4                 COUNCIL MEMBER JACKSON: Thank you,

          5  Mr. Chair.  This question is for I guess the chair

          6  or president of the Tenants Association.  Now you

          7  had indicated in your testimony that tenants are

          8  required to carry this keycard wherever they may go,

          9  anywhere on the premises, and if, in fact, security

         10  personnel asked for identification, in essence your

         11  key access card you must show it to them.  If not,

         12  will you be arrested and handcuffed and put in jail?

         13                 MR. DOYLE: Well I'm not sure.  They

         14  have not specifically said that you are required to

         15  produce this card, but in the literature that we've

         16  read in the various proceedings before the Division

         17  of Housing and Community Renewal and in our court

         18  proceedings before Judge Acosta and Judge Solomon,

         19  they mentioned that the purpose of having these

         20  keycards was that they would be able to identify

         21  tenants easily when stopping them on the property

         22  and asking for their identification cards.  So it's

         23  an implication that they have raised and they

         24  continue to raise before various agencies, and

         25  they've raised it before the court as well.
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          2                 COUNCIL MEMBER JACKSON: So, in

          3  essence, it's not only an access card to the

          4  building based on what I've gathered and what you

          5  said, it's even sort of like an ID card issued by

          6  the owner of the complex in order so if you're

          7  walking around the complex that could be used as an

          8  ID because it has a picture and it has your address,

          9  it has your apartment number.  Is that correct?

         10                 MR. DOYLE: Yes.

         11                 COUNCIL MEMBER JACKSON: Does it have

         12  the apartment number, too?

         13                 MR. DOYLE: No, it doesn't.  It just

         14  has the picture, it has the identification of the

         15  complex, and if you request, you have your name put

         16  on it as well, but I requested that they not put my

         17  name on mine.

         18                 COUNCIL MEMBER JACKSON: Do you know

         19  if they have any other information on that card that

         20  you're not aware of?

         21                 MR. DOYLE: I'm not aware of anything

         22  that's on that card.  It's unclear to me what's on

         23  the card, and I think it's unclear to all the

         24  tenants what is on the card.

         25                 COUNCIL MEMBER JACKSON: It is a
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          2  computerized card. Is that correct?

          3                 MR. DOYLE: Yes, it is.

          4                 COUNCIL MEMBER JACKSON: What happens

          5  if you lose it? I mean how would you, in essence,

          6  get into your apartment building?

          7                 MR. DOYLE: Well one thing that you

          8  can do is when you arrive at your apartment and have

          9  lost your card, you can dial the security department

         10  from the lobby and tell them that you've lost the

         11  card, and they have the ability to buzz you in at

         12  that moment, but, again, what they've said is that

         13  they would treat that as a lock- out and they would

         14  establish that you were the tenant of record or the

         15  occupant of record.  It's not clear how they would

         16  establish that.  They've never stated how they would

         17  establish that.  So we're not sure exactly what

         18  happens in that case.

         19                 COUNCIL MEMBER JACKSON: And if in

         20  fact you lost your key, is there a cost factor for

         21  replacement?

         22                 MR. DOYLE: Yes.  Yes, there is a cost

         23  factor for replacement of a keycard as well as the

         24  keys.

         25                 COUNCIL MEMBER JACKSON: How much is
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          2  that?

          3                 MR. DOYLE: I don't recall.

          4                 COUNCIL MEMBER JACKSON: How soon can

          5  you get one. I mean, for example, can you get one

          6  immediately thereafter upon notice to the management

          7  office, or would you have to wait if there was a

          8  weekend or things like that?

          9                 MR. DOYLE: I don't know the answer to

         10  that question either.  In the various proceedings

         11  that we've had in the past, they have said that the

         12  cards can be issued very quickly, but we have no, or

         13  at least I have no experience in that.  One of my

         14  other neighbors, however, I believe does have

         15  experience in that, but I don't have experience in

         16  that.

         17                 COUNCIL MEMBER JACKSON: Overall, you

         18  represent how many tenants in the Tenants

         19  Association?

         20                 MR. DOYLE: There's 11,200 and some

         21  odd apartments and there's approximately 25,000

         22  people living in Stuyvesant Town and Peter Cooper

         23  Village.

         24                 COUNCIL MEMBER JACKSON: And so you're

         25  the president of that association?
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          2                 MR. DOYLE: I'm the president of the

          3  association, yes, and our claim is that we represent

          4  all the residents of Stuyvesant Town and Peter

          5  Cooper Village.

          6                 COUNCIL MEMBER JACKSON: The tenants

          7  that you represent are against this particular

          8  keycard system that's in place?

          9                 MR. DOYLE: Well as Natasha noted in

         10  her testimony, when they moved to institute the

         11  program in Peter Cooper Village, over 70 percent of

         12  the residents signed a petition against this system.

         13    We had quite a bit of uncertainty and misgivings

         14  when they instituted this system and we wound up in

         15  court.

         16                 COUNCIL MEMBER JACKSON: So you are in

         17  favor, or against the Proposed Intro?

         18                 MR. DOYLE: We are in favor of the

         19  Proposed Intro.

         20                 COUNCIL MEMBER JACKSON: Thank you

         21  very much.

         22                 CHAIRPERSON DILAN: Thank you.  I

         23  didn't have questions initially, but then I was

         24  reminded as Council Member Jackson asked Mr. Doyle.

         25  I want to ask how are your guests tracked?  I guess
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          2  in a normal building, someone comes to visit you,

          3  they buzz you, you ask who it is and you buzz them

          4  in.  How is it different under this system?

          5                 MR. DOYLE: It's different under this

          6  system in this way.  When we had the metal keys, you

          7  were allowed to have your metal keys, you could give

          8  that key to a caregiver, you could give that key to

          9  a relative, you could give that key to a guest, and

         10  they were able to use that.  Now if you want front

         11  door access to a relative, caregiver, et cetera, you

         12  have to take that person to the security office, get

         13  them photographed and then the landlord will issue a

         14  keycard to them.  Every time they use that keycard,

         15  there's a record of that use.

         16                 CHAIRPERSON DILAN: Okay, but like me

         17  myself I'm a big football fan.  I love to have the

         18  guys over on Sunday.  They ring my bell.  I buzz

         19  them without giving them the key.  I'm in my

         20  apartment, but the guys want to come over and watch

         21  football.  How does management know that I have

         22  these people in my home?

         23                 MR. DOYLE: The only way that

         24  management would know that is through the

         25  surveillance cameras that are in the lobby at the
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          2  front door.

          3                 CHAIRPERSON DILAN: Okay, but it's not

          4  as a result of using the key.  The only way they

          5  would know by using the key is if say you had a

          6  nanny who needed access to the apartment and someone

          7  needed a key.  Under those circumstances, they would

          8  be able to track that.  Is that correct?

          9                 MR. DOYLE: Correct, yes.

         10                 CHAIRPERSON DILAN: Okay.  Thank you.

         11                 It's a question that I should go back

         12  to Council Member Jackson to and let him briefly ask

         13  his own question.

         14                 COUNCIL MEMBER JACKSON: In listening

         15  to the question if you have a visitor that's coming

         16  to visit from California for two weeks and is going

         17  to stay with you, or you have a niece or nephew

         18  coming in from college for the holiday, or your

         19  parents are coming to visit you from where ever, or

         20  if you have a house cleaner that comes and cleans

         21  your apartment, or you have a nanny, you take them

         22  to register for a key.  Is there a timeframe on that

         23  key in which it expires and they will no longer have

         24  access?

         25                 MR. DOYLE: I believe that the key
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          2  would remain in effect for the term of the lease.

          3  I'm not 100 percent sure, but I believe that's how

          4  they explained it.

          5                 COUNCIL MEMBER JACKSON: So all you

          6  have to do is take a guest and say well this is my

          7  guest, he's going to be staying with me for a week,

          8  or two weeks, we'd like to have a key, and they will

          9  give a key, or does he have to produce his birth

         10  certificate, his Social Security card, his passport?

         11    Do you know?

         12                 MR. DOYLE: He has to produce

         13  identification, yes.

         14                 COUNCIL MEMBER JACKSON: Is there a

         15  minimum level of identification?  For example, what

         16  if this is my friend and he's in the country

         17  illegally?  I'm serious, but he's my friend and he

         18  might be, and you know  --

         19                 MR. DOYLE: What they had mentioned in

         20  the  --

         21                 COUNCIL MEMBER JACKSON: I mean he's

         22  not allowed in the apartment just because he may not

         23  be a legal resident of the United States of America?

         24                 MR. DOYLE: Well what they had

         25  mentioned in the literature that they had
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          2  distributed was that the tenants of record, the

          3  occupants and guests, caregivers, relatives, et

          4  cetera would have to present government issued

          5  identification such as a driver's license.  There

          6  are instances in Stuyvesant Town where some people

          7  don't have driver's licenses.  My mother doesn't

          8  have a driver's license.

          9                 COUNCIL MEMBER JACKSON: My wife

         10  doesn't have a driver's license.  I'm her chauffeur.

         11    That's the truth.

         12                 MR. DOYLE: So I guess you would have

         13  to have some other form of government ID, a passport

         14  or something like that.

         15                 COUNCIL MEMBER JACKSON: Now, as the

         16  president of the residents association, do you know

         17  of tenants that have gone to register a guest where

         18  they have been denied a keycard?

         19                 MR. DOYLE: I'm not aware of that

         20  situation yet, no.

         21                 COUNCIL MEMBER JACKSON: Okay.  Thank

         22  you.

         23                 CHAIRPERSON DILAN: Thank you.  I'd

         24  like to thank the panel for their time and their

         25  testimony today.
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          2                 Next, I'll call up Mr. James Fishman,

          3  Mr. Melvin Dennis, and I believe, and please forgive

          4  me if I pronounce this last name wrong, it looks

          5  like Janet Handal.  Okay, and we'll begin with Ms.

          6  Handal.  Push the button.  When the light is off,

          7  the mic is on.

          8                 MS. HANDAL: Okay.  My name is Janet

          9  Handal.  I am here to represent the tenants of

         10  Waterside Plaza.  I chair the committee that is

         11  opposed to the access card and all of the associated

         12  rules that Waterside has attempted to put in place

         13  around the access cards.

         14                 I want to first thank Council Member

         15  Garodnick for sponsoring this bill and for coming to

         16  our aid as we have been working with management to

         17  try and fight some of these policies. Also to Brian

         18  Kavanagh for getting a bill passed up in Albany, who

         19  has also been terrific in his support of us, as well

         20  as our elected officials because otherwise we'd

         21  really be up a creek.

         22                 Waterside is a little bit different

         23  than some of the other complexes in that we have

         24  doormen.  We have four buildings there.  We have

         25  1,350 apartments, about 3,500 people.  So we have
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          2  doormen in all four of these buildings, but even so,

          3  management wants to have access cards.  They told us

          4  that the reason for this was because we had security

          5  concerns.  So we said well maybe. Let's find out.

          6  We talked to the Police Department to find out what

          7  our crime rate had been in the last year, and it was

          8  actually reduced from the prior year by 40 percent

          9  from six down to four crime incidents.  So security

         10  is not the issue at Waterside Plaza.

         11                 What we believe the issue to be at

         12  Waterside Plaza is to be able to get a precise

         13  record of comings and goings of all tenants so that

         14  you know every time they access the building.

         15                 We have access at multiple different

         16  locations.  We have a garage where people enter at

         17  the A level and also at the C level and the doormen

         18  are on the lobby level.  So now you have to have an

         19  access card to be able to use any of those levels

         20  other than the lobby level.  Those of us who have

         21  elected not to get the keycard, such as myself, have

         22  to walk up three flights of stairs many times to get

         23  up to my apartment to get to the lobby level because

         24  I'm not allowed to come in on the A level because I

         25  don't have a card.
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          2                 Additionally, every time I enter the

          3  building, I must sign my name in a book.  Now that

          4  means if I come out to get a cup of coffee  --  we

          5  have a lot of little stores there  --  on an average

          6  day I might sign the book, if I'm going in and out,

          7  I forgot something at the grocery store, I might

          8  have to sign that book ten times even though the

          9  doorman knows who I am.  I've lived there 34 years.

         10  So they know who I am.  It's not that I'm not known.

         11    It's not a question of that.

         12                 Further, I'm not allowed to follow

         13  somebody else in. I'm challenged by the doorman and

         14  told I have to stop and sign the book.

         15                 So we did a little bit of research I

         16  thought you might be interested in.  We went down to

         17  Housing court to see exactly what's happening with

         18  the cases because we were hearing from all of the

         19  tenants about how much people perceive that they're

         20  being harassed.  So we went to look at the

         21  statistics.  Before we left Mitchell Lama, we

         22  averaged about 22 cases a year being brought in

         23  Housing court.  The first year out of Mitchell Lama,

         24  there were 40 cases brought in Housing court.  The

         25  last two years, it's been 122 cases brought in
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          2  Housing court.  So we know what we believe is

          3  happening and why management wants this.

          4                 We asked them when we met with them

          5  with Council Member Garodnick in January.  We raised

          6  the issue of data security. That was why, in fact, I

          7  became very impassioned about this particular topic

          8  because I previously worked at the White House and

          9  chaired the President's Taskforce on Information

         10  Technology at the White House.  So I'm very familiar

         11  with exactly how databases can be used, how they can

         12  me mined, how you can print out a profile, how you

         13  can take literally thousands of pieces of

         14  information and zero down into exactly the thing

         15  that you are trying to look at. So I became very

         16  impassioned about that because of this thing and we

         17  asked management to give us a policy, or did they

         18  have a policy. They said no, but they would look

         19  into it.  Well it is six months later and we still

         20  don't have a policy.

         21                 So we are very opposed to access

         22  cards that collect information.  We would be okay

         23  with an access card that says yes or no, but doesn't

         24  capture any other information.

         25                 We've had expressions also of concern
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          2  of parents who have teenage kids who are allowed to

          3  be home by themselves, but they want it in a

          4  database somewhere what their comings and goings

          5  are.  They feel that that makes their children

          6  vulnerable. Likewise, if you have senior citizens

          7  who are disabled, they are also vulnerable because

          8  you can find out what's going on there.

          9                 The issue also when we talk about

         10  crime is we have, at last count, about 82

         11  surveillance cameras on our property.  So there is a

         12  complete record of what's going on in every public

         13  place at Waterside.  So we just don't feel that

         14  keycards provide any additional security for us.

         15  Thank you.

         16                 CHAIRPERSON DILAN: Next, we'll hear

         17  from Mr. Fishman.

         18                 MR. FISHMAN: Thank you very much, Mr.

         19  Chairman and members of the Committee and Council

         20  Member Garodnick.  Good afternoon.  My name is James

         21  Fishman.  I'd like  --

         22                 CHAIRPERSON DILAN: If you could just

         23  bring the mic closer.

         24                 MR. FISHMAN: How's that?

         25                 CHAIRPERSON DILAN: Perfect.
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          2                 MR. FISHMAN: I'd like to thank the

          3  Committee for this opportunity to testify today in

          4  support of Int. 374- A.

          5                 For the past 27 years, I have been a

          6  lawyer representing tenants and consumers in New

          7  York City.  For about the past ten years, I've

          8  specialized in issues relating to tenant privacy and

          9  identity theft.  In that time, we've seen the courts

         10  issue some very important rulings that have

         11  furthered tenant privacy rights in the areas of

         12  credit reporting, blacklisting and protection of

         13  Social Security numbers and banking and telephone

         14  records in response to demands from landlords for

         15  that information.

         16                 Int. 374-A deserves passage because

         17  it furthers the interests of tenant privacy while,

         18  at the same time, balancing the legitimate needs of

         19  property owners to obtain certain limited

         20  information about tenants.

         21                 Over the past ten years, we've seen

         22  numerous instances where landlords have overreached

         23  in their efforts to acquire more and more personal

         24  and sensitive information about tenants, and they

         25  have sometimes crossed the line and breached
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          2  legitimate privacy rights.  For example, many

          3  landlords routinely access credit reports on their

          4  current rent regulated tenants in an effort to find

          5  information to bring non- primary residence

          6  challenges.  In 1998, the federal court in Manhattan

          7  that that practice violates the Fair Credit

          8  Reporting Act.

          9                 In another case, a landlord created,

         10  and sent to its tenants forms designed to look like

         11  they had been issued by HPD which demanded certain

         12  personal information from the tenants.  A State

         13  Supreme Court judge in Manhattan ruled that a tenant

         14  could pursue a suit alleging deceptive business

         15  practices against that landlord for engaging in that

         16  practice.

         17                 During the past few years, we've also

         18  seen numerous instances where sensitive and

         19  financial data on millions of individuals that had

         20  been legitimately collected by large companies and

         21  government agencies had been lost, stolen or misused

         22  leading to the very real threat of identity theft.

         23                 Int. 374-A recognizes the importance

         24  of protecting and securing personal information and

         25  it sends a very strong message that tenants, in
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          2  fact, have important privacy rights that will be

          3  protected and enforced.

          4                 Having said that, there is one

          5  provision in the bill which I believe should be

          6  slightly modified, simply by changing one word.

          7  Section 27- 2202 prohibits a landlord from

          8   "requiring" the provision of certain information.

          9  The work require should be replaced with the word

         10  demand.  That revision will prevent landlords from

         11  asking tenants for the prohibited information while

         12  failing to disclose that a response to the demand is

         13  voluntary. Without this modification, landlords will

         14  find ways to get around this prohibition, and it

         15  will be rendered meaningless.  Tenants will only be

         16  protected if landlords are barred from even asking

         17  for this information.

         18                 There are a couple of other things

         19  that I'd like to add that I picked up from other

         20  people's testimony.  You had asked Ms. Lieberman

         21  from the NYCLU about enforcement.  I would agree

         22  that attorneys' fees should be added to the bill.

         23                 In addition to that, however, I would

         24  add a provision for statutory damages to the bill

         25  because it's very difficult for somebody to show
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          2  actual damage in a situation like this, but

          3  statutory damages can provide a real reason to

          4  comply.

          5                 In addition to those two items, I

          6  would specifically allow tenants to bring cases for

          7  violation of statute as a class action because

          8  really that's the true enforcement mechanism that we

          9  have.  You heard from HPD that they don't really

         10  want to be involved, and I'm not sure what other

         11  agency of the City government would be involved in

         12  enforcing this, but if you added a class action

         13  provision, you wouldn't need a City agency to

         14  enforce this. There would be lawyers who will

         15  enforce it for you, and courts to ensure that those

         16  cases were brought properly and not frivolously.

         17                 I thank you for having this hearing.

         18  I welcome any questions you might have, and I look

         19  forward to working with you to make this bill a

         20  reality.

         21                 CHAIRPERSON DILAN: Thank you, Mr.

         22  Fishman.  Mr. Dennis.

         23                 MR. DENNIS: Hello.  I'm Melvin

         24  Dennis.  I'm President of the Waterside Tenants

         25  Association.  I first met Dan when he was
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          2  campaigning for City Council and he came out to

          3  Waterside, and I asked the question  --  we already

          4  had the access card issue then.  That was more than

          5  two years ago.  I asked him what he might do about

          6  it if he were elected, and I thank him for keeping

          7  his word.

          8                 I didn't prepare a written statement.

          9    I'd like just to add a few things to what Janet

         10  Handal said.  One is yes indeed we have doormen.

         11  Since we got the access card, the doormen have been

         12  deprived of some of their power.  They no longer

         13  have  -- You're forced to use the access card to get

         14  in.  However, one card could let a multitude in,

         15  which we may have an illegal entry by that means

         16  recently.  The doorman no longer has the power

         17  actually to keep someone out.  If someone has an

         18  access card, by whatever means, the doorman can't

         19  keep the door closed.  We were told when we got

         20  these things, and I have one.  It's hasn't killed me

         21  yet. It's fading away though.  I think that's a good

         22  sign.  We were told these would not be used as ID

         23  cards.  However, on July 4th, they are going to be

         24  used as ID cards.  If you don't have one, you can't

         25  go out on the plaza at certain hours.  However, we
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          2  have a new restaurant out there, H2O.  It's a pretty

          3  nice restaurant.  They have a special dinner on July

          4  4th for $75 dollars.  If you buy this dinner, you

          5  get a bracelet which entitles you to have the free

          6  run of the grounds.  This means, Janet if she

          7  doesn't buy her card can't go on the plaza, but if

          8  Osama Bin Laden buys a dinner, he can.  Thank you.

          9                 MS. HANDAL: I just wanted to add one

         10  additional point about security at Waterside.  I've

         11  spoke to a number of the women that work in jobs

         12  where they have to come home very late and so they

         13  feel that the keycard because the doormen no longer

         14  have the same responsibility about looking at the

         15  door.  Again, it helps to know about Waterside's

         16  physical layout.  The doormen are located up on

         17  really the third floor, what is the lobby level, and

         18  there's a plaza that connects all four buildings,

         19  but people get dropped off by a taxi at night

         20  typically at the A level, and you're supposed to use

         21  a keycard to go in there, or they might walk home

         22  and the come in at that A level.  They feel that

         23  this makes them more vulnerable because the doorman

         24  is not watching on the video camera because he

         25  doesn't have to to let them in and to grant access.
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          2  So the women feel more insecure and clearly less

          3  safe with this mechanism.

          4                 Likewise, parents that have children

          5  that are being dropped off, you know if they are

          6  separated or divorced, and their kids are being

          7  dropped off it also creates a problem.

          8                 We are, in general, opposed to

          9  keycards altogether, but we support, at a minimum,

         10  this constraint on management for how they are going

         11  to use the data because we know, we have experience

         12  at Waterside that they are using the data for

         13  primary residents challenge and to bring eviction

         14  proceedings against people.  It's just no question.

         15  So you know we know exactly what the reason is. They

         16  say security, but it's just not so.  We don't have

         17  security problems at Waterside.  I mean we're known

         18  in the 13th Precinct as sort of like the model no

         19  crime zone.  Thanks.

         20                 CHAIRPERSON DILAN: Council Member

         21  Garodnick.

         22                 COUNCIL MEMBER GARODNICK: I just

         23  wanted to thank Janet and Melvin for being here to

         24  specifically highlight the issues of keycards at

         25  Waterside, and the challenges are present there as
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          2  they are in every complex that has them so it's

          3  important that you highlighted them today.

          4                 As for Mr. Fishman, I wanted to thank

          5  you for your testimony, and also tell you I

          6  appreciated your comments about attorneys fees and

          7  statutory damages and the class action potential,

          8  things that we will take a look at.  So thank you.

          9                 MR. FISHMAN: I would like to just add

         10  one other thing in follow- up.

         11                 CHAIRPERSON DILAN: You have to speak

         12  into the mic.

         13                 MR. FISHMAN: I'm sorry.  A follow- up

         14  to what was just said by Ms. Handal.  Would any

         15  landlord agree not to use this information in

         16  primary residence cases?  I don't think so.  If they

         17  were asked, I think you would see that the security

         18  issue is really not what this is about, and if you

         19  ask them to sign a rider to anybody's lease saying

         20  we won't use this in a primary residence case, I

         21  don't think you'll see too many landlords lining up

         22  to sign that.

         23                 The other point I want to add in

         24  response to something that the gentlemen from the

         25  RSA said earlier that landlords already have Social
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          2  Security numbers back in the office on the tenants.

          3  That's really not the case.  If they do, it's not

          4  necessarily legal.  They can get a Social Security

          5  number for an applicant only.  The are not allowed

          6  to demand a Social Security number from a current

          7  tenant in order to renew a rent stabilized lease,

          8  and to say that you need it in order to pay interest

          9  on a security deposit is not true either.  The bank

         10  needs it, not the landlord because it's the bank

         11  that pays the interest.  Thank you.

         12                 CHAIRPERSON DILAN: I'd like to thank

         13  the panel for coming in to testify, and then next we

         14  will call Mr. Jeff Donaldson- Forbes, Mr. James Roth

         15  and Mr. Seth Steiner.  They will be followed by our

         16  final panel which will be the next panel up after

         17  this one, Mr. Peter Scher and Patrice Senior.  Okay,

         18  I believe Mr. Donaldson- Forbes can go first.

         19                 MR. DONALDSON- FORBES: Hi.  My name

         20  is Jeff Donaldson- Forbes.  I am a resident of Peter

         21  Cooper Village and today I'm going to read the

         22  testimony of John Marsh who is also a resident of

         23  Peter Cooper Village who could not be here today.

         24  I'll just read his testimony.

         25                 Good afternoon, Mr. Chairman and
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          2  members of the Committee.  My name is John Marsh,

          3  and I am a resident of Peter Cooper Village.  I have

          4  15 years of experience in data security and privacy

          5  regulatory compliance.  Eight of those years were

          6  spent with American Express, where my chief

          7  responsibility was to protect the privacy of over 32

          8  million card members worldwide.

          9                 Today I am testifying in support of

         10  Int. 374-A.  At present, we have a limited set of

         11  laws to protect sensitive personal information.  One

         12  example is the Financial Privacy Protection Act for

         13  our banking and securities information, the other,

         14  HIPAA for protecting our medical privacy.  But we

         15  have no such law for protecting data being gathered

         16  by landlords via access control systems.

         17                 This data, in many ways, is even more

         18  sensitive than those I have mentioned.  Knowledge of

         19  when a resident customarily comes home can, over a

         20  period of time, lead to knowing when a resident is

         21  not home.  Both indicators are dangerous in the

         22  wrong hands.  Intersecting that information with the

         23  resident's name, address, date of birth, Social

         24  Security number and income  -- elements already on

         25  file and under the direct control of the landlord
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          2   --  creates a uniquely sensitive and valuable

          3  dataset ripe for misuse or loss.

          4                 Almost all corporate computers are

          5  networked and in the blink of an eye a compromised

          6  file can be transferred across the world without the

          7  thief every setting foot on the premises. Today's

          8  disks are so capacious that an entire database could

          9  be burned onto a DVD and pocketed by a disgruntled

         10  employee.

         11                 This past April, our landlord made

         12  public the theft of two laptops stolen from the

         13  management office, and, of course, we hear all the

         14  time about other large scale data breaches from

         15  organizations with much greater data security

         16  experience than the typical landlord.

         17                 As for mandatory pictures on access

         18  control cards, I would like to emphasize that there

         19  are over 200 unmanned building entrances in Peter

         20  Cooper Village and Stuyvesant Town.  A picture is

         21  only helpful in an environment where you have manned

         22  security at the building entrance.  Pictures on

         23  residential access control cards without such a

         24  human presence increases a resident's risk of being

         25  a victim of crime.  A resident unaware of a lost or
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          2  stolen access card is now at risk of walk- behind

          3  robbery or a push through mugging because a

          4  potential criminal can now visually track the

          5  victim.  A key should always be anonymous.  An

          6  access card does not need a picture to be revoked if

          7  reported lost or stolen.  My mother always said

          8  don't put anything on your house keys that can lead

          9  someone right back to your house.  Thank you.

         10                 CHAIRPERSON DILAN: Thank you.  Next

         11  we'll go to Mr. James Roth.

         12                 MR. ROTH: Mr. Chairman, thank you for

         13  giving me the opportunity to testify in support of

         14  Int. 374.  My name is James Roth.  I'm a resident of

         15  Peter Cooper, and except for three years when I

         16  worked in Washington, a life long resident of

         17  Stuyvesant Town and Peter Cooper.  I'm also an

         18  attorney, and I am a retired Special Agent with the

         19  Federal Bureau of Investigation.  I've spent the

         20  last almost 14 years of my career in the FBI as the

         21  Chief Counsel of the FBI's New York office, and I

         22  have a great deal of experience with electronic

         23  surveillance systems and the privacy issues that

         24  they involve.  It was a large part of what we did as

         25  you might imagine.
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          2                 These electronic card keys have a

          3  minimal security benefit.  Clearly, as it was

          4  pointed out, the card key can be deactivated if it's

          5  lost, but it does not prevent crime.  It does not,

          6  as Assemblyman mentioned, track intruders.  It does

          7  none of those things.  At best, it might be a useful

          8  tool in limited circumstances after a crime has

          9  taken place.  The idea that you need to keep

         10  information beyond a reasonable period of time, as

         11  the bill says 30 days, but it could be less, has

         12  really no security value to it.  The collection and

         13  the maintenance of this information should be

         14  consistent with the purpose for which the system is

         15  established.  It's established, and we've heard it

         16  over and over again.  We heard it from the Rent

         17  Stabilization Association.  The number one reason is

         18  security.  Well beyond a short period of time after

         19  the information is collected there's really no

         20  reason for them to maintain it because it has no

         21  security value.

         22                 This bill is a very important first

         23  step in protecting tenant privacy, and it also has

         24  reasonable provisions to accommodate legitimate

         25  interests of the landlords and law enforcement
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          2  access when there is a legitimate need for law

          3  enforcement to have access.  It also allows law

          4  enforcement actually to require preservation of

          5  records if they had a long- term investigation that

          6  would go beyond that records were supposed to be

          7  purged.

          8                 The pictures on the cards have no

          9  legitimate purpose as this system is structured,

         10  particularly in Stuyvesant Town and Peter Cooper, in

         11  that there is no real time monitoring where either

         12  through a guard physically at the door looking at a

         13  picture and looking at the person, or realistically

         14  for a guard sitting in a central location to monitor

         15  the over 200 entrances to buildings in Stuyvesant

         16  Town and Peter Cooper and to have a picture pop- up

         17  out of a computer and make a determination as to

         18  whether or not I am the proper holder of the card.

         19                 The use as an identification by

         20  security is, I believe, also bogus.  It might make

         21  life a little bit easier for them, but everyday in

         22  the City of New York the 35,000 some odd policeman

         23  who patrol this City identify people by asking for

         24  driver's licenses and other forms of identification

         25  that have addresses.  Security officials in Peter
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          2  Cooper and Stuyvesant Town could do the same.

          3                 I'd like to thank the Chair for

          4  holding this hearing, and Councilman Garodnick for

          5  sponsoring this legislation along with his 31

          6  co-sponsors.  It is an important step and the best

          7  way to prevent the violation of the privacy of the

          8  tenants is to prevent the collection and the

          9  maintenance of this information, which has no useful

         10  value to the landlords.  Thank you.

         11                 CHAIRPERSON DILAN: Okay.  Thank you,

         12  and next, Mr. Seth Steiner.

         13                 MR. STEINER: Thank you, Mr. Chairman.

         14                 CHAIRPERSON DILAN: No, you need to

         15  push the button. When the light on the microphone is

         16  off, the mic is actually on.

         17                 MR. STEINER: That's good now.  Thank

         18  you, Mr. Chairman.  First, just in response to a

         19  remark that Mr. Ricci of the RSA made.

         20                 CHAIRPERSON DILAN: Even though I

         21  introduced you, you still have to state your name

         22  for the record.

         23                 MR. STEINER: I'm sorry.  Seth

         24  Steiner.  I live in Stuyvesant Town and I have for

         25  28 years now.  Just in response first to a remark
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          2  that Mr. Ricci made almost in passing with regard to

          3  the length of time that this information is stored.

          4  He seemed to suggest, if I understood him, that it

          5  was erased not on a regular basis, but simply as a

          6  result of the storage capacity being met in perhaps

          7  a month or 45 days.  Well that's not a good enough

          8  reason, and I remember back in 1978 with my first

          9  Apple II computer, I was delighted to have 256k

         10  memory.  Now my IMAC has several gigabytes, and

         11  there's something known as Moore's Law so that that

         12  as a reason for having information deleted just

         13  doesn't wash.

         14                 I'd like to start by saying that we

         15  expect and depend on our City Council to do

         16  everything within its powers to protect our rights

         17  and our homes, and I'm pleased that our government

         18  is seriously considering this keycard issue now, and

         19  a special thanks to Council Member Garodnick.

         20                 Peter Cooper Village, Stuyvesant Town

         21  has long been among the safest communities in the

         22  City, and I'm not aware of a recent crime wave, but

         23  yet the owners claim that the reason behind the

         24  introduction of keycards is to improve our security.

         25    If I were a landlord trying to maximize profits, I
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          2  might want a system that provides personal

          3  information about the comings and goings of tenants.

          4                 Now I say goings as well because I'm

          5  not sure of the technical specs of such a system,

          6  but I know that when I come in and out of the

          7  Stuyvesant Town garage with my car, I have my

          8  keycard for the garage in my pocket, it opens the

          9  gate for me same as my EZ Pass.  It's a passive

         10  system.  If it's close enough to the reader, it can

         11  tell if I'm going as well as coming.  So perhaps a

         12  lot more information than we expect is being

         13  retrieved.

         14                 If I had that information as a

         15  landlord, I might then uncover patterns of use

         16  suggesting that an apartment may not be a primary

         17  residence.  What would be the consequences of such a

         18  system?  More than likely there would be many more

         19  entirely legal rent stabilized tenants who would be

         20  harassed to leave.

         21                 Now based on incomplete or erroneous

         22  information, scores of tenants are forced to spend

         23  time and money in their legal defense and their high

         24  levels of anxiety from concern over being unjustly

         25  evicted from their homes.  The introduction of a
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          2  keycard system, as envisioned by Tishman Speyer,

          3  could multiply this problem many fold.

          4                 Why does our landlord need to know

          5  when we come and go?  What uses will this

          6  information be put to?  How long will this

          7  information be stored?  How secure will the data be?

          8    What assurances are there that the data will not

          9  be misused, or that it will not fall into other

         10  unauthorized hands?  Surely, it would be valuable to

         11  someone with criminal intent like a burglar.  If the

         12  security of the data is breached, must the landlord

         13  notify the tenants?  What penalties will there be to

         14  encourage compliance of any requirements set by the

         15  City Council?

         16                 With regards to tenants' needs for

         17  additional keycards, why can't a system be put in

         18  place that is simple, quick and convenient and no

         19  more burdensome than the existing procedure?

         20                 Lastly, how will management ensure

         21  that tenants with religious restrictions on the use

         22  of the card will not be inconvenienced even one

         23  minute?

         24                 A personal or medical emergency also

         25  could require immediate entry to one's home.  Our
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          2  City Council should ensure that if the keycard

          3  system is instituted, it takes into account these

          4  concerns and results in better, not worse, living

          5  conditions for the 25,000 tenants of our community

          6  and others throughout the City similarly effected.

          7  Thank you.

          8                 CHAIRPERSON DILAN: Thank you, Mr.

          9  Steiner.  Are there any questions from my

         10  colleagues.  If not, I'd like to thank you all for

         11  coming in and providing your testimony, and I

         12  especially appreciate it since at this late stage of

         13  the hearing that is wasn't redundant.  The Chair

         14  always appreciates to hear new aspects of the

         15  situation this late in to a hearing because things

         16  tend to become redundant.  So I certainly appreciate

         17  that.

         18                 MR. ROTH: If I may, Mr. Chairman.  I

         19  was asked to address one of the questions that was

         20  presented to Al Doyle, and that is with respect to

         21   --  I believe Council Member Jackson asked the

         22  question about if your card key is lost or you have

         23  to get a card key.  I can tell you from personal

         24  experience that the only time that you would be able

         25  to get the card key is during the hours that the
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          2  security office is open, 9 to 5, Monday through

          3  Friday.

          4                 I had an incident where my card keys

          5  were deactivated, and it took more than four days

          6  for me to get somebody's attention to get new card

          7  keys.  So it's not as advertised, 24 hours a day,

          8  seven days a week access to new cards. If you lose

          9  it on a Friday afternoon, you are pretty much out of

         10  luck until Monday.

         11                 COUNCIL MEMBER JACKSON: In your

         12  personal situation, how did you then gain access to

         13  your building?  Did you borrow a relative's card,

         14  for example?  I don't know who you live with.

         15                 MR. ROTH: All of our cards were

         16  deactivated at the same time.  We got access though

         17  actually, to answer your question, by calling from

         18  the lobby to the security booth, and they have the

         19  ability to  --

         20                 COUNCIL MEMBER JACKSON:  --  Buzz you

         21  in.

         22                 MR. ROTH: Buzz you in or they can

         23  send somebody over.  The first couple of times we

         24  had to engage in a little discussion over the

         25  intercom system with security about whether or not
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          2  they were going to let me in.

          3                 COUNCIL MEMBER JACKSON: So did you

          4  have to go over to the management office, you or

          5  your family members, to reactivate?  How long does

          6  that take, two minutes, five minutes, 15 minutes?

          7                 MR. ROTH: In this particular

          8  situation, because of what had happened, which I

          9  think was actually deliberate  --  The quick

         10  background to this is I had a letter that I had

         11  written to the local newspaper, The Town and

         12  Village, which is rather critical of management and

         13  security, was published on August 17th, and the same

         14  day all the card keys went dead.

         15                 COUNCIL MEMBER JACKSON: The same day?

         16                 MR. ROTH: The same day.  You know

         17  coincidence?  I suppose.  Right?  But once I finally

         18  was able to get through to somebody over there, they

         19  came and brought the card keys over. This was before

         20  we were required to have the pictures on them.

         21                 COUNCIL MEMBER JACKSON: What if, for

         22  example, you leave your house at six in the morning

         23  and you don't get back until 8 or 9 o'clock at

         24  night, how would you get your card keys?

         25                 MR. ROTH: That's your schedule to
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          2  meet theirs, I suppose.

          3                 COUNCIL MEMBER JACKSON: I'm very

          4  serious about that. Many people leave very early in

          5  the morning and don't come back until very late at

          6  night  --

          7                 MR. ROTH: I'm one of those people.

          8                 COUNCIL MEMBER JACKSON:   --  And

          9  cannot take time off from their job, or where ever

         10  they're going, to go to the management office.

         11                 MR. ROTH: I suppose they might be

         12  willing to make a special accommodation and maybe

         13  come to you or do something, but it's not as easy as

         14  they would make it seem that if you lost a card,

         15  just go into the office and get a new one.

         16                 COUNCIL MEMBER JACKSON: Now I've

         17  heard your testimony and you had indicated that you

         18  worked for the FBI and the capacity in which you

         19  said I think you were the General Counsel for the

         20  New York region so you know a lot about this

         21  particular area. Then I heard, I believe, the

         22  gentlemen next to you, to your left, you testified

         23  and read a statement on behalf of somebody else  --

         24  Is that correct?  --  Who is an expert in this high

         25  tech security type situation, formerly or still with
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          2  American Express.  What I'm hearing from people that

          3  are in the security business of electronic

          4  information is that this situation is bad news for

          5  not only the residents but information they may have

          6  could be lost, could be stolen.  Two laptops were

          7  stolen from the office, and I don't know whether or

          8  not the tenants know what's on that laptop.

          9                 MR. ROTH: Actually, management

         10  refused to comment on the lost laptops when they

         11  were interviewed by the local paper. Also one of the

         12  things the RSA representative said, and it's true,

         13  that these systems typically overwrite the

         14  information on the system itself every 30 to 45 days

         15  depending upon usage, but that doesn't prevent off-

         16  line storage of information.  So you could download

         17  information and put it onto another server or

         18  something not on the active system.  So you can go

         19  back in an archive as it were and review that

         20  system.  You take that with the comings and goings,

         21  and  while this is an RFID card that's kind of a

         22  proximity type of card so depending upon the

         23  strength of the signal may or may not pick up your

         24  exit.  The fact of the matter is that there are

         25  eight cameras in every building at Peter Cooper, 168
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          2  cameras inside the buildings.  There are probably

          3  two dozen more outside on the grounds, and it would

          4  not be very difficult for them, knowing your arrival

          5  time, to sync up the cameras and start looking

          6  through for your departure times and things like

          7  that and actually put together a very useful

          8  picture, or very thorough picture, of your comings

          9  and goings.  That is, I believe, a risk.

         10                 COUNCIL MEMBER JACKSON: Thank you.

         11  Thank you, Mr. Chair.

         12                 CHAIRPERSON DILAN: Thank you, Council

         13  Member Jackson.  I'd like to thank you all.

         14                 The last panel will consist of

         15  Patrice Senior, a Brooklyn resident from my borough.

         16  So I'll be interested to hear what you have to say

         17  also, and Mr. Peter Scher.  We'll begin with Ms.

         18  Senior.

         19                 When the light is off, the mic is on,

         20  and you should just pull the mic a little bit closer

         21  so that we can hear you clearly.

         22                 MS. SENIOR: Thank you very much.  My

         23  name is Patrice Senior.  I am a resident of

         24  Brooklyn.  For over 25 years, I lived in University

         25  Towers, which is an apartment complex in downtown

                                                            129

          1  COMMITTEE ON HOUSING AND BUILDINGS

          2  Brooklyn affiliated with Long Island University, and

          3  I am here today  --  This card system was introduced

          4  in our building I think in the year 2002

          5  approximately, and I do not agree that the landlord

          6  should be given such a tool to invade tenants'

          7  privacy because it's not used for security.  It is

          8  just used to monitor your comings and goings and a

          9  way for the landlord to harass you constantly.  They

         10  know when you come.  They know when you leave. They

         11  can go in your apartment if they choose to because

         12  they have access when you're not there.

         13                 I exercised my right as a tenant and

         14  complained to DHCR about the invasion of my privacy

         15  and the other tenants in the apartment.

         16                 Also, I had filed a case in court

         17  because the landlord changed locks on the door to

         18  the entry of the building and introduced this

         19  keycard system.  I went to court, and I had a

         20  stipulation drawn up with the landlords lawyer and

         21  myself that I was permitted to have the hard keys to

         22  my apartment door, and the landlord and his lawyers

         23  violated that stipulation and changed the locks

         24  anyway.  I was locked out of my apartment.  I had to

         25  call the police.  The police denied me the right to

                                                            130

          1  COMMITTEE ON HOUSING AND BUILDINGS

          2  enter my own apartment, and because of my complaints

          3  to DHCR and my case that I filed in court in January

          4  of '05 I was illegally  --  It was a home invasion.

          5  A marshall Bruce Frankenburg from Queens  --  came

          6  all the way from Queens County to Kings County  --

          7  changed the locks in my apartment, threw me out in

          8  the street like a piece of garbage and up until

          9  today they have my property, my entire content of my

         10  property in my apartment.  They have my apartment.

         11  They got possession of my apartment.  They went to

         12  court in my absence. They never served me any of the

         13  papers, and the judge in the court, Judge George

         14  Heymann denied me the right of a trial, denied me

         15  the right of a hearing on the service of these legal

         16  papers, denied me everything, and I was treated as a

         17  convicted felon.  I'm still out on the street, no

         18  apartment, no property, nothing.  The courts in

         19  Brooklyn do not treat you as if you're a person.

         20  You're treated with contempt.  I have nowhere to go

         21  to.  I've been everywhere, and in December of '05, I

         22  went to the apartment to get my warm winter clothing

         23  and was dragged from the apartment, assaulted by the

         24  cops from the 88th Precinct, falsely imprisoned,

         25  arrested, taken to a hospital emergency room stating

                                                            131

          1  COMMITTEE ON HOUSING AND BUILDINGS

          2  that I'm an emotionally disturbed person for wanting

          3  my own property that I worked for with my two hands,

          4  and no one has been arrested.  My case in the court

          5  is all covered up.

          6                 I've been everywhere, the district

          7  attorney's office, DA Charles Hynes.  His office has

          8  never done anything, and these people have committed

          9  a crime and they have never been charged for this

         10  crime.

         11                 I've been to my attorney general's

         12  office.  I was denied entry into that office to file

         13  a complaint there, and all of my letters of

         14  complaint to that office were intercepted, sent

         15  upstate New York.

         16                 CHAIRPERSON DILAN: Ms. Senior, I have

         17  to interrupt you because you're talking about an

         18  item that's before the legal system.  This Council

         19  can't get involved in items before matters of the

         20  court.  Additionally, it seems to be off the subject

         21  of the keycard access issue.  However, there is an

         22  attorney who is sitting in here who actually has a

         23  meeting with me after this.  I'm going to recommend

         24  that you see him immediately.  He's sitting right on

         25  the side.  Steve, I hate to do this to you, but I'm
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          2  giving this referral to you.

          3                 MS. SENIOR: I would respectfully

          4  disagree in the sense that the keycard access was a

          5  part of the harassment that they used to evict you

          6  out of a place because they monitor your comings

          7  daily.  You cannot have someone to come visit you.

          8  You have to have a card.  For what?

          9                 CHAIRPERSON DILAN: I don't believe

         10   --  The monitoring issue in terms of the keycard

         11  access I think is valid. Without having all the

         12  information, it sounds like there are many other

         13  issues here that are underlying in which you really

         14  need legal counsel to help you with your situation.

         15  If indeed you were evicted from your apartment

         16  without any legal proceedings, that in and of itself

         17  is illegal and you really need to have an attorney

         18  look at your case.  I'm not sure if you have an

         19  attorney at this time, or if at any time you had an

         20  attorney, but you really need to seek an attorney to

         21  help you with your situation.

         22                 MS. SENIOR: I have tried sir.  There

         23  are no attorneys who have the courage to stand up

         24  and say this is an injustice.  I was wronged.

         25                 CHAIRPERSON DILAN: I've got an
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          2  attorney for you. I'm just going to ask Mr. Pasqual

          3  (phonetic) from my staff.  He's on my staff, the

          4  gentlemen in the purple shirt.  Go see him, and then

          5  he'll take you inside the other room and we'll work

          6  on getting you an attorney for your situation.

          7                 MS. SENIOR: I thank you very much and

          8  I appreciate it.

          9                 CHAIRPERSON DILAN: Thank you.

         10                 MS. SENIOR: Blessings.

         11                 CHAIRPERSON DILAN: All right.  Mr.

         12  Scher.

         13                 MR. SCHER: My name is Peter Scher.

         14  I'm a lifetime resident of Peter Cooper Village.  I

         15  was actually born there, well Beth Israel hospital

         16  but in 1950.  I've lived there my whole life. I

         17  wasn't really prepared to speak.  I just wanted to

         18  take this opportunity to thank Daniel Garodnick and

         19  everybody on this panel for listening to what

         20  everybody has said.

         21                 The one point that kind of sticks in

         22  my mind about this whole privacy issue is that when

         23  I describe the situation to people I know around the

         24  country, and actually some parts of the world.  I

         25  own a travel agency, and I travel extensively.  The
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          2  thing that comes to mind when I describe it is they

          3  say boy this sounds like big brother.  This sounds

          4  like 1984.  This sounds like something that we

          5  cannot believe is happening in the City of New York,

          6  which is one of the most enlightened places on this

          7  places, and I think you have an opportunity here to

          8  modify what's going on and make changes that make

          9  this much more common sense and a much more valuable

         10  situation for the people who live in this entire

         11  community.  It's in your court, and I want to thank

         12  Dan, again, for bringing this up to everybody and

         13  making this possible to make these changes.  Thank

         14  you.

         15                 CHAIRPERSON DILAN: Thank you.  I am

         16  going to turn to Council Member Garodnick if he has

         17  anything he wants to add in closing.

         18                 COUNCIL MEMBER GARODNICK: I will be

         19  very brief because the hour is late and we've heard

         20  a lot, but I do want to thank the Chairman, again,

         21  for having this hearing.  I think that we did hear a

         22  lot of very substantive and important testimony on

         23  the subject of the purpose of the systems, the

         24  stated purpose, the real purpose.  We've heard

         25  concerns from tenants.  We've heard concerns from
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          2  advocates.  I think there is a real issue here, and

          3  as the keycard systems proliferate around the City,

          4  which they are doing, I think it's important for us

          5  to create some reasonable restrictions on the data.

          6  I think that's what this legislation does.  So for

          7  those who came all the way down to City Hall for

          8  this hearing today, I want to thank you for your

          9  presence, and, again, thank you Mr. Chairman for

         10  your time and your patience.  Thank you.

         11                 CHAIRPERSON DILAN: I'd like to also

         12  thank you Council Member Garodnick for conducting

         13  this hearing along side me and for handling yourself

         14  as a gentlemen throughout the entire proceeding of

         15  the hearing.  It's always a pleasure to work with

         16  someone that is a gentlemen, and it's been a

         17  pleasure to work with you here today.  That will

         18  conclude this hearing on keycard access. Int. 374-A

         19  is laid aside, and this hearing is adjourned.

         20                 (Hearing concluded at 4:00 p.m.)
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          2              CERTIFICATION

          3

          4

          5     STATE OF NEW YORK   )

          6     COUNTY OF NEW YORK  )

          7

          8

          9                 I, LORI KLEIN, do hereby certify that

         10  the foregoing is a true and accurate transcript of

         11  the within proceeding.

         12                 I further certify that I am not

         13  related to any of the parties to this action by

         14  blood or marriage, and that I am in no way

         15  interested in the outcome of this matter.

         16                 IN WITNESS WHEREOF, I have hereunto

         17  set my hand this 28th day of June 2007.
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          9            I, LORI KLEIN, do hereby certify the

         10  aforesaid to be a true and accurate copy of the

         11  transcription of the audio tapes of this hearing.
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