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I.	INTRODUCTION

	On February 15, 2023, the Committee on Technology, chaired by Council Member Jennifer Gutiérrez, will hold a hearing on Cryptocurrency and Blockchain Technology in New York City. Those invited to testify include representatives from the Office of Technology and Innovation (“OTI”), also known as the Department of Information Technology and Telecommunications (“DOITT”), and members of the public.

II.	BACKGROUND
The inception of Bitcoin in 2009 popularized the use of a groundbreaking technology known as the blockchain. In just a few short years, the reach of blockchain technology has rapidly expanded beyond payments and financial products, and is now being leveraged to support new autonomous systems that structure social and economic interactions with less reliance on intermediaries.[footnoteRef:1] Smart contracts are being utilized to formalize all or portions of legal agreements, resulting in dynamic commercial arrangements that are more difficult to terminate.[footnoteRef:2]  [1:  See Aaron Wright, Blockchain and the Law, Harvard University Press, 2018, p. 3. ]  [2:  See id. ] 

Governments around the world are exploring the use of blockchain technology to secure and manage critical public records, including vital information and property titles.[footnoteRef:3] By leveraging the resistant, resilient, and non-repudiable nature of blockchain, governments aim to guarantee, with a high degree of probability, the integrity and authenticity of key governmental information.[footnoteRef:4] Over time, blockchain has the potential to anchor new public infrastructure and even global transactional systems, accessible to anyone with an internet connection.[footnoteRef:5] [3:  E.g. Anna Baydakova, Wyoming County Moves to Put Land Records on Blockchain, COINDESK, Dec 20, 2018, https://www.coindesk.com/markets/2018/12/21/wyoming-county-moves-to-put-land-records-on-blockchain/; Georgia Expands Project to Secure Land Titles on the Bitcoin Blockchain, March 4, 2021, CCN, https://www.ccn.com/republic-of-georgia-expands-project-to-secure-land-titles-on-the-bitcoin-blockchain/. ]  [4:  See Aaron Wright, Blockchain and the Law, Harvard University Press, 2018, p. 3.]  [5:  See id. ] 

a. What is a blockchain? 
The underlying principle that became blockchain technology was first introduced to verify records and transactions in a decentralized manner in 2008 by Satoshi Nakamato, the creator of the cryptocurrency Bitcoin, and a person whose true identity remains unknown.[footnoteRef:6] He published a white paper that put forth a “purely peer-to-peer version of electronic cash” used for online payments without needing a trusted intermediary.[footnoteRef:7] [6:  See Richard Holden & Anup Malani (FN3), The Law and Economics of Blockchain, 18 ANN. REV. L. & SOC. SCI. 297, 298 (2022). ]  [7:  Jordan Parker, New Kids on the Blockchain: How Nfts Might Bring About A Digital First Sale Doctrine, 60 HOUS. L. REV. 467, 479–80 (2022).] 

“Blockchain is a shared, immutable ledger” that is publicly accessible and transparent.[footnoteRef:8] Each set of transactions is recorded as a “block” of data that connects to the prior transactions, creating a chain.[footnoteRef:9] “Every block is hashed,” or made illegible through cryptographic technique, “which creates a unique ‘fingerprint’ from the block's information.”[footnoteRef:10] Blockchain technology does not exist on a single system, but instead is decentralized. Being decentralized allows blockchain to exist across networks, providing valid copies to every participant of the blockchain.[footnoteRef:11] A decentralized system is particularly helpful for creating a system with very accurate and tamperproof records. This is due to the fact that blockchain, as a decentralized system, is not tied to a single storage site nor does it exist in a single location.[footnoteRef:12] [8:  What Is Blockchain Technology?, IBM, https://www.ibm.com/topics/what-is-blockchain. ]  [9:  Id. ]  [10:  Jordan Parker, New Kids on the Blockchain: How Nfts Might Bring About A Digital First Sale Doctrine, 60 HOUS. L. REV. 467, 479–80 (2022) (citing Ali Dhanani & Ryan Dowell, Introduction to Blockchain Technologies and Smart Contracts, 57 HOUS. LAW., Nov--Dec. 2019, at 18-19).]  [11:  Id. ]  [12:  Id. ] 

In simple terms, a blockchain is a distributed database, often referred to as the ledger, that is a list of transactions and their details, such as the number of coins added or subtracted along with the date and time of the transaction. The database is then continuously updated and synchronized, allowing all users to have the complete record of all of the transactions as opposed to just having one central computer or entity possessing a record of all transactions.[footnoteRef:13] To do so, each transaction or block is added to the chain along with a timestamp and link to the previous block, with each transaction immediately revising all other copies of the database.[footnoteRef:14]  [13:  ESTATE PLANNING IN A CYBER WORLD REVISED 3/29/22, VCDB0331 ALI-CLE 37. ]  [14:  Id.] 

There are two primary ways that various networks go about verifying the transactions that occur on the blockchain. The first way, which is deemed more secure but less efficient, is a process referred to as “proof of work” (“PoW”). This is where a miner, someone processing and verifying blockchain transactions, receives a reward for verifying transactions on the ledger.[footnoteRef:15] More than one miner will verify the same transaction, and often a transaction will be verified several times. This system ensures the open-access security of the blockchain, but can be costly in terms of computing power. The other type of verification process is known as “proof of stake” (“PoS”) This system attempts to conserve resources by using a preference-based model to choose who will verify the next transaction based on the amount of that user's ownership, or ‘stake,’ in the cryptocurrency.[footnoteRef:16] [15:  ESTATE PLANNING IN A CYBER WORLD REVISED 3/29/22, VCDB0331 ALI-CLE 37 (citing see Sean Williams, Cryptocurrencies Explained, in Plain English, THE MOTLEY FOOL, Jan. 22, 2018, https://www.fool.com/investing/2018/01/02/cryptocurrencies-explained-in-plain-english.aspx).]  [16:  See Sean Williams, Cryptocurrencies Explained, in Plain English, THE MOTLEY FOOL, Jan. 22, 2018, https://www.fool.com/investing/2018/01/02/cryptocurrencies-explained-in-plain-english.aspx. ] 

Currently, most cryptocurrencies, except Bitcoin, use the PoS concept to verify transactions. However, the PoW concept still remains popular due to Bitcoin’s majority market share of the cryptocurrency market, with Forbes reporting a market cap of $443.7 billion for Bitcoin on February 7, 2023, an estimated 40% share of the global crypto market’s capitalization of about $1 trillion.[footnoteRef:17] In the state of New York, due to concerns regarding its high energy consumption and potential impact on the environment, PoW mining operations are subject to restrictions. In November 2022, Governor Kathy Hochul signed legislation[footnoteRef:18] imposing a two-year moratorium on any electric generating facility that utilizes a carbon-based fuel and is utilized by cryptocurrency mining operations that use proof-of-work authentication methods to validate blockchain transactions. Now, unless a PoW mining company utilizes 100% renewable energy, it will not be permitted to expand or renew its permits, and new entrants will not be allowed to commence operations.[footnoteRef:19]  [17:  Kat Tretina, Top 10 Cryptocurrencies Of 2023, FORBES, Feb. 7, 2023, https://www.forbes.com/advisor/investing/cryptocurrency/top-10-cryptocurrencies/; Rashi Maheshwari, Why Is the Crypto Market Rising Today?, FORBES, Feb. 10, 2023, https://www.forbes.com/advisor/in/investing/cryptocurrency/why-is-crypto-going-up/. ]  [18:  NY State Assembly Bill A7389C, Mar. 18, 2022, https://www.nysenate.gov/legislation/bills/2021/A7389. ]  [19:  See MacKenzie Sigalos, New York governor signs first-of-its-kind law cracking down on bitcoin mining — here's everything that's in it, CNBC, Nov. 23, 2022, https://www.cnbc.com/2022/11/23/new-york-governor-signs-law-cracking-down-on-bitcoin-mining.html. ] 

b. Smart Contracts 
A smart contract is computer code that can automatically execute or implement contractual terms defined within the code.[footnoteRef:20] Despite the name, smart contracts are not really legally binding contracts, and are instead pieces of code designed to run on if-then statements; in other words, smart contracts are designed to respond to a given set of conditions with pre-programmed actions.[footnoteRef:21] Upon meeting the conditions listed in the smart contract, assets can transfer instantaneously and automatically.[footnoteRef:22] [20:  Jordan Parker, New Kids on the Blockchain: How NFTs Might Bring About A Digital First Sale Doctrine, 60 HOUS. L. REV. 467, 482–83 (2022).]  [21:  Id.]  [22:  Id.] 

From a legal perspective, a smart contract is an automated arrangement between parties that causes performance based on “the satisfaction or non-satisfaction, determined objectively through code,” of required conditions set forth in the contract.[footnoteRef:23] Fundamentally, smart contracts are instruments written in code that control and record the exchange of consideration between two or more parties.[footnoteRef:24] [23:  David M. Adlerstein, Are Smart Contracts Smart? A Critical Look at Basic Blockchain Questions, COINDESK, Jun. 26, 2017, https://www.coindesk.com/when-is-a-smart-contract-actually-a-contract. ]  [24:  Id. ] 

A common analogy used to describe the mechanics of how a smart contract operates is the vending machine: a person exchanges something, such as a coin, and the programming within the vending machines responds by dispensing the product once it confirms that the payment clears.[footnoteRef:25] This is akin to how a smart contract automatically responds after an exchange taking place on the blockchain has been confirmed and recorded.[footnoteRef:26] [25:  Jared Arcari, Decoding Smart Contracts: Technology, Legitimacy, & Legislative Uniformity, 24 FORDHAM J. CORP. & FIN. L. 363, 370–71 (2019) (citing id). ]  [26:  Jared Arcari, Decoding Smart Contracts: Technology, Legitimacy, & Legislative Uniformity, 24 FORDHAM J. CORP. & FIN. L. 363, 370–71 (2019). ] 


c. The Use of Smart Contracts and Blockchain by Governmental Entities

Blockchain technology is being used by several states and governments around the world for various purposes, such as secure record-keeping, supply chain management, and reinforcing voting systems. Some of the states in the US that are exploring or using blockchain technology include West Virginia, Illinois, and Vermont.
West Virginia was one of the first states to pilot a blockchain-based voting system for its 2018 midterm elections, designed so that deployed military members and other eligible citizens under the federal Uniformed and Overseas Citizens Absentee Voting Act could more securely submit absentee votes in the state.[footnoteRef:27]  [27:  Aaron Wood, West Virginia Secretary of State Reports Successful Blockchain Voting in 2018 Midterm Elections, Nov. 17, 2018, COINTELGRAPH, https://cointelegraph.com/news/west-virginia-secretary-of-state-reports-successful-blockchain-voting-in-2018-midterm-elections. ] 

The Illinois Blockchain Initiative is one of the leading U.S. entities exploring blockchain technology in government. This state-funded initiative is looking at different ways in which a blockchain ledger can maintain the data integrity of a wide variety of government-issued documentation, including birth, marriage, and death certificates; criminal histories; professional licenses; land registries and property titles; and vehicle and gun registrations.[footnoteRef:28]  [28:  Sam Daley, Blockchain in Government: Applications and Examples, BUILT IN, Sept. 15, 2022, https://builtin.com/blockchain/blockchain-in-government; Craig Holloway, State of Illinois: Request for Information (RFI) Distributed Ledger and Blockchain Applications in the Public Sector, ILLINOIS DEPARTMENT OF INNOVATION AND TECHNOLOGY, https://doit.illinois.gov/content/dam/soi/en/web/doit/documents/blockchaininitiative/rfi-blockchain-and-distributed-ledger-applications-in-the-public-sector.pdf, p.5.] 

The Vermont Agency of Agriculture, Food & Markets (“VAAFM”) finalized a strategic contract with Vermont based company Trace, to utilize the company’s blockchain-based platform with a secure soil-to-shelf hemp registration, licensing and enforcement tracking system. This system would allow the VAAFM to rapidly expand the hemp marketplace in the state by assisting in a number of functions like online registration for hemp growers, processors and certified laboratories; administrative management; and tracking the status of Vermont’s hemp crop.[footnoteRef:29] [29:  VAAFM Will Employ Blockchain Tracking Technology for 2020 Hemp Season, VERMONT AGENCY OF AGRICULTURE FOOD AND MARKETS, Feb. 10, 2020, https://agriculture.vermont.gov/agency-agriculture-food-markets-news/vaafm-will-employ-blockchain-tracking-technology-2020-hemp. ] 

d. Cryptocurrencies 
Because blockchains are decentralized platforms with secure verifiable transactions, they are seen as a powerful way to improve traditional payment systems, especially given their ability to transfer large amounts of money across the world without the presence of a centralized authority.[footnoteRef:30] Cryptocurrency is stored in digital wallets which can be accessed in various forms, including through an internet-based exchange, software on an electronic device, or by using a specialized flash drive. To access the cryptocurrency and execute transfers, an individual must possess the private key or the seed phrase, which serves as a method of recovering and unlocking the wallet containing the virtual currency. The seed phrase consists of a series of random words, linked to the private key through a sophisticated computational procedure. The seed phrase may look like this: “democracy, constitution, lemon, liberty, flag, olive, tornado, lava, museum, flame, freedom, love.”[footnoteRef:31] It is essential that the seed phrase be safeguarded at all times to ensure the security of the cryptocurrency in the digital wallet, as anyone with knowledge of the seed phrase could ostensibly access the digital wallet’s cryptocurrency.[footnoteRef:32] If the wallet resides on a commercial exchange, the cryptocurrency may be accessible by a person who knows the user name, password, and answers to security questions, and who has the ability to satisfy other verification steps.[footnoteRef:33] [30:  Aaron Wright, Blockchain and the Law, HARVARD UNIVERSITY PRESS, 2018, p. 3.]  [31:  See ESTATE PLANNING IN A CYBER WORLD REVISED 3/29/22, VCDB0331 ALI-CLE 37.]  [32:  See Seed Phrase Bitcoin Wiki. ]  [33:  ESTATE PLANNING IN A CYBER WORLD REVISED 3/29/22, VCDB0331 ALI-CLE 37.] 

Cryptocurrency provides new services and opportunities, such as the ability for migrants to send money to their families quickly and easily without the need for traditional services like Western Union or MoneyGram.[footnoteRef:34] Transactions can be performed without visiting a physical establishment and can be as easy as sending a text message.[footnoteRef:35] [34:  See Aaron Wright, Blockchain and the Law, HARVARD UNIVERSITY PRESS, 2018, p. 67.]  [35:  See Aaron Wright, Blockchain and the Law, HARVARD UNIVERSITY PRESS, 2018, p. 67.] 

However, they also bring new risks that may not be immediately apparent. When governments apply existing regulations to the transfer of money into blockchain-based systems, this may increase the potential for government surveillance and substantially decrease financial privacy. Contrary to popular belief, digital currencies are not entirely anonymous. Blockchains operate in a transparent manner and allow anyone to track every transaction made from a given account. Third parties, such as governments, digital currency exchanges, or other services that accept, maintain, or transmit digital currencies, can map out blockchain-based transactions and combine the analysis with personal information and financial histories of the account holders, thus allowing for identification.[footnoteRef:36] [36:  Id. ] 

As governments and corporations use tracing technology to monitor the global flow of blockchain-based digital currency, this has the potential to create a new form of mass surveillance.[footnoteRef:37] For example, authoritarian states can create blacklists of digital currency accounts to prevent certain individuals from engaging in commercial transactions.[footnoteRef:38] [37:  See Aaron Wright, Blockchain and the Law, HARVARD UNIVERSITY PRESS, 2018, p. 67. ]  [38: One year ago, the world witnessed such practice in Canada when by invoking the Emergency Act, Canadian authorities froze bank accounts and crypto wallets associated with funding local protests. https://cointelegraph.com/news/trudeau-revokes-emergencies-act-powers-but-the-case-for-crypto-grows. According to a report by the Toronto Star, the estimated value of the funds frozen in bank accounts and digital wallets, which include Bitcoin and other assets, is over $1 million. The Deputy Prime Minister, Chrystia Freeland, confirmed that the names of individuals and entities, as well as crypto wallets, have been shared with financial institutions by the police and accounts have been frozen, with more accounts to be frozen in the future. https://www.thestar.com/news/canada/2022/02/17/convoy-protests-police-to-begin-enforcements-to-end-trucker-led-convoy-protest-in-ottawa.html.] 

Therefore, if the regulation of cryptocurrencies is left unchecked, this could pose a threat to basic freedoms as governments intervene by censoring financial transactions and routine commercial activities. Moreover, these regulations could consequently incentivize technologists to develop increasingly anonymous and uncontrollable digital currencies that operate outside the law.[footnoteRef:39] [39:  Aaron Wright, Blockchain and the Law, HARVARD UNIVERSITY PRESS, 2018, p. 69.] 

The Federal Reserve System has issued a paper that evaluates the advantages and disadvantages of a potential U.S. Central Bank Digital Currency (“CBDC”).[footnoteRef:40] This marks the beginning of a conversation regarding the feasibility and potential benefits of a CBDC in enhancing the secure and efficient domestic payments system. The Board of Governors of the Federal Reserve System notes that “while a CBDC could provide a safe, digital payment option for households and businesses as the payments system continues to evolve, and may result in faster payment options between countries, there may also be downsides.”[footnoteRef:41] A CBDC could dramatically expand the number of avenues in which people and businesses participate in the U.S. economy, and presents a variety of compelling possibilities.  [40:  Money and Payments: The U.S. Dollar in the Age of Digital Transformation, BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM, May 23, 2022, https://www.federalreserve.gov/publications/money-and-payments-discussion-paper.htm. ]  [41:  Id. ] 


e. Blockchain and Cryptocurrencies in New York City 
New York City (“NYC” or “the City”) is the financial center of the world, and likewise is a hub for innovation in the cryptocurrency industry, with many companies and startups focused on cryptocurrency operating within the city. 
On November 4, 2021, Mayor Eric Adams published a tweet that read “NYC is going to be the center of the cryptocurrency industry and other fast-growing, innovative industries! Just wait!”[footnoteRef:42]  [42:  Eric Adams (@ericadamsfornyc), TWITTER, Nov. 4, 2021, https://twitter.com/ericadamsfornyc/status/1456311827550384129?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1456311827550384129%7Ctwgr%5Ee42b97a40ab2f004d4a57940ff5bf57ffe7ba7c8%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fwww.cbsnews.com%2Fnews%2Feric-adams-mayor-paycheck-bitcoin-cryptocurrency%2F. ] 

In New York State, the Department of Financial Services (“DFS”) is the main entity regulating cryptocurrencies and their activity within the state. In order to conduct virtual currency business activity in New York State, DFS states that “entities can either apply for a BitLicense[footnoteRef:43] or for a charter under the New York Banking Law with approval to conduct virtual currency business.”[footnoteRef:44] DFS continues, “[w]hile these forms of authorization are similar, a New York State limited purpose trust company charter may provide some additional benefits. For example, a limited purpose trust company can exercise fiduciary powers, while a BitLicensee cannot. In addition, a limited purpose trust company can engage in money transmission in New York without obtaining a separate New York money transmitter license.”[footnoteRef:45] [43:  23 NYCRR §§ 200.1 to 200.22. ]  [44:  Department of Financial Services, Virtual Currency Businesses, NEW YORK STATE, https://www.dfs.ny.gov/virtual_currency_businesses. ]  [45:  Id. ] 

As of February 2023, DFS has issued over thirty virtual currency licenses to regulated entities,[footnoteRef:46] among them Coinbase, Inc., Gemini Trust Company, LLC, Fidelity Digital Asset Services, LLC, Robinhood Crypto, Ripple Markets DE LLC, and Zero Hash LLC.  [46:  Id.] 

	Moreover, several bills have been introduced on the state level, including A2561, requiring a study of the use of blockchain technology in elections; A2566, establishing a task force to study and report on the potential implementation of blockchain technology in state record keeping, information storage, and service delivery; A2643 to allow signatures secured through blockchain technology to be considered an electronic signature; and A2532 to allow state agencies to accept cryptocurrencies as a form of payment.[footnoteRef:47] [47:  NY State Assembly Bill A2561, Jan. 26, 2023, https://www.nysenate.gov/legislation/bills/2023/A2561; NY State Assembly Bill A2566, Jan. 26, 2023, https://www.nysenate.gov/legislation/bills/2023/A2566; NY State Assembly Bill A2643, Jan. 26, 2023, https://www.nysenate.gov/legislation/bills/2023/A2643; New York State Assembly Bill A2532, Jan. 26, 2023, https://legislation.nysenate.gov/pdf/bills/2023/A2532. ] 

	In 2022, at a New York City Council budget hearing, OTI Commissioner Matt Fraser testified on cryptocurrency stating that cryptocurrency and its related technologies are a big part of how the tech ecosystem has evolved, noting that cryptocurrency grew over the course of a decade from representing nothing to representing over $2 trillion in global investment in the present day.[footnoteRef:48] As such, he stated it is one of the main areas of vested interest for the City, ensuring that appropriate policies are created around the industry, and that NYC and New Yorkers can be involved in that working space as it evolves.[footnoteRef:49] To this end, the Commissioner mentioned that OTI is actively working on building out strategies and policies around cryptocurrency, as well as leveraging OTI’s existing innovation budget and pipelines to develop projects in the “crypto-blockchain-Web3 space.”[footnoteRef:50] The Commissioner also referenced the Mayor’s statement of taking his first three paychecks in crypto as an example of the attention being given to the cryptocurrency space.[footnoteRef:51] [48:  Transcript, May 11, 2022, p. 315-316, https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=5565302&GUID=F5F254FD-EBA3-4031-9DD7-84B6E50A57EE&Options=&Search=. ]  [49:  Id. ]  [50:  Id.]  [51:  Id.] 


III.	CONCLUSION
This hearing is an opportunity to learn more about the City’s initiatives in the crypto field. The Committee looks forward to receiving testimony from the Administration, advocacy groups, and other interested members of the public.
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