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I. INTRODUCTION
On Monday December 4, 2023, the Committee on Women and Gender Equity, chaired by Council Member Tiffany Cabán, and the Committee on Technology, chaired by Council Member Jennifer Gutiérrez, will hold a joint oversight hearing titled “Online Harassment against Women, Girls, and Gender-expansive People.” The Committee on Civil and Human Rights previously held a hearing on “Addressing Online Hate and Radicalization” on November 16, 2020. Witnesses invited to testify include representatives from the Mayor’s Office to End Domestic and Gender-Based Violence (“ENDGBV”), advocacy organizations, community organizations, and other interested stakeholders.

II. BACKGROUND 
Internet usage has become a fundamental aspect of everyday life, and online spaces have become a primary means of social connection. As of October 2023, estimates place the number of individuals in the world using the internet at over 5.3 billion users, amounting to over 65 percent of the global population.[footnoteRef:2] And as of April 2021, the Pew Research Center found that around seven in ten Americans use social media to connect with each other and consume information and entertainment.[footnoteRef:3] Increasingly, social media has become a major component of individual online use, with over 4.9 billion of total internet users on social media, reflecting over 61 percent of the global population.[footnoteRef:4]  [2:  Ani Petrosyan, Worldwide Digital Population 2023, Statistica (October 2023), available at https://www.statista.com/statistics/617136/digital-population-worldwide/. ]  [3:  Social Media Fact Sheet, Pew Research Center (April 7, 2021), available at https://www.pewresearch.org/internet/fact-sheet/social-media/. ]  [4:  Id. ] 

Although the internet has allowed people all over the world to connect with others and access vital resources, it has also become an increasingly used medium to perpetuate and amplify discrimination and violence.[footnoteRef:5] According to Pew Research Center, as of 2021, over 41 percent of adults in the United States (“US”) had experienced some form of online harassment, including physical threats, stalking, sustained harassment, sexual harassment, offensive name-calling and purposeful embarrassment.[footnoteRef:6] Further, over 46 percent of teens in the US have reported experiencing forms of cyberbullying, including name calling, spreading of false rumors, receiving explicit unsolicited images or having their explicit images shared without their consent, or physical threats.[footnoteRef:7] Overwhelmingly, social media is cited as the most common venue cited for harassment, with over 75 percent of targets of online abuse stating that their experience took place over social media.[footnoteRef:8] Over the past decade the prevalence of online harassment has increased, with more people experiencing more severe forms of online harassment.[footnoteRef:9] Among those who report being the target of online violence, politics is cited as the top reason, followed by race, ethnicity and gender.[footnoteRef:10]  [5:  Nikki Goth Itoi, How Social Media Shapes Our Perceptions About Crime, HAI Stanford University (February 27, 2023), available at https://hai.stanford.edu/news/how-social-media-shapes-our-perceptions-about-crime; Caroline Crystal, Facebook, Telegram, and the Ongoing Struggle Against Oline Hate Speech, Carnegie Endowment for International Peace (September 7, 2023), available at https://carnegieendowment.org/2023/09/07/facebook-telegram-and-ongoing-struggle-against-online-hate-speech-pub-90468. ]  [6:  Emily A. Vogels, The State of Online Harassment, Pew Research Center (January 13, 2021), available at https://www.pewresearch.org/internet/2021/01/13/the-state-of-online-harassment/. ]  [7:  Emily A. Vogels, Teens and Cyberbullying 2022, Pew Research Center (December 15, 2022), available at https://www.pewresearch.org/internet/2022/12/15/teens-and-cyberbullying-2022/. ]  [8:  Supra, note 3. ]  [9:  Id. ]  [10:  Id. ] 


III. GENDERED IMPACT OF ONLINE HARASSMENT 
Online harassment can take various forms and shapes, with the qualifying factor being the use of online means to target victims. Online harassment can include: Cyberstalking, in which a cyberbully closely monitors a victim’s online presence and activities; Doxxing, which involves revealing personal details about a victim such as their home address, often to invite harassment; Trolling, which involves aiming to incite negative responses from a victim and otherwise instigate conflict through sharing hurtful, inflammatory, and otherwise unwelcome content; Revenge Porn, which involves the nonconsensual distribution of private, sexually explicit images or videos, and can involve deepfake technology wherein individuals find their likeness edited into sexually explicit media; and general harassment where a victim persistently receives harmful and threatening messages online.[footnoteRef:11]  [11:  Matthew Bergman, Types of Cyberbullying, Social Media Victims Law Center (Updated September 13, 2023), available at https://socialmediavictims.org/cyberbullying/types/; 7 Types of Online Harassment to Watch Out For [Infographic], Digital Information World (March 3, 2019), available at https://www.digitalinformationworld.com/2019/03/infographic-how-to-handle-online-harassment.html; The 10 Types of Cyberbullying, Securly (October 4, 2023), available at https://blog.securly.com/10/04/2023/the-10-types-of-cyberbullying/; Jessica White, Inside the disturbing rise of “deepfake” porn, Dazed (April 19, 2022), available at https://www.dazeddigital.com/science-tech/article/55926/1/inside-the-disturbing-rise-of-deepfake-porn. ] 

Gender is a significant factor in the perpetration and dynamic of online harassment. While those who identify as male report experiencing any form of harassment online at a similar rate to those who identify as female, the type of harassment faced online varies based on gender.[footnoteRef:12] Women are more likely than men to report experiencing forms of online harassment such as stalking or sexual harassment.[footnoteRef:13]  [12:  Id. ]  [13:  Id. ] 

In fact, records from the U.S. Department of Justice show that 70 percent of those stalked online are women, while more than 80 percent of cyber-stalking defendants are male.[footnoteRef:14] In addition, a study of 1,606 revenge porn cases found that 90 percent of the victims were women targeted by men.[footnoteRef:15] [14:  Katherine Parker, Expanding the Regulation of Online Speech Through the Commerce Clause to Reduce Cyber Harassment, 47 HASTINGS CONST. L.Q. 475, 478 (2020)(citing Soraya Chemaly, There's No Comparing Male and Female Harassment Online, TIME MAGAZINE (Sept. 9, 2014), http://time.com/3305466/male-female-harassment-online/.).]  [15:  Id.] 

Further, younger adults are overwhelmingly targeted for online harassment, with two thirds of adults under 30 reporting having experienced online harassment: young women are particularly likely to face sexual harassment online, with 33 percent of women under 35 having reported being the victim of sexual harassment online compared to 11 percent of men under the age of 35 who reported the same.[footnoteRef:16]  [16:  Id. ] 

Online harassment is further amplified for those who live at the intersection of multiple identities, including LGBTIQ+ people who face disproportionate rates of online violence, particularly in the wake of increased anti-LGBTIQ+ legal and policy measures proliferating across the US.[footnoteRef:17] Notably, women and LGBTIQ+ individuals are more likely to cite their gender and/or sexual orientation as being the reason for why they were targeted for online harassment.[footnoteRef:18]  [17:  Id; David Klepper, Anti –LGBTQ hate thrives online, spurs fears of more violence, Associated Press (December 17, 2022, available at, https://apnews.com/article/technology-shootings-business-social-media-colorado-75a3c597a60dca0f116d5deb6a6c1a6b. ]  [18:  Id. ] 

The means and effects of politically-based harassment can be amplified for women and gender expansive people who engage publicly in political life, including journalists and politicians.[footnoteRef:19] Research shows that over 70 percent of women journalists have experienced some form of online violence.[footnoteRef:20] An international survey of women in politics found that over 80 percent of participants reported facing psychological violence and over 40 percent of participants reported facing abuse over social media platforms.[footnoteRef:21] Survey participants reported a range of abuses, including threats of death, rape, beatings, or abduction during their time in office, as well as the circulation of misinformation or deepfake videos of women candidates.[footnoteRef:22] In some instances, this violence moved offline, including the attempted murder of US Representative Gabrielle Giffords in 2011.[footnoteRef:23]  [19:  Accelerating Efforts to Tackle Online and Technology Facilitated Violence Against Women and Girls (VAWG), UN Women (2022), available at, https://www.unwomen.org/en/digital-library/publications/2022/10/accelerating-efforts-to-tackle-online-and-technology-facilitated-violence-against-women-and-girls. ]  [20:  Id. ]  [21:  Sexism, Harassment, and Violence against Women Parliamentarians, Inter-Parliamentary Union (Oct 2016), available at, https://www.ipu.org/resources/publications/issue-briefs/2016-10/sexism-harassment-and-violence-against-women-parliamentarians. ]  [22:  Id. ]  [23:  Mona Lena Krook, How sexist abuse of women in Congress amounts to political violence – and undermines American democracy, The Conversation (October 21, 2020), available at, https://theconversation.com/how-sexist-abuse-of-women-in-congress-amounts-to-political-violence-and-undermines-american-democracy-147169. ] 

Again, the threat of online violence against women in politics is compounded for those who hold multiple and intersecting identities, and for those who speak about certain issues, including feminist issues.[footnoteRef:24] Advocates argue that these experiences of online harassment are unique in that they are more likely to focus on physical appearance and sexuality, and draw on gender stereotypes.[footnoteRef:25]  [24:  Lucina Di Meco, Tackling Online Abuse and Disinformation Targeting Women in Politics, Carnegie Endowment for International Peace (November 30, 2020), available at, https://carnegieendowment.org/2020/11/30/tackling-online-abuse-and-disinformation-targeting-women-in-politics-pub-83331. ]  [25:  Id. ] 


IV. LIMITATIONS ON RESPONSES TO ONLINE HARASSMENT
Generally, victims of online harassment can seek legal recourse through criminal and civil proceedings, as many laws related to harassment have been amended to include language that accounts for online versions of harassment.[footnoteRef:26] New York State law prohibits various forms of online stalking and online harassment, and both are considered criminal offenses, with online harassment criminalized under general harassment, computer tampering, and revenge porn laws.[footnoteRef:27]  [26:  Online Harassment Field Manual, State Laws & Online Harassment, PEN America, available at https://onlineharassmentfieldmanual.pen.org/state-laws-online-harassment/; Aaron Minc, Important Online Harassment Laws in New York You Should Know, Minc Law (Updated September 28, 2023), available at https://www.minclaw.com/online-harassment-laws-new-york/. ]  [27:  Id. ] 

Social media continues to be cited as the most commonly occurring venue for online harassment and a majority of Americans are critical about the ways in which persons controlling social media have addressed the increasing prevalence of harassment on platforms.[footnoteRef:28] However, no consensus has been reached as to the most effective way to address the proliferation of harassment on social media: some call for increased regulations while others call for services for victims while acknowledging the need to protect the fundamental right to free speech.[footnoteRef:29] Advocates argue that social media and messaging platforms provide a pivotal outlet for individuals to document human rights abuses, connect with people, and share resources to access services. They argue that for social media platforms to continue to serve as that type of medium, regulation of such social media companies should take a rights-based approach to avoid the unintended consequences of silencing dissent and curbing the freedom of expression.[footnoteRef:30]  [28:  Supra, note 3. ]  [29:  Hate speech versus freedom of speech, United Nations, available at, https://www.un.org/en/hate-speech/understanding-hate-speech/hate-speech-versus-freedom-of-speech; Taylor Lorenz, Supreme Court’s ruling on online harassment outrages victims, advocates, The Washington Post (June 29, 2023), https://www.washingtonpost.com/technology/2023/06/29/supreme-court-harassment-ruling-first-amendment/. ]  [30:  Eliska Pirkova and Marwa Fatafta, Content governance in times of crisis: how platforms can protect human rights, Access Now (November 29, 2022), available at, https://www.accessnow.org/publication/new-content-governance-in-crises-declaration/. ] 

In June 2023, the US Supreme Court decided Counterman v. Colorado, a case with serious implications for the regulation of online harassment and prosecution of individuals who use social media to threaten violence against others.[footnoteRef:31] In the case, the state trial court convicted the petitioner of violating a state statute after he sent hundreds of messages to a woman he had never met. The petitioner moved to dismiss the charge based on First Amendment grounds, and was denied by the trial and appellate court. Upon review, the Supreme Court reversed those decisions. Justice Kagan, writing for the majority, held that the First Amendment requires proof that a defendant had some understanding of the threating nature of his statements and that “a mental state of recklessness is sufficient” to prove such understanding.[footnoteRef:32] Because the state court had applied an evidentiary standard that the majority did not find adequately protective of First Amendment rights, the case was vacated and remanded. Advocates have reacted differently to the ruling, with some arguing that the effect of the Court’s ruling will be to harm victims and others applauding the Court’s protection of speech.[footnoteRef:33] [31:  Counterman v. Colorado, 600 U.S. 66 (2023). ]  [32:  Id at 69.]  [33:  Taylor Lorenz, Supreme Court’s ruling on online harassment outrages victims, advocates, The Washington Post (June 29, 2023), available at, https://www.washingtonpost.com/technology/2023/06/29/supreme-court-harassment-ruling-first-amendment/; ACLU Commends Supreme Court Decision to Protect Free Speech in Case Defining True Threats, ACLU (June 27, 2023), available at, https://www.aclu.org/press-releases/aclu-commends-supreme-court-decision-to-protect-free-speech-in-case-defining-true-threats. ] 

Further, outside of the Supreme Court decision, Section 230 of the federal 1996 Communications Decency Act (Section 230) has been invoked by social media companies and free speech proponents to shield social media companies from liability for speech posted on their platforms.[footnoteRef:34] Section 230 provides that “no provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provided by another information content provider” and allows social media companies to moderate their services by removing posts.[footnoteRef:35] Social media companies and proponents of unregulated speech argue that Section 230 provides necessary protections to help bolster online communication while limiting liability.[footnoteRef:36] However, advocates concerned about online abuse and harassment argue that this provision has been abused by social media companies to absolve themselves of any responsibility for hate speech and online harassment that takes place on their platforms.[footnoteRef:37]  [34:  1996 Communication Decency Act, 47 U.S. Code §230. ]  [35:  Id. ]  [36:  Barba Ortutay, What you should know about Section 230, the rule that shaped today’s internet, Associated Press (February 21, 2023), available at, https://www.pbs.org/newshour/politics/what-you-should-know-about-section-230-the-rule-that-shaped-todays-internet#:~:text=Section%20230%20also%20allows%20social,acting%20in%20%E2%80%9Cgood%20faith.%E2%80%9D. ]  [37:  Id. ] 


V. CONCLUSION
At today’s hearing, the Committees looks forward to hearing from ENDGBV about the ways in which the office has addressed gendered online harassment in its work and the support service structures available to survivors of this violence in the City. The Committees also intend to hear from advocates and survivors about their experiences of online harassment and recommendations for how the Council can address such harms and prevent them. 
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