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Introduction

On July 20, 2015 the Committee on Recovery and Resiliency, chaired by Council Member Mark Treyger, will hold a vote on Proposed Int. No. 425-A, in relation to communications resiliency.  The Committee, jointly with the Committee on Fire and Criminal Justice, previously held a hearing on this legislation on November 20, 2014. 
Background 

Hurricane Sandy began on October 22, 2012, as a tropical depression cyclone in the southern Caribbean Sea with wind speeds around 40 mph.
 On October 29th, Hurricane Sandy made a sharp turn to the northwest, on a path toward the coast of New Jersey.
 The storm gained energy as it interacted with other weather systems, and by approximately 7:30 p.m., Hurricane Sandy’s center made landfall in Brigantine, New Jersey with 80 mph winds. The impacts that Hurricane Sandy had on New York were unprecedented in the City’s history.

Hurricane Sandy caused 51 square miles of the City to be flooded, which is about 17% of the City’s total land area.
 The inundated zone was home to 443,000 New Yorkers, 300,000 homes and 23,400 businesses.
 Elements of the City’s critical infrastructure were also within the flooded areas, including hospitals, power facilities, parts of the transportation network and the City’s wastewater treatment plants. Many of these facilities and services that are crucial to the welfare of New Yorkers were disrupted or inoperable for a period of time. Hurricane Sandy revealed significant vulnerabilities in many of these systems.

The City’s Telecommunications System 


There are four main components to New York City’s telecommunications system: critical facilities, cabling, cell sites, and the equipment in individual buildings.
 Critical facilities include telephone central offices, which are the buildings or sites where data is transferred from provider to provider, and facilities that distribute cable internet and TV services to customers. Cabling provides the physical connections that are essential to the telecommunications system. Cabling can be laid underground or strung overhead using utility poles. Cell sites, in the City, are usually placed on the rooftops of buildings and are comprised of three parts: backhaul circuits, electronics and an antenna. Finally, equipment, in individual buildings, offices and homes, receives signals that are transmitted from critical facilities, via cabling, and distributes them to customers. Such equipment includes modems and terminals.
 The City’s telecommunications system is operated by four major wireless providers (Verizon, AT&T, T-Mobile and Sprint) and more than a dozen local exchange carriers.


 The telecommunications industry is regulated by Federal, State and City agencies. Currently, no single agency has comprehensive responsibility for the entire system or is charged with ensuring that service is available during emergencies.
 The Federal Communications Commission has a Communications Security, Reliability and Interoperability Council that recommends best practices related to resiliency, but compliance with these standards is not mandatory.
 Three City agencies oversee aspects of the telecommunications system. The Department of Information Technology and Telecommunications administers cable television, public pay telephones, mobile telecommunications and local high capacity telecommunications franchises that allow communications companies to access public rights of way for their infrastructure, collects associated fees, and is responsible for purchasing and providing internal communications services for City agencies.
 The Department of Transportation controls the telecommunication industry’s street access through its permitting for street construction.
 The Department of Buildings implements the Building Code, determining the placement of equipment at critical telecommunications facilities.
 

Hurricane Sandy’s Impacts on the City’s Telecommunications System


Hurricane Sandy caused phone, wireless, cable and internet service outages in the City. Short-term telecommunications outages affected the greatest number of customers, and were mostly power-driven outages that followed the same pattern as flooding and utility power outages.
 Most longer-term outages were caused by flood damage at critical facilities.
 Flood damage to electrical switchgear, backup generators and fuel storage containers at critical facilities in the Rockaways, Red Hook and Southern Manhattan caused service outages in the areas they served.
 Cable infrastructure experienced light outages due to wind damage to overhead wiring in Staten Island, Queens, the Bronx and Brooklyn. Generally, fiber optic and new coaxial cabling was more resilient throughout the storm than copper wire was.
 Long-term telecommunications outages that affected an estimated 35,800 commercial and residential buildings were primarily due to flooding, which damaged telecommunications equipment that was placed in basements and on building exteriors.
 Outages to cell service were mainly due to power loss, loss of backhaul services or physical damage to antennas. Cell providers responded quickly to these outages by connecting existing cell sites to generators, and in areas where cell sites could not be restored, providers deployed mobile cell sites (called Cells on Wheels).


Hurricane Sandy highlighted vulnerabilities within the City’s telecommunications system, and some general observations can be made regarding the reason for and length of service outages. First, many of the City’s telecommunications facilities and much of its equipment had not been designed to withstand such flooding and power outages.
 Much of this infrastructure had previously withstood major weather events, but Hurricane Sandy’s scale and intensity caught service providers unprepared for such power outages and flooding.
 In addition, critical facilities were not compliant with best practices for hardening, and equipment was not placed above the height of floodwaters in critical facilities, and high- and low-rise buildings, causing equipment to be too easily flooded and damaged even in locations that experienced relatively low floodwaters.
 Second, most cell sites had inadequate backup power, as the standard backup-battery life of four to eight hours was insufficient.
 Third, there were single points of vulnerability within the communications network that posed a disproportionately large challenge to restoration. For example, there were points of vulnerability where one cut cable or flooded facility resulted in outages for thousands of customers, compared to other points within the network where comparable damage only resulted in outages for a few customers.
 These single-point vulnerabilities can be addressed through redundancy measures such as installing cabling that takes two separate routes from a cell tower back to a central switching facility.
 Fourth, events that occurred during and after Hurricane Sandy required coordination between the City and service providers, and there were challenges to this coordination. In some cases, the City had difficulty getting data from providers on outages and recovery work, and providers had difficulty getting their recovery personnel access to restricted transportation routes.

 Hurricane Sandy also highlighted the heightened role that the telecommunications system plays in emergency situations. Internet traffic increased significantly in impacted areas during the storm, as people took shelter and accessed streaming videos, video-calling services, news and social media to stay abreast of developments and recovery efforts.
 TV viewing in New York City on October 29, 2012, at 9:00 p.m. was almost doubled compared to viewership of the previous week, before it fell sharply as power outages took hold.
 During the storm, the City disseminated information through major television networks, radio channels, third-party websites, NYC.gov, text messaged press releases, Twitter and YouTube.
 The City Office of Emergency Management sent Notify NYC alerts by landline, mobile text, email and Twitter to more than 165,000 residents, the City sent more than 2,000 tweets and gained more than 175,000 social media followers during the storm. Between October 26 and November 9, 2012, NYC.gov received 4 million unique visitors and 16 million page views, and the 311 call volume increased to a daily average four times greater than the 2012 daily average.

Future Risks to the City’s Telecommunications System, and Resiliency and Recovery

Looking to the future, there are several known and growing risks that will threaten the City’s telecommunications system. The New York City Panel on Climate Change projects that by the 2050s, extreme weather events are likely to worsen; heat waves are likely to increase in frequency, intensity, and duration; heavy downpours are likely to increase in frequency, intensity and duration; and coastal flooding is likely to increase in frequency, extent, and height.
 Storm surge poses a risk to the power system upon which the telecommunications system depends. While critical telecommunications facilities are generally farther from the flood zone than power facilities, 13% of critical telecommunications facilities are within the 100-year flood zone, and by the 2050s 24% of critical facilities are expected to be within the 100-year flood zone.
 Heat waves present a risk to the power grid, and therefore to the telecommunications system, and extreme heat for an extended period of time can shorten the life of electronic communications equipment in buildings.
 High winds associated with increasingly intense storms will also pose a threat to overhead cabling and wiring.


In 2013, following Hurricane Sandy, the New York City Mayor’s Office developed a series of general strategies and specific initiatives designed to mitigate the impacts of severe weather and climate change on the City’s telecommunications system, going forward. These strategies and initiatives are contained in the New York City Special Initiative for Rebuilding and Resiliency Report, entitled A Stronger, More Resilient New York. The general strategies identified by the City were to “increase accountability and promote resiliency,” “enable rapid recovery after extreme weather events,” “harden facilities to reduce weather-related impacts,” and “create redundancy to reduce risk of outages.” One of the specific initiatives identified by the City, for example, was to establish a new “Planning and Resiliency Office” within the Department of Information Technology & Telecommunications to focus on ensuring the resiliency of public communications networks, to maintain strategic communication with service providers, to promote and enforce resiliency for service providers through the franchise renewal process, to explore options for increasing infrastructure resiliency, and to advocate for related State and Federal regulatory changes.
 It is noteworthy that Local Law 84 of 2013 established a Deputy Director within the Mayor’s Office of Long-Term Planning and Sustainability who is responsible for matters relating to resiliency of critical infrastructure, the built environment, coastal protection and communities.

New York City Climate Change Adaptation Task Force

 In 2012, the City enacted Local Law 42, establishing the New York City Climate Change Adaptation Task Force.  The task force consists of representatives from city, state and federal government agencies and private organizations.  It is required to meet at least twice a year in order to review the most current New York City-specific climate change projections, to evaluate potential climate change impacts on the city’s public health, vulnerable populations, natural systems, buildings, economy and infrastructure, and to identify policies and form strategies that will prepare these elements of the city for climate change. The Law is intended to engage leading climate scientists with city engineers and policymakers on a regular basis, to plan and build the city’s adaptive response to climate change and sea level rise.

Summary of Proposed Int. No. 425-A
Proposed Int. No. 425-A amends section 3-213 of the administrative code to require that the New York City Climate Change Adaptation Task Force evaluate the potential impact of climate change on the city’s telecommunications infrastructure. The Department of Information Technology and Telecommunications would be included as a member of the task force and representatives from the telecommunications industry would be included among the public members of the task force. The task force’s report would also be required to include short and long-term recommendations for improving the resiliency of existing public and private telecommunications infrastructure. Finally, the bill also requires that outreach be conducted to telecommunication service providers, including all those with a franchise agreement with the City, to request their cooperation in obtaining needed information.
Changes to Proposed Int. No. 425-A

Proposed Int. No. 425-A has been substantively amended in the following manner:

· The study of and planning for communications resiliency is now required of the New York City Climate Change Adaptation Task Force, by explicitly including telecommunications as a type of critical infrastructure.

· The Department of Information Technology and Telecommunications has been made a member of the task force.
· The task force is required to develop short and long-term resiliency recommendations for existing public and private telecommunications infrastructure, including an evaluation of wireless infrastructure.
· The task force is required to conduct outreach to telecommunication service providers, including all of those with a franchise agreement with the city, to request their cooperation in obtaining information needed to further develop resiliency recommendations. A report will include a description of those outreach efforts and the results, including whether any providers refused to cooperate.
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A Local Law to amend the administrative code of the city of New York, in relation to communications resiliency

Be it enacted by the Council as follows:

Section 1. Section 3-123 of the administrative code of the city of New York is amended to read as follows:

§ 3-123 New York city climate change adaptation task force. a. There shall be a New York city climate change adaptation task force consisting of city, state and federal agencies and private organizations and entities responsible for developing, maintaining, operating or overseeing the city's public health, natural systems, critical infrastructure, including telecommunications, buildings and economy. The task force shall be chaired by the office of long-term planning and sustainability, and shall include, but need not be limited to, representatives from the department of buildings, the department of design and construction, department of city  planning,  the department of environmental protection, the department of information technology and telecommunications, the department of parks and recreation, the department of sanitation, the department of transportation, the economic development corporation, the office of emergency management, the office of management and budget, the  department for the aging and the department of health and mental hygiene. Public members shall include, but need not be limited to, representatives from organizations in the health care, telecommunications, energy and transportation fields, who shall be appointed by, and serve at the pleasure of, the mayor without compensation from the city. The mayor shall invite the appropriate federal, state and local agencies and authorities to participate.

b. 1. The task force shall meet at least twice a year for the purposes of reviewing the climate change projections as recommended by the New York city panel on climate change pursuant to section 3-122 of this subchapter; evaluating the potential impacts to public health  and the delivery of public health services to the city's communities and vulnerable populations and how such delivery may be affected by climate change; evaluating the potential impacts to the city's natural systems, critical infrastructure, including telecommunications, and buildings and how services provided by such systems, infrastructure, including telecommunications, and buildings may be affected by climate change; identifying the rules, policies and regulations governing public health, natural systems, critical infrastructure, including telecommunications, buildings and economy that may be affected by climate change; and formulating and updating coordinated strategies to address the potential impact of climate change on the city's communities, vulnerable populations, public health, natural systems, critical infrastructure, including telecommunications, buildings and economy.

2. Within one year of the development of recommended climate change projections pursuant to section 3-122 of this subchapter, the task force shall create an inventory of potential risks due to climate change to the city's communities, vulnerable populations, public health, natural systems, critical infrastructure, including telecommunications, buildings and economy; develop adaptation strategies to address such risks that may include design guidelines for new infrastructure, and short and long-term resiliency recommendations for existing public and private telecommunications infrastructure, including an evaluation of wireless infrastructure; and identify issues for further study. A report with recommendations shall be issued based on this information and submitted to the mayor and the city council and shall be made available to the public.
3. The task force shall conduct outreach to telecommunication service providers, including all telecommunication service providers with a franchise agreement with the city, and request their cooperation in obtaining information relevant to the task force’s requirements under subdivision two of this section. The report will include a description of the efforts undertaken to obtain the cooperation of infrastructure providers and the results of such efforts, including specifically whether any such providers refused to cooperate.
c. The office of long-term planning and sustainability shall develop a community- or  borough-level communications strategy intended to ensure that the public is informed  about  the  findings  of  the  task  force, including  the  creation of a summary of the report for dissemination to city residents. In developing such communications strategy, the director shall consult with non-governmental and community-based organizations.
§ 2. This local law shall take effect immediately.
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� Charles Davidson and Michael Santorelli, Advanced Communications Law & Policy Institute at New York Law School, “Communications Network Outages – Learning from Hurricane Sandy,” available at � HYPERLINK "http://www.nyls.edu/advanced-communications-law-and-policy-institute/wp-content/uploads/sites/169/2013/08/ACLP-Briefing-Network-Outages-December-2012.pdf" �http://www.nyls.edu/advanced-communications-law-and-policy-institute/wp-content/uploads/sites/169/2013/08/ACLP-Briefing-Network-Outages-December-2012.pdf� 
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� NYC Hurricane Sandy After Action, Report and Recommendations to Mayor Michael Bloomberg (May 20130, available at � HYPERLINK "http://www.nyc.gov/html/recovery/downloads/pdf/sandy_aar_5.2.13.pdf" �http://www.nyc.gov/html/recovery/downloads/pdf/sandy_aar_5.2.13.pdf� 
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