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INTRODUCTION
On Monday, January 29, 2007, the Committee on Governmental Operations, chaired by Council Member Simcha Felder, and the Committee on Technology in Government, chaired by Council Member Gale Brewer, will hold a joint oversight hearing on the progress made thus far, as well as continuing efforts to become compliant with the federal Help America Vote Act of 2002 (“HAVA”).  The hearing will also examine the security vulnerabilities that affect both types of voting systems under consideration for procurement by the New York City Board of Elections (“City Board”), the Direct Recording Electronic with Voter-Verifiable Paper Audit Trail (“DRE w/ VVPAT”) and the Paper Based Optical Scan (“PBOS”), and how those issues relate to Resolution Number 131-2006.  Resolution Number 131 argues that the PBOS system is the more technologically reliable system and urges the New York State Board of Elections (“State Board”) to certify a PBOS system and the City Board to procure a PBOS system for use in New York City.

Those expected to testify include representatives of the City Board, Douglas Kellner – Co-Chair of the State Board, Citizens Union, NYPIRG, the Center for the Independence of the Disabled/NY, the Brennan Center, other good government and advocacy groups, and the public.

HAVA BACKGROUND

In 2002, Congress passed HAVA to improve the administration of elections in the United States.  This legislation, which requires states to replace all punch card and lever voting machines,
 has many components, such as creating a statewide computerized, interactive voter registration list,
 and providing accessible voting machines.
   In particular, the provisions involving the choice of machines used to record the vote are fundamental not only to HAVA compliance, but also to the value of expenditures made, and ultimately to the integrity of elections. 

All participating states were required to comply with HAVA by the general election for federal office held in November 2004.
  However, if like New York, a one-time waiver was applied for and obtained from the federal government, compliance with HAVA was extended until the first election for federal office held after January 1, 2006, 
 which was the September 2006 primary election.  

In 2005, the New York State Legislature passed the Election Reform and Modernization Act (ERMA), which authorized the local Boards of Elections to make the final decision about which systems to select to replace the current lever machines in their respective counties.
  The State has mandated that local Boards of Elections may chose between two major modern voting systems:  DRE w/ VVPAT and the PBOS.
  Before this can be done, however, the State must certify the specific DRE w/ VVPAT and PBOS machines from which the local Boards can chose.

COMPLIANCE WITH HAVA
To date, however, New York is not fully HAVA compliant.
  In fact, in February of 2006, the Department of Justice sued New York State over its failure to replace the machines or to comply with other HAVA guidelines.
 On June 2, 2006, as part of the settlement of the HAVA lawsuit, the Court issued its remedial order accepting the State BOE’s remedial plan for partial HAVA compliance for the upcoming 2006 election cycle, and setting forth future deadlines for full HAVA compliance by 2007.
  As part of this remedial plan for the 2006 election cycle, the City BOE implemented the BMD
 as the voting system for people with disabilities.
  Specifically, for the Primary and General Elections the City BOE made BMDs available at one site in each of the five boroughs.
 There were 5 BMDs each in Manhattan, Brooklyn and Queens, 4 BMDs in the Bronx, and 3 BMDs in Staten Island, for a total of 22 BMDs.
 It should be noted that the BMDs 

are not actual voting machines; they cannot record votes, but merely generate a printed ballot on a sheet of white paper. The voter, with help from a poll worker if necessary, would then place the ballot in an envelope. The ballot would then be counted by hand, along with other paper ballots, including absentee ballots, on Election Day or shortly after.


In order to become fully compliant with HAVA and ERMA, the State Board must certify permanent voting system(s) for procurement by the local Boards in 2007.
  However, due to alleged inadequacies with one of the State Board’s consultants, Ciber Inc., the State Board is not expected to certify new voting systems until May 7, 2007.
   This delay calls into question whether New York will be fully HAVA compliant in 2007.

VOTING SECURITY ISSUES 
The DRE w/ VVPAT is a touch screen or push button voting system, analogous to a bank automatic teller machine, which electronically captures the voter’s choices within the system and then contemporaneously displays those choices on a paper record that can be verified by the voter.
 However, the paper record on the DRE w/ VVPAT cannot be physically taken by the voter, but instead remains within the machine.
  The PBOS features a paper ballot where voters mark their selections manually, then feed the ballot into a scanner that records the vote.
  

According to a recent report of the Brennan Center for Justice at NYU School of Law, both of these systems are susceptible to various levels of attacks.
  The most basic or least difficult of which would “involve the insertion of corrupt software or other software attack programs in order to take over a voting machine,” which could result in switching a certain number of votes from one candidate to another and ultimately affect the results of the election.
  

Despite the presence of a paper trail, DREs w/ VVPAT are still susceptible to a serious security threat.  Specifically, if voters are unaware of the availability of the VVPAT, “an attacker could subvert a recount or audit by creating an attack program that directs the machine to record the wrong vote on the electronic and paper records.  If both records are similarly inaccurate, checking one against the other in an audit or recount will not expose an attack.”
 Thus, one way to remedy this problem would be to ensure that voters are aware of the VVPAT and confirm its accuracy.  

Due to the aforementioned security issues and others not relevant to the DRE w/ VVPAT, there have been reports of malfunctions involving DREs in other jurisdictions.
 Specifically, in late 2006 senior officials in New Mexico and Connecticut decided to switch from the use of DREs to paper based systems in order to restore voter confidence in the electoral process and until the systems have been proven to be sufficiently reliable.
  Also, in a 2006 primary election in Tarrant County, Texas, a programming glitch in DREs inflated election returns by as many as 100,000 votes.
  Although it did not ultimately sway the election results because the surplus votes were split evenly, it did point out an enormous potential problem.

As previously stated, PBOS systems are not free from security issues.
  In fact, jurisdictions that use PBOS systems have occasionally encountered miscounts.
  Although the scanners are equipped with an over/undervote protection, if an attack program were inserted into the system to turn off the over/undervote protection, thousands of votes could be lost.
  This problem could be averted if the City Board conducted:  (i) parallel testing, which is the random selection and testing on Election Day of voting systems under conditions that are as realistic as possible; (ii) periodic testing of the over/undervote protection on Election Day; or (iii) counting over/undervotes during an audit of the VVPAT to determine whether there is a disproportionate number of such lost votes.

Another problem with any paper based system, such as PBOS, is that there must be a formal and effective procedure for how election officials will handle custody of the paper ballots in the period between the election and certification of the election results.
 

Finally, regardless of which system the City Board ultimately procures, they must ensure that no single vendor or consultant “runs the elections or performs key tasks” because this type of centralized control only provides that many more opportunities to implement system attacks.
   

RESOLUTION NUMBER 131-2006

Resolution Number 131-2006 outlines certain alleged advantages of selecting the PBOS voting system over the DRE w/ VVPAT voting system.  In particular, Resolution Number 131-2006 argues that the PBOS system is more reliable because it:  (i) uses paper ballots cast manually and directly by the voter, which permits easier verification, simpler audits and faster recounts, issues that often come up in New York;
 (ii) is easily outfitted for use by people with disabilities;
 (iii) is less prone to fraud; and (iv) is less expensive than DREs w/ VVPAT. 
 Finally, the resolution advocates that the State Board promptly certify the PBOS voting system, and further urges the City Board to select PBOS as the voting technology for the city of New York.  

CONCLUSION

The right to vote is essential to democracy. With the September 2007 deadline for HAVA compliance rapidly approaching, questions about the security of the various systems remain.  The Council remains committed to working with the state and city Board of Elections, the Administration, good government groups and other members of the public to protect and sustain the integrity of New York City’s elections.  At this juncture, both Committees are eager to receive an update on the work the City Board is conducting, especially since the State Board has yet to certify a voting system for use by local Boards or resolve the serious security issues relating to such voting systems.   
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