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I.	INTRODUCTION

	On January 12, 2023, the Committee on Technology, chaired by Council Member Jennifer Gutiérrez, will hold a hearing on Access to Technology and Digital Literacy Programs in New York City.
In addition, the Committee on Technology will hold a first hearing on the following two bills: Int. 664 (Gutiérrez), in relation to requiring the department of citywide administrative services to donate surplus city-owned computers, computer software, and computer equipment to public and private institutions for secular educational use and to not-for-profit institutions for use by individuals with disabilities, senior citizens, or low income individuals; and Int. 665 (Gutiérrez), in relation to establishing a digital literacy program for older adults. 
Those invited to testify include representatives from the Office of Technology and Innovation (“OTI”), also known as the Department of Information Technology and Telecommunications (“DOITT”), the New York City Department of Citywide Administrative Services (“DCAS”), the Department for the Aging (“DFTA”), and members of the public.
II.	BACKGROUND
a. Bridging the Digital Divide 
The Internet and basic technology have been integral, especially since the beginning of the COVID-19 pandemic, in connecting older adults with their families and loved ones through applications such as FaceTime and Zoom, and in combating social isolation through virtual classes and programming run by online senior centers.[footnoteRef:2] For example, older adults are now able to order food and groceries through online delivery services and avoid making physical trips to the supermarket that could place them at risk for contracting COVID-19 or other viruses.[footnoteRef:3] Additionally, in-person medical visits can sometimes be shifted to virtual telehealth visits with doctors online.[footnoteRef:4] In fact, according to a telehealth poll taken in August 2020, one in four older Americans reported to have had a virtual medical visit in the first three months of the COVID-19 pandemic; a much higher percentage than the 4% of adults over the age of 50 who reported a virtual visit with a doctor in a similar poll taken in 2019.[footnoteRef:5] [2:  See Technology is key for Seniors During COVID-19 Pandemic, MY CENTRAL JERSEY, Aug. 16, 2020, https://www.mycentraljersey.com/story/news/local/middlesex-county/2020/08/16/technology-key-seniors-during-covid-19-pandemic/3339487001/. ]  [3:  Michelle Edelstein, Why Older Adults Should Shop From Home While the Pandemic is Surging, RUTGERS University, Dec. 1, 2020, https://www.rutgers.edu/news/why-older-adults-should-shop-home-while-pandemic-surging. ]  [4:  Kara Gavin, Telehealth Visits Skyrocket for Older Adults, but Concerns and Barriers Remain, UNIVERSITY OF MICHIGAN HEALTH LAB, Aug. 17, 2020, https://labblog.uofmhealth.org/rounds/telehealth-visits-skyrocket-for-older-adults-but-concerns-and-barriers-remain.]  [5:  Id.] 

Despite the importance of the Internet and technology, seniors face unique barriers to using and adopting this technology. For instance, findings from a 2017 Pew Research Center Study suggested that about 34% of older adults who use the Internet have little to no confidence in being able to use electronic devices to perform tasks online.[footnoteRef:6] Nearly half of seniors who responded to the study said that they typically needed someone else to show them how to set up or use new devices.[footnoteRef:7] Such dearth of technological familiarity and education among this population in particular contributes to what is considered a generational digital divide.    [6:  Christopher Ciano and Adam Pellegrini, The Importance of Tech Education for Older Adults, U.S. NEWS & WORLD REPORT, Nov. 25, 2020,  https://www.usnews.com/news/health-news/articles/2020-11-25/the-importance-of-technology-education-for-seniors.  ]  [7:  Id.] 

Senior citizens not only have lower digital literacy but many seniors also lack access to technology or the Internet entirely. 
United States Census data from 2021 showed that in New York City (“NYC” or “the City”), 7.1% of households aged 65 years and over do not have internet subscription and, 12.4% of households aged 65 years and over do not have a computer at all; this compared to just 3.9% of the 18-64 year old age group that do not have internet subscription and 2.1% with no computer.[footnoteRef:8] Essentially, older adults are both much less likely to have broadband connection and less likely to have computers at all, compared to younger age groups. These statistics reflect a national trend that shows similar gaps between access to technology and the Internet between different generations and further imply that the gap between younger people who have grown up around newer technology, and older adults who have not, is both present and significant.  [8:  American Community Survey, Types of Internet Subscriptions by Selected Characteristics, UNITED STATES CENSUS BUREAU, https://data.census.gov/cedsci/table?q=broadband,%20new%20york%20city&tid=ACSST1Y2019.S2802&hidePreview=false. ] 

Overall, while the use of Internet and technology has increased in importance among older adults, providing them with not only a social lifeline, but a practical one as well—for example, telehealth— seniors still face significant personal and structural barriers to being connected with technology and the Internet. To better explore greater senior access to technology and the Internet, the City must examine the unique challenges this population faces in learning and using these technologies as well. 
Thus, today the Committee seeks to learn more about what public and private services, initiatives, and programs are available to help connect older adults with technology, what gaps in connectivity, structural barriers, and educational challenges remain, and how the City can better connect more seniors to technology and the Internet going forward. 
b. New York City Housing Authority (“NYCHA”) Tablets
In 2020, as a response to the COVID-19 pandemic and as part of the Mayor’s Equity Action Plan, the City—through the Mayor’s Office of the Chief Technology Officer (“MOCTO”), now part of OTI—partnered with T-Mobile, LG Electronics USA, and Older Adults Technology Services (“OATS”), to provide 10,000 Internet-connected tablets to older adults living in NYCHA developments through the “Connected NYCHA” program.[footnoteRef:9] Residents aged 62 and older and living alone were prioritized for distribution. The tablets were 10” devices that came with 12 months of mobile Internet connectivity paid for by the City of New York.[footnoteRef:10] [9: Connected NYCHA: Older Adults, Mayor’s Office of the Chief Technology Officer, https://www1.nyc.gov/assets/cto/#/project/connected-nycha-older-adults.]  [10:  Id.] 

Tablets were distributed in May 2020, with participants receiving free support from DFTA and OATS to aid participants in setting up their devices, learning how to use them, accessing free classes and resources, and connecting with friends and family.[footnoteRef:11] The City prioritized NYCHA developments where broadband is generally not available, such as Central Brooklyn, South Brooklyn, the South Bronx, Eastern Queens, and Upper Manhattan.[footnoteRef:12] [11:  Id.]  [12:  Id.] 

In addition, OATS partnered with MOCTO over a five-week period and held six virtual sessions of a digital literacy class for seniors using City-provided tablets, including one session in Spanish.[footnoteRef:13] These sessions were part of a new course created by OATS titled “Android Essentials” and was made specifically for NYCHA seniors to help them learn how to use their devices.[footnoteRef:14] In January 2021, the New York City Council held a hearing on increasing older adult access to technology, and DFTA testified that OATS had facilitated around 630 hours of virtual training to tablet recipients to date since the “Android Essentials” program’s launch.[footnoteRef:15] In September 2022, OATS released a report based on “Connected NYCHA” which found that NYCHA residents aged 60 years and older who received tablets and participated in the “Android Essentials” training had significantly higher rates of using their tablets to expand their social circles and participate in new virtual events, compared with residents who received the tablets but did not participate in the training.[footnoteRef:16] However, about 60% of the surveyed tablet recipients, regardless of training received, stated that they “strongly agreed” that the tablet helped them feel connected with family and friends, with about an additional 16% stating they “somewhat agree.”[footnoteRef:17] The report found that while receiving electronic devices improved an older adult’s sense of social connection and social network expansion, those who also received training to use their devices saw marked benefits of technology adoption and use.[footnoteRef:18] [13:  OATS Partners with Mayor’s Office and T-Mobile to Provide Tablets and Training to 10,000 NYCHA Seniors, OLDER ADULTS TECHNOLOGY SERVICES, May 25, 2020, https://oats.org/oats-partners-with-mayors-office-and-t-mobile-to-provide-tablets-and-training-to-10000-nycha-seniors/; NYCHA Seniors Become Technology Pros, New York City Housing Authority, Oct. 2020, available at http://nychanow.nyc/nycha-seniors-become-technology-pros/. ]  [14:  Id.]  [15:  DFTA testimony from January 22, 2021 hearing transcript, p. 54-55, https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=4742914&GUID=DB6507BB-5557-4E28-A3D0-DC01DE62EED9&Options=&Search=.  ]  [16:  OATS report https://oats.org/wp-content/uploads/2022/09/OATS-from-AARP_Fly-Like-an-Eagle_Digital.pdf?utm_id=FLAE_media.  ]  [17:  Id, p. 15. ]  [18:  Id, p. 21. ] 

In April 2021, the City announced an extension of the 10,000 internet-connected tablets program for an additional year, while in April 2022 the City announced that 1,000 tablets had been delivered as the final part of a 10,000 tablet distribution program that was started with DFTA in October 2021.[footnoteRef:19] [19:  New York City Announces Extension of Free Internet-Enabled Tablets for 10,000 Older Adults in NYCHA,
April 28, 2021, https://www.nyc.gov/office-of-the-mayor/news/320-21/new-york-city-extension-free-internet-enabled-tablets-10-000-older-adults-nycha; Mayor Adams, Department for the Aging Distribute 1,000 Free Computer Tablets to Older New Yorkers and Connect Them With City Services, April 19, 2022, https://www.nyc.gov/office-of-the-mayor/news/221-22/mayor-adams-department-the-aging-distribute-1-000-free-computer-tablets-older-new-yorkers. ] 

c. Risks Associated with Donating Electronic Devices 

The U.S. Environmental Protection Agency (“EPA”) states that recycling or donating consumer electronics conserves natural resources and reduces environmental pollution and emissions.[footnoteRef:20]  Because consumer technology receives regular updates and novel additions, donating outdated items can both benefit the environment and close digital divides.[footnoteRef:21] However, risks are involved when donating, since such technological devices store user data, including proprietary information, confidential information, as well as protected personally identifiable information (“PII”). As a result, donor individuals and organizations must responsibly and effectively sanitize their devices before donation.  [20:   Carole Levitt & Alexander Paykin, Donating Old Tech? Don’t Donate Your Data!, November 12, 2021, LAW PRACTICE TODAY, https://www.lawpracticetoday.org/article/donating-old-tech-dont-donate-your-data//.  Richard Kissel, NIST Special Publication 800-88, Guidelines for Media Sanitization, December 2014, https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf.  ·]  [21:  Id.·] 

Such charitable transfers require increased scrutiny because legal and ethical obligations make it more important than ever to protect data such as PII. Regardless of the final intended destination of the device, it is important that the City ensure that no easily re-constructible residual representation of the data is stored on the donated device after it has left the control of the original owner entity or is no longer going to be protected at the confidentiality categorization of the data stored on the device.
Generally, the safest way to make sure that a user’s data cannot ever be recovered is to hold on to the data drives that are inside the devices.[footnoteRef:22] However, some devices, such as smartphones and tablets, store data in their main boards, making it impossible to remove data from their data drives, and as such should not be donated.[footnoteRef:23]  [22:   Carole Levitt & Alexander Paykin, Donating Old Tech? Don’t Donate Your Data!, November 12, 2021, LAW PRACTICE TODAY, https://www.lawpracticetoday.org/article/donating-old-tech-dont-donate-your-data//.  ]  [23:  Id. ] 

The U.S. Cybersecurity and Infrastructure Security Agency (“CISA”) released guidance on the proper disposal of electronic devices.[footnoteRef:24] These methods include deleting data permanently, which includes physical removal of memory cards and factory resetting devices, and overwriting, which entails using new random binary data to fill a hard disk drive after deleting sensitive information to ensure no reconstruction from the original data’s deletion can occur.[footnoteRef:25] Moreover, in 2014, the National Institute of Standards and Technology (“NIST”) also issued their Guidelines for Media Sanitization that lay out the media sanitation process, including sanitization methods for both hardware and software, and destruction methods, depending on device type.[footnoteRef:26] [24:  SECURITY TIP (ST18-005), Proper Disposal of Electronic Devices, CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY, February 01, 2021, https://www.cisa.gov/tips/st18-005. ]  [25:  Id. ]  [26:  Richard Kissel, NIST Special Publication 800-88, Guidelines for Media Sanitization, NIST, December 2014, https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf. ] 

Finally, the Administrative Code of the City of New York requires agencies to dispose of electronic equipment that contains a hard disk drive, solid state drive or similar device capable of storing information while powered off. These devices include, but are not limited to, “printers, copiers and computers,” [footnoteRef:27] and agencies must ensure that these devices, before disposal, have all their information erased, either through “degaussing, physical destruction of the drive, a data wiping that includes at least two full overwrites or another erasure method specified by the department of information technology and telecommunications after consultation with all relevant agencies.”[footnoteRef:28]  [27:  Admin. Code §10-504.]  [28:  Admin. Code §10-504.] 

The Committee seeks to learn more about the process required by the Administrative Code, including any obstacles in implementing the requirements, and how the City can better connect more people in need to technology through the donation of unused computer equipment and computer software. 
 
III. LEGISLATIVE ANALYSIS
Int. 664
This bill would require the Department of Citywide Administrative Services to donate unneeded and unused computer equipment and computer software to public schools, libraries, other secular educational programs, and not-for-profit institutions that serve persons with disabilities, senior citizens, or low-income individuals. The donation recipient must demonstrate a need and specific plan for the use of such equipment and software. 
This bill would take effect immediately.
Int. 665
This bill would require the Department of Information Technology and Telecommunications (“DOITT”), in consultation with the Department for the Aging (“DFTA”) and relevant stakeholders, to establish and implement an online digital literacy program to serve older adults.
This bill would take effect immediately.

IV.	CONCLUSION
The Committee looks forward to receiving testimony from the Administration, advocacy groups, and other interested members of the public.


Int. No. 664

By Council Members Gutiérrez, Louis, Restler, Hanif, Hudson, Brewer, Ung, Sanchez, Ayala and Paladino

..Title
A Local Law in relation to requiring the department of citywide administrative services to donate surplus city-owned computers, computer software, and computer equipment to public and private institutions for secular educational use and to not-for-profit institutions for use by individuals with disabilities, senior citizens, or low income individuals
..Body

Be it enacted by the Council as follows:
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	Section 1. Chapter 2 of title 12 of the administrative code of the city of New York is amended by adding a new section 12-212 to read as follows:
§ 12-212 Donation of surplus computing equipment and software. a. Definitions. For the purposes of this section, the following terms have the following meanings:
Beneficial use. The term “beneficial use” means the use of computer software and computer equipment for secular educational use, or for use by individuals with disabilities, senior citizens, or low income individuals.
City agency. The term “city agency” means any agency, office, department, division, bureau or institution, of the New York city government, the expenses of which are paid in whole or in part from the city treasury.
Computer. The term “computer” means a desktop computing device, a laptop or other portal computing device, containing a central processing unit and any peripheral components that are connected to the central processing unit such that they may reasonably be viewed functionally as a single unit, including but not limited to motherboards, RAM, hard drives or other storage devices, video or sound cards, and computer cases.
Commissioner. The term “commissioner” means the commissioner of the department of citywide administrative services.
Department. The term “department” means the department of citywide administrative services.
Donate. The term “donate” means transferring surplus software or equipment to an eligible organization without cost except that the department may charge reasonable shipping and handling fees for the delivery of such software and equipment.
Eligible organization. The term “eligible organization” means public schools, public libraries, and other public or private educational programs that provide a secular education, not-for-profit institutions which serve persons with disabilities, senior citizens, or low income individuals, and other public facing not-for-profit institutions which serve marginalized groups.
Equipment. The term “equipment” means computers and their associated peripheral components, and other electronic devices that operate with or can be operated by a computer, including but not limited to floppy disk drives, CD drives, USB drives, printers, modems, networking devices, scanners, monitors, and the cables or wiring required to connect a computer with the computer equipment.
Software. The term “software” means executable computer programs and related data files on computer-readable media, including but not limited to floppy disks, hard disks, optical and magneto-optical computer data storage devices.
Surplus. The term “surplus” means computer software or computer equipment that is no longer in use, and not needed for use, by any city agency. 
b. The commissioner shall set out by a rule a process through which the department shall donate surplus software and equipment to eligible organizations for beneficial uses. The process shall include, at a minimum:
1. Public notification of the department’s intent to donate surplus software and equipment, a description of such surplus software and equipment, and the total shipping and handling fees, if any, for the delivery of such software and equipment; and
2. opportunity for eligible organizations to submit competitive proposals for the beneficial use of such software and equipment.
c. The department shall not donate surplus software and equipment to an eligible organization unless such eligible organization has demonstrated a need and specific plans for the beneficial use of such surplus software and equipment. If multiple eligible organizations demonstrate a need and specific plan for the beneficial use of the same surplus software and equipment, the department shall donate such software and equipment to the eligible organization whose need and beneficial use of such software and equipment will result in the greatest public good according to such factors to be set out by rule which shall include, but are not limited to:
1. whether the beneficial use of such software and equipment will provide or facilitate services to the public for low or no cost; 
2. whether the beneficial use of such software and equipment will serve marginalized communities or other communities which are under-serviced or have difficulty receiving services; 
3. whether the eligible organization has received a donation of surplus software and equipment in the past and has satisfactorily utilized such software and equipment to fulfill the beneficial use for which it was donated; and
4. whether the eligible organizations claiming a need for such software and equipment has a smaller operating budget than other eligible organizations claiming such a need.
d. Notwithstanding subdivision c of this section, if surplus equipment is in need of repair or restoration, the department shall prioritize the donation of such equipment to an eligible organization, if any, which offers to use the repair or restoration of such equipment in the training of its students, to be returned to the department upon repair or restoration to then be donated by the department to an eligible organization through the process established in subdivision b above.
e. The department shall not auction off nor dispose of surplus software or equipment unless no eligible organization has responded to the public notification process with a need and specific plan for the beneficial use of such surplus software and equipment over the course of one year. 
f. No software shall be donated, auctioned, or otherwise have its ownership transferred if such transfer would cause a breach of a computer software license agreement or an infringement of a copyright.
g. No later than one year after the effective date of this local law, and annually thereafter, the department shall submit to the mayor and the speaker of the council a report on its donations of surplus software and equipment, including a list of each donation made in the year leading up to the report, the number and type of surplus software and equipment comprising each donation, the estimated free market value of each donation, the identity and location of the recipient of the donation, the need and specific plan the donation was made to satisfy, and if multiple eligible organizations submitted a need and specific plan for such surplus software and equipment, the needs and specific plans of all such competing eligible organizations and the factors that weighed in favor of the eligible organization that received the donation. The report shall be disaggregated by the borough of each donation recipient and by any other factors that may be appropriate.
§ 2. This local law shall take effect immediately after it becomes law.
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Int. No. 665

By Council Members Gutiérrez, Hudson, Louis, Restler, Hanif, Brewer, Ung, Farías, Sanchez, Velázquez, Barron, Stevens, Avilés, Won, Krishnan, Narcisse, De La Rosa, Abreu, Ossé, Cabán, Menin, Nurse, Joseph, Bottcher, Lee, Brooks-Powers and Brannan

..Title
A Local Law to amend the administrative code of the city of New York, in relation to establishing a digital literacy program for older adults
..Body

Be it enacted by the Council as follows:
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Section 1. Chapter 2 of title 21 of the administrative code of the city of New York is amended by adding a new section 21-210 to read as follows:
§ 21-210 Digital literacy program for older adults. a. By no later than December 1, 2023, the commissioner of information technology and telecommunications, in collaboration with the commissioner of aging and any relevant stakeholders deemed necessary by the mayor, shall design and implement a digital literacy training program to serve older adults. Such training program shall be offered at no cost and shall, at minimum, include educational information regarding the following topics:
1.  accessing and navigating telehealth services;
2. accessing and navigating an online platform which offers technology classes, lectures, workshops and other programming and activities designed to help older adults learn and use technology, develop skills, and connect and socialize with other older adults; 
3. using social media platforms; 
4. using online or web-based calendar applications; 
5. accessing and navigating the website and mobile application in which individuals obtain information on and apply for some human resources administration benefits, and human resources administration clients obtain certain benefits case information;
6. identifying and avoiding online fraud or scams; and 
7. accessing and navigating other programs or applications designed to support older adults in accessing services, as deemed appropriate by the commissioner of information technology and telecommunications or the commissioner of aging.
b. At least once every two years, the commissioner of information technology and telecommunications, in collaboration with the commissioner of aging and any relevant stakeholders deemed necessary by the mayor, shall evaluate the program established pursuant to subdivision a of this section for updates to best practices, educational materials, curricula, resources and any other program components, and make updates to any such components as necessary. Such evaluation shall at minimum include a survey for older adults who participate in such program to provide feedback regarding such program.
c. The program established pursuant to subdivision a of this section shall be made available in all designated citywide languages as defined in section 23-1101.
d. The program established pursuant to subdivision a of this section shall be offered in all department of homeless services facilities and in any other facilities deemed appropriate by the commissioner of information technology and telecommunications or the commissioner of aging.
e. Nothing in this section shall be construed to invalidate any existing contract or other agreement between any department and any entity that provides digital literacy programming on behalf of any such department.
§ 2. This local law takes effect immediately.
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