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I. INTRODUCTION

On September 30, 2024, the Committee on Technology, chaired by Council Member Jennifer Gutiérrez, will hold an oversight hearing on the “MyCity” Portal. In addition, the Committee will hear Int. No. 821, sponsored by Council Member Holden, in relation to the creation of a centralized mobile application for accessing city services. The Committee anticipates testimony from the Office of Technology and Innovation (“OTI” or “the Office”), formerly known as the Department of Information Technology and Telecommunications (“DoITT”), and interested members of the public.
II. BACKGROUND 
The MyCity Portal is intended to be a centralized platform for all City services and benefits. Announced as one of Mayor Eric Adams’s key technology initiatives on January 19, 2022,[footnoteRef:1] Mayor Adams called the MyCity Portal “a single one-stop shop portal for all city services and benefits,”[footnoteRef:2] echoing the language from his mayoral campaign’s plan to launch “MyCity, a single portal for all City services and benefits.”[footnoteRef:3]  [1:  Office of the Mayor, Mayor Adams Creates More Efficient Government by Consolidating City Tech Agencies Under New Office of Technology and Innovation, January 19, 2022, https://www.nyc.gov/office-of-the-mayor/news/039-22/mayor-adams-creates-more-efficient-government-consolidating-city-tech-agencies-under-new-office#/0. ]  [2:  Id. ]  [3:  Eric's Government Plan (Web Archive), ERIC ADAMS FOR MAYOR, https://web.archive.org/web/20211119194320/https://ericadams2021.net/erics-government-plan/. ] 

A few months later, during Mayor Adams’s first State of the City address on April 26, 2022, he announced that the first major application of the MyCity Portal would be a unified application process for all subsidized childcare options offered by New York City (“NYC” or “the City”).[footnoteRef:4] In July 2022, an official at OTI announced that the Office aimed to launch the portal with the childcare application in late 2022.[footnoteRef:5] However, the first phase of the MyCity Portal was not launched until March 29, 2023, falling short of the initially announced 2022 deadline.[footnoteRef:6]  [4:  Office of the Mayor, Mayor Adams Outlines Bold Vision for New York City's Recovery in First State of the City Address, April 26 2022, https://www.nyc.gov/office-of-the-mayor/news/250-22/mayor-adams-outlines-bold-vision-new-york-city-s-recovery-first-state-the-city-address#/0. ]  [5:  Samar Khurshid, Mayor Adams yet to Launch 'MyCity' Portal Promised in First State of the City Speech, GOTHAM GAZETTE, January 25, 2023, https://www.gothamgazette.com/city/11797-mayor-adams-launch-mycity-portal-services.]  [6:  Office of the Mayor, Mayor Adams Launches First Phase of MyCity Portal to Easily Help New Yorkers Check Eligibility, Apply For, and Track City Services and Benefits, March 29 2023, https://www.nyc.gov/office-of-the-mayor/news/217-23/mayor-adams-launches-first-phase-mycity-portal-easily-help-new-yorkers-check-eligibility-#/0. ] 

The MyCity Portal promises to be a great convenience for current and prospective users of City services. According to the Mayor, it “will allow New Yorkers to go online, easily search, apply for, and track city services and benefits right from their smartphones or computers”[footnoteRef:7] without an abundance of paperwork.[footnoteRef:8] Further, NYC Chief Technology Officer (“CTO”), Matt Fraser, testified before the Committee on Technology on February 15, 2023, and described the MyCity Portal’s benefits as a system that is built around users,[footnoteRef:9] offering a more centralized and user-friendly approach. According to his testimony, currently, City systems are decentralized, and services “have been built up around agency identity and not around our customers,”[footnoteRef:10] with each agency operating separately and not sharing sensitive private data or user information between them. The MyCity Portal aims to centralize services, allowing for the sharing of sensitive data between agencies to streamline processes. With MyCity, users will ideally submit their information once through a single digital application, and the system will conduct a preliminary eligibility determination. Based on this, the user will be directed to the appropriate agency, eliminating the need for multiple submissions.[footnoteRef:11] Therefore, the MyCity Portal supposedly offers advantages by providing a centralized, user-friendly system that simplifies the process of accessing city services, eliminating the need for paperwork and multiple submissions. [7:  Id.  ]  [8:  2010-2020 Mayor's Office Websites: on Welfare & Poverty, ONTHEISSUES.ORG, https://www.ontheissues.org/Archive/2011_Mayor_Web_Welfare_+_Poverty.htm. ]  [9:  Oversight - Cryptocurrency and Blockchain Technology in New York City, Hearing Transcript, February 15, 2023, available at https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=6006078&GUID=08157B21-3265-4C39-AB5E-A51B06E9AB75&Options=&Search=, p. 28-29.]  [10:  Id, p. 27.]  [11:  See id, p. 28.] 

Additionally, CTO Matt Fraser testified that as MyCity evolves, users will have access to a digital wallet linked to their MyCity profile.[footnoteRef:12] This wallet would allow users to manage and apply for various benefits, such as transit and food assistance, all from one place, making the process more efficient and user-centered.[footnoteRef:13] Commissioner Fraser further explained that a digital wallet connected to a person's identity and linked to all City benefits provides valuable insights into user behavior, such as spending patterns on healthy versus unhealthy foods, and that this system could influence people's behavior by enabling the City to create incentive programs to encourage healthier purchasing choices. Such initiatives could help guide users towards more beneficial behaviors, aligning personal spending with public health goals.[footnoteRef:14]  [12:  Oversight - Cryptocurrency and Blockchain Technology in New York City, Hearing Transcript, February 15, 2023, https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=6006078&GUID=08157B21-3265-4C39-AB5E-A51B06E9AB75&Options=&Search=, p. 10-11.]  [13:  Id, p. 28-29.]  [14:  Id, p. 29.] 

With the launch of this first phase, the Mayor’s office claimed that users could now “easily check eligibility, apply for, and track services and benefits in the city’s 10 most common languages….”[footnoteRef:15] The Mayor’s office also stated that users could “securely save their information and documentation for future applications as they apply for child care.”[footnoteRef:16] The home page of the first phase of the MyCity Portal featured four services: Child Care, Business, Jobs, and Benefits. However, as of September 24, 2024, users only have access to two services upon signing in to the portal: Child Care and Business. The other two services accessible through the MyCity home page (“Jobs” and “Benefits”) only link to non-personalized websites, such as ACCESS NYC in the case of the “Benefits” service.[footnoteRef:17] Users are required to set up a MyCity Portal account in order to use the service. [15:  Id.]  [16:  Id.]  [17:  Based on the Technology Committee’s examination of the MyCity Portal, https://mycity.nyc.gov/s/?language=en_US&LanguageCode=en_US. ] 

a. Childcare Services
The childcare assistance portion of the MyCity Portal was introduced during the first phase of the portal on March 29, 2023. For the first time, it allowed users to apply for childcare online instead of on paper.[footnoteRef:18] For new applicants, it offered a screening form to help users determine what subsidized childcare they qualified for and met their needs[footnoteRef:19], along with an application for childcare vouchers and contracted care through the City’s Department of Education.[footnoteRef:20] However, the portal did not include applications for the City’s Head Start and Early Head Start programs[footnoteRef:21], which offer year round 8 hour support for children age 3 to 4 and 2 years old, respectively.[footnoteRef:22] For returning applicants, in February 2024, the City enabled re-certifications in MyCity, allowing families to recertify their eligibility for childcare assistance online.[footnoteRef:23] Users could also track and manage their eligibility and application status through the portal.[footnoteRef:24] [18:  The City of New York, MAYOR’S MANAGEMENT REPORT, September 2023, https://www.nyc.gov/assets/operations/downloads/pdf/mmr2023/2023_mmr.pdf, p. 36.]  [19:  Based on the Technology Committee’s examination of the “Eligibility Screener” webpage on the MyCity Portal, last accessed September 24, 2024, https://mycity.nyc.gov/s/screening-flow?language=en_US&LanguageCode=en_US. ]  [20:  Based on the Technology Committee’s examination of the “Apply for a Child Care Assistance Program” webpage on the MyCity Portal, last accessed September 24, 2024, https://mycity.nyc.gov/s/apply?language=en_US&LanguageCode=en_US. ]  [21:  Id.]  [22:  Head Start, NYC PUBLIC SCHOOLS, https://www.schools.nyc.gov/enrollment/enroll-grade-by-grade/head-start. ]  [23:  The City of New York, MAYOR’S MANAGEMENT REPORT, September 2024, https://www.nyc.gov/assets/operations/downloads/pdf/mmr2024/2024_mmr.pdf, p. 42.]  [24:  Id.] 

In Fiscal Year 2024 (“Fiscal 2024”), there were over 1.8 million page views of the MyCity childcare online portal, and the number of childcare applications submitted using MyCity more than tripled from over 8,600 in Fiscal 2023 to over 41,000 in Fiscal 2024,[footnoteRef:25] with the vast majority of these applications (over 90%) being new applications.[footnoteRef:26] In addition, the average number of children accessing childcare services through the use of a non-mandated low-income voucher nearly doubled from 16,236 in Fiscal 2023 to 31,948 in Fiscal 2024.[footnoteRef:27] This jump followed a successful campaign by the City to raise public awareness of childcare assistance programs,[footnoteRef:28] so it is unclear how much of this increase can be attributed solely to the MyCity Portal. It is also unclear how many applications were submitted via paper before and after the launch of the portal.  [25:  The City of New York, MAYOR’S MANAGEMENT REPORT, September 2024, https://www.nyc.gov/assets/operations/downloads/pdf/mmr2024/2024_mmr.pdf, p. 44.]  [26:  Id.]  [27:  Id.]  [28:  Id, p. 41.] 

b. Business 
Another section of the MyCity Portal is dedicated to businesses. During his first mayoral campaign, Mayor Adams described his vision for how the MyCity Portal would impact businesses, stating: “Our MyCity portal will help small business owners operate more effectively. They will be able to better manage paperwork and have direct access to permitting agencies, such as the Department of Buildings. Those who opt-in can use a chip-enabled City ID to streamline in-person interactions with agencies, instantly access a bank account, and even receive loyalty discounts at participating local businesses. In sum, this is a 311 for the digital age.”[footnoteRef:29] [29:  Eric’s Government Plan – New York City's Next Mayor (archive.org), ERIC ADAMS FOR MAYOR, https://web.archive.org/web/20211119194320/https:/ericadams2021.net/erics-government-plan/#govt-effective; Gotham Gazette, Adams 2021: Government – A More Effective City, GOTHAM GAZETTE, February 18, 2022, https://www.gothamgazette.com/city/11106-adams-2021-government-more-effective-city.  ] 

The Business section of the MyCity Portal is known as the MyCity Business Portal. The MyCity Business Portal includes a My Business Dashboard,[footnoteRef:30] which allows users to search for transactions with the City by transaction number or physical address, and also provides information about business events by redirecting users to the NYC Department of Small Business Services’ (“SBS”) Eventbrite page. There is also a “Tools” section that includes various tools for users to discover important information, including a “Step-by-Step Wizard,” which, after a user answers several questions about the type of business and its legal structure, delivers a personalized list of City, State, and Federal licenses and permits needed for the business to run in New York City.[footnoteRef:31] The “Regulations Index” [footnoteRef:32] allows users to search for licenses, permits, certificates, and other regulatory requirements from the different City, State, and Federal agencies needed to open and operate their business. Users can also search for resources by industry[footnoteRef:33] to help businesses with legal and regulatory compliance based on their industry, such as “Goods Manufacturer,” “Health Club,” and “Day Care.” The Business Services[footnoteRef:34] section directs users to various programs related to general assistance for businesses, including “Mentorship,” “Education Programs,” and “Incentives.” Finally, the “Emergency Preparedness”[footnoteRef:35] feature offers tips to help businesses prepare for emergency situations. [30:  Create Your NYC Business Dashboard, NYC MYCITY, https://nyc-business.nyc.gov/nycbusiness/mydashboard. ]  [31:  Step by Step, NYC MYCITY, https://nyc-business.nyc.gov/nycbusiness/wizard. ]  [32:  Regulations Index, NYC MYCITY, https://nyc-business.nyc.gov/nycbusiness/index. ]  [33:  Opening or Operating a Business in NYC?, NYC MYCITY, https://nyc-business.nyc.gov/nycbusiness/. ]  [34:  Id. ]  [35:  Emergency Preparedness, NYC MYCITY, https://nyc-business.nyc.gov/nycbusiness/bprep (with the following disclaimer: “The City of New York (City) seeks to keep information up-to-date and accurate, but cannot guarantee the completeness or accuracy of the information. The City disclaims any liability for errors that may be contained herein and shall not be responsible for any damages, consequential or actual, arising out of or in connection with the use of this Tool or any of the information provided on this website. The City makes no express warranties as to the timeliness, use, quality, content, accuracy, suitability or completeness of the information, text, graphics, links, and other items contained herein or any implied warranties of merchantability, fitness for a particular purpose, title, or non-infringement”).] 

On June 30, 2023, the SBS released its inaugural report from the NYC Small Business Advisory Commission (“SBAC”), which outlined eight key recommendations aimed at supporting small businesses in the city.[footnoteRef:36] Among these recommendations, SBAC suggested utilizing the MyCity Business Portal to educate small businesses on rules and regulations.[footnoteRef:37] As of March 8, 2024 the Mayor’s Capital Commitment Plan includes $10.7 million for the MyCity Business Portal.[footnoteRef:38]  [36:  Small Business Advisory Commission Releases Report with Recommendations to Support Small Businesses, NEW YORK CITY DEPARTMENT OF SMALL BUSINESS SERVICES, August 1, 2023, https://www.nyc.gov/assets/sbs/downloads/pdf/about/reports/SBAC_Report_23.pdf . ]  [37:  Id.]  [38:  Nia E. Hyatt, Report on the Fiscal 2025 Preliminary Plan and the Fiscal 2024 Preliminary Mayor’s Management Report for the Department of Information, Technology & Telecommunications, NEW YORK CITY COUNCIL FINANCE DIVISION, March 8, 2024, https://council.nyc.gov/budget/wp-content/uploads/sites/54/2024/03/858-DoITT-1.pdf. ] 

c. Jobs
	As of September 24, 2024, the “Jobs” service on the MyCity Portal is only accessible through the home page and not after a user logs in.[footnoteRef:39] When a user clicks on the “Jobs” service on the home page they are brought to https://jobs.nyc.gov/,[footnoteRef:40] a new website launched on March 27, 2024 by the Mayor’s Office to connect New Yorkers to job and training opportunities.[footnoteRef:41] This website does not appear to store any user data and is not personalized based on the specific needs of the user.  [39:  Based on the Technology Committee’s examination of the MyCity Portal, last accessed September 24, 2024, https://mycity.nyc.gov/s/?language=en_US&LanguageCode=en_US. ]  [40:  Welcome to MyCity!, NYC MYCITY, https://mycity.nyc.gov/s/?language=en_US&LanguageCode=en_US. ]  [41:  Office of the Mayor, Mayor Adams Launches Multi-Pronged Effort to Connect More New Yorkers to Jobs and Training, Reduce Barriers to Opportunities, March 27, 2024, https://www.nyc.gov/office-of-the-mayor/news/229-24/mayor-adams-launches-multi-pronged-effort-connect-more-new-yorkers-jobs-training-reduce#/0. ] 

d. Benefits
	As of September 24, 2024, the “Benefits” service on the MyCity Portal is only accessible through the home page and not after a user logs in, similar to the “Jobs” service.[footnoteRef:42] When a user clicks on the “Benefits” service on the home page they are brought to the ACCESS NYC eligibility survey.[footnoteRef:43] ACCESS NYC is a platform that provides a 10-step survey to screen users for eligible benefits based on the information they provide and helps them prepare to apply for those benefits.[footnoteRef:44] However, users cannot directly apply for any services through ACCESS NYC and must go through the pre-existing City websites to finish the application process.[footnoteRef:45] [42:  Based on the Technology Committee’s examination of the MyCity Portal, last accessed September 24, 2024, https://mycity.nyc.gov/s/?language=en_US&LanguageCode=en_US.]  [43:  Welcome to MyCity!, https://mycity.nyc.gov/s/?language=en_US&LanguageCode=en_US. ]  [44:  About, ACCESS NYC, August 26, 2024, https://access.nyc.gov/about/. ]  [45:  Eric's Government Plan (Web Archive), ERIC ADAMS FOR MAYOR, https://web.archive.org/web/20211119194320/https://ericadams2021.net/erics-government-plan/. ] 

e. MyCity ChatBot 
The MyCity Chatbot is another component of the MyCity project.[footnoteRef:46] In October 2023, Mayor Adams announced that a chatbot powered by artificial intelligence (“AI”) would help NYC business owners navigate the government and provide New Yorkers with information on starting and operating a business in the City.[footnoteRef:47] However, there have been numerous reports that the AI Chatbot, although intended to provide accurate answers to business owners’ questions, was sometimes producing wrong answers or even advising users to take actions that were illegal.[footnoteRef:48] The City has since updated disclaimers on the MyCity Chatbot website.[footnoteRef:49] The disclaimer states that “[MyCity Chatbot] may occasionally provide incomplete or inaccurate responses. Verify information with links provided after the response or by visiting MyCity Business and NYC.gov. Do not use its responses as legal or professional advice nor provide sensitive information to the Chatbot.”[footnoteRef:50] As of September 24, 2024, the MyCity Chatbot continues to occasionally provide inaccurate information to its users.[footnoteRef:51]  [46:  See Colin Lecher, NYC’s AI Chatbot Tells Businesses to Break the Law, THE MARKUP, March 29, 2024, https://themarkup.org/news/2024/03/29/nycs-ai-chatbot-tells-businesses-to-break-the-law. ]  [47:  Id. ]  [48:  Big Tech Docket: The Global Security Crisis That Almost Was, 2024 WL 1517795; see also Reuters, New York City Defends AI Chatbot That Advised Entrepreneurs To Break Laws, NEW YORK POST, April 5, 2024, https://nypost.com/2024/04/05/us-news/new-york-city-defends-ai-chatbot-that-advised-entrepreneurs-to-break-laws/; Colin Lecher, Malfunctioning NYC AI Chatbot Still Active Despite Widespread Evidence it’s Encouraging Illegal Behavior, THE CITY, April 2, 2024, https://www.thecity.nyc/2024/04/02/malfunctioning-nyc-ai-chatbot-still-active-false-information/; Jake Offenhartz, NYC's AI Chatbot Was Caught Telling Businesses to Break the Law. The City Isn't Taking It Down, AP NEWS, April 3, 2024, https://apnews.com/article/new-york-city-chatbot-misinformation-6ebc71db5b770b9969c906a7ee4fae21. ]  [49:  Reuters, New York City Defends AI Chatbot That Advised Entrepreneurs to Break Laws, NEW YORK POST, April 5, 2024, https://nypost.com/2024/04/05/us-news/new-york-city-defends-ai-chatbot-that-advised-entrepreneurs-to-break-laws/.]  [50:  MyCity Chatbot Beta, NYC MYCITY, https://chat.nyc.gov/. ]  [51:  Based on the Technology Committee’s examination of the MyCity ChatBot, last accessed September 24, 2024, https://chat.nyc.gov/.  ] 

Under Local Law 35 of 2022 (“LL 35”)[footnoteRef:52], City agencies are required to annually report on their use of algorithmic tools, which include any technology derived from machine learning, AI, or other methods of data analysis, including descriptions of the tool’s use and purpose, datasets used, and vendor involvement. The report required by LL 35 appears on the NYC Open Data Portal.[footnoteRef:53] The requirements of LL 35 extend to the MyCity Portal Chatbot. According to the report’s entry for the Chatbot, Microsoft provides Cloud-based ChatGPT[footnoteRef:54] services and Nuvalence was the professional services vendor for the implementation of the Chatbot.[footnoteRef:55] To be compliant with LL 35, the “type of data collected or analyzed by the algorithmic tool and the source of such data”[footnoteRef:56]must also be disclosed; however, the Chatbot’s entry simply states that “[t]raining data is proprietary to the vendor.” [footnoteRef:57] This is not unique to the MyCity Chatbot. Three other entries also listed their training data as proprietary in 2023, including ShotSpotter, Facial recognition and SmartVAN. [52:  Local Law 35 of 2022, https://legistar.council.nyc.gov/View.ashx?M=F&ID=10712325&GUID=8550C4F5-D8BF-4286-A94A-26556A8643CC. ]  [53:  NYC Open Data Portal - Algorithmic Tools Compliance Report, NYC OPENDATA, updated September 11, 2024, https://data.cityofnewyork.us/City-Government/Algorithmic-Tools-Compliance-Report/jaw4-yuem/about_data. ]  [54:  ChatGPT is a generative artificial intelligence chatbot developed by OpenAI that can be fine-tuned to complete specific natural language tasks, Haomiao Huang, How ChatGPT Turned Generative AI into an “Anything Tool,” ARS TECHNICA, August 23, 2023, https://arstechnica.com/ai/2023/08/how-chatgpt-turned-generative-ai-into-an-anything-tool/.]  [55:  NYC Open Data Portal - Algorithmic Tools Compliance Report, updated September 11, 2024, https://data.cityofnewyork.us/City-Government/Algorithmic-Tools-Compliance-Report/jaw4-yuem/about_data.]  [56:  Local Law 35 of 2022, https://legistar.council.nyc.gov/View.ashx?M=F&ID=10712325&GUID=8550C4F5-D8BF-4286-A94A-26556A8643CC.]  [57:  Id. ] 

III. HISTORY OF NYC CENTRALIZED PLATFORMS
Prior to the announcement of the MyCity Portal, the City had already researched creating a centralized portal for City services. On June 1, 2018, DoITT released a report[footnoteRef:58] pursuant to Local Law 61 of 2017.[footnoteRef:59] Part of this report required an evaluation of the feasibility of creating and maintaining a single web portal to access online applications for City services.[footnoteRef:60] In this report, DoITT wrote, “Given the existing online infrastructure and application processing workflows within each agency…leveraging 311 Online as the City’s single web portal is the optimal solution.”[footnoteRef:61] It is unclear if the MyCity Portal uses any of the pre-existing infrastructure and workflows from 311 Online as mentioned by this report.  [58:  Feasibility of Allowing Online Submission of Applications for City-Issued Permits, Licenses, and Registrations, DEPARTMENT OF INFORMATION TECHNOLOGY AND TELECOMMUNICATIONS, June 1 2018, https://a860-gpp.nyc.gov/concern/nyc_government_publications/0z708x87g?locale=en. ]  [59:  Local Law 61 of 2017, available at https://legistar.council.nyc.gov/View.ashx?M=F&ID=5193208&GUID=CD5225A0-4C27-4D1E-831C-323B3E72C7E3. ]  [60:  Id, p. 2.]  [61:  Id, p. 5.] 

The following year, on November 1, 2019, the Mayor’s Office of Economic Opportunity (“NYC Opportunity”) released the report, “Information Sharing and System Modernization in New York City,” [footnoteRef:62] pursuant to Local Law 75 of 2018.[footnoteRef:63] As part of this report, NYC Opportunity assessed the present landscape of information sharing and interoperability among client information management systems used by City health and human services agencies, further assessing the feasibility of inter-agency information sharing and centralization.[footnoteRef:64] While this report did identify that some of these client information management systems may not be fully integrated with one another for operational, legal, or technical operational reasons,[footnoteRef:65] one of its key recommendations was further exploration of how human services agencies may benefit from access to an enterprise Master Data Management Service.[footnoteRef:66] According to the report, the adoption of such a service would support greater cross-agency service coordination and integrated analytics for data collected through multiple systems.[footnoteRef:67] The recommendations from this report, along with DoITT’s 2018 recommendation to use 311 as the City’s single web portal, indicate the City’s interest in centralizing user data and services prior to the development of the MyCity portal. [62:  Information Sharing and System Modernization in New York City, NYC MAYOR’S OFFICE FOR ECONOMIC OPPORTUNITY, November 1, 2019, https://www.nyc.gov/assets/opportunity/pdf/specialinitiatives/local-law/LL75-info-sharing-final.pdf. ]  [63:  Local Law 75 of 2018, https://legistar.council.nyc.gov/View.ashx?M=F&ID=5874058&GUID=359FA628-1E5A-4644-A944-5DA6129B8C2C. ]  [64:  Id, p. 3.]  [65:  Id, p. 7.]  [66:  Id, p. 9.]  [67:  Id. ] 

Presently, the City has multiple online platforms that attempt to function as a somewhat centralized portal for City services, similar to that promised by the MyCity Portal. Some of these platforms feature links to all of the eligibility requirements, and applications to City services without taking in any user data themselves such as NYC311[footnoteRef:68] and the recently released “Money in Your Pocket Guide.”[footnoteRef:69] ACCESS NYC, developed collaboratively by the Service Design Studio and Product Team at NYC Opportunity and launched in March 2017, provides a 10-question survey to screen for eligibility for a wide range of City benefits and helps users prepare to apply by informing users of the necessary documents and links to the application.[footnoteRef:70] ACCESS HRA, developed by the Department of Social Services and launched July 2017, takes this one step further by allowing users to directly apply and manage cases for HRA benefits.[footnoteRef:71] [68:  NYC311 – Benefits and Support, NYC311, last accessed September 24, 2024, https://portal.311.nyc.gov/category/?id=311-121. ]  [69:  Money in Your Pocket Guide, NYC MONEY IN YOUR POCKET, https://www.nyc.gov/content/moneyinyourpocket/pages/. ]  [70:  About, ACCESS NYC, August 26, 2024, https://access.nyc.gov/about/. ]  [71:  CITY Launches ACCESS HRA Website and Mobile App To Allow New Yorkers to Manage their Benefits without Having to Visit an HRA Center, NYC HUMAN RESOURCES ADMINISTRATION DEPARTMENT OF SOCIAL SERVICES, July 19 2017, https://www.nyc.gov/assets/hra/downloads/pdf/news/press_releases/2017/HRA%20APP%20Release_7-19-2017.pdf. ] 

The MyCity Portal differs from these services in that it promises to securely save user data and use that information to help users apply for and track applications for different City services across agencies. However, as previously stated, users only have access to two services upon signing up for the portal: Business and Childcare,[footnoteRef:72] meaning the benefits of having their information saved securely is limited to these two services. [72:  Based on the Technology Committee’s examination of the MyCity Portal, last accessed September 24, 2024, https://mycity.nyc.gov/s/?language=en_US&LanguageCode=en_US.] 

IV. COST ESTIMATE AND PROCUREMENT 
Initially, the Mayor's office indicated that the MyCity Portal would be developed largely in-house, utilizing the skills and staff from OTI.[footnoteRef:73] However, since Fiscal 2020, the number of personnel at OTI has been on a downward trend,[footnoteRef:74] and in September of 2023, Mayor Adams instituted a hiring freeze to cut costs, citing the migrant crisis.[footnoteRef:75] As a result, to meet the previously established deadlines for the MyCity Portal, the rollout has relied heavily on outside contractors.[footnoteRef:76] As of September 24, 2024, records show that the City has registered 97 contracts, including 36 amendments, with 32 different vendors, worth a total of $31 million.[footnoteRef:77] Many of the contracts belong to three vendors: Innovative Business Concepts (9 contracts), Rangam Consultants (15 contracts), and Unique Comp Inc. (12 contracts). As more services are added to the platform, the number of contracts, vendors, and budgetary expenditures may substantially increase in both the short and long terms. [73:  Samar Khurshid, Mayor Adams Yet to Launch 'MyCity' Portal Promised in First State of the City Speech, GOTHAM GAZETTE, January 25, 2023, https://www.gothamgazette.com/city/11797-mayor-adams-launch-mycity-portal-services. ]  [74:  The City of New York, MAYOR’S MANAGEMENT REPORT, September 2024, https://www.nyc.gov/assets/operations/downloads/pdf/mmr2024/2024_mmr.pdf, p. 475.]  [75:  Jeff Coltin, Joe Anuta, Citing NYC migrant crisis, Adams calls for steep budget cuts, hiring freeze, POLITICO, September 9 2023, https://www.politico.com/news/2023/09/09/nyc-eric-adams-migrant-crisis-00114879. ]  [76:  Samar Khurshid, Mayor Adams Yet to Launch 'MyCity' Portal Promised in First State of the City Speech, GOTHAM GAZETTE, January 25, 2023, https://www.gothamgazette.com/city/11797-mayor-adams-launch-mycity-portal-services.  ]  [77:  PASSPort Public, THE CITY OF NEW YORK, https://a0333-passportpublic.nyc.gov/contracts.html. ] 

V. CONCERNS
Prior to the Mayor's announcement of the MyCity Portal in 2022, concerns about NYC's data governance practices were already being raised by advocates and academics. Some concerns included the City’s lack of a clear, effective approach towards governing data use and collection from the public and from residents’ interactions with the City, explaining that legitimate data privacy questions inhibit the adoption of technology including potentially productive urban technologies and data-sharing among City agencies.[footnoteRef:78] The introduction of a centralized system like the MyCity Portal, which shares sensitive data between agencies and has stated plans to link user profiles to a digital wallet in the future, raises significant privacy concerns.  [78:  Rohit T. Aggarwala et al., Rebooting NYC: An Urban Technology Agenda for the Next Administration, NEW YORK: JACOBS CORNELL-TECHNION INSTITUTE, January 2022, https://bpb-us-w2.wpmucdn.com/sites.coecis.cornell.edu/dist/4/371/files/2022/01/Rebooting-NYC.pdf, p.9.] 

Traditionally, city systems have operated independently. While MyCity’s more integrated approach can streamline services and improve efficiency, it also means that a greater amount of personal information, such as names, addresses, phone numbers, IP addresses, type of browser, social security numbers, income, family composition, demographic information, information about businesses or employment and other identifiable information,[footnoteRef:79] will be stored in a centralized system, creating a full financial and social profile of a user. This creates a heightened risk of privacy breaches, especially if the system’s security is compromised, as well as security breaches such as unauthorized access and cyberattacks. With agencies sharing sensitive data, residents may worry about how securely their private information is being handled, who has access to it, and how it will be used in the future. For example, the data collected by the MyCity Portal can be shared between city agencies, including the NYPD, and contractors[footnoteRef:80], and may also be disclosed further by City contractors under certain circumstances.  [79:  MyCity Privacy Policy, NYC MYCITY, https://mycity.nyc.gov/s/privacy-policy?language=en_US&LanguageCode=en_US. ]  [80:  See also MyCity Privacy Policy, NYC MYCITY, https://mycity.nyc.gov/s/privacy-policy?language=en_US&LanguageCode=en_US. ] 

Further, the centralized nature of MyCity also raises concerns about the potential for cyberattacks, as a system that could potentially hold vast amounts of sensitive data could become a target for hackers or bad actors.[footnoteRef:81] Cybersecurity threats exploit the increased complexity and connectivity of critical infrastructure systems, placing the overall security, economy, and public safety and health at risk.[footnoteRef:82] Therefore, cybersecurity risk management is essential for addressing privacy risks related to centralized hubs like the MyCity Portal.  [81:  See in general, Data Security, IMPERVA, https://www.imperva.com/learn/data-security/data-security/. ]  [82:  Framework for Improving Critical Infrastructure Cybersecurity: Version 1.1, NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY, April 16, 2018, https://nvlpubs.nist.gov/nistpubs/cswp/nist.cswp.04162018.pdf, p.v.] 

NYC’s agencies have long been considered a highly attractive target for cyberattacks, in part due to the large number of people depending on their services as well as their management of critical infrastructure.[footnoteRef:83] Several reports from private cybersecurity firms as well as government agencies have noted a rising trend in cyberattacks on local governments and public infrastructure.[footnoteRef:84] In 2023, the Chief Information Security Officer at NYC Cyber Command, Kelly Moan, said that the agency receives as many as 90 billion warnings every week from across all City agencies, leading to about 50 investigations per week.[footnoteRef:85] City agencies have already experienced several cybersecurity incidents, with recent examples including incidents involving the New York City Police Department (“NYPD”),[footnoteRef:86] the Law Department,[footnoteRef:87] the NYC Health and Hospitals Corporation (“NYC Health + Hospitals” or “HHC”),[footnoteRef:88] the Department of Finance,[footnoteRef:89] the Department of Citywide Administrative Services (“DCAS”),[footnoteRef:90] and the Department of Education (“DOE”).[footnoteRef:91] [83:  Richard Forno, Local Governments are Attractive Targets for Hackers and are ill-prepared, THE CENTER FOR INTERNET AND SOCIETY AT STANFORD LAW SCHOOL, March 28, 2022, https://cyberlaw.stanford.edu/blog/2022/03/local-governments-are-attractive-targets-hackers-and-are-ill-prepared; Paul Liotta, N.Y. Governor, NYC Mayor Unveil Joint Cybersecurity Plan, STATEN ISLAND ADVANCE, February 23, 2022, https://www.govtech.com/security/n-y-governor-nyc-mayor-unveil-joint-cybersecurity-plan; Carrie Pallardy, Why Cultural Institutions Are Rich Targets for Cyberattackers, INFORMATION WEEK, April 3, 2024, https://www.informationweek.com/cyber-resilience/why-cultural-institutions-are-rich-targets-for-cyberattackers; ]  [84:  New York State Cybersecurity Strategy, THE STATE OF NEW YORK, August 2023, https://www.governor.ny.gov/sites/default/files/2023-08/2023-NewYork-CybersecurityStrategy.pdf; Office of Intelligence and Analysis, Homeland Threat Assessment: 2024, THE U.S. DEPARTMENT OF HOMELAND SECURITY, September 2023, https://www.dhs.gov/sites/default/files/2023-09/23_0913_ia_23-333-ia_u_homeland-threat-assessment-2024_508C_V6_13Sep23.pdf; State of Security: The Race to Harness AI, SPLUNK, 2024, https://archive.is/B8dHP; Jule Pattison-Gordon, Report Predicts Top Cybersecurity Threats for 2024, GOVERNMENTTECHNOLOGY, March 21, 2024, https://www.govtech.com/security/report-predicts-top-cybersecurity-threats-for-2024; Aleksandr Yampolskiy, What does 2024 Have in Store for the World of Cybersecurity?, WORLD ECONOMIC FORUM, February 15, 2024, https://www.weforum.org/agenda/2024/02/what-does-2024-have-in-store-for-the-world-of-cybersecurity/; Gartner Identifies the Top Cybersecurity Trends for 2024, GARTNER, February 22, 2024, https://www.gartner.com/en/newsroom/press-releases/2024-02-22-gartner-identifies-top-cybersecurity-trends-for-2024. ]  [85:  Dan Bowens, NYC Cybersecurity: How are we Protected? A Look Inside an Operations Center, FOX 5 NEW YORK, April 6, 2023, https://www.fox5ny.com/news/new-york-city-cyber-security-operations-center. ]  [86:  In 2018, the NYPD temporarily shut down their LiveScan fingerprint database to prevent the spread of a computer virus that was brought in by a contractor unaware that their mini-computer had been infected with a virus. Ben Feuerherd, Craig McCarthy, Jorge Fitz-Gibbon, How the NYPD’s Fingerprint Database got Shut Down by a Computer Virus, THE NEW YORK POST, November 25, 2019, https://nypost.com/2019/11/24/how-the-nypds-fingerprint-database-got-shut-down-by-a-computer-virus/.]  [87:  In 2021, the Law Department saw their network shut down by a hacker using an employee’s stolen email password, causing widespread disruptions to the Law Department’s work, which included court proceedings and the Department’s own legal affairs. Ashley Southall, Benjamin Weiser, Dana Rubinstein, This Agency’s Computers Hold Secrets. Hackers Got in With one Password., THE NEW YORK TIMES, updated July 9, 2021, https://www.nytimes.com/2021/06/18/nyregion/nyc-law-department-hack.html.]  [88:  In 2022, NYC Health + Hospitals released a “Notification of Possible Compromised PHI [Protected Health Information]” stemming from the discovery of a missing defective hard drive at one of HHC’s hospitals. Notification of Possible Compromised PHI, NYC HEALTH + HOSPITALS, November 29, 2022, https://www.nychealthandhospitals.org/pressrelease/notification-of-possible-compromised-phi/.]  [89:  In 2023, a mishandled test of the Department of Finance’s emergency notification system resulted in the agency unintentionally emailing a roster of its staff—including home addresses, cell numbers, and personal email addresses—to all of the agency’s roughly 1,800 employees. Yoav Gonen, Finance Department Sent Every Employee Their Colleagues’ Personal Info, THE CITY, August 16, 2023, https://www.thecity.nyc/2023/08/16/department-finance-personal-info/.]  [90:  In the first quarter of 2024, the New York City Automated Personnel System, Employee Self Service (“NYCAPS/ESS”), the payroll website for around 300,000 full-time city employees, which is run by DCAS, was taken partially offline in response to an attempted phishing campaign seeking to obtain the personal information of NYCAPS/ESS users. Jeff Coltin, New York City Payroll Website Has Been Down for a Week, Following Phishing Attack, POLITICO, April 2, 2024, https://www.politico.com/news/2024/04/02/new-york-city-payroll-system-has-been-down-for-a-week-following-phishing-attack-00150198.]  [91:  Data Security Incidents, NYC PUBLIC SCHOOLS, last accessed June 4, 2024, https://www.schools.nyc.gov/about-us/policies/data-privacy-and-security-policies/data-security-incidents; Jay Dow, Cyberattack on NYC DOE affects thousands of employees and students, PIX 11, updated June 25, 2023, https://pix11.com/news/local-news/cyberattack-on-nyc-doe-affects-thousands-of-employees-and-students/; Cayla Bamberger, MOVEit Cyber Attack Affected 45K NYC Public School Students, NEW YORK DAILY NEWS, June 26, 2023, https://www.govtech.com/education/k-12/moveit-cyber-attack-affected-45k-nyc-public-school-students; Carl Campanile, More than 380,000 Additional NYC Students Had Personal Info Hacked, Bringing Total To Over 1M, THE NEW YORK POST, May 5, 2024, https://nypost.com/2024/05/05/us-news/over-380k-more-nyc-students-had-info-leaked-bringing-total-to-over-1m/; Data Security Incidents, NYC PUBLIC SCHOOLS, last accessed June 4, 2024, https://www.schools.nyc.gov/about-us/policies/data-privacy-and-security-policies/data-security-incidents; Jay Dow, Cyberattack on NYC DOE Affects Thousands of Employees and Students, PIX 11, updated June 25, 2023, https://pix11.com/news/local-news/cyberattack-on-nyc-doe-affects-thousands-of-employees-and-students/;.] 

In the event of a data breach resulting from either unauthorized access or a cyberattack on the MyCity Portal, residents’ sensitive information could be stolen and misused, leading to identity theft or fraud. The potential for Distributed Denial of Service (“DDoS”) attacks[footnoteRef:92] is another pressing issue. In July 2024, a defective update to CrowdStrike’s Falcon security software that was pushed to Windows operating systems caused many to experience widespread outages, including banks, airlines, and other essential sectors worldwide.[footnoteRef:93] NYC infrastructure was not significantly affected by the CrowdStrike incident.[footnoteRef:94] However, if such an attack were to affect a one stop-shop for all City services, residents could be left without access to critical services, including childcare subsidies, transit benefits, or food assistance. The dependency on a single centralized system amplifies the risks where an attack on one system can disrupt a wide range of City services.  [92:  A distributed denial-of-service (DDoS) attack occurs when multiple machines are operating together to attack one target. Attackers take advantage of security vulnerabilities or device weaknesses to control numerous devices. Once in control, an attacker floods the targeted host or network with traffic until the target cannot respond or simply crashes, preventing access for legitimate users. Understanding Denial-of-Service Attacks, US CYBERSECURITY AND INFRASTRUCTRE SECURITY AGENCY, February 01, 2021, https://www.cisa.gov/news-events/news/understanding-denial-service-attacks.  ]  [93:  Cate Burgan, Crowdstrike Outage Causes Disruption to Federal, SLG Services, MERITALK, July 19, 2024, https://www.meritalk.com/articles/crowdstrike-outage-causes-disruption-to-federal-slg-services/. ]  [94:  Transcript: Mayor Adams Updates New Yorkers on Impact of Crowdstrike Outages to New York City, July 19, 2024, https://www.nyc.gov/office-of-the-mayor/news/563-24/transcript-mayor-adams-new-yorkers-impact-crowdstrike-outages-new-york-city. ] 

Additionally, while the digital wallet could offer convenience by linking a user’s profile to all their benefits, it also raises concerns about how financial transactions and spending patterns will be tracked and used. There may be fears about surveillance or misuse of financial data if this information is not properly safeguarded. If the system is breached, sensitive financial data could be exposed, leading to financial loss or fraud for residents. These potential vulnerabilities highlight the importance of robust security measures, and transparency in data governance to ensure residents can access essential services in the face of system outages or cyberattacks.
Lastly, there are concerns related to dependency of vendors with limited flexibility. The development of the MyCity Portal has been somewhat opaque to the public, and it is unclear how much has been disclosed to OTI during development, including the fact that some technical details of the project are classified, such as the training data of the MyCity Portal ChatBot. The Mayor has also stated that OTI lacks the personnel to build a tool like the MyCity Portal.[footnoteRef:95] Given this, if the MyCity Portal were to malfunction, or there were a need for updates, another contract with an outside vendor would be necessary. The outside vendor-dependent approach adopted during the development of the MyCity Portal can be contrasted with open-source approaches such as ACCESS NYC, where all the technical details are visible to anyone.[footnoteRef:96]  [95:  Jeff Coltin, Joe Anuta, Citing NYC Migrant Crisis, Adams Calls for Steep Budget cuts, Hiring Freeze, POLITICO, September 9, 2023, https://www.politico.com/news/2023/09/09/nyc-eric-adams-migrant-crisis-00114879. ]  [96:  About, ACCESS NYC, August 26, 2024, https://access.nyc.gov/about/. ] 

VI. LEGISLATION 
Int. 0821-2024, A Local Law to amend the administrative code of the city of New York, in relation to the creation of a centralized mobile application for accessing city services. 
This bill would require the Department of Information Technology and Telecommunications to create a single mobile application allowing the public to access services provided by different City agencies. The application would be accessible for persons with disabilities. The department would encrypt all exchanges or transfers between a web server and the mobile application. The application software would be open source and publicly accessible.
VII. CONCLUSION
The Committee looks forward to receiving testimony from the Administration, advocacy groups, academia, and other interested members of the public on the current state of MyCity Portal.


Int. No. 821

By Council Members Holden, Brannan, Louis, Borelli and Paladino

..Title
A Local Law to amend the administrative code of the city of New York, in relation to the creation of a centralized mobile application for accessing city services
..Body

Be it enacted by the Council as follows:
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Section 1. Title 23 of the administrative code of the city of New York is amended by adding a new chapter 13 to read as follows:
CHAPTER 13
ACCESS TO CITY SERVICES WITH MOBILE TECHNOLOGY
	§23-1301 Definitions. For the purposes of this chapter, the following terms have the following meanings:
Commissioner. The term “commissioner” means the commissioner of information technology and telecommunications.
Department. The term “department” means the department of information technology and telecommunications.
§23-1302 Mobile application; creation. a. The department, in collaboration with the chief privacy officer, shall create a mobile application capable of allowing members of the public to access services provided by a city agency. Such mobile application shall include, where relevant:
1. The ability for users to schedule appointments for city services; 
2. The ability to remind users about scheduled appointments with a city agency; and 
3. The ability to send and receive messages to and from the user with the applicable city agency. 
b. The department, in collaboration with other agencies, shall provide public access through such application to all city services except services whose nature makes them incapable of access using mobile application technology.
§23-1303 Accessibility. The department shall adopt an accessibility protocol for the mobile application required by this chapter to ensure the application is accessible for persons with disabilities.
§23-1304 Encryption. The mobile application maintained by the department on behalf of the city or on behalf of any city agency shall encrypt all exchanges and transfers between a web server, maintained by or on behalf of the city or a city agency, and the mobile application shall require web browsers to request such encrypted exchange or transfer at all times, provided that such encryption shall not be required if such exchanges or transfers are conducted in a manner that provides at least an equivalent level of confidentiality, data integrity and authentication.
§23-1305 Open source software. Any custom software, web development service or mobile application created by the department in furtherance of this chapter shall be open source and publicly accessible, except as otherwise provided by the rules of the department.
§23-1306 Alternative methods. The mobile application shall not be the only method to access services provided by a city agency. Each agency shall continue providing access to services provided by such agency without the use of this mobile application. 
§23-1307 Information. a. No vendor if used in the creation, maintenance, or operation of such mobile application, shall use or have access to identifying information, as defined in section 23-1201, beyond the scope necessary for the service provided. 
b. The user shall have the right to review and delete information- collected from or stored by the mobile application related to such user, provided that such information would not be retained by such agency in the ordinary course of providing access to the service through a different method. Such request shall be satisfied within 10 days of the request. 
§23-1308 Biometric identifier information. No biometric identifier information, as defined in section 22-1201, shall be collected by this mobile application. 
§ 2. This local law takes effect 180 days after it becomes law.
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