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I.
INTRODUCTION

On February 10, 2009, the Committee on Public Safety, chaired by Council Member Peter Vallone Jr., will hold an oversight hearing on the lessons that New York City can learn from the recent devastating terrorist attacks on Mumbai.  The Committee on Public Safety has held several oversight hearings about terrorism in recent years, ranging from general topics such as the New York City Police Department’s (NYPD) anti-terrorism efforts, to specific issues, such as how private security guards function in the age of terrorism or how surveillance cameras can be used to fight crime and prevent terrorism.  Today’s hearing will focus on what New York City in general, and the NYPD in particular, can learn from the tragic events in Mumbai.
II.
BACKGROUND

On the night of Wednesday, November 26, ten heavily armed gunmen laid siege to a railway station, a café, a Jewish center, and two luxury hotels in Mumbai.
  The gunmen continued their attacks through the early morning of Saturday, November 29.
  In all, just ten attackers wreaked havoc in the city – killing over 170 people, halting business operations, and setting fire to one of the hotels.
  
Following this devastating incident of terrorism, questions arose as to how only ten men could paralyze an entire section of a large metropolis.  The information thus far uncovered leads investigators to believe that individuals from the terrorist group Lashkar-e-Taiba were responsible for the attacks.
  The ten gunmen apparently arrived in Mumbai by water and communicated with superiors via phone while carrying out the attacks.
  Individuals in New York, a city that is large, diverse, economically prosperous, and surrounded by water, just like Mumbai, are questioning their city’s capacity to respond to similar attacks.  In today’s hearing, the Public Safety committee hopes to learn not only about the city’s preparedness for such an attack, but also about what the city is doing, and what it can do in the future, to prevent such attacks from occurring at all.
After the Mumbai attacks, several criticisms of Indian law enforcement emerged.  Law enforcement was unprepared to combat the attacks because of antiquated equipment, lack of training, and the absence of information-sharing systems among law enforcement agencies.
  Following the attacks, additional concerns about the safety of hotels and the interaction of private sector services with law enforcement were brought to light.
  The effect of the media coverage on the attacks was also considered.  Supervisors of the terrorists apparently followed media reports of the incident and used the information to communicate information about the location of law enforcement forces to the attackers.

III.
SENATE HEARINGS


In January, 2009, the United States Senate Committee on Homeland Security and Governmental Affairs held two hearings to discuss the Mumbai attacks.  The first hearing, on January 8, focused on the tactics and targets of the terrorists and sought to elicit how the United States could learn from the attacks and improve homeland security.
  The second hearing, on January 28, focused on how “soft” targets – such as hotels, movie theaters, and religious or community centers – could learn from the attacks and enhance security.
  Today’s hearing, in contrast, will focus on what New York City and its citizens can learn from the attacks.  
Several points that were made during the Senate hearings, however, shed light on security issues and concerns that affect New Yorkers as they consider how New York City might respond to a similar attack.  Charles E. Allen, the Under Secretary for Intelligence and Analysis at the U.S. Department of Homeland Security, pointed to the two attacks on the World Trade Center Towers in New York as example of the fact that disrupted plots frequently resurface.  In Mumbai, Indian authorities discovered in February of 2008 that the Taj Mahal Hotel had been targeted for surveillance by Lashkar-e-Taiba.  Security at the Taj Mahal Hotel was increased for a time, but the terrorists waited to strike until security returned to normal.
  His testimony made clear that vigilance at possible terrorist targets must always be maintained.  

Under Secretary Allen also commented that predictable security routines create opportunities for terrorists to find vulnerabilities.  For this reason, it is important to vary security routines and to properly prepare private sector security personnel and first responders in the case of an attack.
  Hotels, restaurants, and train stations often share information about their location and layout with the public for the obvious reason that their business depends upon being easily-accessible; yet, such information-sharing is dangerous, as complete knowledge of a target can help terrorists map their plans.
  Technology such as satellite phones and cell phones can help attackers plan and execute their attacks, and the ability to follow media coverage of events can warn them of efforts to foil the attacks.


NYPD Commissioner Raymond Kelly’s testimony at the Senate hearing addressed the ways in which Mumbai was vulnerable, and reported on the actions of the NYPD to avoid such vulnerabilities in New York City.  Overall, his testimony showed that, unlike law enforcement in Mumbai, the NYPD has updated technology at its disposal, is well-trained to confront terrorist threats, and engages in communication with other law enforcement agencies as well as the private sector.
  
Commissioner Kelly testified that harbor security in New York City is significant – drivers inspect the hulls of ships and the submerged parts of piers for underwater explosives, and Emergency Service officers board the Queen Mary Two before it enters New York Harbor to make sure that no attempts to take over the ship are made – but that he believes there is an “urgent need for better port and maritime security,” and that Mumbai was another reminder of that need.
  He also explained that the NYPD has an alliance with private security mangers in the New York area.  The NYPD reviews “best practices” for private security with these individuals.
  The NYPD also provides training for the companies that terrorists might seek to exploit in order to show these companies how to identify suspicious behavior.

Speaking of how the attackers in Mumbai were intimately familiar with the layout of their targets, Commissioner Kelly explained that the NYPD has toured several major hotels since the beginning of December.
  The NYPD also has a partnership with private companies that allow the NYPD access to private security cameras in the financial district as part of the NYPD’s “Lower Manhattan Security Initiative.”
  

The Commissioner pointed out that the attackers in Mumbai were heavily armed, and that they caused mass devastation in the first few minutes of their attack.  To combat this, the NYPD is equipped with, and trained in the use of, heavy weapons.  Police recruits now receive basic instruction in heavy weaponry as well.
  The Commissioner also commented that the proliferation of wireless devices makes it difficult to cut communication between attackers.  He stated that “law enforcement needs to find ways to disrupt cell phones and other communications in a pinpointed way against terrorists who are using them.”

 IV.
CONCLUSION


All of the issues presented in Mumbai, and later discussed at the Senate hearings, are also issues that face the residents and visitors of New York City.  In today’s hearing the Public Safety Committee hopes to learn more about the actions that are being taken to prevent and prepare for terrorist attacks such as those experienced in Mumbai.  
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