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1.  Introduction

On June 24, 2008, the Committee on Technology in Government, chaired by Council Member Gale A. Brewer, will hold an oversight hearing on HHS-Connect.  The Committee hopes to learn about the benefits of HHS-Connect to both agencies and their clients and how the Administration is protecting the personal information that it collects and shares on the citizens and residents of New York City.
2. Health and Human Services Connect (HHS-Connect)

In his 2008 State of the City Address, Mayor Bloomberg announced the launch of HHS-Connect, a newly created office charged with linking the computer systems of numerous city agencies in order to share information throughout the system, increase customer service and expand online access.
  Housed within the Department of Information Technology and Telecommunications (DoITT) and reporting to Deputy Mayor Gibbs, HHS-Connect seeks to create a system to better manage health and human service information and increase accountability throughout City agencies.  Currently, when applying for critical benefit programs, residents have to fill out duplicate paperwork and stand in multiple lines in numerous different offices.  This process is difficult for many City residents to navigate.  Thus, the inability of City agencies to share information has created many problems for individuals looking to access essential programs and for caseworkers who have to spend more time entering data than with the clients they are trying to serve.
 

HHS-Connect will use innovative technologies to improve the way data is stored and shared so that in the future, residents will have to provide their information only once and it will then be shared with various agencies.  Clients will also be able to access their own file and make updates through an online portal.
  This system will allow residents to apply online for multiple programs through a single point of entry and will create a structure for agencies to allocate resources through a holistic approach.  In addition, community organizations will be able to electronically refer cases to the City.
  

DoITT recently awarded Accenture, a “global management consulting, technology services and outsourcing company,”
 a $79.6 million contract to provide support for HHS-Connect.  The three year contract calls for the build out of the existing technology and the development of new systems to support the initiative.  Specifically, Accenture will help develop case management capability for agency specific functions, implement a system to accept online applications, and expand the pre-screening application functions.
        

a. ACCESS NYC

An integral part of HHS-Connect is ACCESS NYC, which was launched by DoITT in 2006.  ACCESS NYC is an online resource that promotes self- sufficiency among the City's residents by providing greater access to City, State and Federal benefit programs.
 The system provides New Yorkers with the opportunity to pre-screen anonymously or set up an account in order to find more than 30 health and human services benefit programs and tax assistance programs in seven different languages.  By entering household information, residents can receive a list of the programs for which they are potentially eligible, print partially complete application forms, search for office locations and create an account to access their information at a later time.  In the future, the system will be enhanced through a third phase that will offer pre-screening, allow residents to apply online for select human service benefits and provide case management tools that can be used by City agencies.  Since 2006, 180,000 residents have used the system and almost 3,500 accounts have been created.

3.  Computer Security

As computers become more common and more organizations use computer systems to transfer greater amounts of information, the likelihood of fraud or theft increases.  Over the years, there have been a growing number of incidents involving the loss of information from computer hard drives and unauthorized access to large databases with personal information.  The Office of Management and Budget reported that the number of information security incidents reported by federal agencies jumped from 5,146 in fiscal 2006 to 12,986 in 2007.

a.  The Need for Cyber Security Technologies

The protection of financial, personal and company information is critical in this day of age when individuals or organizations can inexpensively interfere with network systems from remote locations.  One risk is the unauthorized access of personal identifying information from institutional databases by employees, by third parties with remote access through the Internet, or simply from improper disposal of old records.  Identity thieves can use a person’s identifying information to establish lines of credit and run up debt.  In 2008, the Federal Trade Commission reported that identity theft represented 32% of all consumer fraud complaints for the calendar year 2007.
  Another risk is unauthorized information modification where a person is able to make changes to stored information.  This can happen through the use of spoofing, a type of threat where one computer on a system pretends to have the identity of another computer with special access capabilities.
  Through this path, an individual is able to make major changes to private information.

Software viruses, such as the Trojan Horse, are also major threats to computer systems.  A Trojan Horse is computer program that appears to perform a non-harmful task but secretly performs another, usually malicious, action such as installing a virus, or stealing personal information.  Personal information, once stolen, can then be sent over the Internet to the creator of the Trojan Horse.  According to the Symantec Internet Security Threat Report, the threat from malicious codes is increasing exponentially.  In the last six months of 2007, Symantec Internet Security detected 499,811 threats, compared to 212,101 in the first six months of 2007 and 125,243 threats for all of 2006.

b.  Cyber Security Technologies

There are a number of technologies already in use that can protect our infrastructure from cyber attacks or theft of information.  Boundary protection technologies control the network traffic at a network boundary.  These types of technologies include firewalls, which can keep unwanted external data out and sensitive internal data in.  Another type of boundary protection is content management or filtering technologies that can monitor email and other applications in order to filter inappropriate content such as spam.  Authentication technologies also protect a system by identifying specific users through a password or identification number.  One of these authentication technologies is called biometrics.  Biometrics identifies users by measuring and analyzing human characteristics that are distinct to each person like fingertips or eyes.  Smart tokens, portable devices that contain circuit chips capable of storing and processing data, are also used for authentication purposes.

System integrity controls is another category of cybersecurity technology.  Antivirus software is used within these system controls in order to detect viruses and stop them before they cause damage to the system.  There are several different types of antivirus software including signature scanning or computer code scanning.  Another control is integrity checking tools that can detect whether files have been changed and enable the administrator to look for unauthorized alterations.
  

The third category of cybersecurity is cryptography, which uses encryption technologies to hide information and prevent undetected modification or unauthorized use.  Cryptography can “provide assurance regarding the confidentiality, integrity, or origin of information that has been exchanged.”
  Some cryptography technologies that are used are message content encryption, digital certificates, digital signatures, secure sockets layer (SSL) and virtual private networks that allow organizations to establish network connections over the Internet by encrypting communications between the two end points.

Audit and monitoring controls perform investigations before and after attacks against a system.  Within these controls are intrusion detection and prevention systems that monitor events occurring on a system and alert the administrator or they can even prevent an attack.  Computer forensic tools are also used as monitoring controls by identifying and preserving computer-based evidence.  These tools can recover deleted or damaged files and determine the person and methods of an attack.
  

Lastly, configuration management and assurance provide administrators with the ability to maintain their security settings.  Secure backup tools can restore function to a system that has been a product of a cyberattack or they can keep networks operating during a cyber attack.  Scanners are additional tools that can manage the security of networks by identifying vulnerabilities before they happen.
  

However, most of these technologies have limitations and do not address all vulnerabilities.  An example of this is a firewall, which can control the flow of traffic but cannot protect against threats within the network itself.  In addition, antivirus software require continuous updates since new viruses are discovered on a regular basis, and virtual private networks cannot ensure the security of the host on either end of the network.
  As a result, researchers believe that it is necessary to design built-in security systems and conduct long-term research and development in order to create a broader range of security tools.
  
4.  Privacy Policies
a.  Federal Information Sharing and Privacy Policies


After September 11, the ability to share information throughout governmental agencies has become an obvious and necessary task that is critical in protecting the country.  Information sharing within agencies has also come to be seen as a useful tool for other uses such as medical and social service efforts.  The 9/11 Commission’s final report called on the President to “provide incentives for sharing, restore a balance between security and shared knowledge, and lead a government-wide effort to address shortcomings in this area.”
  Subsequently, Congress mandated through section 1016 of the Intelligence Reform Act a more extensive information sharing process by establishing an Information Sharing Environment (ISE) that should define policies and procedures to link information to all appropriate agencies.  In May 2005, the Department of Homeland Security created numerous initiatives to enhance information sharing with federal, state, and local governments concerning cyberattacks and vulnerabilities.  The federal government is still in the process of creating and implementing information sharing policies or procedures.
 


Federal agencies are also subject to privacy laws that are meant to stop security breaches and loss of personal information.  The two laws that mandate these policies are the Privacy Act of 1974 and the E-Government Act of 2002.  The Privacy Act places limits on agencies’ authority for the collection, disclosure and use of personal information.  It also requires agencies to notify the public when they establish or make changes to a system of records.  The Office of Management and Budget is responsible for providing guidance on the provision of this law and has recently conducted a review of their policies in order to ensure the privacy of personally identifiable information.  The Privacy Act is based on The Fair Information Practices, which was proposed in 1973 by a government advisory committee. These practices are a set of principles for protecting the security of personal information and have become the standard for evaluating the adequacy of privacy policies within agencies.
  In addition, the E-Government Act of 2002 requires agencies to conduct privacy impact assessments (PIA) that analyze how personal information is collected and managed within each agency system.  The PIAs are made public in order to explain the collection processes used and how this data will be protected.

b.  State Privacy Policies


In 2001, New York State passed the Internet Security and Privacy Act, which mandated that the State Office for Technology adopt rules and regulations and specify a model Internet privacy policy for state agencies that maintain websites.
   The Act also requires state agencies to adopt an Internet privacy policy that includes information required by the model Internet privacy policy.  The law calls for each privacy policy to include a statement on the information the agency will collect, the circumstances under which the information collected may be disclosed, whether the information will be retained and the period of time it will be held for, the procedures by which a user may gain access to the information, and the steps being taken to protect the confidentiality of the information.  Due to this legislation, in 2002, the Office of Technology released a best practice guideline for drafting Internet privacy policies.  The guidelines highlight considerations that should be taken into account and an outline for drafting a privacy policy.
 City agencies are not subject to the Internet Security and Privacy Act.
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