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I.
INTRODUCTION


On February 25, 2008, the Committee on Public Safety, chaired by Council Member Peter F. Vallone Jr., the Committee on Fire and Criminal Justice Services, chaired by Council Member Miguel Martinez, and the Committee on Technology in Government, chaired by Council Member Gale A. Brewer, will hold a joint oversight hearing on the status of the implementation of the citywide mobile wireless network. Those expected to testify include representatives from the New York City Department of Information Technology and Telecommunications (“DoITT”), Northrop Grumman Corporation (“Northrop Grumman”), the New York City Police Department (“NYPD”), the New York City Fire Department (“FDNY”), and the New York City Office of Emergency Management (“OEM”), 

II.
OVERVIEW

This hearing is a follow up to a hearing these Committees held on November 16, 2006 which examined the contract awarded to the Northrop Grumman Corporation by the city of New York to build and maintain a Citywide Mobile Wireless Network (“CMWN”), the impact the CMWN could have on first responders and improvements to first responder communications unrelated to the CMWN. At the November hearing, the Committees learned that when completed, the CMWN would, among other things: (i) give New York City first responders high-speed access to data, such as fingerprints, city maps, and full-motion streaming video; (ii) allow other city agencies to retrieve real-time emergency management data; and (iii) permit incident managers at operations centers and first responder personnel on-scene to share information. The Committees were told that it was expected that the CMWN would be fully operational by the Spring of 2008. Therefore, the Committees are interested in receiving an update on the progress DoITT and Northrop Grumman are making in completing the project and in receiving greater detail as to how and when first responders will utilize the CMWN. 
III.
NORTHROP GRUMMAN CONTRACT

On September 12, 2006, Mayor Bloomberg and Commissioner of the Department of Information Technology and Telecommunications, Paul Cosgrave, announced the selection of the Northrop Grumman Corporation to create the Citywide Mobile Wireless Network for New York City first responders and other city agencies.
  The city of New York, acting by and through DoITT, and Northrop Grumman then entered into a $500 million contract to build and maintain the CMWN.
  The contract has been described as “the most aggressive commitment by any municipality to provide a next-generation public safety network.”
  The CMWN will give first responders from the NYPD and the FDNY rapid access to extensive data, including federal and state anti-crime and anti-terrorism databases, mug shots, and live video streams.

The scope of work of the contract contemplated designing and building the CMWN for the transmission of data concerning public safety purposes, including the provision of the equipment (“subscriber equipment”) necessary to transmit and receive the data, and further including services to operate, maintain, and repair the CMWN.

Particular uses may fall under four classes:

Class 1 – Wireless Broadband Public Safety (High-Speed Data and Video)

· To support database queries, simultaneous downloads of large, “static” data files to mobile devices, simultaneous downloads of full-motion (30-frames per second) video to and from emergency scenes, continuous environmental monitoring and control, as well as continuous biological, chemical, nuclear, and radiological monitoring and control at selected sites.  The system will need to provide complete interoperability across regional and jurisdictional lines.

Class 2 – Wireless Automatic Vehicle Location

· To keep track of the locations of all police, fire and other emergency vehicles, and enable vehicle operations to establish their own precise locations and determine the best routes to take to respond to requests for assistance.  Network equipment would include: global positioning system receivers, internal/external wireless data modems, vehicle control heads, integrated voice/video/data devices and GIS mapping software.

 Class 3 – Wireless Call Boxes for Emergency Services

· To enable the installation of equipment in public locations, such as city parks, that could be used by members of the public to summon emergency services when needed.  The city may desire to have up to 20 thousand call boxes installed.  Network equipment would include: call boxes, wireless data modems, environmentally safe enclosures, and antenna systems.

Class 4 – Wireless Traffic Signal Control

· The New York City Department of Transportation’s Traffic Signal Control System provides direct, on-line control of the traffic signals located throughout the city on a real-time basis.  The requirement is to transmit wireless traffic signal information to/from the specified number of traffic control boxes to the DOT Traffic Management Center located in Queens, New York.  Network equipment will include: internal/external wireless data modems and antenna systems.

The initial term of the contract is five years, with two five-year renewals, at the city’s option.  Under the contract, Northrop Grumman is required to provide spectrum for the network for up to 15 years, even if, after the network is accepted by the city, further services from Northrop Grumman are no longer required.

There are two phases to the project.  During Phase I, which has already been completed, Northrop Grumman demonstrated how its wireless solution met the city’s requirements.  Northrop Grumman installed equipment in test areas in Lower Manhattan, and the city and Northrop Grumman conducted a 12-week test of this pilot network. 

Subsequent to Phase I, Mayor Bloomberg announced that DoITT selected Northrop Grumman after an extensive and collaborative evaluation among representatives from DoITT, the NYPD, the FDNY, and the New York City Department of Transportation.
  During the evaluation of its pilot program, Northrop Grumman’s performance in a series of rigorous technical criteria proved that its technology was most successful in emergency simulations and multiple failure scenarios, including the loss of commercial power and telecommunications services.
  The city also conducted a successful interoperability exercise in which the network was programmed to simulate an emergency incident.
  The technology allowed responders in the field to communicate with their operations headquarters and send and receive critical information during demanding conditions.


After Phase I, beginning in Lower Manhattan, Northrop Grumman began installing field and network equipment, with direct oversight by the city and a quality assurance consultant, in cooperation with public safety agencies involved with the project.  Northrop Grumman is responsible for equipping, building, and maintaining the system for five years, while providing technical support to DoITT.
  The wireless system can be modified in the future to accommodate upgrades and the addition of new applications.
  The city may renew the contract for up to an additional 10 years, and add more units to accommodate future growth as required.

IV.
CITYWIDE MOBILE WIRELESS NETWORK
A wireless network uses radio waves as the carrier of information between computers and other devices via antennas instead of cables.  Because cables are not used to transmit information, the computers and other devices operating on the network do not need to operate in a fixed location. The radio signals generated by mobile wireless networks are no different than those generated from other broadcast sources, such as radio or television.  Voice, video, and other data can all be sent via mobile wireless connections.

There are several proposed protocols for mobile wireless networks, which were designed to fulfill different roles.
  The standards, promulgated by the Institute of Electrical and Electronics Engineers (“IEEE”) include Incident Area Networks (“IAN”), and Jurisdictional Area Networks (“JAN”).  The protocol for IAN, known as IEEE 802.11, operates in the 2.4 GHz or 5 GHz bands, has a range of up to 50 meters (160 feet), and can reliably transmit up to 200 Mbit/s.
  The protocol for JAN is the IEEE 802.16 standard, a “last mile” protocol operating in the 10 GHz to 66 GHz range with a theoretical transmission rate of up to 70 Mbit/s.  Because the frequencies over which 802.16 operates are “short,” they do not easily penetrate walls or other obstructions, therefore, it is a “line-of-sight” protocol.  The IEEE 802.16a standard operates in the 2 GHz to 11 GHz range, and does not require line-of-sight. 

A..
Mobile Wireless Networks in Other Jurisdictions
The Capital Wireless Integrated Network (“CapWIN”) is an interoperable first responder data communication and information-sharing network with a partnership between the State of Maryland, the Commonwealth of Virginia, and the District of Columbia.
  The network is the first multi-state and multi-discipline public safety and transportation wireless data system in the United States.  CapWIN allows law enforcement users to “query state and Federal criminal databases, coordinate incident responses, search CapWIN’s user directory, and communicate directly with users regardless of location or agency affiliation.”  First responders from 24 agencies across the National Capital Region around Washington, D.C. can access CapWIN and communicate across jurisdictions.  Staff based in University of Maryland’s Center for Advanced Transportation Technology manages the network, which has been in the development cycle for the last three years.

In August 2006, the city of Cheyenne, Wyoming, announced the deployment of a citywide wireless broadband network to support the communications needs of multiple public safety departments in the city.  The network will provide mobile access to more than 80 city police and firefighter vehicles, control 100 traffic lights, and provide access to geographic information system (“GIS”) maps for firefighters and utility workers.
  

City officials in Providence, Rhode Island, announced plans in September 2006 for a $2.3 million wireless mesh network for public safety.  The network is already connected to 24 police vehicles and is expected to expand to up to 200 vehicles.  A separate wireless network is being used for voice communications in order to add redundancy in case of an emergency.  Providence plans to expand the network for use by other public works and municipal employees within the next year.

WiFi-CityWide, InfiNet Wireless, and Lockheed Martin formed a partnership to build a pilot municipal Wi-Fi
 and public safety network for the city of Riverside, California in August 2006.  Lockheed Martin will operate the public safety portion of the network that will make use of the 4.9GHz band designated by the Federal Communications Commission.

V.
ISSUES AND CONCERNS


At the initial hearing in November of 2006 the Committees sought to ascertain details as to how and when this system would be designed, implemented and operational. The Committee also explored the capabilities of the system and discussed some details as to how each agency plans to use it. However, because the November hearing included discussions of improvements to first responder communications unrelated to the CWMN the Committees were left wanting more details as to how the agencies would utilize the system. The Committees want to ensure that the CWMN will be operational on or near schedule and that the city is taking all the necessary steps to make the best use of the CWMN as soon as it is operational. 
� “Mayor Bloomberg Announces Selection of Northrop Grumman to Build High Speed Wireless Data Network for Police Officers, Firefighters and other City Workers,” Press Release, September 12, 2006.


� Citywide Mobile Wireless Network (CMWN) Contract Summary, provided to the New York City Council from the Mayor’s Office of City Legislative Affairs, October 16, 2006.


� Press Release, supra note 1.


� Id.


� CMWN Contract Summary, supra note 2.


� Id.


� Citywide Mobile Wireless Network (CMWN) Project Description, provided to the New York City Council from the New York City Department of Information Technology and Telecommunications (DoITT), May 5, 2005.


� Id.


� Id.


� Id.


� CMWN Contract Summary, supra note 2.


� Press Release, supra note 1.


� Id.


� Id.


� Id.


� Id.


� Id.


� Id.


� In the field of telecommunications, a communications protocol is the set of standard rules for data representation, signaling, authentication, and error detection required to send information over a communications channel. An example of a simple communications protocol adapted to voice communication is the case of a radio dispatcher talking to mobile stations. The communication protocols for digital computer network communication have many features intended to ensure reliable interchange of data over an imperfect communication channel. Communication protocol is basically following certain rules so that the system works properly.


� Millions of bits per second.  Typical commercially available “hard wired” broadband connections usually range between 1 and 3 Mbit/s.


� Capital Wireless Integrated Network (CapWIN), http://www.capwin.org/index.cfm.


� Capital Wireless Integrated Network (CapWIN), CapWIN Organization, http://www.capwin.org/index.cfm?fuseaction=t2&ID=38.


� Alvarion, Inc., “Mobile & Fixed Broadband Municipal Networks Deployed in Wyoming Using Alvarion Systems,” Press Releases, August 7, 2006, http://www.alvarion.com/presscenter/pressreleases/7540/.


� Hamblen, M., “Providence Unveils Wireless Network for Public Safety,” ComputerWorld, September 5, 2006.


� Wi-Fi is short for “wireless fidelity”; See Wi-Fi Alliance, http://www.wi-fi.org/OpenSection/index.asp; “A Brief History of Wi-Fi,” The Economist, June 12, 2004.


� “Riverside, Calif. to Get Pilot Municipal Wi-Fi and Public Safety Network,” Government Technology, August 8, 2006.
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