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I.
INTRODUCTION


On November 16, 2006, the Committee on Public Safety, chaired by Council Member Peter F. Vallone Jr., the Committee on Fire and Criminal Justice Services, chaired by Council Member Miguel Martinez, and the Committee on Technology in Government, chaired by Council Member Gale A. Brewer, will hold a joint oversight hearing on improvements in communication technology among New York City first responders.  Those expected to testify include representatives from the New York City Police Department (“NYPD”), the New York City Fire Department (“FDNY”), the New York City Office of Emergency Management (“OEM”), the New York City Department of Information Technology and Telecommunications (“DoITT”), and the Northrop Grumman Corporation (“Northrop Grumman”).

II.
OVERVIEW

This hearing will focus on the progress of radio communications for New York City first responders since the World Trade Center attacks on September 11, 2001, as well as the creation of the Citywide Mobile Wireless Network (“CMWN”) for public safety personnel and other New York City agencies.  Radio communications provide for the immediate exchange of voice information between first responders, while mobile wireless networks offer high-speed data access to support large file transfers, such as anti-crime databases and video footage.  Following the events of September 11, the NYPD and the FDNY each enlisted the services of the management-consulting firm of McKinsey & Company to identify the effective and ineffective aspects of the responses to the World Trade Center attacks the previous year so that New York City can be better prepared for large-scale emergencies in the future; communication technology was discussed in both final reports.  In addition, this past September, the Northrop Grumman Corporation was selected to build the CMWN, which will give New York City first responders high-speed access to data, such as fingerprints, city maps, and full-motion streaming video, and allow other city agencies to retrieve real-time emergency management data and share information between incident managers at operations centers and first responder personnel on-scene.

III.
FIRST RESPONDER COMMUNICATION TECHNOLOGY


A.
Radio Spectrum

The electromagnetic spectrum is the range of frequencies, also known as wavelengths, of electromagnetic radiation (i.e. photons).  The standard unit of frequency for electromagnetic radiation is the hertz (Hz), representing one cycle per second.  Larger units of frequency include the kilohertz (KHz) representing thousands (1,000s) of cycles per second, the megahertz (MHz) representing millions (1,000,000s) of cycles per second, and the gigahertz (GHz) representing billions (1,000,000,000s) of cycles per second.
  The electromagnetic spectrum usually refers to the range of electronic radiation between high frequency gamma rays (300 Ehz
) and extremely low frequency radio waves (30 Hz), although electromagnetic radiation does occur outside of those limits.  Frequencies between 3 GHz and 300 GHz are commonly known as microwaves, and frequencies below 3 GHz are commonly known as radio waves.


Electromagnetic radiation can carry information by modulating, or changing, the basic pattern of a particular electromagnetic wave.  A receiver interprets the modulation of a signal as information, and then reconstructs this information into voice (e.g., radio), data (e.g., Internet) or video (e.g., two-way video broadcasting).  Different types of communications use different amounts of the spectrum (the range of frequencies over which information is sent; also known as the band or bandwidth), depending on how much information (voice, video, and data) is required.  For example, an FM radio station uses about 100 KHz of the spectrum, a broadcast TV channel uses about 6 MHz of the spectrum, and two-way video would use about 12 MHz of the spectrum per double-ended connection.

B.
Interoperability

Too much communication on a particular band of frequencies can interfere or crowd out other communications.  Because of this, the electromagnetic spectrum is a limited resource.  Although technological innovation is expanding the capacity of this natural resource through the greater compression of information (e.g., voice and data) and through the ability to transmit more information in each unit of bandwidth,
 there still exists a shortage of spectrum for public safety communications.  When commercial communications interfere with public safety communications, public safety communications users might experience loss of coverage, signal quality problems and/or prolonged response time.
  Not only does the shortage of spectrum jeopardize the lives and health of public safety officials, it threatens their ability to fully discharge their duty to protect the lives and property of all Americans.

The limited availability of spectrum has also forced emergency agencies to operate on several different and incompatible radio frequency bands, as most communication devices are usually only “tuned” to a particular frequency band.  In other words, there has been a fragmentation of spectrum for public safety communications.  The result of this fragmentation of public safety communications spectrum is a lack of “interoperability” for communication between police, fire, and other emergency responders.  Interoperability
 simply refers to the ability of public safety personnel to communicate by radio (or another communication device) with staff from other agencies, on demand and in real time.  Interoperability is important because responses during emergencies and disasters require a joint response by all first responder personnel—police, fire, and emergency medical services.  The ability of the public safety community to provide a coordinated response to criminal activities, fires, medical emergencies, or natural disasters can mean the difference between life and death.

C.
Radio Interoperability in Other Jurisdictions


In 2005, the city of Tacoma, Washington switched to an 800-megahertz radio system, giving police, fire, and public works employees more channels and the ability to communicate with each other.
  The new system, which is computer-based and covers the entire city, cost the city $12 million.
  Tacoma established 14 channels for use by the departments, including the Tacoma Dome and Convention Center staff members who also received new radios.

SmartLink Radio Networks was recently awarded a contract to develop a multi-agency public safety radio system for county and city public safety agencies in San Francisco, California.  The San Francisco system will also be connected to the city’s Emergency Communications Center and the Federal Bureau of Investigation’s San Francisco operational command center.  The SmartLink I-Network offers radio-to-radio interoperability and “always on” capabilities that provide constant interoperability to all radios.

In addition to Tacoma, Washington and San Francisco, California, other areas have also worked to improve radio interoperability among first responder agencies.  Memphis and Shelby Counties in Tennessee have purchased new emergency radios that use the 800-megahertz frequency as well for their police and fire departments.


D.
Mobile Wireless Network
A wireless network uses radio waves as the carrier of information between computers and other devices via antennas instead of cables.  Because cables are not used to transmit information, the computers and other devices operating on the network do not need to operate in a fixed location; they can be mobile.  The radio signals generated by mobile wireless networks are no different than those generated from other broadcast sources, such as radio or television.  Voice, video, and other data can all be sent via mobile wireless connections.

There are several proposed protocols for mobile wireless networks, which were designed to fulfill different roles.
  The standards, promulgated by the Institute of Electrical and Electronics Engineers (“IEEE”) include Incident Area Networks (“IAN”), and Jurisdictional Area Networks (“JAN”).  The protocol for IAN, known as IEEE 802.11, operates in the 2.4 GHz or 5 GHz bands, has a range of up to 50 meters (160 feet), and can reliably transmit up to 200 Mbit/s.
  The protocol for JAN is the IEEE 802.16 standard, a “last mile” protocol operating in the 10 GHz to 66 GHz range with a theoretical transmission rate of up to 70 Mbit/s.  Because the frequencies over which 802.16 operates are “short,” they do not easily penetrate walls or other obstructions, therefore, it is a “line-of-sight” protocol.  The IEEE 802.16a standard operates in the 2 GHz to 11 GHz range, and does not require line-of-sight.

E.
Mobile Wireless Networks in Other Jurisdictions
The Capital Wireless Integrated Network (“CapWIN”) is an interoperable first responder data communication and information-sharing network with a partnership between the State of Maryland, the Commonwealth of Virginia, and the District of Columbia.
  The network is the first multi-state and multi-discipline public safety and transportation wireless data system in the United States.  CapWIN allows law enforcement users to “query state and Federal criminal databases, coordinate incident responses, search CapWIN’s user directory, and communicate directly with users regardless of location or agency affiliation.”  First responders from 24 agencies across the National Capital Region around Washington, D.C. can access CapWIN and communicate across jurisdictions.  Staff based in University of Maryland’s Center for Advanced Transportation Technology manages the network, which has been in the development cycle for the last three years.

In August 2006, the city of Cheyenne, Wyoming, announced the deployment of a citywide wireless broadband network to support the communications needs of multiple public safety departments in the city.  The network will provide mobile access to more than 80 city police and firefighter vehicles, control of 100 traffic lights, and access to geographic information system (“GIS”) maps for firefighters and utility workers.
  

City officials in Providence, Rhode Island, announced plans in September 2006 for a $2.3 million wireless mesh network for public safety.  The network is already connected to 24 police vehicles and is expected to expand to up to 200 vehicles.  A separate wireless network is being used for voice communications in order to add redundancy in case of an emergency.  The city plans to expand the network for use by other public works and municipal employees within the next year.

WiFi-CityWide, InfiNet Wireless, and Lockheed Martin formed a partnership to build a pilot municipal Wi-Fi
 and public safety network for the city of Riverside, California in August 2006.  Lockheed Martin will operate the public safety portion of the network that will make use of the 4.9GHz band designated by the Federal Communications Commission.

IV.
COMMUNICATION PROBLEMS AMONG NYC FIRST RESPONDERS

A.
McKinsey & Company Reports on the FDNY and the NYPD

One of the most highly publicized failures in the response to the September 11 attacks was radio communication.  McKinsey & Company (“McKinsey”), at the request of the FDNY and the NYPD, conducted an internal review of the responses by the FDNY and the NYPD to the September 11 attacks to determine what lessons each of the departments could learn to improve disaster preparedness and response capabilities.  Communication problems that existed prior to September 11, 2001 among New York City’s first responders—police officers, firefighters, and emergency medical service (“EMS”) workers—were highlighted in reports issued by McKinsey in August 2002.  The McKinsey Report on the FDNY (“FDNY Report”) was based on a five-month study, which included a review of radio transmissions, dispatch records and communication logs, and interviews with FDNY personnel and experts in the field of disaster management.
  For the McKinsey Report on the NYPD (“NYPD Report”), McKinsey collaborated with the NYPD for four months to investigate the objectives of the NYPD during a disaster (Rescue, Transportation, Site Security, Investigation and Citywide Security) and the instruments at the Police Department’s disposal (Operational Command, Communications, Personnel, Logistics/Equipment, Intelligence, Training, and Planning).

B.
FDNY Issues and Recommendations


The FDNY Report identified several major communication problems.  The radios used by the FDNY on September 11 either completely failed or worked intermittently.  In addition, there was a lack of reliable radio communication in high-rise buildings, as well as in subways and tunnels.  EMS personnel also used the same frequency for command and citywide communication, and faced excess radio traffic due, in part, to these two communication channels operating on the same frequency.  Furthermore, there was confusion regarding which channel to relay communication on, which made the exchange of radio messages difficult.


Additionally, the FDNY Report stated that the FDNY: (1) needed an effective, well-established process to manage the progress of technology initiatives involving multiple bureaus within the Fire Department; and (2) lacked the ability to ensure that these Fire Department bureaus exchange information effectively.  These shortcomings, according to the FDNY Report, posed the largest hindrance to the Fire Department’s ability to successfully address some long-standing communications and technology problems.  In order to tackle these enduring deficiencies, the FDNY report suggested the development of a long-term Technology Plan and the implementation of initiatives using a standardized process.

The proposed recommendations set forth by the FDNY Report to immediately address urgent communications issues included:

· Complete testing of ultra-high frequency portable radios;

· Improve communication capabilities in high-rise buildings by testing and deploying portable, mobile, and air-based repeaters;

· Pursue stationary communications infrastructure by requiring high-rises to support first responder communications and evaluating the deployment of additional city-owned infrastructure;

· Explore using the Police Department’s communication infrastructure to meet the Fire Department’s needs;

· Improve communications in the subways;

· Improve communications in the tunnels;

· Determine the most effective EMS radio channel deployment;

· Improve the ability of the FDNY to receive and disseminate critical incident information;

· Receive audio and video feeds from NYPD helicopters;

· Streamline information flows in the EMS Dispatch center;

· Communicate with other agencies;

· Give chief officers at incident scenes better ways to manage information and track personnel;

· Evaluate and deploy electronic command boards;

· Improve EMS capability to track patients during large-scale incidents.

C.
NYPD Issues and Recommendations


The NYPD Report evaluated the instruments the NYPD uses to meet the key objectives of the NYPD during an emergency.  With respect to radio infrastructure, the radio technology did not fail, and the NYPD radios worked well.  Less than 15 percent of officers experienced communications failures, or “dead air,” on September 11.  Regarding radio usage protocols, radios suffered from cluttered transmissions in the early phase of the September 11 incident, and only 42 percent of officers could clearly decipher traffic.  Concerning landlines and cellular equipment, officers were highly reliant on cell phones, which were mostly inoperable because of system overload and infrastructure damage.  NYPD communications were also severely hampered by the failure of landlines around the World Trade Center site and at One Police Plaza.


A number of significant improvement opportunities were listed in the NYPD Report along with the analysis of the key issues that the NYPD must address in order to advance its emergency response.  With regard to communications, the following improvement opportunities were identified, along with desired outcomes:

· Improvement opportunity: Radio communications protocols and procedures that optimize information flow

· Desired outcomes: Excellent radio discipline by all NYPD officers; minimal clutter; override capability for critical information.

· Improvement opportunity: More effective landline communications

· Desired outcomes: Sufficient redundancy built into Command Center, Metrotech, One Police Plaza, and other key NYPD locations; contingency plans in case of landline failures.

· Improvement opportunity: Improved robustness of mobile communications

· Desired outcomes: Emergency responders able to successfully utilize cellular and satellite phones despite potential citywide surges in usage; alternative mobile technologies employed.

· Improvement opportunity: Improved robustness and integrity of radio infrastructure and 911 system

· Desired outcomes: Sufficient redundancy built into radio system and Metrotech to handle large-scale disaster; operational backup site for Metrotech.

V.
IMPROVEMENTS IN NYC FIRST RESPONDER COMMUNICATION


A.
Fire Department

Improving radio communication capabilities has been at the forefront of the Fire Department’s agenda.  The FDNY is implementing its communications improvements in two phases.  The first phase, which has been completed, consisted of three main components: a new Motorola XTS 3500R handie-talkie radio, higher wattage post radios, and vehicle based repeaters.  The second phase, which addresses communications infrastructure, is in the planning stages.

Motorola XTS 3500R Handie-Talkie Radios

The Motorola XTS 3500R radios operate in the Ultra High Frequency (“UHF”) band, instead of the previously used Very High Frequency (“VHF”) band.  They feature the capacity for 48 channels, for greater operational flexibility, and operate at a higher wattage, meaning they can transmit with greater power over greater distances.  These radios also include a customized emergency alert function that can pinpoint a firefighter’s location immediately.  The new radios were deployed citywide by February 11, 2003, and are functioning well, according to both the FDNY and unions.

Post Radios

The post radios are self contained, portable, battery operated, high-powered transceivers, which include a 45-watt output transmit power, an external handset, and a case mounted antenna.  They are primarily used by Chief Officers for fires in high-rises and remote areas to communicate on the command channel, with the capability for tactical transmission as needed.  The FDNY also acquired Motorola XTVA 28-watt portable radios to be used as a backup to the post radios.  All 49 Battalion Chiefs and Division Chiefs are equipped with these radios, as well as the Safety Command.  As a result, one or two post radios are present at every working fire.

Vehicle Repeaters

A repeater is a device that boosts radio signals.  The new cross-band vehicle repeater is the Motorola VRS 750, which transmits at 5-watts into the lobby command post in the VHF band and at 40-watts to the building’s upper floors in the UHF band.  The repeater has a remote control feature that allows UHF frequency selection through the VHF portable radio without manually changing the repeater itself.  The repeater is designed to address communications shortcomings in high-rise buildings.  The improved vehicle repeaters have deployed throughout the City in battalions that regularly respond to high-rise fires, for use by the first-arriving Battalion Chief.

Ongoing Measures

Other communications measures include:

· As a part of the second phase, the FDNY selected iXP, a consulting and integrated service firm that specializes in emergency communications systems, to design and develop a communications infrastructure involving repeaters, signal boosters and other devices that would be installed in buildings.

· In conjunction with the Metropolitan Transportation Authority and the NYPD, the FDNY has been working on an extensive subway repeater system, which is almost completed.
  According to recent reports, however, the FDNY would have to obtain two new radio frequencies from the federal government, which presents problems for the completion and implementation of this system.

· The FDNY has made strides in strengthening EMS communications by adding a second citywide radio channel.
  This additional EMS channel eliminates the overlapping frequency between command and citywide channels, and enhances the capability of EMS command at the scene of multiple incidents, and allows for better utilization of frequency allocations for EMS chiefs.

· The Fire Department Operations Center is nearing completion, which will improve the Department’s ability to monitor and manage large-scale incidents.  The center’s capabilities include the ability to receive live video feeds from NYPD helicopters, as well as from the FDNY’s satellite camera system.

· Interoperable radio communication between the FDNY and other city agencies has been further enhanced by the installation of ACU 1000 units in the Fire Department’s two-field communication units.
  The ACU 1000 takes any and all radio frequencies in use and directs them so that personnel on any one frequency can hear and communicate with personnel on any other frequency.
  This allows FDNY chiefs, using their new radios, to patch in to communicate directly with other city personnel, such as OEM and the NYPD, as well as with federal agencies, such as the Federal Bureau of Investigation.

· The FDNY has allocated $7.5 million for radio transmission recorders for all Battalion vehicles.

B.
Police Department

As noted in the NYPD Report, the radio infrastructure for the police was sound, despite problems with cluttered radio transmissions and failed landlines and cellular phones.  The NYPD currently uses several radio models by Motorola: SSE 5000, Vertex, and Saber.  New York City police officers are also increasingly using cell phones to conduct police business, often at the behest of immediate supervisors.
  Police officials stated that 3,076 mobile devices—including cell phones, Blackberries, and Nextel walkie-talkies—are distributed to commanding officers citywide and the majority of NYPD executive staff.
  The reliance on mobile technology has become standard practice in some law enforcement offices, and in New York City, it allows for direct access to other officers and avoids busy radio airwaves, which can be less reliable and can be intercepted.
  Cell phones, however, will not replace radios; radios allow instant communication between dispatchers and officers, and work better in emergencies when and immediate response is critical.


C.
Office of Emergency Management

New York City’s Office of Emergency Management has also worked to improve communications technology.  OEM invested in multiple means of wireless transmission, and made efforts to build redundancy for the systems under its 24-hour watch command.
  Moreover, OEM purchased Raytheon Corporation’s TRP-1000 Transportable Radio Interconnect, which is a system that provides radio interoperability on mobile command vehicles.
  The transportable cases were mounted on 24 mobile command vehicles.
  In 2003, OEM also debuted its Mobile Data Center, a custom-built bus that houses geographical information systems and data collection operations, and can deploy mapping capabilities in the field for emergencies or large-scale events.

VI.
NORTHROP GRUMMAN CONTRACT

On September 12, 2006, Mayor Bloomberg and Commissioner of the Department of Information Technology and Telecommunications Paul Cosgrave announced the selection of the Northrop Grumman Corporation to create the Citywide Mobile Wireless Network for New York City first responders and other city agencies.
  The city of New York, acting by and through DoITT, and Northrop Grumman have entered into a $500 million contract to build and maintain the CMWN.
  This contract has been described as “the most aggressive commitment by any municipality to provide a next-generation public safety network.”
  The CMWN will give first responders from the NYPD and the FDNY rapid access to extensive data, including federal and state anti-crime and anti-terrorism databases, mug shots, and live video streams.

The scope of work of the proposed contract is to design and build the CMWN for the transmission of data concerning public safety purposes, including the provision of the equipment (“subscriber equipment”) necessary to transmit and receive such data, and further including services to operate, maintain, and repair such network.

Particular uses may fall under four classes:

Class 1 – Wireless Broadband Public Safety (High-Speed Data and Video)

· To support database queries, simultaneous downloads of large, “static” data files to mobile devices, simultaneous downloads of full-motion (30-frames per second) video to and from emergency scenes, continuous environmental monitoring and control, as well as continuous biological, chemical, nuclear, and radiological monitoring and control at selected sites.  The system will need to provide complete interoperability across regional and jurisdictional lines.

Class 2 – Wireless Automatic Vehicle Location

· To keep track of the locations of all police, fire and other emergency vehicles, and enable vehicle operations to establish their own precise locations and determine the best routes to take to respond to requests for assistance.  Network equipment would include: global positioning system receivers, internal/external wireless data modems, vehicle control heads, integrated voice/video/data devices and GIS mapping software.

Class 3 – Wireless Call Boxes for Emergency Services

· To enable the installation of equipment in public locations, such as city parks, that could be used by members of the public to summon emergency services when needed.  The city may desire to have up to 20 thousand call boxes installed.  Network equipment would include: call boxes, wireless data modems, environmentally safe enclosures, and antenna systems.

Class 4 – Wireless Traffic Signal Control

· The New York City Department of Transportation’s Traffic Signal Control System provides direct, on-line control of the traffic signals located throughout the city on a real-time basis.  The requirement is to transmit wireless traffic signal information to/from the specified number of traffic control boxes to the DOT Traffic Management Center located in Queens, New York.  Network equipment will include: internal/external wireless data modems and antenna systems.

The initial term of the proposed contract is five years, with two five-year renewals, at the city’s option.  Under the proposed contract, Northrop Grumman is required to provide spectrum for the network for up to 15 years, even if, after the network is accepted by the city, further services from Northrop Grumman are no longer required.

There are two phases to the project.  During Phase I, which has already been completed, Northrop Grumman was to demonstrate how its wireless solution met the city’s requirements.  Northrop Grumman installed equipment in test areas in Lower Manhattan, and the city and Northrop Grumman were to conduct a 12-week test of this pilot network.  The cost of Phase I was estimated to be $2.7 million.

Subsequent to Phase I, Mayor Bloomberg announced that DoITT selected Northrop Grumman after an extensive and collaborative evaluation among representatives from DoITT, the NYPD, the FDNY, and the New York City Department of Transportation.
  During the evaluation of its pilot program, Northrop Grumman’s performance in a series of rigorous technical criteria proved that its technology was most successful in emergency simulations and multiple failure scenarios, including the loss of commercial power and telecommunications services.
  The city also conducted a successful interoperability exercise in which the network was programmed to simulate an emergency incident.
  The technology allowed responders in the field to communicate with their operations headquarters and send and receive critical information during demanding conditions.


In the 90 days following the announcement of the selection of Northrop Grumman to build the CWMN in New York City, the corporation will complete an extensive system design and operations plan that will establish the framework for the implementation of the network across the city, in order to ensure compliance with the city’s public safety specifications.
  Starting with Lower Manhattan, field and network equipment will be installed over the following 18 months, with direct oversight by the city and a quality assurance consultant, in cooperation with all of the support public safety agencies involved with the project.  The entire project is expected to be activated in Lower Manhattan by January 2007 and citywide by Spring 2008.
  Northrop Grumman will equip, build, and maintain the system for five years, while providing technical support to DoITT.
  The wireless system can be modified in the future to accommodate upgrades and the addition of new applications.
  The city may renew the contract for up to an additional 10 years, and add more units to accommodate future growth as required.

VII.
ISSUES AND CONCERNS


The Committees intend to ascertain the details of the contract with Northrop Grumman to build a high-speed wireless data network for police officers, firefighters, emergency medical service workers, and other responders.  Among other issues, the Committees will explore the capabilities of the new system and how each agency plans to use it.  Regarding radio communication systems and radio interoperability, the Committees plan to receive an update on improvements of these systems for first responders, and what progress has been made since September 11, 2001 in this area.  The Committees also look forward to an update on the implementation of the recommendations concerning communication technology in the reports released by McKinsey & Company on the NYPD and the FDNY in August 2002.
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