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I.
INTRODUCTION


On March 30, 2006, the Committee on Public Safety, chaired by Council Member Peter F. Vallone Jr., and the Committee on Waterfronts, chaired by Council Member Michael C. Nelson, will hold a joint oversight hearing on port security in New York City.  Those expected to testify at the hearing include the New York City Police Department, the Waterfront Commission, and the Port Authority of New York and New Jersey.

II.
BACKGROUND

In the 19th century, New York led the world in port commerce, shipbuilding, and industry. 
  At that time, freight was loaded onto ships in boxes and bags of all sizes.  The docks and piers of New York were well suited for these smaller ships and their proximity to central business districts allowed cargo to be easily distributed.

In the 1950s, the shipping industry was revolutionized by the development of containerization.  Cargo that before had been loosely packed onto ships was now placed into individual metal shipping containers.  A standard container is 40 feet in length, 8 feet wide, and 8 feet tall or two “twenty foot equivalent units” (“TEUs”).
  Containers may be stacked onto ships, unloaded by cranes, stored outside, and placed directly onto trucks and rail cars.  Before the use of containers, 17 stevedores could unload 40 tons of cargo in an hour; with containers, the same team can now unload 500 tons.


Containerization, however, placed new demands on the physical facilities of the port.  For storage purposes, containers demand large amounts of landside space where they can be stacked, instead of warehouses.  Containers also allow ships to be much larger and to carry more goods.  These large ships, however, can only dock alongside flat bulk headed shoreline because “finger piers” (which dominated much of the Manhattan and Brooklyn waterfront) are too small to accommodate such large vessels.  As a result, New York City’s facilities became outdated and New Jersey, with significant amounts of available space, was developed as the regional port.
Today, the Port of New York and New Jersey (“Port”) is the third largest port in the country in terms of containers imported, following Los Angeles and Long Beach, and the largest on the East Coast.
  In 2005, the Port loaded 3,385,003 TEUs of goods, representing 58.4% of the total North Atlantic market share.  Including empty containers, the Port handled 2,803,447 containers representing 4,792,922 TEUs.

In the New York and New Jersey area, Port related industries support over 120,000 jobs directly, and another 110,000 indirectly.  The bulk of those jobs are in wholesale and warehousing, but also include jobs in government, banking, and passenger transport.  Port related industries generate $15.5 billion in GDP and $5.8 billion in local, state and federal tax revenues.
  In New York City alone, the three major port facilities directly and indirectly support approximately 120,000 jobs.

The Port is comprised of a variety of facilities.  Many of these facilities are owned and managed by the Port Authority of New York and New Jersey (“Port Authority”).
  These facilities include the Auto Marine Terminal, the Port Newark Terminal and the Port Elizabeth terminal in New Jersey, the Red Hook Container Terminal in Brooklyn, and the Howland Hook Marine Terminal in Staten Island.  The New York Passenger Ship Terminal in Manhattan and the South Brooklyn Marine Terminal are owned by New York City.  Finally, Global Marine Terminal in New Jersey is an independently owned company.

Some operations of the aforementioned port facilities are leased to private companies, although primary responsibility for port security remains with the United States Coast Guard (“Coast Guard”) and United States Customs and Border Protection.  The Port Newark/Elizabeth facilities are leased to APM Terminals, Maher Terminals, Distribution and Auto Services, Inc., FAPS, Inc., and Toyota Motor Logistics Center, Inc., as well as many small warehousing companies.  The Red Hook Container Terminal is operated by American Stevedoring, Inc.  The Howland Hook Marine Terminal is leased to the New York Container Terminal, which is owned by Overseas Orient (International) Ltd., a company based in Hong Kong.  The Auto Marine Terminal is leased to BMW of America and the Northeast Auto Marine Terminal.

III.
DUBAI PORTS WORLD


The Peninsular and Oriental Steam Navigation Group (“P&O Group”), a British shipping company which was the original parent company handling port operations in a number of American cities, including a port in the New York area, was acquired by Dubai Ports World, a company controlled by the state of Dubai in the United Arab Emirates (“UAE”).
  Dubai Ports World was scheduled to assume a 30-year lease and manage port operations of the Port Newark Container Terminal LLC in the Port of New York and New Jersey, as well as acquire terminals in Baltimore, Miami, New Orleans and Philadelphia in March 2006.  Except for cargo screening functions performed by the U.S. Department of Homeland Security (“DHS”), the port operator is responsible for securing all cargo entering and exiting the port, maintaining the port facility itself, and hiring port security personnel; yet, approximately 8% of containers entering U.S. ports are inspected by DHS, while the rest are monitored by the port operator.
  The United Arab Emirates was deemed by the 9/11 Commission to be “a persistent counterterrorism problem.”
  According to the 9/11 Commission, the UAE was a critical travel and financial outlet for terrorists, and despite pressure from the United States, the UAE did not break off its ties and enforce sanctions on terrorist networks prior to 9/11.
  Further, the 9/11 Commission’s inquiry found that “the vast majority of the money funding the September 11 attacks flowed through the UAE.”

The application of Dubai Ports World to acquire assets in the United States was reviewed and approved by the Committee on Foreign Investment in the United States, which is a federal interagency committee chaired by U.S. Treasury Secretary John Snow. This decision was supported by President Bush, but led to strong bi-partisan resistance, uniting Democratic and Republican leaders throughout the nation.  Dubai Ports World announced on March 9, 2006 that it would abandon the controversial deal and relinquish its management stake in the ports, including two in the New York area.
  The statement by Dubai Ports World affirmed, “Because of the strong relationship between the United Arab Emirates and the United States and to preserve that relationship, Dubai Ports World has decided to transfer fully the U.S. operation of P&O Ports North America to a United States entity.”
  The federal government was in the midst of conducting a 45-day safety review of the company before the acquisition could be finalized.

IV.
PORT SECURITY CONCERNS


While the Dubai Ports World acquisition was abandoned, port security continues to be a concern in the United States.  The Immigration and Customs division of the U.S. Department of Homeland Security is conducting a three-year review of port security practices, which is expected to be completed this fall.
  According to a report of preliminary findings by DHS, operation lapses have been uncovered at several U.S. ports, including a cargo terminal in the New York-New Jersey area.
  Private port operators, shipping lines, and truck drivers were all cited for critical failings.
  The study found cargo containers can be covertly opened during shipment without alerting security officials.
  Concerning the terminal in the New York-New Jersey region, the federal report found that truck drivers allowed onto the port terminal were not properly screened, and nearly half of the drivers whose backgrounds were checked had possible criminal histories.
  The finding suggested that the failure to screen drivers left ports vulnerable to criminal acts, and even terrorism.

V.
PORT SECURITY IN NEW YORK CITY

A. U.S. Department of Homeland Security

The U.S. Department of Homeland Security is responsible for managing the nation’s borders and ports-of-entry; preventing the passage of individuals or goods from entering the United States unlawfully; and working overseas to strengthen U.S. defenses against illegal smuggling and immigration.
  U.S. Customs and Border Protection and the U.S. Coast Guard play key roles in securing the nation’s ports.

U.S. Customs and Border Protection


The mission of U.S. Customs and Border Protection (“CBP”) is to prevent terrorists and terrorist weapons from entering the United States by eliminating potential threats before they arrive at the nation’s borders and ports.  CBP uses intelligence and a risk-based strategy to screen information on 100% of cargo before it is loaded onto vessels destined for the United States.  All cargo that is identified as high-risk is inspected either at the foreign port or upon arrival into the United States.

There are several initiatives CBP employs to ensure maritime security.  The Container Security Initiative (“CSI”) enables CBP, in working with host government Customs Services, to examine high-risk maritime containerized cargo at foreign seaports, before they are loaded on vessels in the planning stages.  By the end of 2006, the number of ports participating in CSI is expected to grow to 50, covering 90% of transpacific maritime containerized cargo shipped to the United States.  CBP also implements the 24-hour rule, which requires that manifest information must be provided 24 hours prior to the sea container being loaded onto the vessel in the foreign port.  The loading of high-risk cargo may be denied by CBP while the vessel is still overseas.  The Customs Trade Partnership Against Terrorism (“C-TPAT”) is a public-private and international partnership created by CBP with nearly 5,800 businesses, including most of the largest U.S. importers.  Through C-TPAT, CBP and partner companies are working together to improve baseline security standards for supply chain and container security.

U.S. Coast Guard


The U.S. Coast Guard routinely inspects and assesses the security of U.S. ports in accordance with the Maritime Transportation and Security Act and the Ports and Waterways Security Act.  Its mission is to protect the public, the environment, and U.S. economic interests in the nation’s ports and waterways, along the coast, on international waters, or in any maritime region as required to support national security.
 
The Maritime Transportation Security Act of 2002 (“MTSA”) was landmark federal legislation mandating an increase in security preparedness in America’s maritime ports.  The implementation of the regulations and security improvements enacted by the MTSA affect approximately 10,000 vessels, 5,000 facilities, 361 ports, and 40 offshore facilities, and will cost approximately $7.5 billion over 10 years, with most of the cost borne by facility and vessel owners and operators.
  In accordance with the MTSA, the Coast Guard is required to conduct U.S. facility and vessel vulnerability assessments to identify strategic targets and assess their vulnerabilities, and to create a National Maritime Transportation Security Plan.  Under this plan, independent owners and operators are required to develop facility and vessel security plans that outline procedures for controlling access to the facility, verifying credentials of port workers, inspecting cargo for tampering, designating security responsibilities, training, and reporting of all breaches of security or suspicious activity, among other security measures.  Working closely with local port authorities and law enforcement agencies, the Coast Guard regularly reviews, approves, assesses and inspects these plans and facilities to ensure compliance.


Other provisions of the MTSA include the development of transportation security cards to restrict access to secure areas, the creation of Maritime Safety and Security Teams to respond to emergencies, assessments of the security of foreign ports, enhanced crewmember identification procedures, and the creation of a maritime intelligence program.


B.
Port Authority Police


The Port Authority of New York and New Jersey manages and maintains the bridges, tunnels, bus terminals, airports, Port Authority Trans-Hudson (“PATH”) system and seaport that are critical to the trade and transportation capabilities in the New York-New Jersey region.
  In June 1928, the Port Authority Police Force was created.  Port Authority Marine Terminal facilities handle thousands of ships, over 14.5 million tons of cargo per year.
  Police operations at Port Newark/Elizabeth and the Brooklyn Piers include everything from traffic control to the prevention and investigation of cargo thefts.

The Port Authority Police Department’s headquarters is located in Jersey City, New Jersey, where managerial and command functions reside.  All radio transmissions of the Port Authority Police Department are monitored, and computer terminals are integrated into the New York and New Jersey Intelligence and Crime Information Systems, as well as the National Crime Information Center in Washington, D.C.
  Although its Jersey City headquarters oversee all police operations, the Port Authority Police is organized into individual operating units, or facilities, each headed by its own facility commander.
  The Port Authority Police also has specialized units, including an Emergency Services Unit.  The Criminal Investigations Bureau of the Port Authority Police Department consists of over 100 detectives and supervisors that are specifically trained for crimes occurring at transportation facilities.
  Additionally, the Criminal Investigations Bureau has worked cooperatively with local, state, and federal agencies, including the New York City Police Department, New Jersey State Police, United States Customs and Border Patrol, and the United States Drug Enforcement Agency.


C.
New York City Police Department Harbor Unit


The New York City Police Department (“NYPD”) Harbor Unit was established on March 15, 1858, when five members of the NYPD rowed out into New York Harbor to combat piracy aboard merchant ships lying at anchor.
  In addition to the Emergency Service Unit, Aviation Unit, Mounted Unit, and the Taxi Unit, the Harbor Unit is the fifth entity that comprises the Special Operations Division of the NYPD.
  The Harbor Unit is responsible for patrolling 146 square miles of navigable waters and 576 miles of waterfront.
  Various size launches are deployed with personnel trained to handle diverse missions.  The Harbor Unit works closely with the United States Coast Guard.
  

Like the other units within the Special Operations Division, the Harbor Unit is heavily involved in NYPD counterterrorism initiatives.  Operation Hercules, for example, is a program that deploys heavily armed police officers in massive numbers throughout the City based on potential terror threat analysis.  Harbor Unit officers are part of Hercules teams that are directed to patrol piers, heliports, utility infrastructure sites, as well as transit facilities and special events.
  The Scuba Team, which is a component of the Harbor Unit, operates specialized equipment such as underwater cameras, and conducts daily dives to assist with counterterrorism efforts implemented by the NYPD.
  Because of the Harbor Unit’s expertise and equipment, they also assist a number of smaller municipalities in disasters and large operations where equipment is scarce.

VI.
ISSUES AND CONCERNS


In light of the port security issues raised by the Dubai Ports World acquisition and the findings by the U.S. Department of Homeland Security, the Committees intend to learn what measures are in place to secure ports in the New York City area.  The Committees will examine port security procedures, as well as how the various law enforcement agencies coordinate in order to protect area ports.
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