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I. INTRODUCTION


On November 12, 2014, the Committee on Fire and Criminal Justice Services, chaired by Council Member Elizabeth S. Crowley, and the Committee on Public Safety, chaired by Vanessa L. Gibson, will hold an oversight hearing in which they will examine New York City’s emergency planning and preparedness for terrorist attacks. Those expected to testify include representatives from the New York City Police Department (“NYPD”), New York City Fire Department (“FDNY”), New York City Office of Emergency Management (“OEM”), unions, nonprofits, various stakeholders and the public.
II.
BACKGROUND AND OVERVIEW
New York City has experienced firsthand the impact and ongoing threat of international terrorism. In the 13 years since the 9/11 attacks, City, state, and federal agencies have made significant strides in terrorism preparedness. Though the City has been fortunate enough to avoid any major attack since 9/11, Former Police Commissioner Kelly testified at the Council’s Fiscal 2014 Preliminary Budget hearing before the Public Safety Committee that 16 attempts to target New York City since 9/11 had been deterred, including two plots in October and November 2012.
 
Although they have many response partners, the three leading City agencies that respond to terror attacks are the NYPD, which is generally responsible for investigating and maintaining order after an attack, the FDNY, which is generally responsible for search and rescue operations, fire suppression, and pre-hospital medical care, and OEM, which is generally responsible for coordinating a multi-agency response. While other city agencies and state and federal authorities also play critical roles in responding to terror attacks and other disasters, this hearing will focus on the City’s emergency planning and preparedness for terror attacks rather than the vast efforts taken to prevent terror attacks from happening in the first place. 

A. The Office of Emergency Management
OEM has developed emergency plans and protocols to guide the City’s response to all types of emergencies, including terrorism. The plans focus on three components of an emergency: preparedness, initial response, and recovery. Each OEM plan and protocol describes agency roles and responsibilities and guides agencies through key decisions to mitigate the effects of the emergency. 

i. OEM Funding
OEM’s Fiscal 2015 adopted budget totals approximately $9.88 million with $3.67 million for personal services and $6.21 million for other than personal services. Throughout a fiscal year, OEM receives a number of federal grants to support its efforts to coordinate and monitor potential incidences. The agency’s 2015 budget should approximate OEM’s Fiscal 2014 budget which totaled $60.36 million with $16.01 million for personal services and $44.34 million in areas other than personal services. Some federal grants that OEM has received are the Urban Areas Security Initiative, Emergency Management Performance Grants, and the Urban Search Rescue and Response System grant.  The Urban Area Security Initiative funding has supported OEM’s work with Notify NYC, Citywide Incident Management System, Ready New York, critical equipment, and community emergency response teams. The Department of Homeland Security’s Emergency Management Performance grant supports OEM’s work in preventing, protecting, mitigating, responding and recovering from potential terrorist acts and other hazards. OEM has received approximately $1.6 million from this grant. DHS’s Urban Search Rescue and Response System grant has supported local government’s response efforts towards natural and man-made disasters including terrorism. OEM anticipates receiving approximately $17 million in new federal funding in Fiscal 2015. 

ii. Basic OEM Functions

OEM’s initial response plan includes incident monitoring, information collection and dissemination, and responding to large incidents that require interagency coordination. OEM’s incident monitoring role centers around its Watch Command, which tracks incidents affecting New York City 24 hours a day by monitoring radio frequencies used by the City's emergency responders, local and national news, weather conditions, and 9-1-1 calls, among other communications channels.
 Watch Command also maintains the City's communication link with local, state, and federal agencies, and notifies City officials when incidents or issues of concern arise.

If a major emergency requires multi-agency coordination, OEM activates the City’s Emergency Operations Center (“EOC”), which functions as a central clearinghouse for information coordination, resource requests, and decision making. During large-scale emergencies, the City's EOC is the central point for allocation and deployment of resources to support response and recovery efforts.
 OEM may also activate the Logistics Center to coordinate resource management and movement control, including the identification, sourcing, delivery, staging, distribution, and demobilization of resources, along with coordination of mutual aid.

To support infrastructure management, OEM uses the Citywide Asset and Logistics Management System (“CALMS”) to identify facilities, heavy equipment, emergency supplies, and workers with special skill sets to meet the city’s needs during emergency operations. CALMS is a web-based database containing a variety of resources, both public and non-profit, that are typically needed in disaster response and recovery, including a terrorist attack.
 

During any emergency, OEM delivers emergency alerts and updates to New Yorkers through Notify NYC, the City’s official source of emergency events, broadcast media using the City’s emergency public communication system, email alerts and social media including Twitter.
  OEM also uses Wireless Emergency Alerts, a free emergency notification service that allows authorized government officials to send geographically targeted emergency alerts to enabled mobile devices.

iii. Citywide Incident Management System
When a multi-agency response is required, the City uses the Citywide Incident Management System (“CIMS”) to define roles and responsibilities and designate authority for City, state, and other government entities, including OEM, and nonprofit and private sector organizations that perform and support emergency response.
 The CIMS Protocol is New York City's specifically targeted version of the National Incident Management System (“NIMS”). While CIMS has been developed to address New York City's unique requirements, its compliance with NIMS ensures compatibility with other states and federal agencies. CIMS establishes the NIMS Incident Command System (“ICS”) standard as NYC's incident management system, defines the ICS organizational structure, establishing a means of integrating regional, state, and federal agencies into a NYC response.
 CIMS also defines how incident operations, including Life Safety, Investigation, Site Management and Recovery / Restoration, are prioritized, and when they can be implemented concurrently.
 Finally, CIMS defines ICS implementation and training requirements for NYC agencies participating in citywide response.

In a multi-agency response, agencies have the authority to direct operations related to their Core Competencies at incidents. Core competencies for key agencies are as follows:

NYPD
· Law Enforcement and Investigation

· Intelligence Collection and Analysis

· Crime Scene Processing / Evidence Preservation

· Site Management

· Perimeter Control

· Traffic Control

· Crowd Control

· Site Security and Force Protection

· Evacuation (Area and/or Law Enforcement related)

· Water Search and Rescue

· CBRN / Haz-Mat Assessment and Investigation (Crime Scene/Terrorism)

· Accident Investigation

· VIP Protection

· Arson Investigation (Major Case)

FDNY
· Fire Suppression

· Pre-hospital Emergency Medical Care

· Search and Rescue

· Structural Evacuation

· CBRN / Haz-Mat Life Safety and Mass Decontamination

· Arson Investigation (Cause and Origin)

OEM
· Interagency Coordination and Support 

If more than one agency is capable of performing the same tactical operations, the agency with the Core Competency will give tactical direction, by the ranking officer, to other agencies performing operations within that competency.

iv. The Primary Agency Matrix

In a terrorism incident, The Primary Agency Matrix identifies which agencies have incident management responsibilities or provide specific subject matter expertise at different types of emergencies.
 Primary agencies are responsible for implementing a CIMS incident command organization at all emergency responses in NYC. CIMS uses two command models for managing incidents: Single Command and Unified Command. In a Single Command structure, an Incident Commander from a single agency is responsible for establishing incident management objectives and strategies, and ensuring activities are carried out toward accomplishment of the strategy.
 In a Unified Command structure, Incident Commanders from more than one agency jointly determine objectives, strategies, plans, and priorities and work together to execute integrated tactical operations and maximize the use of assigned resources.


In a Single Command Structure, the NYPD would have authority over an explosive device or bomb threat, hostage incident, or sniper incident. The FDNY would have authority over any fire or structural collapse.
 


In a Unified Command structure, both NYPD and FDNY would have authority over a chemical, biological, radiological or nuclear/HazMat (“CBRN/HazMat”) incident or an explosion. However, in a CBRN/HazMat incident, NYPD will be the Primary Agency (Incident Commander) and if the NYPD determines there is actual or suspected criminal activity or terrorism, a Single Command will be implemented.
 If the NYPD determines there is no suspected criminal activity or terrorism, a Unified Command will be implemented. In either event, a Unified Operation section will be implemented for any CBRN/HazMat incident.
 Under a Unified Operation section, the NYPD is responsible for overall site management, assessment, and investigations for criminal activity or terrorism, including providing force protection if needed. The FDNY is responsible for addressing immediate life safety hazards, search and rescue, and pre-hospital care and transport. For chemical incidents, the Department of Environmental Protection will make a final assessment of the hazard, adjust or set "hot," "warm" and "cold" zones, and direct all mitigation efforts. For biological or radiological incidents, the Department of Health and Mental Hygiene will make a final assessment of the hazard, adjust or set "hot," "warm" and "cold" zones, and direct all mitigation efforts.

B. The New York City Police Department
The NYPD conducts extensive counterterrorism efforts to prevent terror attacks but also makes extensive efforts to plan for and respond to such attacks. The NYPD’s Counterterrorism Bureau was created by Police Commissioner Ray Kelly in 2002, and within this Bureau there are several counterterrorism units.

i. Office of the Deputy Commissioner for Counterterrorism


Each of New York City’s eight patrol boroughs has a Borough Counterterrorism Coordinator, a senior uniformed member in the rank of Inspector who is responsible for counterterrorism operations. These patrol officers draw on their understanding of the neighborhoods they patrol to report any potentially terrorism-related developments. 

The Borough Counterterrorism Coordinators conduct high visibility deployments to disrupt terrorist planning and protect critical infrastructure. 
These strategic and continuous counterterrorism deployments include: Hercules and Transit Operational Response Canine Heavy Weapons (“TORCH”), teams of Emergency Service Unit officers with heavy weapons, canines, and side officers from the Intelligence Division or the Counterterrorism Bureau conduct directed patrol at City landmarks, critical infrastructure, and transportation hubs (transit stations/ferry terminals); Critical Response Vehicle (“CRV”), uniformed officers from each of the City's 76 precincts in marked vehicles meeting at strategic locations in a massive show of force for deployment around the city at bridges, transportation facilities, and other highly critical and sensitive locations; Transit Order Maintenance Sweeps (“TOMS”), teams of officers stopping, boarding and inspecting subway trains; and subway container inspection and explosive trace detection, in which officers examine bags and other containers carried by passengers entering the subway system to detect explosives.

ii. Counterterrorism Division


The Counterterrorism Bureau is supported by the Counterterrorism Division, which is divided into multiple sub-units:

· The Technology and Construction Section: designs and implements large scale counterterrorism projects, such as the Lower Manhattan Security Initiative and Operation Sentinel;

· The Training Section: Develops and delivers counterterrorism training to the patrol force and to other law enforcement agencies and private sector entities;

· The Threat Reduction Infrastructure Protection Section (“TRIPS”): Identifies critical infrastructure sites throughout the City and develops protective strategies for these sites;

· The Chemical, Biological, Radiological, Nuclear, and Explosives (“CBRNE”) Section: Researches and tests emerging technologies used to detect and combat chemical, biological, radiological, nuclear and explosive weapons and develops plans and policies for their use;

· The Maritime Team: Responsible for researching and developing systems and programs to increase harbor security. The Maritime Team uses the Tactical Radiological Acquisition Characterization System for proactive deployments and mapping of background radiation in the Port of New York/New Jersey. This is the only waterborne deployment of TRACS equipment in the nation.

· The NYPD SHIELD Unit: Manages the Department's public-private security partnership, providing training and information to the private sector and addressing concerns from the private sector. 

· The Emergency Preparedness and Exercise Section: The Department's interface with OEM.

iii. Lower Manhattan Security Initiative (“LMSI”)


The LMSI combines an increased police presence with technology to detect threats and perform pre-operational terrorist surveillance south of Canal Street in Lower Manhattan. The Lower Manhattan Security Coordination Center (“LMSCC”) opened in 2008, and is staffed by NYPD officers at all times, though private and public partners are offered seats in the Coordination Center’s Operations Center.

iv. Additional Security and Intelligence Analysis Initiatives
In addition to the Counterterrorism Units, the NYPD produces several reports, such as: information from a Terrorism Threat Analysis Group (“TTAG”), disseminating both open-source and classified information to the appropriate recipients in the department; the World Trade Center Campus Security Plan to provide an Environmental Assessment Statement of the World Trade Center campus; Active Shooter, including recommendations and analysis for risk mitigation; Engineering Security for protective design for high risk building; NYPD Shield, a public-private partnership based on providing best practices, lessons learned, counter-terrorism training opportunities, and information sharing; Domain Awareness System to enhance the collaborative nature of NYPD efforts by leveraging the resources of the private sector and other City agencies; and, Operation Nexus, committed to reporting suspicious business encounters that they believe may have possible links to terrorism.

v. NYPD Funding

The Police Department’s budget for emergency planning and terrorism preparedness is funded in the counterterrorism, intelligence, and security/counter-terrorism grants divisions. The counter-terrorism division’s budget for Fiscal 2015 is approximately $64 million. This includes a budgeted staff of 19 civilians and 482 uniform staff.
  The New York City Police Department annually receives federal and state funding to support their work in terrorism preparedness and prevention. The Fiscal 2014 budget for this program area was $174.9 million. The current budget for this division is $93.7 million, but the Police Department expects to reach similar funding levels as Fiscal 2014 budget. 

Some major grants that support the Department’s ongoing counter-terrorism program are the Urban Area Security Initiative, Securing the Cities Grant, State Homeland Security Program, and the Port Security Grant Program. The Urban Area Security Initiative program assists urban areas in building enhanced and sustainable capacity to prevent, protect against, mitigate, respond to, and recover from acts of terrorism.
 In the City’s Fiscal Year 2013, the Department was awarded $74.9 million from the Urban Area Security Initiative Program. In the Federal Fiscal Year 2014, $179 million was allocated to New York City under the Urban Areas Security Initiative.
 The Securing the Cities grant helps cities build capabilities and providing equipment, tools, and trainings to protect cities against terrorist threats.
 In Fiscal 2013, NYPD received $4.7 million from this grant program. The State Homeland Security Program covers planning, organization, equipment, training and exercise needs to prevent, mitigate and respond to acts of terrorism and other catastrophic events.
 The Department also receives funding from FEMA’s Port Security Grant which supports maritime transportation infrastructure security activities. In Fiscal 2013, the Department was awarded $17.4 million from the Port Security Grant. 

NYPD recently partnered with the Manhattan’s District Attorney’s office to provide 41,000 tablets and handheld mobile devices for every NYPD officer and patrol car. The Manhattan District Attorney’s Office is allocating $90 million, while the City is committing $70 million for this new initiative. According to the NYPD, the $160 million mobile communications initiative will support the Department’s main law enforcement functions and improve communications to officers in the field during potential terrorist threats.
 These mobile devices will also include mobile versions of the Department’s Domain Awareness system. The Domain Awareness System is a counterterrorism and policing tool for retrieving and displaying information from cameras, license plate readers, environmental sensors, and law enforcement databases.
 The NYPD claims that the Domain Awareness system helps officers prevent crimes and respond faster to events.

vi. Communications Issues

In 2007, the NYPD announced that it would not be using a $140 million subway communications system that was being developed for their use due to problems with its clarity of communication.
 While the FDNY had previously expressed interest in using the system, they too announced they would not use it in 2007.
 In 2009, however, after additional funding and an upgrade of the system the FDNY began using it, and in 2012 the NYPD announced that would begin to use the system.
 However, in a 2012 hearing of the Fire and Criminal Justice Services Committee that examined the FDNY’s Emergency and Terrorism Preparedness, then Chief of the Fire Department, Edward Kilduff testified that there were still dead spots in some parts of their subway communications system and that hard wired communications would need to be employed in some circumstances.
 
In February 2012, the federal government created the First Responder Network Authority (“FirstNet”).
  FirstNet is an independent authority within the U.S. Department of Commerce’s National Telecommunications and Information Administration. The purpose of FirstNet is to establish, operate, and maintain an interoperable public safety broadband network.
 To fulfill these objectives, Congress allotted $7 billion and 20 MHz of valuable radio spectrum to build the network across the country.
 FirstNet is responsible for consulting with states, local communities, and tribal governments to develop the requirements for its Radio Access Network.
 Though FirstNet is not yet fully operational, NYPD Commissioner Bratton has stated that he believes New York would be an “ideal” location for FirstNet’s initial deployment.
 This is because the NYPD’s communications systems already use systems that FirstNet will support.

C. The New York City Fire Department
In the aftermath of the 9/11 terrorist attacks, Mcinsey & Company (“McKinsey”), at the request of the FDNY, conducted a review of the response by the FDNY to the 9/11 attacks to determine what lessons the Department could learn to improve disaster preparedness and response capabilities.  In August of 2002, McKinsey issued its “McKinsey Report-Increasing FDNY’s Preparedness” (“Report”). The Report was based on a five-month study, which included a review of radio transmissions, dispatch records and communication logs, as well as interviews with FDNY personnel and experts in the field of disaster management.
 In the years following the Report, the FDNY implemented many of the Report recommendations and highlighted aspects of its enhanced efforts to prepare for and respond to terror attacks and large scale disasters in various publications and pronouncements. In 2007, the Department released its Terrorism and Disaster Preparedness Strategy (“Strategy”), which comprehensively detailed its preparedness efforts. In February of 2012, the FDNY released its Counterterrorism and Risk Management Strategy (“Counterterrorism Strategy”), dated December 2011, which updated the Department’s preparedness efforts. The stated purpose of the Strategy is to ensure that the FDNY is prepared to execute its life safety mission regardless of the type of threat and ensure that preparedness goals are being achieved in an effective, efficient, and sustainable manner.
 According to then Fire Commissioner Nicholas Scoppetta, the Strategy presented a clear coordinated vision of the Department’s efforts to plan, train and equip its members to respond to terrorism and other large scale disasters.
 The Strategy focuses on four main points: (i) organizational adaptability; (ii) response capability; (iii) prevention and protection; and (iv) coordination and collaboration.
 
i. Organizational Adaptability


After 9/11, the FDNY recognized that organizational change was needed to respond to large and complex incidents. The re-organization embraced three main concepts: (i) network-centric command; (ii) tiered response; and (iii) decentralization.


During an incident, network-centric command supports information sharing among the Department’s homeland security partners to improve so FDNY commanders and other responding agencies are seeing the same things.
 FDNY units are trained in a tiered response with a variety of response capabilities at different proficiency levels and are strategically located throughout the City. The tiered response is meant to maximize the FDNY’s capabilities for incident response that is effective and sustainable.  The FDNY’s tiered response system follows the flexibility and standardization principles of NIMS.
 
The FDNY’s decentralization is designed to give the Department greater flexibility to serve New York City in the event of simultaneous terrorist attacks or a natural disaster occurring within multiple boroughs.

ii. Response Capability


The FDNY’s response capability is intended to bolster and enhance the Department’s core competencies. To reiterate, these competencies are: (i) fire suppression; (ii) pre-hospital emergency medical care; (iii) structural evacuation; (iv) search and rescue; (v) Hazardous Materials (“HazMat”) life safety and decontamination; and (vi) arson investigation.
 FDNY Counterterrorism Chief Joseph Pfeifer has stated that while the Department trained regarding its core competencies prior to 9/11 the Department now works across this core spectrum with each competency having equal importance.
 In the 2012 Terrorism Preparedness hearing, Chief Kilduff testified that the FDNY had “rebuilt and significantly enhanced” their Special Operations Command, which “includes five rescue companies, seven squad companies, our highly specialized hazmat unit, and the marine division.
” Chief Kilduff also testified the FDNY had recently opened its Fire Department Operations Center (“FDOC”), which was “fully activated for use by senior chiefs in the event of serious fires and other large-scale incidents.
” 

According to the Chief, the department also greatly expanded its communications capacities, including employing 13 vehicle-based cross band repeaters, which allow radio signals to be transmitted into dense building environments; 75 high-powered portable command post radios,” and newer hand-held radios with enhanced communications capacities.

In addition, the FDNY has an Incident Management Team (“IMT”) – created after September 11, 2001 – that is tasked with managing large scale, complex incidents such as natural disasters.
 The FDNY’s IMT consists of approximately 150 experts in finance, logistics, operations, information, safety, and planning, all of whom work together to coordinate tasks associated with major emergencies, from the ordering of supplies to the maintaining of timesheets for all workers and volunteers.
 Since its inception, the FDNY IMT has responded to dozens of floods, hurricanes, and other disasters – including Hurricanes Katrina and Sandy – and worked closely with first responders from multiple Federal, State, and local agencies.

iii. Prevention and Protection


The FDNY is responsible for life safety in the City and works with other City, state, and federal agencies, as well as the private sector, to enhance the quality, capability, and cohesiveness of the City’s and nation’s overall ability to provide homeland security.
  Areas of prevention and protection include: (i) information sharing; (ii) terrorism prevention; and (iii) infrastructure protection. FDNY Counterterrorism Chief Joseph Pfeifer indicated in a 2011 interview that the greatest challenge for the FDNY regarding its expanded role in terrorism response has been to get others to understand what the Department can offer in terms of response and prevention.
 Chief Pfeifer also stressed the importance of connecting with law enforcement and the sharing of information in the intelligence community.
 According to Chief Pfeifer, the FDNY has worked toward increasing its ability to interface with other local, state, and federal emergency management, intelligence, and law enforcement agencies to enhance prevention and preparedness through the rapid and comprehensive exchange of information.
 The FDNY enhances its ability to share information and protect lives by: (i) increasing the presence of Fire Marshals at high-risk areas; (ii) establishing a direct information conduit between the FDNY and Department of Homeland Security (“DHS”); and, (iii) creating a City-wide fusion center among City, State, and Federal agencies.
  
 
iv. Coordination and Collaboration


According to the Strategy, the FDNY has adopted the Incident Command System (“ICS”), which is a core element of the NIMS, and integrated ICS into everyday planning, organization, and incident operations. The ICS provides a common organizational structure for the immediate response to emergencies and involves the coordination of personnel and equipment on-site at an incident.
 The employment of ICS and a unified command structure is aimed at reducing information gaps among responding agencies at an incident scene. The close, collaborative efforts achieved allow for a comprehensive picture to be formed of the response environment, enabling the FDNY to maximize their contribution to the effort, while protecting all responders from undue dangers.
 According to Chief Kilduff, the FDNY has “expanded training on the incident command system for all fire and EMS personnel.
”  
v. EMS Role 

The FDNY Center for Terrorism and Disaster Preparedness (“CTDP”) assists in preparing the Department to respond to the full range of possible threats to the City and the metropolitan area. EMS’s primary responsibility is for delivering ambulance and pre-hospital emergency medical services Citywide.  EMS personnel are also trained to handle large-scale disasters, such as a terrorist attack.  For instance, there are approximately 35 hazardous material tactical (“HazTac”) ambulance units manned by nearly 300 EMS HazMat technicians, who can perform medical monitoring and intervention in zones where there has been exposure to hazardous material. 

vi. FDNY Counterterrorism Strategy

In the Counterterrorism Strategy, the Department highlighted some of the differences between the 2007 and 2011 strategies.
 According to the Department, while the 2007 Strategy was meant to provide direction and vision, the 2011 Counterterrorism Strategy seeks to refine the Department’s vision, based on the experience of the intervening years.
 The strategies also differ in that the 2007 Strategy focused on centrally controlled terrorist organization while the 2011 Counterterrorism Strategy includes focus on domestic terrorists, “lone wolves” as well as terror networks.
 In 2007 the Network Command Concept was introduced in the Strategy but in 2011 the Department is focusing on developing more robust network operations and fulfilling the goals of the 2007 Strategy by, among other things, expanding the utilization of the FDOC and improving information-sharing.
 Finally, while the Strategy focused on a hazardous material tiered response, the Counterterrorism Strategy focuses on a Department-wide tiered response that includes hazardous material operations, marine operations, collapse and rescue.

At the 2012 FDNY Terrorism Preparedness hearing, Chief Kilduff noted that the then new Strategy includes implementation of the Electronic Fire Ground Accountability System (“EFAS”), in which “an officer's laptop identifies and assigns a position for all fire company members” in large scale emergencies.
 The Strategy also includes an expansion of training for terrorism response, and the FDNY “has partnered with the Department of Homeland Security, NYPD, OEM, the West Point Combating Terrorism Center and the Centers for Disease Control, to plan and prepare exercises for natural, accidental, and terrorist events.”
 This training has included simulations of emergency vaccinations, Mubai-style attacks, radiological responses, and exercises with Con-Ed and the MTA.

vii. FDNY Funding
The FDNY, similar to the NYPD and OEM, supports its work on prevention and preparedness for terrorist attacks through federal grants. In the Fiscal 2014 budget, the Fire Department recognized approximately $190.7 million in federal grants. The Department of Homeland Security’s Urban Area Security Initiative and Port Security grant and the Department of Defense Domestic Preparedness grant represent three large scale federal funding sources for the department’s effort. In Fiscal 2014, DHS’s Urban Area Security Initiative awarded FDNY $41.9 million to support first responder training, equipment, and its collaborative efforts with local, state and federal actors to prepare the City for potential terrorist threats. DHS also awarded FDNY $22.5 million as part of the Port Security grant, which focuses on supporting increased port-wide maritime security, awareness, training, and prevention and mitigation strategies. The Department of Defense’s Domestic Preparedness grant awarded FDNY $7.6 million to identify, evaluate, and deploy equipment to first responders. 

The Fiscal 2015 Adopted budget included $17.6 million in federal grants. Additional federal grants will be recognized in the Fiscal 2015 budget when the grants are approved and awarded. 

III.
TYPES OF ATTACKS

Terrorist attacks may come in various forms and in a variety of locations. This hearing will focus on chemical, biological, radiological, nuclear and explosives attacks (“CBRNE”) as well as “Mumbai style,” “Active Shooter,” and Drone attacks, and attacks on vulnerable areas such as high-rise buildings and the subway. 
i. Chemical Attack
An attack using chemical weapons involves the possibility of lethal, highly toxic poisons that move in a gaseous or liquid form, which is extremely dangerous if deployed in confined spaces.
 In July of 2013, the NYPD and Brookhaven National Laboratory conducted the Subway-Surface Air Flow Exchange in various locations across all five boroughs. The study was conducted on three non-consecutive days from July 8 through July 25.
 The purpose of the Subway-Surface Air Flow Exchange study was to determine the best course of action in the event that chemical, biological or radiological materials are released in New York City, to help City officials decide on evacuation or sheltering plans.
 The premeditated attacks which lasted for 30 minutes each included the release of gas known as perfluorocarbon tracer, which was released in the air and throughout various subway stations.
 The NYPD and researchers from Brookhaven dispensed 200 air sampling boxes around the subway and on street level to track the gas as it moved around the City. This study is the second to be conducted in New York City since 2005, and is the largest scale study to date, shepherded in the United States. Similar studies have been conducted in Washington DC, Boston and London.
 The study was funded by a $3.4 million grant from the Department of Homeland Security.
ii. Biological Attack


A bioterrorism attack is the intentional release of viruses, bacteria, or other agents used to cause illness or death in people, animals, or plants. Biological agents can be spread through the air, water, or in food.
 

Bioterrorism agents can be separated into three categories, depending on how easily and quickly they can be spread and the severity of illness or death they cause. 

· Category A agents are considered the highest risk to the public and national security because they can easily be spread from person to person, have a high death rate, may cause public panic and require special action for public health preparedness. 
· Examples of Category A agents are Anthrax, the Bubonic Plague, Small Pox and Viral Hemorrhagic Fevers including Marburg virus and Ebola virus. 
· Category B agents are moderately easy to spread, have moderate illness and death rates. 
· Examples of Category B are Ricin, Q fever and food safety threats like E coli and Salmonella. 
· Category C is the third highest and includes emerging pathogens that could be engineered for mass spread in the future because they are readily available and easy to produce and spread.

· Examples of Category C are viruses like HIV/AIDS and H1N1.
 

The first confirmed bioterrorism attack in the US occurred in 1984 when followers of Indian guru Bagwan Shree Rajneesh contaminated salad bars in rural Oregon with Salmonella to prevent people from voting in an upcoming election. It triggered more than 750 cases of food poisoning, 45 of which required hospitalization.
 
New York City has been the target of two biological attacks in recent history. The first was part of the anthrax attacks that began on September 18th of 2001. Five Americans were killed in what became the worst biological attacks in U.S. history.
 Five letters were sent to ABC News, CBS News, NBC News and the New York Post, all located in New York City, and to the National Enquirer at American Media, Inc. in Boca Raton, Florida. Three weeks later, two additional letters were addressed to two Democratic Senators, Tom Daschle of South Dakota and Patrick Leahy of Vermont.
 In August 2008 documents and information showing that charges were about to be brought against Bruce E. Ivins, who was a top U.S. biodefense researcher and worked at Ft. Detrick, were released. Dr. Ivins took his own life before charges could be filed.

After the 2001 anthrax attack, the City established protocols for testing hazardous substances requiring that the NYC Department of Health & Mental Hygiene take the lead and NYPD, FBI, and other local law enforcement agencies share information and coordinate terrorism-related investigations.
 DOHMH has a 24/7 system that monitors disease patterns and "syndromic surveillance" system involves routinely tracking emergency room visits, ambulance runs and pharmacy sales to provide an early warning signal of a possible outbreak. In the event of a health emergency, the City may open Points of Dispensing (“PODs”), which are special clinics to distribute antibiotics or vaccines.
 DOHMH and OEM have plans in place for biological emergencies, including H1N1
 and anthrax
, and coordinates bioterrorism drills to test and simulate a real emergency and response.
 

In May of 2013 two threatening letters directed towards former Mayor Bloomberg, one addressed to him and the other to a lobbyist who works on his gun control campaign, laced with deadly Ricin were mailed. The letter addressed to the mayor was reportedly opened in the New York City mail center in Lower Manhattan. Several police officers who came into contact with the letter’s contents indicated some mild symptoms the next day, including diarrhea. In such incidents the DOHMH is supposed to examine all suspected toxic materials. In this instance, when a letter containing an oily orange substance arrived at a New York City mail center on Gold Street, it was reportedly never brought to the DOHMH to be tested. As a result, the Ricin went undetected for days.
 

iii. 
Radiological Attack 

The use of radiological weapons, different from nuclear weapons, consists of a conventional explosive surrounded by radioactive material.
 Radiological weapons disperse radioactive substances without producing a nuclear explosion. 

As previously mentioned, Former Police Commissioner Kelly testified at the Fiscal 2014 Preliminary Budget hearing of the Council’s Public Safety Committee that NYPD had deterred 16 attempts to target New York City since 9/11, which included two plots in October and November 2012.
  On October 17th, 2012, Quazi Mohmammad Nafis parked a van packed with what he believed to be 1,000 pounds of explosives outside the Federal Reserve Building in lower Manhattan.
 He failed to remotely detonate the explosives. The Joint Terrorist Task Force collaborated to monitor and prevent against any imminent threat. In November 2012, the Qazi brothers were arrested by federal authorities in Florida on charges relating to a plan to bomb popular New York City locations including Times Square, Wall Street, and movie theaters. These cases reflect the Police Department’s intelligence gathering efforts to defend the City against future terrorist attacks. 

iv.
Nuclear Attack

A nuclear attack could include the detonation of a high yield-producing nuclear weapon and/or the sabotage of a nuclear facility.
 While remote, the possibility of terrorist organizations using nuclear weapons (especially very small ones, such as suitcase-based weapons), is considered plausible.
 

In October 2014, OEM ran a training exercise that simulated a response to a 10-kiloton nuclear device exploding at 42nd Street and Seventh Avenue in Times Square.
 The exercise presumed that 100,000 people were instantly killed; a wave of overpressure took down buildings for a half-mile radius and did damage for up to two miles; and a radiation cloud swept over the region. OEM also practiced communicating with the federal government and local law enforcement agencies in the Tri-State area, with a presumed shutdown of subway service and interruptions to cellphone service.
 

The drill included various response tactics, such as testing water for contamination, and finding shelters in radiation-free areas.
 The agency used the drill as an opportunity to highlight the City’s strengths and weaknesses. Some raised concerns that the plan relied on communicating via social media, suggesting the City should have a backup alternative form of communication.
 
v. Explosive Attack
According to the Department of Homeland Security (“DHS”), improvised explosive devices (“IEDs”) are the most probable terrorist weapon due to their relative ease of construction, availability, and destructive capacity.
  High-profile explosive incidents have affected regions all around the world, including bombings in Boston, London, Madrid, Mumbai and Oklahoma City.
  On May 1, 2010, there was an attempted car bombing in Times Square which was found to be a planned terrorist attack.  After police noticed the car, security footage was consulted, Times Square was evacuated, firefighters and police officers from the emergency services unit entered, and the bomb squad inspected the car using a “robotic device.”
 The explosive appeared to detonate, but malfunctioned, avoiding “what could have been a very deadly event.”
  
Mumbai Style Attack

Another style of attack is based on the tactics seen in the November 2008 attacks in Mumbai, India. In those attacks, the terrorists focused on several targets, including a railroad terminal, hotels, a café and a Jewish center. During the Mumbai attacks, the terrorists utilized automatic weapons, grenades, IEDs and incendiary weapons that resulted in the death of almost 200 people and the wounding of 300.

The NYPD studied the Mumbai attack and issued an extensive report on the attackers’ methodology.
 The department then followed up with Mumbai-based trainings to learn how to combat such an attack in 2010.
 FDNY Chief Kilduff testified in 2012 that the FDNY had conducted tabletop exercises based on a Mumbai-style attack,
 and later testified in the same hearing that the FDNY planned to more full-scale trainings on Mumbai-style attacks later.
 

vi. Active Shooter Attack

The national Department of Homeland Security describes an active shooter scenario as one in which one more people actively kills or attempts to kill people in a confined and populated area; in most cases, active shooters use firearms and there is no pattern or method to their selection of victims.
 These situations are particularly problematic because the shooter(s) can target first responders, thus requiring a coordinated multi-agency response.

To address this type of situation, the NYPD designates “threat areas” as hot, warm, and cold zones.  Hot zones are areas of known hazard where a perpetrator is shooting. Only law enforcement personnel are allowed in a hot zone. A warm zone is a cleared area that has been deliberately searched by law enforcement, contains no identifiable threats, but has not been declared a Cold Zone. Firefighters and EMS personnel may be deployed for life safety operations into such a zone, but only if escorted by NYPD personnel. A cold zone is an area where there is normal risk due to geographic distance from the threat, or the area has been secured by the NYPD. The Command Post, Operations Post, Staging Areas, and medical triage, treatment, and transportation areas are located in Cold Zones. The FDNY
 and NYPD
 have established numerous protocols for how to respond to such a scenario.
vii. Drone Attack
The NYPD is reportedly increasingly concerned about a potential terror attack from the air by a drone and is actively looking for ways to stop such an attack.
 More particularly, reports indicate the NYPD is worried that the technology has advanced enough for someone to carry out an air assault using chemical weapons and firearms.
 These concerns have been heightened by a dramatic increase in the number of drone incidents in New York City, reportedly over 40 in the last year.
 In some cases, unmanned aircraft systems or drones have been flown into the airspace of NYPD helicopters. The NYPD is reportedly consulting with the military and has members of its counterterrorism, bomb squad, emergency services and aviation units working on a plan to counter weaponized drones.
 
viii. Subway Attack

Violent extremist groups have frequently targeted public transportation systems across the world. According to press reports, there have been at least seven planned attacks directed at transit systems in the U.S., many targeting NY’s subway system and its five million daily passengers.
 In 2010, Najibullah Zazi was charged with plotting to bomb the New York City subway and pleaded guilty to terrorism charges.
  Officials, including former U.S. Attorney General Eric Holder said the Zazi plot represented one of the most serious threats to the nation since the 9/11 attacks. Most recently, in September 2014, Iraqi Prime Minister Haider al-Abadi told reporters at the United Nations that Islamic State militants have disclosed a plot to attack transit systems in the U.S. and Paris.
 Senior officials at the State Department denied the claim, stating "No one in the U.S. government is aware of such a plot…” 
  In response to the news, Mayor Bill de Blasio also indicated, “There is no immediate credible threat to our subway system.”
 The reports however, did prompt increased security in the subways including bag inspections, bomb sniffing dogs and NYPD Hercules teams across the five boroughs.
   

NY Governor Andrew Cuomo and NJ Governor Chris Christie signed a Memorandum of Understanding declaring cooperation between both states’ law enforcement and intelligence gathering agencies.  The governors announced additional security measures in transit hubs along with bridges and tunnels.
 “New York State Police Superintendent Joseph D’Amico said his agency will be committing dozens of uniformed troopers to patrol train platforms and trains….Up to 500 National Guard members will also be mobilized.”

The NYPD and MTA’s electronic security program currently operates approximately 4,000 cameras at stations all around the City with half of all subway riders passing through stations outfitted with this surveillance equipment daily. 
 Other safety measures are set to be put in place by 2015, such as electronic safety measures in underwater tunnels.
 The last component of the electronic security plan consists of 1,400 access control devices and regional command centers however; this piece of security will not be implemented until 2017.
  Commissioner Bratton has reportedly stated he is an advocate of a plan that would install cameras in individual subway cars. The cameras would be monitored by police officers using tablets at either command centers or on subway platforms around the City.

IV.
RECENT NEWS

Early this year, newly appointed NYPD Commissioner Bratton disbanded a Counterterrorism Unit that spied on the everyday activities of Muslims, and it was suspected that this was the first step in dismantling some of the other post-Sept. 11 intelligence-gathering machinery built by his predecessor, Former Commissioner Ray Kelly.
 Commissioner Bratton went appointed John Miller, a former CBS journalist and Bratton’s longtime friend and colleague, to oversee the department's Intelligence and counterterrorism efforts.
 


Recently, the NYPD denied a public records request by the Huffington Post, for open-source assessments produced by the NYPD Counterterrorism Bureau's Terrorism Threat Analysis Group on the grounds that they could "reveal non-routine techniques and procedures."
  There have also been accusations that the previous administration overstated both the number of serious, developed terrorist plots against New York and exaggerated the NYPD's role in stopping attacks.


In October, a man wielding a hatchet assaulted a group of four NYPD officers in broad daylight on a street corner in Jamaica, Queens.
  One officer was struck in the head with the 18-inch hatchet and another was struck in the arm before the remaining two officers opened fire and killed the suspect, 32 year old Zale Thompson. NYPD called the incident a “terrorist act,” describing Thompson as a “self-radicalized” recluse who spent most of his time online researching beheadings, al Qaeda, ISIS and al Shabaab, and maintaining a social media presence that was "anti-Western, anti-government and in some cases anti-white."
  Though a nearby pedestrian was struck in the lower back by a stray bullet, Mayor De Blasio praised the officers' swift response in the attack, which reportedly lasted seven seconds.
 

In 2011 the national Disability Rights Advocates (“DRA”) organization sued the City, claiming that disabled New Yorkers face a disproportionate risk of harm in a terrorist attack or other emergency situation. In September of 2014, the City and DRA settled the suit, and the City is now required to create a Disability and Access and Functional Needs Coordinator and a Disability Community Advisory Panel, a minimum of 60 physically and programmatically accessible emergency shelters  able to shelter approximately 120,000 people with disabilities, create a Post-Emergency Canvassing Operation (“PECO”) that will rapidly survey households after a disaster to assess and identify the critical needs of people with disabilities, develop accessible transportation plans for pre-storm or forewarned evacuations, and create a NYC/ADA Evacuation Task Force.

On October 14, 2014, a young man appeared from an underground emergency exit for subways throwing a smoke bomb towards a West Village restaurant. Authorities have said the bomb was a “commercially made pyrotechnic smoke generalizer that emitted a red smoke”.
 Although no one was injured, the breach in security has raised specific concerns related to access to subway grates. According to the MTA, the underground exits are intended to open from below street level in the event of an emergency and can only be accessed through subway tunnels. A law enforcement source said “the hatch from which the suspect emerged did not have a functioning alarm at the time he crawled out and hurled the device into the crowd.”
  

V.
ISSUES AND CONCERNS
The Committees recognize that the City’s ability to effectively and efficiently respond to terror attacks is among its most important functions. The Fire and Criminal Justice Committee learned a great deal about the FDNY’s role in responding to terror attacks in its 2012 oversight hearing, but the Committees want to have a greater understanding regarding how OEM, the FDNY and the NYPD cooperate and train together and ultimately respond to terror attacks. The Committees are interested in learning how the City has responded to recent terror activities abroad and whether these activities have necessitated an increase in preparedness or changes in the City’s response plans. The Committees remain concerned with first responders’ abilities to communicate with each other and other terror response partners, particularly in high rise buildings and in the subway and want to get an update regarding improvements being made to those communications including federal efforts to establish a first responder radio frequency. The Committees also wants to understand what new initiatives are being undertaken or are anticipated for the future that will enhance the City’s Terrorism Preparedness and what funding is available to help those initiatives move forward. In particular, the Committee is interested in what training and/or equipment issues still need to be addressed, and what funding is needed to address them.
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