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The Securities Industry and Financial Markets Association1  (SIFMA) respectfully requests your 

consideration of changes to the most recent version of legislation barring employers from 
requesting access to employees’ social media and other personal online accounts (Int. No. 1106).   

 
The securities industry has no interest in accessing employee accounts that are used exclusively 

for personal use.  The problem, however, is that many people use the same account for both 
personal and business activity.  According to a 2012 American Century Investments study, nearly 
nine out of ten financial services professionals have a social media profile or account.  Fifty-eight 
percent of these professionals use social media for business at least several times per week; twenty-
seven percent use it for business on a daily basis.2  Business use includes, among other things, 
reading and posting commentary, monitoring and sharing relevant news, business promotion and 
brand building, sharing best practices, and obtaining customer feedback.  A “personal” account that 
is used for business purposes must be treated as a business account.   

 
While this legislation is well-intentioned, they conflict with the duty of broker-dealers to 

supervise, record, and maintain business-related communications as required by federal law, the 
Financial Industry Regulatory Authority (“FINRA”) rules, and by state law.  Section 17 and Rule 
17a-4(b)(4) of the Securities Exchange Act of 1934 require that broker-dealers retain written and 
electronic communications related to the broker-dealer business for a minimum of three years.  
“Communications” has been broadly interpreted to include postings on social media sites.   

 
FINRA is the largest independent regulator for all securities firms doing business in the United 

                                                        
1 The Securities Industry and Financial Markets Association (SIFMA) brings together the shared interests of hundreds of securities 
firms, banks and asset managers.  SIFMA's mission is to support a strong financial industry, investor opportunity, capital formation, 
job creation and economic growth, while building trust and confidence in the financial markets.  SIFMA has offices in New York and 
in Washington, D.C.  For more information, visit http://www.sifma.org. 
 
2https://www.americancentury.comm/pdf/Financial_Professionals_Social_Media_Adoption_Study.2012/pdf 
 

http://www.sifma.org/
https://www.americancentury.comm/pdf/Financial_Professionals_Social_Media_Adoption_Study.2012/pdf
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States and is considered a self-regulatory organization under federal securities laws.  To protect 
investors, FINRA requires, among other things, that securities firms supervise, record and maintain 
their employees’ business communications – including those disseminated on social media sites.  
This is spelled out in several different FINRA rules and regulatory notices, including:  
 

 Securities firms must establish procedures for the review of registered representatives’ 
written and electronic business correspondence. (NASD Rule 3010(d)) 
 

 “Firms must adopt policies and procedures reasonably designed to ensure that their 
associated persons who participate in social media sites for business purposes are 
appropriately supervised ….”.(FINRA Regulatory Notice 10-6) 
 

 “The content provisions of FINRA’s communications rules apply to interactive electronic 
communications that the firm or its personnel send through a social media site.”  (FINRA 
Regulatory Notice 10-6) 

 

 A firm’s procedures “must be reasonably designed to ensure that interactive electronic 
communications do not violate FINRA or SEC rules, including the content requirements of 
NASD Rule 2210, such as the prohibition on misleading statements or claims and the 
requirement that communications be fair and balanced.” (Regulatory Notice 11-39) 

 
State securities laws and regulations similarly require broker-dealers and broker-dealer agents to 

maintain books and records relating to the firm’s business.  This can include business 
communications made or transmitted using social media.  Denying broker-dealers access to social 
media accounts where business is being conducted directly conflicts with FINRA regulations and 
state law.  The North American Securities Administration Association made these arguments in their 
recent letter3 to the National Council of State Legislators. 
 

Prohibiting broker-dealers from supervising business communications on social media accounts 
also puts customers at risk.  Without appropriate monitoring, it will be much harder for firms to 
detect serious problems.  Such problems could include:  (1) misleading claims by an employee, such 
as the promise of an unrealistically high rate of return on investment; (2) fraudulent activity, 
including insider trading and Ponzi schemes; and (3) inappropriate conduct such as the selling of 
investment products that are not approved by the firm. 

 
SIFMA therefore respectfully requests that you consider a narrow exemption to these bills so 

that securities firms can continue to comply with state requirements and FINRA regulations.  
Exemption language from New York State legislation and Michigan’s social media law (Public Act 
No. 478)4 which states in Section 5(2), “This act does not prohibit or restrict an employer from 
complying with a duty to screen employees or applicants prior to hiring or to monitor or retain 
employee communications that is established under federal law or by a self regulatory organization, 
as defined in section 3(a) (26) of the securities and exchange act of 1934, 15 USC 78c(a)(26).” This 
language also works, although we would suggest replacing “federal law” with “state or federal law or 

                                                        
3
 http://www.nasaa.org/wp-content/uploads/2011/07/NASAA-letter-to-NCSL-Regarding-Social-Media-Privacy-Legislation-

FINAL-2-14-2013.pdf 
 
4 http://www.legislature.mi.gov/documents/2011-2012/publicact/pdf/2012-PA-0478.pdf    

http://www.nasaa.org/wp-content/uploads/2011/07/NASAA-letter-to-NCSL-Regarding-Social-Media-Privacy-Legislation-FINAL-2-14-2013.pdf
http://www.nasaa.org/wp-content/uploads/2011/07/NASAA-letter-to-NCSL-Regarding-Social-Media-Privacy-Legislation-FINAL-2-14-2013.pdf
http://www.legislature.mi.gov/documents/2011-2012/publicact/pdf/2012-PA-0478.pdf
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regulation” to recognize state requirements in this area.  Or as alternative, New Jersey’s new law 5 (A. 
2878) which in Section 6 which reads, "Nothing in this act shall be construed to prevent an 
employer from complying with the requirements of state or federal statutes, rules or regulations, case 
law or rules of self-regulatory organizations."  Also, Section 1 defines “personal account” does not 
include “business related” communications.   
 

We would encourage you to amend your bills to include similar language.  Thank you for your 
consideration of our views.   
 

                                                        
5 http://www.njleg.state.nj.us/2012/Bills/PL13/155_.PDF 
 

http://www.njleg.state.nj.us/2012/Bills/PL13/155_.PDF
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Int. No. 1106 

 

By Council Members Palma, Williams, Rose, Mark-Viverito, Foster, Nelson, Rivera, Koslowitz, 

Mendez, Rodriguez, Koppell, King, Dromm, Van Bramer, Lander, Brewer, Weprin and Halloran 

  

A LOCAL LAW 

 

To amend the administrative code of the city of New York, in relation to online social media and 

other personal online accounts and employment. 

 

Be it enacted by the Council as follows: 

 

§ 2. Section 2203 of the New York city charter is hereby amended by adding a new 

subdivision e, relettering current subdivisions e through g as subdivisions f through h, and 

amending relettered subdivisions f and h to read as follows: 

 (e) The commissioner shall have all powers as set forth in chapter 8 of title 20 of the 

administrative code relating to the receipt, investigation, and resolution of complaints thereunder 

regarding confidentiality of personal online accounts. 

[e](f) The commissioner, in the performance of said functions, including those functions 

pursuant to subdivision e of this section, shall be authorized to hold public and private hearings, 

administer oaths, take testimony, serve subpoenas, receive evidence, and to receive, administer, 

pay over and distribute monies collected in and as a result of actions brought for violations of 

laws relating to deceptive or unconscionable trade practices, or of related laws, and to 

promulgate, amend and modify rules and regulations necessary to carry out the powers and 

duties of the department. 

[(f)] (g) The commissioner shall exercise the powers of a commissioner of public markets 

under the agriculture and markets law with respect to open air markets. 

[(g)] (h) (1) Notwithstanding any inconsistent provision of law, the department shall be 

authorized, upon due notice and hearing, to impose civil penalties for the violation of any laws or 
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rules the enforcement of which is within the jurisdiction of the department pursuant to this 

charter, the administrative code or any other general, special or local law.  The department shall 

have the power to render decisions and orders and to impose civil penalties for all such 

violations, and to order equitable relief for and payment of monetary damages in connection with 

enforcement of chapter 8 of title 20 of the administrative code. Except to the extent that dollar 

limits are otherwise specifically provided, such civil penalties shall not exceed five hundred 

dollars for each violation. All proceedings authorized pursuant to this subdivision shall be 

conducted in accordance with rules promulgated by the commissioner. The remedies and 

penalties provided for in this subdivision shall be in addition to any other remedies or penalties 

provided for the enforcement of such provisions under any other law including, but not limited 

to, civil or criminal actions or proceedings. 

§ 2. Title 20 of the administrative code of the city of New York is amended by adding a 

new chapter 8 to read as follows:  

Chapter 8 

Right of employees and prospective employees to confidentiality of personal online 

accounts. 

 

§ 20-911 Definitions. For purposes of this chapter, the following terms shall be defined 

as follows: 

a. “Employee” shall mean any person who is employed by any employer in return for the 

payment of direct or indirect monetary wages or profit, or any person who volunteers his or her 

services to such employer for no monetary compensation.  

b. “Employment agency” shall mean any person undertaking to procure employees or 

opportunities to work. 
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c. “Employer” shall mean any person, partnership, association, corporation or non-profit 

entity which employs one or more persons, including agencies of the city of New York, as 

defined in section 1-112 of the code, and the council of the city of New York. 

d. “Labor organization” shall mean any organization which exists and is constituted for 

the purpose, in whole or in part, of collective bargaining or of dealing with employers 

concerning grievances, terms and conditions of employment, or of other mutual aid or protection 

in connection with employment. 

e. “Personal Oonline social and networking media account” shall mean any online 

account that is used by an employee primarily or exclusively for personal 

communicationsinternet-based service that allows individuals to: construct a public or semi-

public profile within a bounded system, created by such service; create a list of other users with 

whom such individuals share a connection within the system; and view and navigate such 

individuals’ list of connections and those made by others within the system the content of which 

may include, but is not limited to, videos, still photographs, instant messages, text messages and 

email, to which access is restricted by a password or other unique means of identification.
1
 

f. 
2
“Other personal online account” shall mean any internet-based service that allows 

individuals to create a personal account within a bounded system, created by such service, for 

purposes including, but not limited to, email, dating, employment, banking, blogging, video 

blogging, podcasting, making online purchases, selling items online, paying for purchases from 

third-parties, receiving payments for online sales to third parties, tracking shipments, maintaining 

                                                 
1
 This provides a clear definition for the term “personal online account,” similar to ones used in other states.  All 

references to “online social and networking media account” have been changed to “personal online account” 

throughout the bill text.   

 
2
 The term “other personal online account” is no longer necessary given the definition of “personal online account” 

above.  Additionally no other social media privacy bill or law contains such a definition. 
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records of past purchases or sales, or otherwise containing private information, to which access is 

restricted by a password or other unique means of identification. 

§ 20-912 Prohibition against employers requesting or requiring access to online 

social networking and other personal online accounts. a. No employer, labor organization, 

employment agency or employee or agent thereof, shall request, or require an employee, or a 

prospective employee in connection with the interview or hiring process, to: 

(1) provide a password or other authentication
3
 information in order to gain access to 

such employee or prospective employee’s online social and networking media accounts or other 

personal online accounts; 

(2) access such employee or prospective employee’s online social and networking media 

accounts or other personal online accounts in the presence of the employer or prospective 

employer in a manner that enables the employer or prospective employer to observe the contents 

of such accounts
4
; or 

(3) addany person, including the employer, prospective employer or any agent of the 

employer, to the list of contacts associated with the employee or prospective employee’s social 

and networking media accounts or other personal online accounts; or
5
 

(4) (3) alter the privacy settings on the employee or prospective employee’s social and 

networking media accounts or other personal online accounts that would allow the employer, 

                                                 
3
 “Other information” is very unclear and fails to provide employers with guidance about what they cannot request.  

The “authentication” language is important here to avoid triggering liability if an employer simply “friends” an 

employee on Facebook, when the employee is free not to accept. 

 
4
 This clarifying language focuses on the contents of the personal online accounts and has been used in other states 

with balanced social media privacy laws. 

 
5
  The language as drafted in the original Section (a)(3) would ban employers from asking job applicants for their 

LinkedIn job information.  We suggest a narrower version of this prohibition based upon similar laws in Washington 

State and Oregon in a new subsection (b). 
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prospective employer, or employee or agent of the employer, to view the content of such 

accounts. 

b. No employer, labor organization, employment agency or employee or agent thereof, 

shall, in connection with the interview or hiring process, coerce or require an employee or a 

prospective employee to add any person, including the employer, prospective employer or any 

agent of the employer, to the list of contacts associated with the employee or prospective 

employee’s personal online accounts.
6
 

cb. No employer, labor organization, employment agency or employee or agent thereof 

shall discharge, discipline, threaten to discharge or discipline, or otherwise retaliate against an 

employee or applicant solely for not complying with a request or demand by the employer that 

violates this section. However, this section does not prohibit an employer from terminating or 

otherwise taking an adverse action against an employee or applicant if otherwise permitted by 

law. 

§ 20-913 Application of chapter. a. Nothing in this chapter shall prohibit an employer, 

labor organization, employment agency, or employee or agent thereof, from obtaining 

information about a prospective employee that is publicly available. 

b. Nothing in this chapter shall affect an employer’s existing rights and obligations to 

request that an employee provide access to online social and networking media accounts or other 

personal online accounts reasonably believed to be relevant to an investigation of allegations of 

employee misconduct or employee violation of applicable laws and regulations, or as otherwise 

required by law, provided that access to such accounts is used solely for purposes of that 

investigation or a related proceeding.  An employer investigation, as specified in this section, 

                                                 
6
 This change is necessary to avoid violating  a First Amendment free speech violation by chilling friendly, totally 

non-coercive invitations to “friend” colleagues on Facebook in situations where an employee is totally free to 

decline the request.   
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includes requiring the employee’s cooperation to share the content that has been reported in 

order to make a factual determination.
7
  

c. Nothing in this chapter shall preclude an employer from requiring, or requesting an 

employee to disclose, a username, password, or other authentication means for accessing: 

(1) online social and networking media accounts or other personal online accounts that 

were created and maintained for or on behalf of the employer; or 

(2) electronic communications devices supplied or paid for by the employer.
8
. 

d. If through the use of an electronic device or program that monitors an employer’s 

network or the use of employer provided devices, an employer inadvertently receives an 

employee’s password, or other authentication information, the employer is not liable for having 

this information, but may not use this information to access an employee’s personal online 

accounts
9
Nothing in this chapter shall preclude an employer from lawful monitoring of 

employees’ use of employer owned computers, networks or servers, including any use of online 

social and networking media accounts or other personal online accounts on such computers, 

networks or servers.  

                                                 
7
 This language clarifies that the employer can review the specific content of the account, but does NOT say that the 

employer can actually obtain the user name and password.  This would remain prohibited. 

 
8
 This change is helpful to avoid dis-incentivizing employers from offering “bring your own device programs” 

where employees can select, pay and be reimbursed for their own smart phones and other personal devices, instead 

of  using an employer-issued device.  If the device is used for work purposes and is paid for in part by the employer, 

it should be searchable like a work computer.   

 
9
 This is a narrower version of the employer monitoring exception that has been supported by the National ACLU 

and enacted in other states, such as Washington and Oregon. 
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e. Nothing in this chapter shall preclude an employer from complying with the 

requirements of state or federal statutes, rules or regulations, case law, or rules of self-regulatory 

organizations.
10

 

§ 20-914 Enforcement. a. The department shall enforce the provisions of this chapter. In 

effectuating such enforcement, the department shall establish a system utilizing multiple means 

of communication to receive complaints regarding non-compliance with this chapter and 

investigate complaints received by the department in a timely manner.  

b. Any person alleging a violation of this chapter shall have the right to file a complaint 

with the department within 180 days of the date such person knew or should have known of the 

alleged violation. The department shall maintain confidential the identity of any complainant 

unless disclosure of such complainant’s identity is necessary for resolution of the investigation or 

otherwise required by law. The department shall, to the extent practicable, notify such 

complainant that the department will be disclosing his or her identity prior to such disclosure.  

c. Any person claiming to be aggrieved by an act that violates section 912 of this chapter 

may make, sign and file with the department a verified complaint in writing and proceed with 

such complaint, or commence a civil action and proceed with such action. Upon receiving a 

complaint alleging a violation of this chapter, the department shall investigate such complaint. 

The department shall keep complainants reasonably notified regarding the status of their 

complaint and any resultant investigation. If the department believes that a violation has 

occurred, it shall issue to the offending person or entity a notice of violation. The commissioner 

shall prescribe the form and wording of such notices of violation. The notice of violation shall be 

returnable to the administrative tribunal authorized to adjudicate violations of this chapter.  

                                                 
10

 Certain employers, such as those in the financial services industry, have legal obligations under federal law and 

other rules/regulations to check employees’ personal online accounts.  This clarifies that such employers are 

permitted to comply with these mandates. 
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d. The department may also itself make, sign and file a verified complaint alleging that an 

employer, labor organization, employment agency, or employee or agent thereof, has violated 

section 912 of this chapter and proceed with such complaint pursuant to the provisions of chapter 

one of this title. 

e. In addition to the aforementioned provisions of this section, any person claiming to be 

aggrieved by a violation of this chapter shall have a cause of action in any court of competent 

jurisdiction for compensatory damages, injunctive and declaratory relief, attorney’s fees and 

costs, and such other relief as such court deems appropriate. Submitting a complaint to the 

department shall be neither a prerequisite nor a bar to bringing a private action.  

f. A person must file a complaint with the department or a court of competent jurisdiction 

within one year of when that person knew or should have known of an alleged violation of this 

chapter. 

 

§ 20-915 Violations. Notwithstanding any inconsistent provision of law, if, in an action 

instituted pursuant to this chapter judgment is rendered in favor of complainant, the department 

shall have the power to impose penalties provided for in this chapter and to grant an employee, 

prospective employee or former employee all appropriate relief. Such relief shall include a civil 

penalty of not less than two hundred and fifty dollars but not more than two thousand dollars for 

each violation, and equitable relief, as appropriate, including, but not limited to, ordering an 

injunction prohibiting any acts tending to render ineffectual relief that could be ordered by the 

department after a hearing as provided by this chapter. 

§ 3. This local law shall take effect one hundred and twenty days after its enactment into 

law. 
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State Privacy and Security Coalition, Inc. 
 

 

September 24, 2013 

 

Council Member Annabel Palma 

250 Broadway, Room 1781 

New York, NY 10007 

 

  Re: NYC Council Social Media Privacy Bill 

 

Dear Council Member Palma: 

 

 Thank you for addressing the issue of employer access to personal online accounts of 

employees and prospective employees.  We agree that there is no valid reason for most employers 

in almost all sectors to request that prospective employees provide log-in credentials for personal 

online accounts. However, the proposed bill could create privacy concerns and could also make it 

difficult for people to engage in routine online speech protected by the First Amendment to the U.S. 

Constitution.  For instance, as drafted, the measure could make it illegal to send an employee a 

“friend” request or follow them on Twitter.  Moreover, this bill would ostensibly outlaw popular 

social networking sites designed for job seekers like LinkedIn.   

 

 In addition, any legislation in this area must create narrow exceptions for areas of legitimate 

employer interest, such as the use of work accounts or work equipment for job-related activity, 

allegations of illegal activity involving an employee account, or downloading confidential 

information from a work computer to a personal account.  Likewise, social media privacy bills 

should not prevent employers from protecting and monitoring company networks or complying 

with legal requirements. 

 

 While the bill, as drafted, contains an exception for certain employer investigations in § 20-

913(b), this should be broadened to allow employers to ask an employee – not a prospective 

employee – to share the contents of a personal online account – without obtaining the employee’s 

password to that account – in response to a specific allegation of work-related misconduct involving 

that personal online account.  However, these exemptions would not cover asking the employee to 

divulge the employee’s log-in credentials to any such personal online account.  Similar exceptions 

have been included in almost all state laws on this subject. 

 

 The economic impact of the failure to broaden these exceptions could be very significant.  

For instance, there have been federal prosecutions of foreign companies that bribe employees of 

U.S. companies to steal intellectual property/trade secret information.  Failure to broaden exceptions 

for legitimate employer investigations would create a “safe zone” for employees who want to steal 

valuable IP assets of companies in your city and state by transferring them to the employee’s 

personal online account.   
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 Attached please find suggested amendments that we believe would accomplish the goals of 

this legislation while eliminating any unintended consequences.  These amendments are in keeping 

with legislation passed in several other states and reflect a compromise we developed with the 

American Civil Liberties Union affiliates that was added to similar bills in other states.   

 

 Without these narrow and entirely reasonable exceptions; this very well intentioned bill 

could be used as a shield by employees to hide illegal conduct or undermine the security of 

company networks and devices.  With them, the bill would address an important privacy issue in a 

thoughtful and balanced way.   

 

 For all these reasons, we respectfully urge you to amend this bill as per our attached 

amendments.  Please feel free to contact us at the contact information below if you have any 

questions or would like to discuss our concerns in greater detail.  Thank you for your time and 

consideration. 

   

 

       Sincerely, 

                       

       
 

       James J. Halpert 

       General Counsel 

 

 




