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Madam Chair, Council Members, good morning.

Thank you for giving the Commission an opportunity to testify regarding Intro. 363, proposing changes
to the New York City Human F{ights Law and the New York City Charter. Specifically, Intro. 363 seeks to
enumerate some types of bias harassment and repeated hostile behavior such as ‘“taunting’, ‘abuse’ and
‘cyberbullying’ that should be covered in the educational activities of the Commission.

As you know, the Commission dedicates more than half of its resources, both in dollars and
personnel, to educational programs, community outreach and other activities that foster positive inter-group
relations as mandated by the New York City Human Rights Law. As a key element of the Human Rights Law,

“not surprisingly bias and bias-related harassment in its many forms is a'staple of our presentations.

During the past year (April 2010 to April 2011), the Commission’s community education field staff of
25 conducted 1,428 conferences, workshops or trainings regarding the Human Rights Law, immigration
issues and contlict resolution. Over 70,000 individuals participated in these educational programs.

With concern that bias-related attitudes and the discriminatory behaviors that can follow are shaped at
an early age, we take particular pride in our efforts to educate young people, who are the future of our City.
Over 400 of the conferences, workshops, classes, and peer mediation trainings conducted by the Commission
during this period were targeted toward youth, with almost 9,000 young people participating.

Taunting, abuse, and cyberbullying and other forms of harassment were discussed in every one of
these 400 educational presentations, as well as in many programs attended by school administrators, parents
—and grandparents -- of school aged children. Obviously cyberbullying, the latest form of bullying, is an area of
importance. Always offensive and unacceptable, bullying and cyberbullying become even more of concern to
the Commission when those acts enter the bias, discrimination and hate crime arenas. The Commission has
been addressing ‘cyberbullying’ for example, for some time and will continue to as long as it is relevant.

Let's take a brief look at the rénge of those hundreds of presentations from the last year that have
included anti-bias related harassment or repeated hostile behavior messages.
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In addition to requests we receive, or those we initiate, the Commission reaches large numbers of
school administrators in all boroughs, including principals, assistant principals, deans, school guidance
counselors, and parent coordinators through the Department of Education’s Integrated Services Center, the
Children First Networks (CFN) and the Youth Development managers and staff that coordinate them.

These contacts resuit in a stream of presentations conducted by Commission staff to parent
meetings, school government groups (such at the one at Port Richmond HS in Staten Island), student
leadership groups (such as the one sponsored by the United Network of Student Leaders for over 600
students at the College of Staten Island) or, college preparatory programs such as the “Jobs for Youth
Apprenticeship Program” and the “POISED for Success Program” at Medgar Evers College, after school
programs like Young Women’s Leadership at August Martin HS in Jamaica, or PS/MS 43 Beacon Youth, or
Cambria Heights in Queens or Astor Collegiate Academy in the Bronx. .

Naturally, the networks the Commission has built over the years often begln in the classroom. Some
of the 321 classes we conducted in the last 12 months were arranged in a preventative mode such as the 28
classes we recently completed for the Eagle Academy for Young Men in the Bronx. Others are scheduled in
response to particular circumstances, such as a recent call from the school administration at Middle Village
Academy HS in Manhattan asking for ouf assistance as they addressed some tensions involving the students’

use of Facebook. The Commission formed teams and conducted small group presentations for the entire
| student body of 450 young people.

The Commission also continues to conduct peer mediation trainings at middle and high schools. As
a part of their participation, principals forward a statement of interest describing what they hope the program
will contribute to the school. Principals often cite inappropriate or malicious use of social media as one reason
for the need for the program. And, in some schools the peer mediators are referred to as conflict managers.
Conflict resolution and sexual harassment are the two most requested trainings we deliver.

In addition to many sessions with school administrators and teachers and parent coordinator groups,
we have provided trainings for instructors, such as at the ‘social justice boot camp’ sponsared by Project
Reach Youth on Staten Island and other trainees at the Council for Unity Project in Brooklyn.

The Commission contributes to ongoing taskforces and councils that address these bias
harassment issues with such as the Eye-Openers Staten Island Community Service Center/Youth Against
Violence, the annual Youth Summit-Bias Awareness youth discussions sponsored by Project Hospitality and
the Port Richmond Anti-Violence Task Force with the NYPD on Staten Island, the Staten Island Immigrant
Council, Councilmember Rose’s anti-bias education initiative ‘l am Staten Island,’ the Domestic Violence Task
Force and Immigration Task Forces in Manhattan Borough President Stringer’s Office, the Lower East Side
Anti Youth Violence Committee, and the East Harlem Consortium of Social Service Agencies, Queéns
Borough President’s Domestic Violence and Immigrant Councils, Clergy Task Force in Bronx, Youthbridge in
Brooklyn and We Are Brooklyn. .

The Commission contributes to other efforts that address these issues with young people and adulis
sponsored by Community Boards such as the ‘Bullying and Conflict Resolution’ presentation we delivered at
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the Community Board 14 Youth Conference in Brooklyn or the ‘Lower East Side Anti-Violence Conference’
sponsored by Community Board #3 and Assemblywoman Deborah Glick.

Community organizations seek the Commission out for presenfations regarding these issues. A few
recent examples would include the Center Against Domestic Violence’s “Bullying in the 21% Century”
Conference, the Relationship Abuse Prevention Program in Manhattan, St. Christopher Oftilie in Jamaica, the
Door, Henry Street Settlement, and the Boys Club in Manhattan or New Setilement Apartments in the Bronx.

The Commission’s presentations also include collaborative efforts with New York State and federal
agencies such as the NYS Task Force on School Community Collaboration ‘Engaging NYC Youth-Bullying
Prevention’ conference, or the Hate Crime Forum sponsored by the Community Relations Bureau of the U.S.
Department of Justice. And the Commission is a referral agency and provides workshops as part of the City's
Department of Education’s ‘Respect for All' week activities.

Currently the Commission is expanding its bias education efforts to provide youth diversion trainings
for the young participants in the youth courts at the Red Hook Community Justice Center in Brookiyn, the
Staten Island Youth Justice Center, and the City’s other youth court venues and preparing to link PSAs on its
website addressing anti-LGBT viclence that we provided assistance with that were produced by Generation Q
(Queens Community House) in Queens.

The Commission demonstrates each day our dedication to addressing the insidious problem of bias
related harassment and repeated hostile behaviors. Cybefbullying is a glaring recent development in these
forms of harassment. The Commission is aware of it and began immediately to address it in all its youth and
young aduit (and aduit) presentations. And, although we would certainly agree that these topics should be
covered whenever addressing young people and their parents, we have issues with this proposed legislation.

The Commissicn is concerned that this legislation, by mandating the particular topics that the
Commission must cover in our educational programs, would have the unintended consequence of limiting the
operational flexibility and timeliness of the Commission’s responsibility to monitor and address these issues as
they present themselves. Simply put, issues that are relevant today may not be relevant tomorrow and other
issues that arise surely should not await further legislation to authorize their inclusion. To be effective in
reaching the targets of our educational programs, the Commission must be able to adapt quickly. That
flexibility would be hampered by this proposed legislation.

We welcome your suggestions on how to improve our programs, but strongly suggest that this
legislation is not the appropriate means for doing so.

Thank you for your time and the opportunity to share our views,
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Good morning. My name is Robert McGarry. I am the Director of the Education
Department of GLSEN — the Gay, Lesbian and Straight Education Network. For those
unfamiliar with GLSEN, GLSEN is the leading national education organization focused
on ensuring safe schools for all students. GLSEN envisions a world in which every child
learns to respect and accept all people, regardless of sexual orientation or gender
identity/expression. GLSEN seeks to develop school climates where difference is valued
for the positive contribution it makes to creating a more vibrant and diverse community.

I am here today to speak in support of the proposed law to amend the New York City
charter and the administrative code of the city of New York, in such a way as to require
the commission on human rights to educate the public on various types of bias-related
harassment.

At GLSEN, we know that education matters. We believe that it is education that helps us
realize change. We have evidence of that right here in our city. In 2007 GLSEN
partnered with the New York City Department of Education in a collaborative effort to
help create safer schools for all students, including lesbian, gay, bisexual, transgender,
and questioning (LGBTQ) students. We continue to be part of the New York City
Department of Education’s Respect for All initiative. The Respect for All training
program was implemented by the Department of Education to ensure that every
secondary school had school personnel who would serve as a support to LGBTQ students
and combat bias-based bullying and harassment, particularly bias based on sexual
orientation, gender identity, or gender expression. Training for staff in each school is a
large part of the initiative. Specifically, the NYC DOE developed and implemented a
two-day training program for secondary school educators on how to address bias-related
bullying and harassment, with a specific focus on bullying and harassment on the basis of
sexual orientation, gender identity, and gender expression.

Findings from on-going evaluation of this training program demonstrate that the
education it provides is an effective means for developing the competency of secondary
school staff to address name-calling, bullying, and harassment on the basis of sexual
orientation, gender identity, and gender expression, and to create safer school
environments for LGBTQ students. Those who have taken the training report that it was
very useful and helped them become more supportive of LGBTQ students. They stated
that it made them more aware of anti-LGBTQ bias in their schools and in themselves,
more sensitive to needs of LGBTQ students, and more confident in their abilities to
address these issues. Furthermore, they claimed that, as a result of the training, they
intervened in anti-LGBTQ remarks more often, made efforts be more inclusive in their
own practices, and talked with students and staff about these issues. Participants indicated
that the training encouraged them to take action in their school.

Findings from an over-time analyses indicate that the training had an effect on awareness
of educators’ own practices, beliefs in the importance of intervention, and intervention in
anti-LGTBQ language. In fact, after the first year of training over 90 percent of
participants indicated that the training had led them to do things differently in their
classrooms and schools. The most common change reported by the participants was that,



after the training, they were more likely to intervene when hearing anti-LGBTQ language
in schools. '

Clearly, change is possible and our experience in New York and around the country has
shown that education can be the vehicle for it. While in schools there have been some
positive advances and we still have a long way to go, our concern remains that students
only spend so much of their day, week and year within the city’s schools. The city is their
larger classroom. Through the education of staff; our city’s school students are learning
important lessons about bias and how bias-based behavior is unacceptable. But without
change and without education of the rest of the city’s residents, it is less likely that
students will apply their learning in other settings. The proposed change to the charter
and administrative code will assist in our school-based educational efforts and help to
create a more respectful and safe city for all.
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STATEMENT RE: INT. NO. 363

Joyce Dubensky, Esq., CEO of the Tanenbaum Center for Interreligious Understanding, submits this
statement in support of Int. No. 363, a local law fo amend the New York City charter and administrative
code, in relation to requiring the commission on human rights to educate the public on various types of
bias-related harassment.

As an internationally-recognized organization working to improve intergroup relations and overcome
religious intolerance in the great city we call home, Tanenbaum strongly supports Int. No. 363,
especially as it relates to making training available for city employees and in public and private schools.

The reasons that these amendments are necessary are crystal clear and evident in the headlines every
day. Bullying. Threats. Violence. It is happening throughout our city and across our nation.:

» This spring, on Staten Island, two 13-year-olds were arrests on hate crimes
charges. Their crime? They assaulted a Muslim classmate, beating her and
attempting to rib the hijab from her head. "Are you a Muslim?” they asked before
beginning the assault.

e InJanuary of this year in Vestal, New York, 37 students faced disciplinary action
after participating in "Kick a Jew Day." In 2008, students at a St. Louis school
held “Hit a Jew Day.”

. Aﬁd just a few days ago, a Houston high school teacher remarked to a Muslim
student, "You must be grieving...| heard about your uncle's death” — referring to
the death of Osama bin Laden. The student burst into tears.

Disturbing incidents like these are avoided with education that exposes people to cultural and religious
differences and illustrates exactly what constitutes bias-related harassment. Schools, in particular, are
a key locus for this kind of instruction. The data are clear:

« New York is one of the five worst states for school bullying.

s 30% of U.S. students in grades six through ten are involved in either moderate
or frequent bullying — as bullies, victims or both.

o 55% of 8 to 11-year-clds say bullying is a sericus problem for them.

it is critical that we reach our children before they learn to hate. Schools should be safe havens for
students, not high- rlsk zones.

As the second story above shows, education around bullying and harassment is also critical for
teachers. Tanenbaum has spent over a decade training educators to create inclusive, multicultural and
multi-religious classrooms, and we welcome wholeheartedly any initiative that supports these efforts.

in a city where more than 35% of people are foreign-born, education about unfamiliar cultures and
religions is critical. Exposing people to these differences and making people aware of how their actions
may — consciously or not — be perceived as harassment by others, is a proactive step to prevent hatred
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and violence. The city charter and administrative code already require instruction on techniques for
achieving harmonious intergroup relations. It is time to strengthen this stance and move forward with
enhanced education on bias-related harassment.

I

The Tanenbaum Center for interreligious Understanding is a secular, non-sectarian not-for-profit
dedicated to combating religious intolerance. Working in the areas of education, health care, workplace
diversity and conflict resolution, we change how teachers teach, how health care practitioners provide
care, how workplaces treat their employees and how diplomacy is conducted.
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Hearing ¢n Int, No, 363: In relation to requiring the
commission on human rights to educate the public on
various types of bias-related harassment, May 9, 2011

Introduction

My name is Nicole Avallone, and for over a decade I
have provided support services to LGBT youth and adults
in the NYC area, as well as on the West Coast. I am
currently the Director of Youth Services at the Lesbian,
Gay, Bisexual, and Transgender Community Center’s . .
- Youth Services Program. I am here today to testify in
strong support of the City Council’s proposal to require
the commission on human rights to educate the public on
bias-related harassment, and in working to the same end
with city, state, and federal agencies to educate public
employees.

Current situation and challenges

Working with LGBT youth, there is not a day that goes

by that I do not hear a story of the damaging effect of bias

_on the lives of our young people. Just last week, a young
person came to our program who shared that he was
afraid to walk down the halls of his school because rumor
had gone around that he might be gay. He tried to laugh
off the hateful comments thrown at him, but he no longer
felt motivated to go to school and didn’t know where to
turn. When he finally had the courage to speak with a
school counselor, he was told that maybe he should

- change the way he dressed so he didn’t draw so much
attention. But no change of clothes could have stopped
him from being slammed into a locker, repeatedly
harassed and humiliated, until he eventually stopped

. going to school altogether. This young person found his

way to our program feeling completely alone because his

community had failed to provide him what every young

person deserves — a safe, supportive space to fearn.

Community impact

At the Center, we support young people to be agents of
change in their families, social circles, and communities.
We offer supportive individual and group interventions to
help LGBT youth deal with the trauma of bullying,
including counseling and support groups. And we
facilitate the Safe Schools Network, a project that gives
young people the skills and support they need to develop
and maintain Gay-Straight Alliances (GSAs) and other
youth groups in their schools and communities. The
young man who came to our program found a community
that accepted and supported his right to be himself.

But we cannot do this work alone. We need your help,

Need for Bias-free Services for LGBT youth

The need for bias-free spaces for LGBT youth is
paramount: Nationally, we know that LGBT youth are far
more likely than their non-LGBT peers to skip school;
have far greater drop-out rates; are more likely to run
away from home, struggle with substance use, low self-
esteem and depression; and are 4 times as likely as their
non-LGBT peers to attempt suicide.

This is unsurprising when key fmdings of a 2009 survey
of LGBT students in New York City showed that:

. 3 in 4 experienced verbal harassment because of
their sexual orientation and about 3 in 5 because of their
gender expression

. 1 in 4 was physically harassed (e.g., pushed or
shoved) because of their gender expressionand 1in 10
was physically assaulted (e.g., punched, kicked or injured
with a weapon) because of their sexual orientation

. Nearly half reported experiencingelectronic
harassment or “cyberbullying” and about 40% had
property (e.g., car, clothing or books) deliberately
damaged and/or stolen.

Furthermore, the majority of NYC students who were
harassed or assaulted in school rever reported it to school
staff, or family member. Among those who did, nearly
half didn’t feel that they got the help they needed.

We need to do better, and we can. Significant researchz,
and the experience of providers such as the Center show
that school and community-based interventions work. No
young person should fear for their smety because of their
sexual orientation, gender expressmn or any other aspect
of their identity.

Conclusion

The Center s thankful that this conversation is taking
place today. Your support in addressing this dire need is
essential, and we look forward to collaborating with the
City Council on developing new programming that would
work to reduce the damaging impact of bias-related
harassment in our communities.

1. GLSEN. (2011). School Climate in New York City (Research
Brief). New York: GLSEN.
2. Russell, S. T., & McGuire, J. K. (2008). The school climate for

lesbian, gay, bisexual, and transgender (LGBT) students. In M. Shinn
& H. Yoshikawa (Eds.), Changing schools and community
organizations to foster positive youth development (pp. 133-158).
Oxford: Oxford University Press.

208 West 13th Strest, New York, NY 10011 | 212.620.7310 | gaycenter.org
Adult Services | 646.556.9300 (direct telephone) | 646.486.9381 (direct facsimile)



Testimony by Parry Aftab, Esq., Executive
Director and Founder of WiredSafety, Teenangels.
and StopCyberbullying.org before New York City

Council, NY, New York May 9, 2011

Introduction to WiredSafety: WiredSafety first began its work on cyberbullying and
cyberharassment in 1995 through its volunteers. Still run entirely by unpaid volunteers,

including Parry Aftab, the charity covers all digital risks, for alt demographic groups and with all
digital devices, worldwide. Unlike other bybersafety groups that merely provide education or
awareness, WiredSafety’s volunteers also provide one-to-one help for victims of cybercrime
and abuse, training for law enforcement and guidance to the industry. It is one of five members
of Facebook’s International Safety Advisory Board, created Liz Claiborne’s Love is Not Abuse

digital dating abuse curriculum, the “Let Me Know” Girl Scouts cybersafety

education/awareness program (Imk.girlscouts.org) and is a founding member of MTV’s A Thin

Line (athinline.org) campaign’s advisory board. It was a member of both the ISTTF Berkman

Center Task Force and the NTIA’s Online Safety Technology Working Group. Parry Aftab has
recently received the FBI Directors Community Leadership Award and will be presented with

the Canadian RCMP Child Protection Award later this month.

1. What is cyberbullying? How is it different from traditional bullying?
Cyberbullying is “any cyber-communication or publication posted or sent by a minor online, by
instant message, e-mail, website, diary site, online profile, interactive game, handheld device,
cellphone, game device, digital camera or video, webcam or use of any interactive digital device
that is intended to frighten, embarrass, harass, hurt, set up, cause harm to, extort, or otherwise
target another minor.”

My short definition of “cyberbullying” is: “When a minor uses technology as a weapon to
intentionally target and hurt another minor, it’s ‘cyberbullying.””

With one exception, all cyberbullying must be intentional. it requires that the cyberbully intends
to do harm to or annoy their target. {In the one exception to this rule, the student is careless
and hurts another’s feelings by accident. This is called “inadvertent cyberbullying,” because the
target feels victimized, even if it is not the other student’s intention. Since it often leads to
retaliation and traditional cyberbullying, it is considered one of the four main types of
cyberbuilying.)

While | am not happy with calling it “bullying,” the term seems to have caught on since Bill
Belsey first coined it in Canada. in our MTV athinline.org campaign, we call it “digital abuse,”
and older teens call it “drama.” {| am one of five advisary board members for the A Thin Line



campaign with one of my Teenangels is another.) Some qualifies as “digital dating abuse,” which
is what we call it in the Liz Claiborne “Love is Not Abuse” digital curricutum | developed.

Aduits consider themselves victims of “cyberbullying” sametimes, but we correct their use of
the term. When minors get into a fist fight, we often call it “bullying.” But when adults get into a
fist fight, we call it “assault and battery.” Sadly, calling anything "bullying” somehow makes it
less important. It denotes a childhood activity. So, we use it only when dealing with attacks
between or among minors in cyberspace.

”Cyberbuflying." as WiredSafety defines it, needs to have minors on both sides, as target and as
cyberbuily. (If there aren’t minors on both sides of the communication, it is considered
“cyberharassment,” not cyberbullying.) When a student harasses a teacher, it falls under
cyberharassment. (Note that some new cyberbullying laws classify teacher cyberharassment as
“cyberbullying” for those purposes, though.)

2. Can you give us examples of cyberbullying in school settings?

When it comes to cyberbullying, students are often motivated by anger, revenge, or frustration.
Sometimes they do it for entertainment or because they are bored, have too much time on their hands
and too many tech toys available to them. Many do it for laughs or to get a reaction. They may do it
because they think it’s fun. A growing number do it to make a point to others, to improve their profile’s
popularity or video’s page views, and get attention for their “15 megabytes of fame.”

Because their motives differ, the solutions and responses to each type of cyberbullying incident have to
differ too. Unfortunately, there is no "one size fits all" when cyberbullying is concerned. We lay out what
works best for each type of cyberbullying in our “What Works and What Doesn’t" and in “What Can You
Do to Address it?” sections of our upcoming StopCyberbullying Toolkit (a free downloadable $1million
resource for schoaols).

Cyberbullying typically starts at about 7 years-of-age (younger in very connected communities) and
usually ends (as “cyberbullying”) around 15. After then, the cyberharassment continues, but it changes.
It usually becomes sexual harassment or is done for revenge against a former boyfriend, girlfriend, or
former friend. It is often done more for titillation value than to hurt the target.

There are four types {and one sub-type) of cyberbullies. Only two of these operate both online and
offline. The others are products of anonymity, impulsive technologies and lack of impulse control or
digital literacy. They can only thrive online in an environment when students can be anyone they want
to be or no one at all, and cybercommunications are misconveyed and misunderstood and recipients
feel victimized. -

The Vengeful Angel:

Vengeful Angels consider themselves the Robin Hoods of cyber-space,
attacking bullies to protect the victims. A Vengeful Angel often gets
involved when trying to protect a friend who is being bullied or




cyberbullied. They fight fire with fire and strike back against the bully. They see themselves as righting
wrongs, or protecting themselves or others from the “bad guy” they are now picking on. Yet they
become a bully themselves when they do this. Both girls and boys become Vengeful Angels, but more
boys do it than girls. Vengeful Angels only operate in cyberspace. They do not bully offline.

Know Them When You See Them:
Vengeful Angels usually act alone and don’t give away their real identity. {They might face real life
builies if they did!} They use all kinds of technology but often resort to hacking and high tech attacks.
You can spot them by their messaging. They tell you that you better stop doing something or face their

' s wrath. They often make threats like, "You better leave Clyde alone or you'll
pay!" or "If you hurt lennie one more time, I'll blow up your computer!

Favorite Cyberbullying Methods:

They either use direct attacks when they threaten or hack their victims or
set them up by using cyberbullying-by-proxy attacks by posing as their
victim and doing something to get them in trouble.

A The Power-Hungry Cyberbutly:

Power-Hungry cyberbullies are the “thugs” of cyberspace. They want to show everyone who's
the boss and demonstrate that they are fierce enough to control others through intimidation. They are
often offline tough schoolyard bullies too, just using digital technology to do their dirty work. Power-
Hungry cyberbullies are all about demonstrating their power over you and want your attention. They
want a reaction, and without one may try even harder to get one by increasing their threats. They are
usually bigger and tougher than others in “RL” (real life) and can back up their threats. Typically they are
hoys, but in some cases, especially an all-girl environment, they are girls too.

Know Them When You See Them:

Power-Hungry cyberbullies usually operate alone, but they will let you know who they are because you

don’t scare them. They will use any kind of technology and often make physical threats like, “ am going
to punch your lights out next time | see you,” or "Next time you log in to Gears of War, you'll see what |
can do to you and your account!" They may threaten to hurt the target or someone or something they-

care about, “Your dog is road kill tomorrow.”

Favorite Cyberbullying Methods:

Power-Hungry cyberbullies use direct attack methods, almost always. it's them to their victim and they
rarely care about an audience. They send text messages, IMs, emails, and private messages to their
victims. They may use high tech methods too. They can be destructive, sending malware or breaking
into systems to hack, delete files or reformat drives. They think they are tough and want you to know it.
They also often threaten offtine acts of violence, happy to follow through (unless they are the Revenge



of the nerds subtype, who can’t follow through in real life, see below).

Revenge of the Nerds - A Subtype of the Power-Hungry Cyberbully:

The Revenge of the Nerds aren’t tough in real life, they just pretend to be
online. This cyberbully is a subtype of the Power- Hungry cyberbully, because
they are motivated by power and getting "respect.” They like to see their
victims sweat in the same way the bigger traditional Power-Hungry
cyberbuilies do. The only difference is that they are not big tough offfine
thugs who can defend themselves and throw their weight around. They are
usually the ones getting bullied offline. So they always have to hide their true identity, either by
anonymous attacks or posing as someone else.

Know Them When You See Them:
Revenge of the Nerds cyberbullies are usually the quiet or smalier kids (they can be girls and boys, but
predominantly boys unless it is an all-girl environment). Even though they can't be real life bullies,
cyberbullying is easy for them because they often have better technical skills than others. It is their
intention to frighten or intimidate their victims, while never having to confront them physically or reveal
e their identity. They often resort to anonymous attacks or direct threats sent to their victims

- ) anonymously. Their attacks look exactly like those of the Power-Hungry cyberbully. That's the
idea. But unlike traditional Power-Hungry cyberbullies who tend to act alone, Revenge of the
Nerds can sometimes act in groups with others who fit their profile. Trolling is when a group of Revenge

of the Nerds cyberbullies attack together.

Fictor: Favorite Cyberbullying Methods: Revenge of the Nerds
Butly: ; j oty says: cyberbullies’ favorite methods to harass others are online

You're shupid) , oune L)

il |- oo gaming attacks, point theft and hacking, threatening you
Pergn poi with hacking or trying to destroy your reputation with
blatantly false allegations. They sometimes target
celebrities to make a name for themselves and gain
~ attention. (Trolls are Revenge of the Nerds cyberbullies.) You might hear them say, "Hahaha! | broke
into your account and stole all your gold!" or "Want to see what | can do to your musi¢ files?-Watchi" -
They will also make threats for offline harm, even if they can't follow through.ﬁ

Mean Girls:

They're always mean, but not always girls. They also act in groups, with
different roles for the instigator, their posses and the cyber active and
passive bystanders. This type of cyberbullying occurs when the cyberbully
is bored, looking for entertainment, jealous or to enhance their social
standing. It is largely ego-based and the most immature of all
cyberbullying types. Mean Girls cyberbullying is usuaily at least planned in
a group, either virtually or together in one room. it may occur from a
school library, a slumber party or from the family room of someone after school.




This kind of cyberbullying requires an audience, The cyberbullies in a Mean Girls situation want to show
off their social standing and popularity and they want others to know that they have the power to
cyberbully others. Posses want to show the instigator that they have her back and support her. Mean
Girls bystanders fall into two categories, active bystanders who pass along messages to avoid becoming
the next victim and passive bystanders who witness what is going on, but do nothing to report it or stop
it. This kind of cyberbullying grows when fed by group admiration, cliques or by the silence of others
who stand by and let it happen. It quickly dies if the Mean Girls don’t get the entertainment value or
attention they are seeking.

Know Them When You See Them:
N Mean Girls act in groups and usually tell you who they are. (Bystanders may not, but the
ol instigators and their posses do.) They attack reputations and don't deal with physical

\ threats. They want their victims hated, ignored, socially-excluded or driven away. Their
preferred methods of attack are through cell phones, text messaging, and social networks. They want to
embarrass their target, and you might hear them say, “I told Becky not to bother inviting a loser like you
to her birthday party.” Or they may attack a victim based on differences, passing rumors or sharing
secrets. When best friends become "frenemies," they often resort to Mean Girl tactics.

.\

Favorite Cyberbullying Methods: .

Mean Girls use social technologies to get as many involved or
broadcast their attacks to as many as possible. Facebook,
Twitter, Formspring, text messages, IMs, and webcams are
their favorite tools. They like polls of "Who's Hot? Who's
Not?", quizzes to make fun of their victims and
photoshopping. They often use privacy intrusions and spying .
to capture information, passwords and pictures, What they don't have, they will fake, pretending their
victim said something they didn't, or looked a way they hadn't. They may use their victim’s password to
pose as them and get them into trouble or embarrass them. They use indirect attack methods most
often, but also use cyberbullying-by-proxy and direct threats too.,
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The Inadvertent or Accidental Cyberbully:

Inadvertent cyberbullies usually don’t think they are cyberbullies at all..
Their problem is that they are often careless and don’t think before they
send out a message, so they end up hurting someone’s feelings by
accident.

They also may be pretending to be tough online or role-playing.
Sometimes, while experimenting in role-playing online, they may send mean messages or target
someone without understanding how serious this could be. They may also do it to one of their friends,
joking around. But their friend may take it seriously. Or they may be reacting to mean messages they
have received. Unlike Power-Hungry or Vengeful Angel cyberbullies, they don't lash out intentionally.
They just respand without thinking about the consequences of their actions. And sometimes, they just
don't bother proof-reading their messages and a typo causes hurt feelings.



‘ Know Them When You See Them:

\ This cyberbully is not usually anonymous, it's usually a friend of yours. It often doesn't make
sense. They may be joking or playing a prank. Or, maybe they were just careless and sent the message to
the wrong person or left something out. They often get into trouble with typos or not explaining things
well. They may have meant to send a funny message to a friend, like one gamer messaging another
about their Mortal Combat: "I'm going to kill you!l" But if it goes to the wrong person, they think they
have just been threatened. Maybe they meant to say “Tyra is not fat!" but left out the word "not."

They don't have a favorite method of cyberbullying, because it is accidental, not intentional. When jokes
fall flat, they can do it via all digital technologies. IMs and texts may be misdirected when students zip
too quickly through address books and contacts. Pranks going sour, typos that change meaning, copying
the wrong people - all can lead to misunderstandings and hurt feelings by recipients.

3. What are educators doing about it and why aren't they succeeding?

It’s impossible to change behavior when no one understands what is behind it. Cyberbullying occurs for
the same reasons schoolyard bullying occurs. It also occurs by accident when students are careless
about cybercommunications. It might come from impulsive and thoughtless reactions to something that
has upset the “cyberbully.” They may be defending themselves and each other from offline bullies or
other cyberbullies. Lumping them all together will lead nowhere, fast.

Cyberbullying starts early. WiredSafety is seeing it start as early as second grade, peaking in fourth — fifth
grade, leveling off, and then peaking again in seventh and eighth grade. Part of the problem is defining
it. When students hear “cyberbullying” they often think different things. Some think it means a death
threat, others think it’s a fake Facebook profile set up to humiliate others. Some think it’s using lewd
language or posting mean images. (You can [earn more about this in “Talking the Talk” in the
StopCyberbullying Toolkit.)

It starts when kids start using mobile interactive technologies, such as celiphones, DS, DSi and PSPs, and
instant messaging. It continues through high school {although high school students hate admitting that
they can be bullied and deny it continues through high school). It often follows their journey from
technology to technology, as they develop and their interests and relationships change. The more they
mature, the less they cyberbully. At the same time, if they continue as the teens get older, the
cyberbullying attacks become more dangerous and better targeted to hurt their victims.

Their methods and motives change with age. Fourth graders tend to blackmail others, middle schoolers
use social exclusion, and high school students tend to sexually harass their former romantic partners,
This tracks their offline bullying trends, but for some reason surprises people when they look at it from
the cyberspace perspective.

Anonymity plays an important role in the rapid growth of cyberbullying. More than 65% of cyberbullying
occurs anonymously, by masquerading as the victim, posing as someone else or hiding all identies. This
drives cyberbuilying by making it harder to identify the cyberbully and allows the cyberbully to avoid
having to face the real harm their actions are causing. It also emboldens students who see themselves as
the “good kids” to act out by trying on the disguise of a bully, in what they consider a safe environment.



In addition to not understanding how cyberbullying works, too many bullying programs and educators
trained in those programs lump cyberbullying together with schoolyard bullying. “Bullying is bullying.”
But that is only half right. Two types of cyberbuilies, as noted above, cyberbully and schoolyard bully,
often going back and forth. Traditional Power-Hungry cyberbullies and Mean Girls operate equally in
online and offline realms. But two other types of cyberbullies and the sub-type of Power-Hungry
cyberbuilies {Revenge of the Nerds) operate only online.

Inadvertent Cyberbullying can be avoided if the students slow down, adopt “ThinkB4uClick” practices
and use emoticons. Inadvertent Cyberbullying constitutes approximately 15% of reported cyberbullying.
Teaching students to “Take It Offline” and reach out to a friend who attacks them out of the blue
without provocation or an argument history if something feels wrong can resolve many incidents of
Inadvertent Cyberbullying as well.

Other cyberbullying is facilitated because students share their passwords with others. In WiredSafety’s
surveys, 84% of grammar school students and 70% of middle and high school students have shared their
password with at least one other student, often a boyfriend or girlfriend or best friend. Even when they
don’t share them, their passwords are easily guessed by someone who has been in school with them for
years. Middle name, pet’s name, the street they live on, favorite car, movie or rock star, the year they
graduate, favorite sports team or college they want to attend are frequently used as their passwords.
Armed with their secrets and passwords, classmates {especially former best friends and jilted romantic
partners) can do serious damage online. They lock their targets out of their own accounts, message their
friends while posing as them and violate Facebook’s terms of use while using their target’s account to
get it shut down. Ali of this can be avoided if students are taught digital literacy skills, including how to
select a password that is “easy to remember, but hard to guess,” and how to use privacy settings on
Facebook and not to share their passwords or community machines without logging out between users.
Easily taught and, if followed, these lessons will reduce Inadvertent Cyberbullying and many Mean Girl
and Power-Hungry attacks.

Thus, without having to address courtesy and peer communication norms, teachers can eliminate
another 10— 15% of cyberbullying vulnerabilities. Sometimes just making it a little harder to infiltrate
their target’s account {unless jealousy or revenge is involved) may turn the cyberbullies to the next
potential target in line. By teaching the students to use anti-virus programs and firewalls, keeping them
up-to-date and about commen scams, malware and spyware traps, many hacking and privacy intrusion
attacks of both types of Power-Hungry cyberbullies and Vengeful Angels can be avoided.

But these skills are taught in early years, if at all, and rarely touched on again. Ask any 3" or 4™ grader
with a technology teacher on staff at the school to name the top four risks kids face onliné and along -
with sexual predators (or “kidnappers” are they often refer to them}, “bad sites” and “cyberbullying,”
they will name viruses, pop-ups and hackers. Ask them the same question in 7" grade and the malicious
code sensitivity disappears.

Finally, notwithstanding the rush to add new cyberbullying laws that require schools to teach
cyberbullying prevention and create policies and procedures to address cyberbullying, many teachers
don’t even discuss cyberbullying. The Franklin, Mass. Teenangels chapter testified before Attorney
General Coakley on February 17, 2011 in Springfield, Mass. on the new cyberbullying laws in her state.
They disclosed early resufts of their recent survey about cyberbullying education in Franklin schools -
44% of the students surveyed said that the only time they had been taught about cyberbullying was
from the Teenangels themselves. (Franklin was one of the few school districts in Massachusetts to
comply on a timely basis with the new law.)



This is understandable and should be expected. Teachers aren’t trained or receive complicated and staid
professional development. Offline bullying programs are smoked and mirrored to attempt to cover
cyberbullying. Mandatory reporting requirements, where teachers may now face legal liability for failing
to comply with often confusing and over-reaching statutes and regulations have them caught like deer
in the proverbial headlights.

How can they teach? Where are they going to find time to train? Running over-sized classrooms, with
mainstreamed at-risk and special needs students on reduced budgets and teaching to standardized
testing at the same time? Little parent involvement or support, aging educators unfamiliar with the
technology and schools who approach cyber-risks by locking students out of social technologies instead
of embracing their potential — it's a wonder they can get out of bed, much less teach cyberbullying
prevention.

4. What, in your opinion, is the best solution to this problem?

The solutions are multifaceted. There is no silver bullet as our Berkman Center Internet Safety Technical
Task Force report and our NTIA Online Safety Technology Working Group reports made clear {l was a
member of both). It takes a virtual village.

Too often experts work in silos. Educators work independently from law enforcement, who work
independently from social workers, mental health professionals and health professionals, who work
independently from risk managers, instructional designers and technology providers. Unless or until we
all work together and share what we know and our own unique perspectives, we will continue to fail.

We need to share resources and expertise. Today, while testifying at the Massachusetts cyberbullying
taw hearings, expert after expert said the solution to cyberbullying was information sharing. We need to
do more than just share information. We have to share resources. We need to host a huge potluck
cyberbullying resource dinner, with one expert bring the standard-based mashed potatoes, and another
bringing the animated messaging glazed ham. If everyone contributes what they know and have
developed, from research to student empowerment programs, we can all celebrate with a feast of
digital skills, peer-interaction models and normative and courteous school environment and behavior,
from the crossing-guards to the bus drivers to the guidance counselors, school nurses and school
administrators and teachers to students.

Experts in cyberbullying and bullying need to stop bullying each other, We in the cybersafety field could
learn from this model as well. Instead of taking potshots are each other, we should stop being
cyberbullies and builies ourselves and put aside our egos and decide we have a.common goal—
protecting our children, encouraging safe and responsible use of digital technologies and empowering
all stakeholders. We have to put the kids first.

We need to get the kids involved. My Girl Scouts’ cybersafety and cyberbullying initiative,
Imk.girlscouts.org, reaches 2.5 million girls and countless site visitors of both genders, as well. My
Teenangels helped me design it. Teenangels and Tweenangels are being studied by one of the leading
computer science and graduate educational schools in the US for ways to expand what they learn and
the programs’ effectiveness. Young people helped build AThinLine.org, together with MTV, the one
network that can make cyberbullying and digital abuse prevention “kewl.” Tweenangels are advising
ToysRUs on safer use of digital technologies they sell and helping build the cyberbullying resources for
Verizon. Webkinz, Disney and Microsoft seek their help and insight. With the right training and
supervision, young people can develop and deliver peer-to-peer resources, messaging and helplines, and
better research with their help and input will help us address the problem.



The Industry leaders need to understand cyberbullying and risk management. |n addition, making sure
that technology and device providers know how to address cyberbullying when they encounter it and
how to build safer and more private technologies that are mare cyberbully-proof is essential. | advise
the major players in the industry on these risk management matters and will be announcing the new
Socially Safe best practices seal, shortly, to help users understand what policies and practices are behind
the screen. To earn the Socially Safe Seal or the Sociaily Safe Kids Seal sites and digital technology
providers must have cyberbullying policies and procedures and their moderators and customer service
personnel must be trained in handling cyberbuilying and cyberharassment.

The industry must work with cyberbullying experts. Training and certification of moderation personnel,
volunteers and escalation supervisory staff is being developed together with a Canadian college and
with Pace University using my risk-management programs. The industry has recognized the need to
work more closely with educators and safety and best practices experts. Facebook’s International Safety
Advisory Board, where Facebook turns for safety and cyberbullying advice and guidance, is a primary
example. Google turns to a handful of experts for help as well. We used our position with both mega-
providers to create the StopCyberbullying Coalition that includes Procter & Gamble, Disney,
Nickelodeon, Webkinz, Microsoft, Facebook, MySpace, AOL, Google, Verizon, LG, MiniClip, Candystand,
Addicting Games, XBox, CARU, Nationai CyberSecurity Alliance, McAfee, Seventeen Magazine, Girl
Scouts, ToysRUs, Nokia, Spectorsoft, Build-a-Bear Workshop and others.

We, finally, need to provide more consistent, easily accessible and better resources to educators, without
charge. Our upcoming StopCyberbullying Toolkit will do that, providing everything K-12 educators need
for all stakeholders. And it will be available online. Instead of making them find room in an already over-
packed semester for a new curriculum, we provide short drop-in activities tailored to each grade group,
their needs and risks, that can run for 5 — 45 minutes without advance prep, using animations, quizzes,
computer interactives, activity sheets, computer and board games, improv. skits and student-to-student
programs.

Parents have to be included, as well. Modelled after the program we developed for Singapore in 2000,
the Parents Advisory Group on the Internet (“PAGI”), the WiredMoms program is growing in North
America to help moms help each other guide their children’s use of digital technology. We need easy
tips and advice for non-English speakers too - Chinese, Spanish, Portuguese, French, Polish, Russian and
Ukranian, Arabic and Farsi. We have to keep it simple and stop expecting them to understand the
technologies. We have to empower them to be parents, not their child’s best friend.

We need to share normative data. Normative information has been a cyberbullying-hyped panacea.
 While it will not, IMHO, work with-students, it can be invaluable to parents who don’t khdw the horms. —
Students have always claimed that “all their friends” have whatever they want and don’t have. The
parents of “all their friends” let them do whatever it is they want to do and aren’t currently allowed to
do. In previous generations parents used to communicate and stand together opposing their children’s
pleas with a knowledgeable eye. But now, no one talks to each other and parents find themselves

raising their children in a vacuum. Should all 8-yr-olds have a cell phone? Is Facebook okay for a ten-yr-
old if they are smarter than their friends? Parents need to know what makes sense and feel comfortable
knowing that others are taking the same stand. Let’s bring more normative information to parents about
what other parents are doing.

And, unless the students own the issue and decide to stop it themselves, all of this will continue to fail.
Our Don’t Stand By, Stand Up! campaign was designed by classmates of Tyler Clementi, from Ridgewood
High School in our Teenangels program. If we make it “unkewl” to cyberbully others, it will stop. If we
teach them how and where to report it, and help them understand what will happen, you will see more



reporting. If we make them feel safe in telling school personnel when they or others are being
cyberbullied, they will tell. But, if we fail them, it ail fails.

5. What are the obstacles in the way of this solution?

We don’t know enough. And those who can tell us, the students, try to hide it. We need to understand
how pervasive it is, as well. We don’t.

Some very credible research has been done by trusted academic researchers. But cyberbullied students
have reported to us that they hide the fact that they have been cyberbullied 95% of the time, for various
reasons ranging from their doing something they weren’t aliowed to do when they were targeted (such
as having a Facebook page before they were allowed), parents over- and sometimes under-reacting,
their not wanting to get friends into trouble or have the technologies monitored or taken away from
them. They have listed almost 70 reasons they hide it, especially from their parents.

if the research is conducted with parental consent or knowledge, students tell us that they lie in their
responses, hiding how often it happens. So, how can we make the findings more accurate and get
students to be honest in their responses? We can get young people involved in conducting the research
together with trusted academic researchers. Our new program spearheading this will be announced
shortly with Pace’s Seidenberg School of Computer Science and Information Technology, where | have
agreed to be an adjunct professor. We have been overseeing and delivering our programs to Master and
Doctoral students there for three years and two are earning their PhD studying our programs, success
and findings. One is focusing entirely on our Teenangels {13-18) and Tweenangels (7-12) peer-education
and leadership program.

Our Teenangels (teen peer-to-peer cybersafety experts who train up to two years for their wings under
our program launched in 1999) conduct independent research as part of their training. Teens and
preteens tend to be more honest with each other than they are with adults tied to parents, we have
found. They also know how to define “cyberbullying” in ways their peers respond to. Depending on their
particular survey (most of which were conducted with 500 or more students, typically from one schoot
or school district), cyberbullying has been reported to affect between 50% and 80% of students
responding to their surveys.

A lot has been made about our statistic of 85% of students reporting being cyberbullied. They claim that
if we ignore how often cyberbullying occurs, students will somehow believe it isnt happening and
model themselves after a normative model of students being kind and courteous to their peers online
and offline. |-fearthat this concept might work in an ivory tower, but in the classrooms educators tell us™
it doesn’t. All anyone has to do is talk with a middle school teacher to find out how often cyberbullying
occurs and how much it disrupts school. The norm is students crossing the line, at least once in a while.

Let me explain the 85%. | visited schocls around the U.S., speaking to more than 44,000 students. In
each case | asked the students in the assembly if they had been cyberbullied within the last year. Instead
of asking it that way, though, | outlined the kinds of activities that constitute cyberbullying and asked if
they had happened to any of the students attending the presentation. Then | counted hands and did the
math. No matter where | went in the U.S., | never found fewer than 85% of the students admitting that
they had been cyberbullied at least once. In one case in Canada, 100% of the students at an exclusive
boarding school admitted to having been cyberbullied. {| believe this may be the nature of a boarding
school resident program, when students live and learn together 24/7 and have fewer outlets for their
boredom.)



Does this tell us, in a peer-reviewed academically sound manner how often students are cyberbullied?
Of course not! But it tells us that students report being cyberbullied far more often than any of us would
have suspected, and that while some may have said they were cyberbullied because the group did,
many feel cyberbullied. Far more than should.

~To understand how pervasive cyberbullying is, we have to find a way to engage the students to share
with us. If you don’t know how students define it, you will never get to the solutions. It's a matter of
speaking their language. (Don’t be tempted to use text or chat lingo terms if the students are in eighth
grade or older. It's something used by younger students, except as shorthand for texting.)

The ways they cyberbully are becoming more sophisticated as well. SIM cards are the new favorite of
cyberbullies who swap them, erase them and reprogram them. | was at a high school in New York
recently and asked the students to list various ways they cyberbuily each other. One young man, a
leader in his class and a great kid, offered that a student would grab an unattended cellphone and
reprogram the victim’s best friend's or romantic interest’s number to their cell number. When they sent
a mean text message, it would come up as the best friend or girlfriend or boyfriend instead of theirs and
the victim would blame their friend and be doubly hurt. (They should spend half the time studying as
they do dreaming up these kinds of schemes!)

Perhaps one of the biggest challenges of all, is how very smart and educated people misunderstand the
cyberbullying dynamic. Students who are victims of offline bullies often turn the tables by becoming
online bullies, and not only to get even. They enjoy the feeling of power. They like to see the big guys
and popular girls sweat.

Good kids think that what they are doing online is just harmless fun, without realizing how others are
affected. Students tired of watching others rule the schoolyard bullying roost step up, anonymously and
viciously, online. Students who would never join in in RL pass along rumors and secrets happily using
cellphones, Facebook and iMs. Third graders send lewd hand drawn pics using their Nintendo DS and DSi
Picto-Chat features.

Cyberbullying goes farther than many offline bullying attacks, without the fear of detection,
consequences or adult witnesses. And it often is conducted alone, in the quiet seclusion, without
anyone to warn them they have gone too far.

Impulse control creates serious problems for students with more power in their backpacks, pockets and
purses than large corporations had a decade ago. The technology is so accessible and the opportunity so
enticing that what they normally don’t say outloud, they are willing to express online. And they share far
more than they should, which makes them vulnerable to cyberbuilies and privacy invasions. Different
profiles, different motives and different methods attract different students, both as the cyberbully and
often as the target. ‘

Closet bigots are more comfortable sniping anonymously. And hate sites and groups are online and
active just as all other groups. Students are now posing as their targets and challenging gang members
to fights in the guise of their targets, resulting in physical assaults. They are posing in the nude from the
neck down, claiming to be a similarly-endowed target and soliciting sexual encounters in their name.
Well-liked and personable students are attacked, anonymously, by those jealous of their popularity. This
kind of an attack would never be tolerated in reai life.

The impersonation potential of digital technology allows students who normally color within the lines to
act out in ways they would never do in real life.



6. Why are you personally interested in this problem? My interest in cybersafety came
from three directions.

1. I'was one of the first “cyberlawyers” in the world and specialized in cyber-privacy and security
law. Safety is a natural offshoot of privacy and security.

2. 1was senta link to a website, asking me to have it shut down and the people behind it jailed. it
turned out to be a child pornography site and | saw an image of a little 3-1/2 yr old girl being
raped. { vowed to find her and help cthers like her.

3. And, | too believed in Martin Luther King’s dream of children being judged on the quality of their
character, not the color of their skin, the size or cost of their jeans, how they worship or their
accent.

The road to that is empowerment of young people. Too many others thought the only way to keep
students safe was to keep them in the dark silent analogue world. | thought that was short-sighted. The
greatest single risk, | believe, is children being denied access to the tools they need for education,
careers and their role in a worldwide community. We have solutions for everything else. It just requires
us to think outside of the box and park our egos at the door.

| sold my house, cashed in my retirement and emptied my savings to fund and form the charity that |
volunteer my time running. | didn’t think | had a choice and believe the same thing now. If you are lucky
enough to be in a position to help guide young people into the future, a better and hopefully more
enlightened future, you are very lucky indeed. Teachers understand this better than most.

The Internet offers promise to those without promising futures. Those in rural communities can access
resources in wealthy urban communities. Virtual tourism, being able to reach famous and talented
mentors and seeking creative options to everyday experiences are all within reach, if our students know
how to use and have access to digital technologies. Online all children can walk, talk and see. They are
judged, as Dr. King hoped, on the basis of their character online. Unless they post photos, videos or
engage in webcam chats, no one is too fat, or too tail or too whatever.

But cyberbullying kills all that. It takes the wonder of the Internet and turns it into an arsenal of

- weapons designed to hurt others. One of my Teenange!s told me, at the age of thirteen, that she was
more hurt that her former best friend took so much time and effort just to hurt her online.
“Cyberbullying hurts your heart,” she told me.

There are enough ways our children’s hearts will be hurt over the years. But the power'of the‘Internet to
reach them 24/7, in their favorite online places, at grandma’s house, school or the mall, getting inside
their safe places no matter who is around, is being abused and misused to do it. It's not fair. It is cruel. it
has driven some students to seif-harm and even suicide. it is done as casual entertainment. And it has to
stop.

Unless we can make the technology safer and provide the right skills to use it responsibly and teach
cyber-self-defense, we can’t expect students to use it, enjoy it or benefit from it. We owe it to the kids.

7. A bit more about us. Aftab.com is my personal website, and WiredSafety’s main cyberbullying
website is stopcyberbullying.org. The upcoming StopCyberbullying Toolkit will be distributed by our
partners and on our sites, without charge, to schools and community organizations. WiredSafety is a
charity where all of us volunteer our services without charge. We live around the world and operate
virtually, wherever our computers, smartphones and mobile devices are situated. We have one goal—



helping everyone become empowered to use digital technology in productive and fun ways, safely.

| am the cyberbullying and cybersafety contributor for both the Today Show and Good Morning America
and a regular on CNN, MSNBC and Dr Phil, among others. | appear often as an expert in print news and
magazine publications. | was fortunate to have been included as one of 150 experts brought to
Washington by Arne Duncan and Kevin Jennings for the first Federal Bullying and Cyberbuilying Summit.

In 1996 | wrote the first Internet safety book for parents, A Parents Guide to the Internet, which was
released in 1997. | have written other cyberbullying and cybersafety guides around the world since then.
The FBl is presenting me with the Directors Community Leadership this year and | have received many
other prestigious awards over the years.

The first front page article for the New York Times on cyberbullying was written in 2004 by Amy
Harmon, after accompanying me to student presentations in New York City to learn what kids and teens
had to say. http://www.nytimes.com/2004/08/26/education/26bully.htmi. | speak to 8-10,000 students
most months and up to 2,000 parents. | have been doing this longer than most others and have been
included in every major initiative and task force appointed to review these issues.

Why am | sharing this with you? Because no matter how often others and | appear on TV, in the news or
in print publications, no matter how many books we write or children and parents we address, no
matter how many awards and commendations we receive, we are failing.

Too few teachers, school administrators, industry leaders, law enforcement, judges and prosecutors,
parents, healthcare and mental heaith professionals and other important stakeholders know the basics.
They may know some buzz words, but don’t know how to report abuse and where to report it. They
don’t know what to do when something hurts them or others online. They are bystanders and stand
paralyzed, without the skills to help themselves or others.

Too few know about the great work so many are doing, valuable and free resources and programs that
are effective. They function alone, thinking that they have to reinvent the wheel. Unless we can change
this, all of us will fail — we will fail our chiiden. Shame on us!

School’s Legal Authority and Obligations in Off-Campus and After-Hours Cyberbullying. In addition, over
the next few years we should expect a few new legal developments putting more obligations on schools
for enforcement of the range of laws that cover cyberbullying actions.

When a school d|5C|pImes a student for creating a website or profile, posting a message online, or
sending a digital communication (text messaging, instant message, e-mail, etc.) off school grounds and
outside school hours, it is treading on very dangerous legal ground.

The websites and messages vary from school/administration/teacher/student bashing, to cyberbullying
and harassment of fellow students or teachers, to fights being broadcast online on MySpace or
YouTube, to sending vulgarities and threats, to encouraging others to hurt or kill someone, or
threatening to do it yourself. Sometimes the students are just behaving badly, or are rude and hurtful,
and sometimes they are committing serious crimes, including hacking, identity theft, vandalism, assault
and battery, and targeting victims for attacks by hate groups and predators.

In the United States, cases have challenged the school’s authority in many states and federal
jurisdictions under Constitutional and procedural grounds. Although the decisions conflict, there is some
guidance from the U.S. Supreme Court on free speech issues in schools and schools have been given
more leeway recently. The last definitive line of cases were largely decided during the Vietnam War. A



recent Supreme Court case has given some vague guidance, but nothing definitive, a 2009 case ruled
that peer-to-peer sexual harassment is covered by existing educational civil rights laws and a line of off-
premise jurisdictional cases is moving towards the Supreme Court that may help clarify this issue once
and for all.)

Most other issues will continue to be resolved by lower courts and the law will vary depending on the
state or federal district or circuit in which the school is located. So, befare taking action, it is essential
that the school district seeks advice from knowledgeable counsel in this field. The normal school district
lawyer may not have the requisite level of expertise to advise on this, and a Constitutional or
cyberlawyer may have to be retained.

There are a few generalizations we can provide which can give some general guidance. However, these
cases are very fact-specific and the facts in your case may differ from those in the cases already
determined in your jurisdiction.

¢ True threats: If there is a clear-cut threat (one that is seen by both the person making the
threat and those who have seen it or received it), the school is generally entitled to take
action, including suspension and expulsion.

e Clearly disruptive of school discipline: If the school had proof that the speech has or will
disrupt school discipline, the school has a better chance of succeeding. Ungrounded fear or
speculation is not sufficient to support the school’s burden.

e In-school activities: If the student is bringing in print-outs of the website, or promoting other
students in school to visit the site, text-messaging during school hours, or if the student
accesses the website while at school or creates or works on the website from school, there
is a greater likelihood that the actions will not be deemed out-of-school activities and would
fall within the school’s authority.

e School-sponsored activities: If the website belongs to the school or is created as a schooi-
sponsored project, it will probably fall under existing U.S. Supreme Court decisions
permitting school authority. {A school group on Facebook created by students would not
qualify here.)

* On-premises activities: If a student targets another student using interactive technologies or
the Internet, there is almost always an in-school activity related to the cyberbullying.

. Privacy-invading e-mails and harassing messages are often printed out and distributed in
school and on schooi grounds. In addition, cyberbullying typically creates a disruption in
school; the victim is afraid, may seek counseling or miss school, their grades may be
impacted, and friends may get involved. Any proof of an in-school student impact will help
support a finding of school authority. You should note, however, that some courts have not
extended the school’s authority to offline and off-premises actions in a cyberbullying case
when the cyberbutly himself did not bring the printed materials into the school. Others
doing it may not be attributable to the cyberbully, without independent action and intent.

*  Cyber staff harassment: If the school can demonstrate that the student’s website or
harassment has had a real impact on the staff, the school has a greater likelihood of success
in upholding its authority. If the teacher or staff member quits in reaction to the harassment
or takes a leave of absence or seeks medical treatment to help deal with the emotional
implications of the student’s actions, the courts tend to be more sympathetic and are more



likely to give the school the authority to discipline the student. Without this, the courts tend
to lean towards leaving the staff member to other legal recourse.

Schools are also attacked {often successfully) when they fail to follow their own procedures. Sometimes
pressured by angry staff members, parents, and fear of the problem growing out of control, they fail to
adhere to their own written rules. They fail to give the requisite notice, in the requisite manner, and
atlow the requisite response period to lapse before cailing a hearing. They sometimes fail to notify the
parents and give the student’s family a chance to respond. This is not a time for shortcuts or acting
without careful pfanning.

Sometime the schools over-reach in their policy, attempting to prohibit speech too broadly. These
policies are generally knocked down unless the school can demonstrate a practice that limits an
overbroad reach and clarifies what is prohibited and what isnt for the purposes of the policy and school
rules. One school even reserved the right to examine any home computer of their students to determine
whether a cybercrime or abuse has taken place using that computer.

The schools have a valid concern and legal obligation to maintain discipline and protect students while in
their care. But in this tricky area, especially when damages for infringing on the students’ rights can
exceed the annual salary of much-needed teachers and other educational resources, schools cannot
afford to guess. Until the law becomes better settled, or unless a local cyberbullying law giving schools
extended authority exists in their jurisdiction, the schools need to be careful before acting, seek
knowledgeable legal counsel, plan ahead, and get parents involved early.
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Addressing Cyberbullying After It Starts - Dispute Resolution, Peer-Counseling and

Restorative Justice Approaches

Prevention is very important when cyberbullying is concerned. Creating a more secure digital environment for the
students on all their devices keeps many cyberbullying hackers at bay. It keeps others away from their target’s secrets
and sensitive information. It locks former friends out of the target’s accounts and helps prevent impersonation ploys.

But, no matter how hard we try and how secure we try to make our students online, cyberbullying will continue.
Hopefully, we can reduce the occurrences and the severity of those occurrences. But even students with no Internet,
gaming or cell phone access can be cyberbullied by others using the medium to spread rumors and coordinate attacks by
others. That’s why we must address cyberbullying after-the-fact, as well as prevent it.

We cannot be expected to arrest our way out of this problem. Finding innovative alternative and early intervention
programs that work has to be a priority if we are going to successfully address cyberbullying. The three most mentioned
are dispute resolution training, peer-counseling groups and restorative justice approaches. WiredSafety’s evaluation of
the effectiveness of each is discussed below. We are interested in hearing about your experiences with these and other
intervention programs. Please email us through StopCyberbullying.org to share your thoughts with us.

Dispute Resolution Programs
Many bullying experts believe that bullying is the result of unresolved conflict. They preach dispute resolution programs
that teach students to work things cut when conflicts arise.

Based on our 16 years’ experience handling cyberharassment and cyberbullying cases and working behind the scenes
with Facebook and other leaders in the industry, WiredSafety does not see unresolved conflicts as the basis for many
cyberbullying incidents. In some cases, WiredSafety agrees that cyberbullying can begin when feelings are hurt, students
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are frustrated or angry, or are lashing out in the only way they can. But, for cyberbullying to continue from the initial
insults, account takeovers and attacks to a serious cyberbullying campaign, there has to be more than unresolved
conflict.

While conflict resolution skills are important life skills for everyone, the kind of protracted and vicious cyberbullying
campaigns we are most concerned usually about have nothing to do with conflict. They do, however, have everything to
do with contempt, dehumanization of the target and righteousness or entitlement. That may arise after unresolved
conflict, but not always.

So, teach conflict resolution, but do it primarily for reasons other than addressing cyberbullying. Use it to teach
tolerance. Use it to teach unemotional discussion of sensitive topics. But to address cyberbullying, also:

* Focus on effective communication skills and digital/information literacy.

¢ Help them understand the shortfalls in digital communications and how short messages can be easily confused.

® Help them select the “right medium for the message.” (Read more about this at WiredSafety.org and
Aftab.com.}

¢ Teach them to “take it offline” when something a friend sent to them doesn’t feel right (someone may have sent
a hateful text from their friend’s cellphone or someone may have miscommunicated or misunderstood a
message).

e Guide them on ways to step in without putting themselves at risk.

¢ Letthem know where and how to report cyberbullying they may experience or witness.

* Assist them in spotting cyberbullying activities from others or things they may be doing that crosses the line
between acceptabie and unacceptable behavior.

Far more than in schoolyard bullying, skills can be developed to help potential victims avoid cyberbullying or becoming
an attractive target for cyberbullies. These skills can help shutdown a cyberbullying campaign before it gets started.
Teach them as often as you can.

Peer-Counseling Groups

Peer-counseling groups are effective in helping address many school issues. They can promote racial understanding,
more effective communications between the genders and understanding of special needs and sexual preferences. Caring
and well-trained students can provide insight on student issues and trends. They are especially helpful when addressing
cyberbuilying. The same students sitting smugly, with snide grins when confronted by school administrators will be more
easily reached by their peers. The peer-counselors are better able to see when the cyberbullies fuel the fire and can
appreciate the subtleties of cyberbullying tactics.

WiredSafety has developed training modules for existing peer-counseling programs to help them understand
cyberbullying and Internet-related abuses and victimization to better address these issues as part of a comprehensive
peer-counseling program. Created with the assistance of young peer-counselors and mentors, these modules can help
form the core of a digital risk/cyberbullying peer-counseling approach. We are looking for experienced peer-counselors
to work with us in making these programs more accessible and easier to operate for schools without an existing peer-
counseling group. Let us know if you are willing to help at StopCyberbullying.org or WiredSafety.org. We're all in this
together.
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Clean Up the Mess You Made (or “Restorative Justice”)

At a joint speaking engagement in Vermont with Parry, Barbara Coloroso (one of the world’s leading experts in bullying
and in genocide) explained her take on “restorative justice™. During their discussion, both Parry and Barbara
contributed their unique perspectives to the issue. Parry had been advocating alternative justice avenues and early
intervention programs when the cyberbullying violates the law but doesn’t pose a threat of bodily harm or death.
Barbara understood that apologies without a plan to make things right (as much as possible) to address the bullying
often puts the target at further risk of continued harassment. Both agreed that the cyberbully should be required to
make things right.

Building on Barbara’s teachings, Parry (an Internet privacy and security lawyer) created a program to require court or
official supervised “restitution.” Rather than the common understanding of “restitution” as paying damages to set things
right, Parry calls this “cleaning up the mess you made.” it works equally well in a school disciplinary environment when
addressing cyberbullying after-the-fact as it does in a more formal judicial, juvenile or alternative/early judicial
intervention proceeding.

Parry’s “Clean Up the Mess You Made” approach involves five major steps and a carefully designed project plan:

1. The Analysis. The student identified as the cyberbully creates a thorough analysis of the cyberbullying activities
and scope of the campaign, including the active bystanders, facilitators, etc. (The students don’t have the name
them, but can design the analysis using pseudonyms.)

2. The Cleanup Plan. The student identified as the cyberbully uses the Analysis to create the Cleanup Plan to notify
those to whom the cyberbullying messages were sent, third parties they know witnessed the cyberbullying and
those they knew to assist in conducting the cyberbuilying about their retraction, apology and request for their
assistance in undoing the damage already done to the target.

a. The Goal: The Cleanup Plan must include the intended result of the Cleanup Plan and why it should
satisfy the “restorative justice” goal and address the cyberbullying damage. It should also include an
explanation why this Goal was selected in this instance. The student charged with the cyberbullying
should also state why the cyberbullying was wrong and commit to fix things to the extent they can be
fixed.

b. The Communications Network: The Cleanup Plan should outline which communications were sent, to
whom, when and how. tt should further identify the content sent and instructions to the recipient for
use of that content (forwarding it to others, to keep secret, to Tweet or post online, etc.)

. The Activity Log: In addition to communications made, the Cleanup Plan should include a log of all
activities conducted to further the cyberbullying, by whom they were taken and the result of those
activities. (These may include grabbing the target’s cell phone when it was unattended, accessing and
forwarding private images from the phone to others to use to humiliate the target.)

d. The Influencers and Facilitators: The Cleanup Plan should identify those willing to help the student
identified as the cyberbully to assist in retracting the cyberbullying and communicate the apology and
instructions to delete all cyberbullying references and remnants. These should be selected to be
effective facilitators, with the ability to influence other students — students liked and respected by the
other students.

! Restorative justice is a term used more outside of the US than within the US. (Barbara spends a great deal of time addressing these
issues in Canada and worldwide, and has been preaching restorative justice for years.)
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e. The Restorative Project: The Cleanup Plan should include the actions to be taken, the order in which
they will be taken, the nature, timing and content of the communications to be sent, the intended
recipients, those responsible for each action and reporting on the results of the actions. This should
include capies of all communications and screen shots of all postings and notice that the Supervisor(s)
will be reviewing the communications and postings to protect the privacy of other students.

f. The Supervisory Method: The Cleanup Plan should identify the adult(s) willing to oversee the
Restorative Project (the Supervisor(s}) and confirm its satisfactory conclusion. The identified adult(s)
must aiso be willing to work with the student charged with the cyberbullying to help modify the Plan to
effectively accomplish the Goal, as necessary.

g The Cleanup Report: The Cleanup Plan will include the method and timing for the Restorative
Conclusion Report, and to whom (in addition to the cyberbullied student) it will be delivered. The Final
Cleanup Report must be accepted and confirmed by the Supervisor(s} in writing.

3. The Target’s Review. A draft of the Cleanup Plan should be delivered to the cyberbullying target at least 5 days
prior to its planned commencement, following its approval by the requisite legal or school authorities and its
acceptance by the Supervisor(s). (The exact time periods will depend upon the nature and urgency of the
cyberbullying restorative needs.)

If the target has comments or suggestions for the Cleanup Plan or the Restorative Project, arrangements should
be made for them to be discussed with the target and their family by the legal or school authorities, as
applicable, and recommendations made to modify the Cleanup Plan to reflect those comments or suggestions.

4. The Final Cleanup Plan. Once the draft Cleanup Plan is reviewed and finalized to reflect any agreed upon
changes (as finalized, the “Final Cleanup Plan”, it should be delivered to the Supervisor(s} and the target.

5. The Apology. The Cleanup Conclusion Report should be delivered to the legal or school authorities, as
applicable, and to the cyberbullying target, along with a written apology and a promise not to engage in further
cyberbullying or bullying. (The cyberbullying target need not respond directly or indirectly to the apology or The
Cleanup Conclusion Report.)

In order to encourage restorative justice and retractions, the legal process must ensure that the Analysis, draft and Final
Cleanup Plan, Apology and the Cleanup Conclusion Report {together, the Cleanup Documentation), or any portion
thereof, will not be used against the student charged with the cyberbullying (or their family or third parties), in any
criminal or civil proceeding (other than in the proceeding for which the Cleanup Documentation was mandated), the
Cleanup Documentation, or any portion thereof, or admissions contained therein or made pursuant thereto, may not be
introduced as evidence of liability or culpability. This can be done either by court order or pursuant to a written
agreement of all parties.

Why Restorative Justice and “Clean Up the Mess You Made” Work

Cyberbullying often involves popular students (or those who want the popular ones to like them better} using their
social clout to exclude their target or to ruin their reputation. It also involves big tough bullies who intimidate their
targets and others physically. Some cyberbuliies are hackers, highly skilled in technology and good gamers. Others are
articulate and understand the concepts of viral “marketing” to spread their messages far and wide. Cyberbullies have
more talent, often, than their offline counterparts. Their messages can be more subtle (although just as deadly). They
trade in insinuations, rumors and posing as their targets.

If we turned their misused talents to fixing their targets’ reputation, instead of destroying it, and having their posts
removed and their texts deleted, while it may not be perfect, it’s an important start. Successful corporations offer
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reputation clean-up services. But no one can do it as well as a teen, tween or younger cyberbully required to undo the
damage they caused.

We teach our children to clean up after themselves. It’s part of learning responsibility and understanding consequences
of their behavior. The bigger the mess they make, the harder the clean-up. It makes sense. it serves the greater justice.
And, it works.

The same “mean girls” who defamed their target with false rumors about her promiscuity can help turn things around
with texts and IMs sent to everyone they sent the original statements to, telling them that what they did was wrong and
asking others to delete anything they had and to forward this to others they may have shared the derogatory
statements with. Supervision is crucial to make sure that the apology is genuine and this is not used to further the
attacks.

The cyberbullies should also be required to apologize. Not just with a simple “F'm sorry,” but with a heartfelt message
and a promise not to do it again. The apology should be public, to those who witnessed the cyberbullying. And, the
apology must appear to be sincere. Students’ online posts and texts should be monitored for a period of time to make
sure that they are not using the apology to further fuel the cyberbuilying fire.

The target doesn’t have to accept the apology, but should hear or see it. The goal is not to make them best friends or
require the target to do or stop doing anything. The goal is to teach the cyberbully about what is acceptable and what is
not.

No Cellphone for a Month!

Take fairness a step further. Think about restricting the student’s access to the technalogy or devices they used in their
cyberbullying attacks against others for a reasonable period of time. Work with their parents to reach a fair approach.

This can be very effective because it is targeted and directly related to the cyberbully’s abuse of the technology. It makes
sense. And like it or not, the student understands the connection between their actions and their punishment. It
reinforces the concept of consequences.

When criminals are convicted, often the items used in the commission of the crime are seized and forfeited. let boats
and aircraft, million dollar mansions, motorcycles and sports cars are auctioned off by law enforcement authorities after
being seized. Why are students, when they plead “no contest” or “guiity” to the commission of a cyberbullying offense
be any different? Why should their XBox accounts or their Facebook profiles remain their own? Cell phones, gaming
devices and laptops are the cyberbullying crime equivalent of the mansions, boats and planes. Why not forfeit them?
You may want to check out the “StopCyberbullying Disciplinary Approaches —Clean Up Your Own Mess!” article on
StopCyberbullying.org, WiredSafety.org, Aftab.com and in the StopCyberbullying Toolkit.
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